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Abstract

The present paper aims to assess the state afegalftory initiatives, often identified under the
heading of “corporate social responsibility”, iretRrivate Military and Security industry. It takeso
account substantive regulation and its implemesratiThe analysis focuses on Codes of Conduct
(CoQ), including best practices and ethics dedlamatinitiated by firms, designed to apply to the
provision of coercive services in contexts of armedflict.
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1. I ntroduction

The object of this paper is to present and assesstate of self-regulation initiatives often idéetl
under the heading of corporate social respongibitit Private Military and Security Companies
(PMSCs). Specifically, the present paper focuse€aates of Conduct (CoC), including best practices
and ethics declarations initiated by firms. Wheeggtipent, other initiatives developed outside the
industry but applicable to it, including, for exaepthe Global Compact or Voluntary Principles on
Security and Human Rights (VPSHR) will be touchedmu

The analysis addresses the state of self-regulatiorcorporate social responsibility initiatives
developed within the PMSC industry. Corporate da@sponsibility (CSR), for our purposes, can be
defined as “a concept whereby companies integratgalsand environmental concerns in their
business operations and in their interaction withrtstakeholders on a voluntary basis”.

The focus of the paper, however, is narrower thancomplete PMSC industry, in that it specifically
addresses only instruments that are designed teast in part, apply to the provision of coercive
services in contexts of armed conflict. Hence,astlstatements or CoC developed by firms providing
exclusively non-coercive tasks, such as food sesvias well as those not containing any language
specifically relevant to the provision of coercs@rvices have not been considered in detail.

The paper first classifies CoC, and subsequently set to analyze them with regard to different
mechanisms: licensing regimes, the contract, thivigc of PMSCs, resort to force, and risk

assessment. Furthermore, issues of liability afférdint regulatory techniques are explored. Lastly,
the paper considers the implementation and enfanemf such CoC. Under this heading the few
existing examples of formal enforcement provisidiesl to CoC in the industry are considered.
Moreover, the paper assesses the viability ofatwes that rely solely on the market to achieve
compliance.

2. A Classification of Voluntary Codes of Conduct for PM SCs

The label “Codes of Conduct” encompasses a vadktpitiatives that are differently designated as
“ethical codes”, “private regulation”, “private cesl of conduct”, or “voluntary principles”. Such
initiatives have different origins.

The expressions “voluntary principles”, “self-regtibn” and “ethical codes” propose the idea that
PMSCs willingly submit to regulation that is notn{g) imposed by an external public subject. In

particular, the reference to “ethical codes” estal corporate social responsibility approach.

Frequently, PMSCs set up regulation in collaboratioth other actors, especially NGOs, states and
governmental organisations.

PPh. D. (EUI), J.D. (Michigan). E-mail: Carsten.He@eui.eu.
ph. D. (Université de Toulouse), Max Weber Fel{@WI). E-mail: Ottavio.Quirico@eui.eu.
! European Commission Green Paper.

20n the definition of CSR see M. Moraru, “A CriticalirS8ey of Mechanisms for Institutionalizing CSR in Bess
Organisations”, iMhe Pluridisciplinary Dimension of Corporate Sodresponsibilitf2007), at 203.
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The Voluntary Principles on Security and Human REgVPSHR) are standards applicable to
corporate social responsibility commonly elabordigdhe US, UK, Netherlands, Norway, NGOs and
private companie$They concern business companies operating inxtiactive and energy sectors,
whereas a specific section lays down fundamentas mrhen such companies hire private contractors
for ensuring security. These principles are a @orsteference for PMSCs’ CoC. The Sarajevo CoC
for PSCs is a set of rules elaborated by PSCs diedts in collaboration with NGOs and
governmental agencies (Sarajevo Prockddlpinly “private” by nature, it represents the most
developed voluntary regulation specifically targgtPSCs.

For improving the quality and effectiveness of getjulation, the project of a common CoC for
PMSCs has been put forwardhe process of participation in this universal CisGenvisaged as
gradual, initially including adhesion only to cataties and exclusion of external monitoring bodies.
Such a Code should combine the interests of thgpanies, stakeholders, groups in civil society, and
it should be internally accepted by the comparkesticipation to the common CoC is envisaged as a
prerequisite for licensing and awarding of publitl grivate contractsA common CoC represents a
remedy against the multiplication of voluntary myl&vhich create fragmented regulation, and isyikel
to foster predictability and equal competitive citiods?® In fact, common rules are supposed to
clarify what is expected from PMSCs, in particweith respect to international humanitarian law
(IHL).

The expression “private regulation” sticks to thetume of the subject establishing a determinate
regulatory framework, i.e., private companies. Efame, it defines CoC elaborated exclusively by
single private companies (individual codes) or asgimns of private companies (group codes).

Our analysis focuses on private regulation in tiaenework of voluntary, national and international
regulation. At the basis of private CoC lays theaidhat PMSCs have direct knowledge of what
happens in the field and thus are able to provigieapriate regulation.

A. Private Codes of Conduct

Private CoC have different scopes of applicatioinstfthis depends on the nature of the activity
provided by the company. In fact, the label “PMSs@vers a very wide range of practices. Some
enterprises, often labelled as “PSCs”, for instaAE€OM, simply offer technical and management
support services to a broad range of markets, extssarily concerned with the security sector. Othe
companies, e.g., Dyncorp, operate exclusively & gbcurity sector. In this respect, the distinction
between PMCs, PSCs and other business enterpriges simplistic. Second, the approach may vary,
since some CoC generally target the activity of BlglSvhereas others concern specific matters, such
as armed operations. Third, CoC can have an ing#idr federative nature.

Our analysis takes into account a relevant rangeM$Cs and CoC, with special regard to coercive
services that could entail violations of human tsgand IHL. Thus, at the level of individual firms’
CoC we focus patrticularly on Dyncorp, G4S, Blue &tpup International, Control Risks Group, Xe,
Sharp End International, Secopex and AECOM.

% See tha/PSHR, http://www.voluntaryprinciples.org.
4 See the Sarajevo CoC for PSCs, http://www.seesac.org

5 See N. Rosemanode of Conduct — Tool for Self-Regulation for PMS@=sneva Centre for the Democratic Control of
Armed Forces, Occasional Paper n. 15 (2008), &t 19

% Ibid., at 37, 39.
7 Ibid., at 39.
8 Ibid., at 24.
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Dyncorp is a primarily US-based firm providing sopp for protecting people, helping in
humanitarian operations and disaster relief. 1b gdeovides technical assistance, including military
bases, energy installations and p8i®4S is a company specialised in outsourced busimeEesses

in sectors where security and safety risks are idered a strategic thre®t.Blue Sky Group
International is a UK-based global provider of séguisk-management training and consultahty.
Control Risks Group is an independent UK-basedatsisultancy that enables its clients to succeed in
complex or hostile business environmehtXe, founded as Blackwater in 1997, is a US baddd P
providing a variety of protective services, militatraining services, governmental installations
protection, aviation support, including the ability develop, test, and manufacture weapons and
armour®™ Sharp End International is a US-based speciaisting company that delivers services in
foreign internal defenc¥.Secopex is a French provider of strategic andatjseral support in facing
threats such as crises, terrorism, criminality eivil wars® AECOM is a US-based global provider
of professional technical and management suppevices to a broad range of markets, including
transportation, facilities, environment and enéefgyts activity ranges from regenerating the
framework for the Lower Lea Valley in the Londontdéd for hosting the Olympic Games to
maintenance, repair, modification on a wide ranf@wiation and ground systems for the US Air
Force, Army, Navy, Coast Guard, and Federal Aviefddministration.

At the federative level, in the UK PMSCs operatovgrseas that satisfy strict disciplinary procedure
can join the British Association of Private Segui@ompanies (BAPSCY, whose constitution was
recommended by the Green Paper on PM$Ckhe idea is that a trade association provides
assurances of respectability, by promoting businggpgortunities for lawful companies while
outlawing disreputable companies. In fact, accgrdinthe BAPSC Charter, the Association aims at:
(1) promoting, enhancing and regulating the intea@sl activities of UK-based firms and companies
that provide armed security services outside the (2Krepresenting the interest and activitieshaf t
member companies in the matter of proposed legislatArmed security services” are broadly
conceived of as involving recruitment, trainingugxping, co-ordination and employment of persons
who bear lethal arm.

At the regional level, in the EU the representaiséthe Confederation of European Security Sesvice
(CoESS) and the Trade Union Federation Uni-Eurspadd a Code of Conduct for the companies and
employees operating in the private security sedtois considered that in the near future 20,000
companies will operate in the security sector wittie EU, employing some 1,100,000 persofihel.
The aim is to harmonize the rules governing theaasf services. COESS and UNI-Europa wish to
emphasize the need for companies and employeexagporate the principles of the Code in their
activities” The Private Security Company Association of IrRGCAI) gathers PMSCs operating in

® See http://www.dyn-intl.com.

10 See http:/www.g4s.com.

11 See http://www.blueskysc.org/index.asp.

12 See http://www.controlrisks.com.

13 See http://www.xecompany.com.

14 See http://www.sharpendinternational.com.

15 See http://www.secopex.com.

16 See http://www.aecom.com.

17 See http://www.bapsc.org.uk.

18 See the Green Paper on PMSCs: Options for Regul@0@?2, http://www.fco.gov.uk.
19 BAPSC Charter, Preamble, http://www.bapsc.org.uk/deguments-charter.asp.

20 CoESS/Uni-Europa, CoC and Ethics for the PrivateifgcSector, |, http://www.coess.org.
! Ipid., 111-15.
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Iraq? In this case, the federative criterion is the thesate territory, i.e., the place where the attiv
of the companies takes place. The association ed@CoC within the framework of its Charter for
PMSCs active in Iraéf

At the international level, the International Pe&ggerations Association (IPOA) aims to improve
accountability by promoting high operational andieil standards for PMSG$.The IPOA CoC,
firstly adopted in 2001 and lastly revised in 2088eks to ensure respect for ethical standards by
PMSCs members operating in conflict and post-carngituations”

B. A Framework of Analysis

Private CoC are part of the norms governing PM$Csrder to understand private regulation in the
context of public law a classification is necessdtyis should allow for some conclusions aboutrthei
completeness and effectiveness.

According to a temporal perspective, the regulatoncerning PMSCs can be divided in multiple
stages: (1) the licensing regime of PMSCs and theirsonnel; (2) the hiring contract; (3) the
territorial and extraterritorial activity of PMS@sd their personnel and its control; (4) labour; |€&y
criminal liability; (6) civil liability.?®

Within this framework, we can conceive of PMSCstamtability with respect to “internal” or
“external” relationships. Internal responsibilitiows from the violation of relationships existing
between PMSCs and their employees. External liglfibws from the violation of the relationships
between PMSCs, on the one hand, states, |10s, privdities and individuals, on the other hand.

From the viewpoint of public law, PMSCs are subjecthe regulation of the “home” and “host” state,
given the international character of their activiBpecific organs are created or existing orgaes ar
committed to check the activity of PMSCs and tleenployees. Whether or not the legislation of the
“home” state applies extra-territorially must becextained on a case-by-case basis. The major
problem consists in the legal gap existing wherionat regulatory frameworks are insufficient,
particularly when the “home” state regulation hasrtra-territorial applicability.

By following the outlined pattern, we present athgtic overview of the substantive and procedural
private regulation in the matter of PMSCs withie tontext of voluntary, national and international
norms.

3. The Content of Voluntary Codes of Conduct: Substantive Rules

A. Compliance with the licensing regime

PMSCs are legal persons composed of one or morsigathypersons, who are often personnel
formerly engaged in state military and securityivéii¢s. According to national legislations and
voluntary CoC, private contractors are usually nemlito comply with common standards for
practicing military and security services. BasigaPMSCs and their employees must satisfy strict

22 See http://www.pscai.org.

23 pSCAI Charter, Section 9, http://www.pscai.org/DB&LAI_Charter_Final.pdf.

24 See http://ipoaworld.org/eng.

25 |POA CoC, Version 12, Preamble, http://www.ipoawartd/eng/codeofconduct.html.

%6 See O. QuiricoNational Regulatory Models for PMSCs and ImplicatiémsFuture International RegulatigrEUl MWP
WP 2009/25, at 1.
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professional qualifications, not to pose a threadtate security and be clear of judicial condemnat
These requirements are checked via targeted lingmsocedures. Private CoC aim to complete the
framework. In the following we discuss several eghen of private CoC in more detail.

The Sarajevo CoC provides that firms support thgliegtion of a transparent and fair licensing
system, regardless of the size of the companiesetoed. In the absence of a satisfactory regulation
firms are requested to federate in order to sejfdae the licensing reginfé.

The IPOA CoC fosters the idea that PMSCs must aiscinformation to legal authorities, and thus
provides that PMSCs support a transparent licenstgigme for PMSC& Sharp End International
supports accountability and transparency in theitany, security, peacekeeping, and stability
operations industr§’

The CoESS/Uni-Europa CoC provides that a compatiyeam the sector, or wishing to enter the
sector, satisfies the conditions imposed by natioegulations, in order to obtain the permits and
authorisations needed by the company, its manaderand its staff. Professional associations of
private security companies must ensure that atheif members comply with this obligation. COESS
and UNI-Europa feel that the licences should batgon an independent basis, according to fair and
transparent procedures, and applied in the sameavaly companies, irrespective of their siz&he
Code also envisages that any internal firms’ orggtional procedures are made transparent and
applied without discrimination to all parties conuad?"

The BAPSC Charter requires PMSC Members to build promote open and transparent relations
with UK Governmental Departments and relevant hagional Organisatior.

As for the licensing of personnel, the Sarajevo Galmits it to the successful completion of tragnin
especially concerning the use of the (armed) fdozeemployees authorised to carry (fire)arths.
Transparency is achieved by requiring firms to stgi employees including records of background
checks and registers of security incidéefits.

The CoESS/Uni-Europa CoC states that it is pagrtylimportant to select new employees on the
basis of objective criteria, allowing a fair evelioa of candidates’ professional qualities. Cantiida
moral values are also taken into consideration.ifguthe recruitment phase, the company should
ensure that security employees possess all of dsi laptitudes for becoming professional private
security officers. Moreover, the Code demands tiizea participation of the public authorities ireth
selection process and the setting of effective quioces? It is particularly important that newly
recruited employees receive basic, specific andioggtraining in order to acquire the necessary
skills; therefore, national and European regulai@n standards must take into account quality
vocational training. The Code allows for the gragtof licences on the condition that companies can
demonstrate not only their own quality and reli@gilbut also that of their employees through tiragn
programmes?

%" sarajevo CoC, 2.2.

*81POA CoC, 2.

29 See http://www.sharpendinternational.com/how.html.
30 CoESS/UNI-Europa CoC, lII-3.

*bid., 11I-2.

%2 BAPSC Charter, Preamble.

¥ Sarajevo CoC, 2.4.

% Ibid., 2.20(H)().

35 CoESS/UNI-Europa CoC, Il1-4.

*bid., I1I-5.
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In its guidelines, Xe maintains it recruits higlgyalified and skilled personnel. The company looks
for people of the highest calibre. Accountabilityytegrity, and respectability are mandatory
requirements for candidates. The applicant mayeheeasted to prove physical fithess, psychological
attitudes and specific certifications, dependinghanpurpose of the employment. Background checks,
personal and employer references are completed proapective employeés.

B. TheHiring Contract

PMSCs provide services for different subjects, ngmgl) states; (2) international organizations;
(3) non-governmental organizations; (4) transnatiocorporations; and (5) other private entities.
According to public and voluntary regulation, agnemts normally follow the principle of the

freedom of contract, but they cannot be contrarhéofoundations of the law and morality. Moreover,
specific national rules frame a regulation for thieing contract, in particular with regard to

governmental outsourcing. Private CoC tend to eraatomplementary regulation from the viewpoint
of PMSCs.

The Sarajevo CoC requests that firms reject coistrémat violate national or international &%t
also prohibits unfair relationships with competit@nd fosters federation linksConfidentiality is
strictly protected by the Sarajevo CoC, so much ahéawful or abusive behaviour by private security
personnel is envisaged as a reason for terminatimyracts’ The VPSHR foresee that contracts
between PMSCs and the hiring companies includeulles embodied in the Voluntary Principles and
guidelines, where appropriate. Contracts shouldvigeofor investigation of unlawful or abusive
behaviour as well as appropriate disciplinary actfo

The IPOA CoC requires PMSCs to contract solely wathitimate and recognized states, 10s, NGOs
and private companies, by carefully consideringirtf@countability. Engagement with clients
thwarting international peace efforts is prohibité@he IPOA Code also requires the hiring contract
to specify mandate, restrictions, goals, benchmarkgria and accountability for withdraw4l.

The CoESS/Uni-Europa CoC states that it is thearesipility of each national federation of private
security companies and its members to convincei@uipl private clients to award contracts on the
basis of the best value for morféyin this vein, COESS and Uni-Europa elaborated idegtor the
awarding of security contractsThe CoESS/UNI-Europa CoC also requires firms toirm@ manner
consistent with the rules of fair competition andradity.

The BAPSC requests PMSCs not to accept contradtdhvalne likely to involve criminal activities and
breaches of human rightslt also compels PMSC Members to decline contratten the services
provided might adversely affect the military oritiohl balance in the country of delivety.

37 See http://www.xecompany.com/ProfessResources.html.
% Sarajevo CoC, 2.1.

¥ bid., 2.17.

“Olbid., 2.19.

41 See http://www.voluntaryprinciples.org.
“2|POA CoC, 4.

“bid., 8.1.

44 CoESS/Uni-Europa CoC, I1I-12.

8 See http://iwww.securebestvalue.org.
“BAPSC Charter, 4-5.

“"bid., 7.
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Sharp End International declares that it suppkgsices and training only to legitimate Governménta
Bodies and lawful organizatioA$Control Risks details the process to follow ptiothe acceptance

of a client and a particular engagement, includiregrisk assessment for every potential engagement.
The policy stipulates that any ethical concerns tmhes referred to the Ethics Committee for
consideration and revisida.

The Code of Practice of Blue Sky Group Internatigmamotes a client-oriented attitutfelt fosters

an independent, strategic, and holistic approachugiomers’ requirements, assessing all possible
implications of the situations they face. It alagorts impartiality and confidentiality. Likewise,
Secopex generally fosters clients’ satisfactioiXe too makes decisions with a commitment to
customer satisfaction foremost in mind, focusing fording the most economical and effective
solutions to the requests of its custontérs.

C. The Activities of PMSCs and its Regulation

In the following we provide an analysis of the wayvhich CoC regulate PMSCs’ activities, either in
the “home” state or in the “host” state.

According to the VPSHR, firms should observe thkcps of the contracting company in the matter
of ethical conduct and human rights, the law of ‘thest” state, emerging best practices, and human
rights. The Principles also require that firms dat wmiolate the right of freedom to association,
peaceful assembly, collective bargaining and otlgiits of company employees recognized by the
Universal Declaration of Human Rights (UDHR) and thO Declaration on Fundamental Principles
and Rights at WorR® The Sarajevo CoC requires that firms refrain famting in a manner that would
be contrary to the letter and the spirit of intéioaal law or the national law of the “host” countf
Specifically, it requires compliance with the Unisal and European Declarations of Human Rights.
The Project for a common CoC envisages the baspment for the right to life, bodily integrity, the
ban on torture, freedom of movement and non-disnetion>®

Private CoC oblige PMSCs to comply with voluntames, national and international law, especially
international human rights and international hurtzaign law.

The IPOA CoC fosters respect for human rights &filddy PMSCs and their personnel. Specifically,
it requires compliance with the UDHR of 1948, then@va Conventions of 1949, the Additional
Protocols of 1977, the Chemical Weapons Conventibi993 and the VPSHR. The Code also
requires PMSC personnel to behave humanely wittestyn integrity, objectivity and diligencé.
More broadly, respect for ethical imperatives insidered essential for effective security and p&ace

The CoESS/Uni-Europa CoC requires firms and theisgnnel to respect and improve the regulation
of PSCs’ activities existing in the EU. In thoseintrsies where national regulations are non-existent

48 See http://www.sharpendinternational.com/how.html.

49 See Control Risks’ Corporate Governance Framewott,/iitww.controlrisks.com.
%0 See http://www.blueskysc.org/index.asp.

%1 See http://www.secopex.com/index.php/ethique.

52 See http://www.xecompany.com/ProfessResources.html.
%3 See http://www.voluntaryprinciples.org.

%4 Sarajevo CoC, 2.1.

*®Ipid., 2.7.

% N. RosemannCode of Conducat 30.

*"IPOA CoC, 6.13.

%8 Ibid., 9.
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underdeveloped, the CoC maintains that it is tspaesibility of companies and employees and their
representatives to promote the development of @piate regulations, within the framework of their
representative organisatioris.

The PSCAI CoC recognizes that its Members mustadpevithin the law of Iraq. PMSCs are required
to further the aims of the democratically electesv&nment and of the nations contributing to the
reconstruction of Irag. They are also requestednjorove the quality of life of the Iraqgi people.
According to the Code, the role of PMSCs consisiqarily in deterrence, so that firms and their
employees may not conduct law enforcement functiehdSCs are required to recognize Iraqi law
enforcement officials and their role in enforcirgggrity within Iraq. PMSCs must promote acceptable
practices based on the fundamental respect forighés and dignity of the Iragi people. They must
also insist upon behaviours consistent with nornts@nventions of the international commurifty.

The BAPSC Charter imposes respect for the UK lde, “host” state law, and international law,
particularly humanitarian law and human rightsspecifically requires that PMSCs exercise a high
level of professional skill and expertise, by retisgng that “host” countries may have inadequate
legal frameworks. In general, according to the @raPMSCs must balance the provision of security
services with the legitimate concerns of persons wdn be affected by the delivery of such services.
The Charter also requests transparent involvemeRMSCs Members in 10s, governments, public
and private bodies that share common intefésts.

The Code of practice of Blue Sky Group Internatiofasters respect for international law, in
particular the Geneva Conventions, the UDHR, amdléws of the country in which the company
acts. Such a principle applies both to the compamy its employees. Personnel are expected to
conduct themselves with honesty, integrity, objgigtiand diligence. In doing so, they must actlhat a
times in a manner that protects and projects thedsirds and reputation of Blue Sky and the clients
they represerft

Sharp End International generically states thabitducts itself lawfully and legally, abiding by UN
sanctions and International L&MGA4S too promotes respect of human rights and dangs with the
law >

According to its declaration of ethics, Secopexeess the UDHR, the Geneva Conventions, the
Convention against the Recruitment, Use, Finaneind Training of Mercenaries, the fundamental
principles of the UN, the decisions of the UN anel EU®

Control Risks operates in a manner that meets ithigest corporate governance values. It ensures
compliance with UK corporate governance standasisecially the 2003 Revised Combined Code on
Corporate Governance. At the international levednt®l Risks fosters respect for human rights,

specifically abiding by the UDHR and the VPSHR.

Interestingly, G4S promotes a set of environmestahdards, in particular by asking PMSCs to:
(1) continuously review their impact on the envirent; (2) introduce business processes to reduce
their carbon footprint; (3) actively target carbontput reductions; (4) systematically measure the
carbon footprint of the group; (5) establish perfance indicators enabling the setting of targets an

%9 CoESS/Uni-Europa CoC, IlI-1.

80 pSCAI CoC, Article 48(a-e).

61 BAPSC Charter, Preamble and 6.

62 See http://www.blueskysc.org/index.asp.

83 See http://www.sharpendinternational.com/how.html.

64 G4S, Corporate Responsibility Report — Policies, fat 4

% See http://www.secopex.com/index.php/ethique.

6 See Control Risks’ Corporate Governance Framewoigi/feww.controlrisks.com.
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tracking of progress; (6) implement processes éducing carbon emissions across the organisation,
including areas such as fuel consumption, energyswmption, water usage; (7) make use of

environmentally-friendly products wherever possil{®) seek to reduce waste and recycle materials
where possible when the means to recycle matesidit; (9) seek to use modern communications

techniques to reduce the need for air travel, €i@purage and enable staff to make a positive
contribution to improve the environment; (11) engagth customers and suppliers on environmental

initiatives; (12) communicate the progress of thien@te Action Programme to all of stakeholders in a

open and transparent manfer.

Specific regulation is usually elaborated with melgi the trafficking and brokering of goods possib
related to PMSCs’ activities, such as arms, dual-gsods and technologies (especially nuclear
materials), and strategic goods (for example, dlobgigation satellite systems receiving equipment)
The main purpose of these controls is to limitgbhpply of technology or strategic goods to coustrie
proscribed, principally for reasons of proliferatjosecurity or terrorism. Thus, the Dyncorp CoC
fosters governmental licensing and authorisatianefxport, especially by conferring with the US
Trade Compliance Department before export opemtfofihe Code of practice of Blue Sky Group
International requires compliance with the expamteols imposed by the UK Government and the
European Community, which affect products in iterseas markefS.

D. Resort to (Armed) Force

States tend to exclude PMSCs from direct partimpah hostilities. Therefore, resort to (armed)cto

is officially possible only in very specific caséis.general, carrying and using (fire)arms is atiteal
only for a narrow list of activities, subject tdieensing system and permitted only to people h@avin
due training in arms handling. Outside these limitee use of (fire)arms is a criminal breach,
exceptionally permitted solely in the case of siefence.

Along these lines, the VPSHR recommend that firrdepa rules of engagement, specifically
concerning the use of force. In case of resortrtoed force, PMSCs should make medical aid
available for their personnel and the offendersreMgenerally, the VPSHR require PMSCs to provide
only pre-emptive and defensive services. Therefibie Principles ban the participation of PMSCs in
activities that are the exclusive competence dfesnailitary or law enforcement authorities. The
VPSHR also require firms to maintain high levelstethnical and professional proficiency with
regard to the use of (fire)arms. They demand thahé€d) force is used only when strictly necessary
and in a manner proportionate to the thfé@imilar regulation has been set up by the Sarajevo
CoC* The VPSHR and the Sarajevo CoC recommend compgliaith best international practices in
terms of use of the (armed) force, in particula tiN Principles on the Use of Force and Firearms by
Law Enforcement Officials and the UN Code of Cortdoc Law Enforcement Officials. Specifically,
the Sarajevo CoC points out that detailed guidsliskould be set up by PMSCs for the use of
weapons, whether fire-arms or less-lethal armsh sag chemical sprays and shock equipments.
Standard Operating Procedures (SOPs) are envistmged(a) the usage, storage, accounting,
maintenance, ownership and registration of weap(gshe safe loading and unloading of firearms;
(c) accurate record-keeping; (d) incident reportinghe Project for a common CoC envisages resort

67 G4s, Corporate Responsibility Report — Environmerit6af.
% Dyncorp CoC, Fairness and Honesty in Business, 4.

89 See http://www.blueskysc.org/index.asp.

0 See http://www.voluntaryprinciples.org.

"L Sarajevo CoC, 2.4.

2pid., 2.6.
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to (armed) force only by way of self-defence, siaceabsolute ban on offensive use of the armed
force is not likely to be accepted by PMSEs.

According to the IPOA CoC, PMSCs potentially invedlvin armed hostilities must establish with
clients appropriate “rules of engagemefitaiming at minimizing casualties and damage, though
preserving the individual right to self-deferléd®?MSCs must also recognize relief organisaffbas
well as support I10s, NGOs and other humanitariaitie’’ With respect to arms control, the IPOA
CoC engages PMSCs to account for and control weamomd ammunitions utilized by their
employeeg® Only “appropriate” weapons, common to military,cséty and law enforcement
operations are allowed, according to the principfleoroportionality’® By taking care of the 1993
Chemical Weapons Convention, PMSCs are requestaéftain from the resort to illegal arms,
especially toxic, chemical and long-term effect paas®

The PSCAI CoC compels PMSCs operating in Iraq toplg with the rules on the use of force as
defined within the laws of Iraq and the laws of athconflicts, ensuring that all security staff is
trained in these regulatioffs.

According to its pre-emptive aims, the BAPSC Chapi®vides that PMSCs’ services are designed
primarily to deter potential aggression and avaithexd exchange. Therefore, the use of weapons is
allowed only in a defensive mode as a last resgainst an armed attack or for evacuaffon.
Furthermore, the BAPSC Charter compels PMSCs nptdeide governments or private bodies with
lethal equipment when human rights are likely tortienged®®

The Code of Practice of Blue Sky Group Internati@revisages that the company will never become
involved in the prosecution of active military anagi-military operations. This holds true in spfe
the fact that Blue Sky, by operating in remote angkrous regions of the world, considers itsebig¢o
legitimately involved in training, conflict preveah, post-conflict reconstruction, support of
humanitarian and other neutral organisatf§ns.

E. Labour Law

1. General Regulation

PMSCs can provide their services by themselves yorsbbcontracting tasks. Two kinds of
relationships come therefore into account: emplayraed assignmefit.

¥ N. RosemannCode of Condugctt 30-31.
" |POA CoC, 9.2.1.

S bid., 9.2.2.

8 |bid., 9.3.1.

7bid., 9.3.2.

8 |bid., 9.4.1.

bid., 9.4.2.

8 bid., 9.4.2.

81 PSCAI CoC, Article 48(f).

82 BAPSC Charter, 1.

8 bid., 8.

8 See http://www.blueskysc.org/index.asp.

8 On CSR in the matter of labour law see M.-A. Morédihe Role of Labour Law in a Pluridisciplinary Amgarch of CSR”,
in The Pluridisciplinary Dimensigrat 220 ff.
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In the matter of assignment, according to the VPSlpRvate companies should preferably
subcontract to firms’ representative of local papioins. They are expected to review the background
of the firms to be hired. For this purpose, theystmtonsult with other companies, “home” country
officials, “host” country officials, civil societand to assess previous services provided to thet™ho
government® In the vein of the Sarajevo Cd€the IPOA CoC acknowledges the possibility that a
PMSC subcontracts services to other companiesdier do fulfil its contractual duti¢. The selection

of partners and subcontractors must be done wahutmost care, due diligence and by ensuring
compliance with recognised ethical stand&fdSimilarly, the Code of practice of Blue Sky Group
International envisages the possibility of workimgth a number of carefully selected partner
companies and engaging subcontractors for spea#ls. Associate companies must be selected with
the utmost care and due diligence in order satisyhigh ethical standards of the chosen company.
Control Risks provides that the employment of sulb@wxtors is strictly governed through a clear
process for the selection, preparation, engagertramjng and management, in order to ensure that
subcontractors meet exacting ethical and qualitydzrds”

As for employment, national legislation often pamssé that PMSC employees benefit from the
guarantees applying to the personnel of other caiepa Instead, no specific regulation exists
concerning PMSC personriél Therefore, fundamental principles apply such he: équal right of
access to jobs, the obligation of good faith intcacting, the physical and psychological adequdcy o
the personnel to perform their duties.

The Sarajevo CoC acknowledges the crucial impoetasfcmaintaining good and human working
conditions? specifically via tasks optimisatiof. The Code states that labour contracts must
remunerate acceptable standards of work with apiateppayment in timely fashion.The Sarajevo
CoC establishes an internal training system aimingrovide personnel with a good grounding in
relevant national and international law, issuesufural sensitivity, first aid, gender issU8sThe
VPSHR ask firms to provide a high level of techhiaad professional efficiency and also not to
employ individuals credibly implicated in human hig abuse¥. The Project for a universal CoC
should properly address the issues of social ggeuliscrimination and child labour. Recruitment,

initial and ongoing training of personnel are asgeted”?

According to the IPOA CoC, PMSCs must check that tcruited personnel are physically and
mentally apt for practicing military and securitgtiaities trained, prepared, equipp®dand free of
criminal convictions®® A general engagement is also required to act resply towards

8 See http://www.voluntaryprinciples.org.

87 Sarajevo CoC, 2.16.

8POA CoC, 10.1.

¥ bid., 10.2.

% See http://www.blueskysc.org/index.asp.

%1 See Control Risks’ Corporate Governance Framewoigi/feww.controlrisks.com.
%2 See O. QuiricolNational Regulatory Modelsit 12.
93 Sarajevo CoC, 2.9.

% 1bid., 213.

% bid., 2.10.

%1bid., 2.4 and 2.5.

7 See http://www.voluntaryprinciples.org.

% N. RosemannCode of Conductt 30, 32.

% 1POA CoC, 6.2.

10pjid., 6.3 and 6.11.

1 pid., 6.5.
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employees” Finally, appropriate insurances policies on healtd life are demandeé® Similar
regulation is provided by the BAPSC Charfér.

The CoESS/UNI-Europa CoC recognizes that good wgrkbnditions constitute a crucial component
in the development of the sector's companies aedpthtential of its workers. It requires firms to
commit themselves to applying and improving all tbe legislative and contractual provisions
governing working conditions. The Code also streghe importance of constructive social dialogue
between trade unions and employers’ organisatidnallalevels (European, national, company),
especially through mutual recognition between camgpaanagement and trade unions represented at
the company®® The Code encourages the parties involved in salagptiation to set remuneration
levels that respect and recognise the work perfdrazewell as the particular conditions under which
it is performed, while ensuring the company’s cotitipeness:® It also fosters equal opportunities
and combats all types of discriminatithh Overall, an appropriate balance is supported teywen
the one hand, job security as well as qualityfefdind, on the other hand, the needs of cli€hts.

The PSCAI CoC generically sets up the duty for PEI®@erating in Iraqg to care for their employees
and contractor¥?

The Code of Practice of Blue Sky Group Internaticgravisages that each and every employee is
selected against, and fully briefed on, each cBgmarticular requirements and the ethical starslafd
the company. In addition, all employees are indigity briefed on what is expected of them before a
particular assignment. In the case of overseasogemnts, this includes briefings on local legal,
cultural, and religious sensitivities as well assth of the clients involved®

The Dyncorp CoC obliges it to recruit, develop, mpote and retain well-qualified workforce,
regardless of race, colour, religion, gender, agépnal origin and other discriminating criteHaFor
preventing the dissemination of reserved infornmtibfosters the maximum care and respect for law
in recruiting former government employees, militagrsonnel and former employees of international
organisations*?

In more detail, G4S, by respecting the ILO conwamj is committed to: (1) never employ children or
allow any form of forced labour; (2) work to changerkets in which business is awarded at the
expense of employee terms and conditions; (3) otsgraployees’ need for time away from work,
while acknowledging that many want to maximise rthietome; (4) boost long-term job security by
creating new solutions to meet customers’ businessls; (5) strive for diversity in their workfortie
draw on all available talents; (6) value employagsinique individuals while respecting and listgnin
to their collective voice; (7) help employees depeto that they can perform well and take advantage

192 1pid., 6.6.

193 1bid., 7.

104BAPSC Charter, 2 and 3.

105 CoESS/UNI-Europa CoC, lII-7.

106 hid., 111-8.
107 bid., 111-10.
108 pid., I11-11.

19pgSCAl CoC, Article 48(h).

105ee http://www.blueskysc.org/index.asp.
111 byncorp CoC, Respect for Co-Workers, 1.
112 bid., Working with Integrity, 3.
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of opportunities to progres§’ Similarly, Secopex generally declares its respiect the ILO
conventions*

2. Risk Assessment

Given the kind of environment in which PMSCs operaiarticular guarantees are offered to their
personnel. In this sense, some legislation, votynpainciples and contracts tend to establish for
PMSCs the obligation to ensure the safety and ineditheir employees. In particular, the Sarajevo
CoC requires a high level of safety and healthdseis, as well as the regular revision of related
norms by the competent authorities and the indd&try

Accordingly, the IPOA CoC recognizes the high lewélrisk inherent in conflict and post-conflict
situations. The Code requires PMSCs to strive teratp in a safe, responsible, conscientious and
prudent manner® Thus, PMSCs must inform their personnel of th& they incur as well as the
terms, conditions and significance of their cortsatl

The CoESS/Uni-Europa CoC provides that all firmstransure minimum health and safety standards
for private security officers, in order to guaranthe maximum possible prevention of professional

risks 8

The BAPSC Charter requests PMSCs to provide aflomable precautions for the protection of the
staff in high risk and life threatening operatidts.

The Dyncorp CoC recognizes that employees desesafeaand healthy work environment, free of
violence or threats. This is envisaged in the ocdntd respect for health and safety laws and
regulation. In particular, attention is paid to thecessity of creating a drug-free workplace throug
screening and testing. Care is taken also to sgenfial environmental hazartfS.

G4S takes care of employees’ physical and mentdlbeirg, especially in harsh or hostile
environments?

F. Liability

Pursuant to national legislation, PMSC employeaghimincur criminal responsibility for violation of
both international and domestic law. This is valisb for PMSCs as such, when domestic legal orders
provide for the responsibility of legal personsfédtes that do not qualify as criminal are often
sanctioned via administrative procedures and esdgaittions such as fines and cancellation of psrmit

In particular, the activities of PMSCs can ovenlgith mercenarism. Thus, it has been suggested that
voluntary CoC adopt their own notion of “mercenarisin order to foster clarity in the matter,
concerning both the individuals and the compalffellevertheless, this remains problematic. In fact,

113 G4s, Corporate Responsibility Report — Employees, at
114 See http://www.secopex.com/index.php/ethique.

115 sarajevo CoC, 2.11.

H181POA CoC, 5.

17 bid., 6.1.

118 CoESS/Uni-Europa CoC, I11-9.

H19BAPSC Charter, 3.

120 byncorp CoC, Respect for Co-Workers, 2, 3.

121 G4s, Corporate Responsibility Report — Employe€s, at
1225ee N. Roseman@ode of Conductat 28.
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since profits are the core aim of PMSCs, self-atnitn seems hardly achievable. By contrast, it is
realistic to demand transparency of payments, Bpally by including personnel’'s wages in
contracts.

Civil responsibility of PMSCs and their personnelses for damages caused by breaches of
contractual obligations, be they internal or exaérit can also arise from breaches of extra-cotued
obligations (tortious responsibilities). Specifidas can be set up by reason of the risks connected
with the activity practiced by PMSCs, especiallyncerning the insurance and division of risk
between the PMSC and the beneficiary of its agtiviih this vein, the Sarajevo CoC states that
companies insure their staff against risks assediatith their work, e.g., through life insurance
schemes?

The Sarajevo CoC prevents PSC personnel from wsinfidential information for personal gain and
entering in conflict of interest with their compaliy It also prohibits firms and their employees to
affiliate with political movements or parties, pamiditary or criminal groups, national justice and
security agencies, in any manner that contraveatsnal law'*®

The Project for a common CoC envisages the redpititysbf the companies for omission of control
on violations perpetrated by employ&éand specifically provides for a ban on corruption.

The IPOA CoC recognizes the importance of cleagsliof accountability?® Liability of PMSCs is
particularly stressed for the use of weapons anuamtions by employees during operatidfts.

Individual CoC make special reference to the imgare of fairness and honesty in business. Thus,
the Dyncorp CoC imposes compliance with antitrus¢g®® and the duty not to promote restrictive
international trade practicé$. More generally, the Code establishes the obligatar employees
properly to use the company’s assets and facififfeas well as to protect Company informatitn
and the Company imad& In the context of the Sarajevo C6€the AECOM CoC and the DynCorp
CoC establish and detail the obligation for PMS&gpenel not to give or accept bribes in any form or
manner->®> The Dyncorp CoC also requires employees to avaidflicts of interest with the
Company:*’ especially concerning political contributions alathbying™*® Secopex proscribes all
forms of private and public bribefs’

128 sarajevo CoC, 2.10.

1241pid., 2.8 and 2.15.

%1pid., 2.18.

126 N, RosemannCode of Conductt 36.

271pid., at 31.

1281POA CoC, 3.1.

29pid., 9.4.1.

130 Dyncorp CoC, Fairness and Honesty in Business, 2.
131 |pid., Fairness and Honesty in Business, 5.

132|bid., Protection of Company Assets, 1.

133 |pid., Protection of Company Assets, 3.

1341bid., Protection of Company Assets, 7.

138 sarajevo CoC, 2.8.

136 AECOM CoC, The Need and Care for Honesty; DynCorp Canéss and Honesty in Business, 3.
137 DynCorp CoC, Working with Integrity, 1, 2.

138 |bid., Working with Integrity, 4.

139 5ee http://www.secopex.com/index.php/ethique.
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The Code of practice of Blue Sky Group Internaticsets up the duty not to pay bribes or financial
inducements for provision of services or informafiother than legitimate professional consultarncy o
referral fees. Employees are required to avoid sitwation that could create a conflict of interest
threaten the legitimate confidentiality of eithbetcompany or its clients, especially when opegatin
abroad. Personnel are expected to guard agaireptaag bribes or anything that could be used as an
inducement or pressure to influence the properesliof the services or breach the confidentiadity

information*°

Control Risks has a policy of strict political nelity, and thus it does not make donations to any
political parties, organisations, or individualgyaged in politic**

G. Remarks on Regulatory Techniques

Private CoC differ in their origin, scope and ailinis natural that the structure and language of a
group code is not the same as that of an individode. A few common remarks are nevertheless
possible.

Private CoC basically exploit two different techuég for regulating behaviour. A first technique
consists in recalling rules set up by other legaitruments. In fact, private CoC tend to follow
common patterns, by embodying national and intenat law in force, human rights and
acknowledged moral rulé€’ In particular, private CoC constantly refer to Beneva Conventions.
They also stick to well recognized voluntary regiola, specifically the VPSHR. The clearest example
is the declaration of ethics of Secopex, includiegclusively references to international
conventions?® Issues of utility and interpretation arise, batlthe corporate and individual levels.

At the individual level it is possible to regardygital persons as the primary addressees of some
international obligations, especially in the light several recent instruments concerning criminal
responsibility*** Nevertheless, the question arises as to what extefividuals are bound by
international obligations. An exemplary case ig thfathe Geneva Conventions, the applicability of
which to PMSCs’ personnel is rather controverdialfact, the Geneva Conventions set up different
classifications of subjects in regulating the laftvammed conflicts. In particular, a fundamental
distinction is drawn between “civilians” and “contaats”!*® Therefore, it must be established to
which category of subjects PMSCs' personnel beldregause different consequences flow from
different classifications. For instance, civilizar® not legitimate targets of attacks and canmetty
participate in hostilities. The recall of the Contiens included in private CoC is fairly generdl. |
does not approach the issue in a technical wayttamlit cannot help to establish the extent of the
applicability of such legal rules. For instanceg tteclaration of ethics of Secopex states that the
company t’une maniére générale adhére a la Convention deé@e de 1949'° The Code of ethics

of Sharp End International affirms that the compaalyides by all UN sanctions, international law
and its interpretations®’ Legally, such references must be considered rkatoor a simple

140 5ee http://www.blueskysc.org/index.asp.

141 see Control Risks’ Corporate Governance Framewotgi/freww.controlrisks.com.
142 5eg, for instance, IPOA CoC, Preamble.

143 See http://www.secopex.com/index.php/ethique.

144 See F. Francioni, “Four Ways of Enforcing the ingional Responsibility for Human Rights Violatidmg Multinational
Corporations”, inThe Pluridisciplinary Dimensigrat 161-163.

145 See Articles 43, 48 and 50 of Additional Protocl the Geneva Conventions.
146 See hitp://www.secopex.com/index.php/ethique.
147 See http://www.sharpendinternational.com/how.html.
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manifestation of good will. However, the clarifimat of the applicability of the international
instruments is ultimately a task of states andmatgonal law, rather than a duty of PMSCs.

At the corporate level, international subjectivitg highly controversial. The issue whether
corporations are directly bound by internationahvamtions is debated. This is due to the fact that
international law is traditionally conceived of asnatter of state entities. The controversy is ggne
and maintained also in the field of human rights iRstance, the fact that the UDHR addresses “all
nations, [...] every individual and every organsotiety” is not unanimously considered a statement
sufficient directly to bind private corporatiol&.In the case of a negative answer, the reference of
private CoC to international instruments, espegialithe matter of human rights and IHL, would be
insignificant. In the case of a positive answeg tjfuestion arises once again as to what extent
international instruments are applicable to PMSUss is particularly important considering that
international jurisdictions lack the means to eoéohuman rights violations perpetrated by private
corporations. Given this background, the valuehefdontribution that private CoC bring to the debat
by simply referring to international instrumentsdsubtful. Therefore, one might wonder what the
legal effect is of the statement that Control Ris&spports the Universal Declaration of Human
Rights” and “abides by the Voluntary Principles®ecurity and Human Right$*

A second technique adopted by voluntary CoC cansistlirectly governing conduct. This could help
to add binding rules when the applicability of ¢xig legal norms is uncertain. Nevertheless, the
language employed is not really rigorous. As altegiseems that voluntary CoC prove hardly helpfu
for creating a significant legal framework for PMS€’

An example is the individual Code of Practice olud®ISky Group International in the matter of
professional standards. The Code provides:

Customer Focus: We put our customers first andrtaill of our work to the customer’s specific
requirements. In doing so, we take an independsmategic, and holistic approach to our
customers’ requirements, assessafigpossibleimplications of the situations they fad&/e then
tell the customers what they need to know, notwyhisit they want to hear

Confidentiality: As security professionals, vielly understand and respect the need for client
confidentiality. We go tgreatlengths to understand each client’s particulausgcrequirements
and protect information and documents entrusted femphasis add@d51

The language employed is broad, so that the confdht rules is not clearly defined. The tendetacy
generalisation is stressed by redundant adjecéimdsadverbs such as “all possible”, “fully”, “great

It is also difficult to ascertain the exact meanwofgexpressions such as “what they need to know”
rather than “what they want to know”. On the onadat is certainly difficult to elaborate a detall
regulatory framework. On the other hand, the re@nas void if the content of obligations is ehusi

Naturally, distinctions must be taken into accoltt instance, the group CoC issued by CoESS and
Uni-Europa is an example of a fairly well draftedjulation. In the matter of relations with clierfts,
instance, the Code provides:

It is the responsibility of each national federataf private security companies and its members to
convince clients (public or private) to award caots on the basis of the best value for money.
Private security companies must also ensure thahtctompanies ensure the respect of the
principles of equal opportunities and non-discriation with respect to the security officers made

8 For an exhaustive presentation of the debate énntiatter see F. Francioni, “Four Ways”, Time Pluridisciplinary
Dimension at 163-169; P. Acconci, “Accountability of Multitional Enterprises for Human Rights: Is Anythingir@o
Differently?”, in The Pluridisciplinary Dimensigmat 121 ff.

4% 5ee Control Risks’ Corporate Governance Framewotgi/freww.controlrisks.com.

10For a comprehensive view of the problems relatedhe language of private CoC see C. Hoppe, “Corpdsatsal
Responsibility at the Frontline? The Case of thedeWlilitary Companies”, iThe Pluridisciplinary Dimensigrat 82-84.

151 See http://www.blueskysc.org/index.asp.
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available to them, the respect of good working dmas for employees, and their well being at
their places of employmeht?

This regulation does not enter into details whiahuld be probably excessive for a group code, but it
provides a sufficiently strict framework for regtitm, coordinated with national regulations. It is
nevertheless true that a certain level of genextidis, necessary at the federative level, is rietable

for individual CoC.

Overall, from the legal viewpoint CoC are probleimagspecially if one thinks that the main reason
for the need of private rather than public regolain the matter of security is the fact that thduistry
has better knowledge of the field. However, theg mteresting as ethical instruments, from the
perspective of CSR.

4. Procedural Rules

A. Enforcement Provisions Built into Existing I nitiatives

Industry-driven self-regulation initiatives suchthe CoC we have already introduced presuppose that
firms include obligations in CoC that they may athise not be formally required to uphold.
Examples include human rights treaties. Other alibgs, such as provisions of national law, while
formally binding on them, may be difficult to enferdue to problems of the local legal system in the
conflict-ridden areas in which PMSCs routinely ager However, the inclusion of obligations in a
code of conduct will in any event only be crediblel effective in adding to the accountability of a
given firm, if it is tied to an additional enforcemt mechanisrit® Accordingly, a code of conduct
cannot be effective if both the act of committingat code of condu@ndthe compliance with it are
entirely voluntary, and breaches remain withoutseguence. Enforcement in this regard may simply
mean that the firm would face a credible risk ofndging its reputation if it violates the provisioofs

its code of conduct. Yet, by for example, tying tegle of conduct into contracts with clients, iukcb
also be mandated that such a firm will face e.ggraractual penalty on top of existing other legyad
non-legal consequences, which will add an incertiveomply with the norm in question. Presently,
there are very few examples of clear enforcemerthar@isms in the industry. Taken at face value,
most initiatives seem to rather rely on market na@idms to ensure compliance. As we will discuss
below, this reliance may often be misplaced. Thwith a view to achieving more effective and
credible CoC, the inclusion of enforcement mechasidbeyond mere market control is highly
desirable.

Regarding the two existing group CoC, great difieess become immediately apparent, with the
BAPSC'’s Charter not containing any specific mectamiand IPOA’s Code of Conduct being tied to
an elaborate, if not very strict, enforcement maidrma. The BAPSC has a process in place designed
to screen new members and to promote provisionaibees to full membership stattfé.However,
there are no additional means of implementatiath@iCharter of the BAPSC in the members’ internal
operations. Similarly, the initiative lacks any extal mechanisms offering incentives for compliance
of members, or to reprimand members or otherwiserem violations of the BAPSC Charter. There is
no formalized way of addressing complaints. Relatethe absence of implementation processes, the
BAPSC Charter lacks any formal monitoring procedurand no efforts regarding transparency,
oversight mechanisms and third-party stakeholdaustimto the process are apparent.

152 5ee CoESS/Uni-Europa CoC, 111-12.

153 The term “enforcement mechanism” is used herelirader sense than “legally enforceable”. We useriefer to means
that compel observance of or compliance with a ndmthat sense, a code of conduct that does motafity refer to any
other enforcement mechanism likely assumes tharesrihent will be by way of market pressure andidilip opinion.

154 See http://bapsc.org.uk/membership-membershigriaiasp.
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Formally, IPOA follows a very different model withn intricate procedure ostentatiously dubbed
“Enforcement Mechanism”. As regards external esdarent, the IPOA Code of Conduct already
threatens that members who fail to uphold a prowmis$imay be subject to dismissal from IPOR®.
Moreover, the Code incorporates the so-called “IPEXorcement Mechanism”, a system allowing
complaints by third parties. The IPOA Enforcemergdianism in principle allows anyone to lodge a
written complaint against a member of IPOA for sitdns of the IPOA Code of Conduét.In
addition, the Enforcement Mechanism provides a gssc— not legally binding — in which the
Standards Committee of the International Peace dlipes Association (SCIPOA) addresses
complaints against a member company. The SCIPQ@Arigposed of designees of the members.

Complaints are received by a Chief Liaison Offidesignated by IPOA, and initially screened by a
three-member “Task Force” of the SCIPOA, no mendferhich may be affiliated with the company
to which the complaint relates. The task force tbeem decide to throw out the complaint as “specious
or irrelevant to the Code’s provisions” Otherwise the complaint will be forwarded to thel f
SCIPOA for review. Rejections by the Task Force lsamppealed by complainanits.

The full SCIPOA, composed of designees of all firsected to the IPOA Board, can then decide to
either impose corrective measures and sanctionsgject the complairt® Appeals by companies
subject to complaints, but not by complainants,mesible'® Final decisions of the SCIPOA are to
be publicized upon the conclusion of the hearifiys.

Sanctions to be imposed by the SCIPOA may includéaiion, or exclusion from IPOA or “other
disciplinary measures®® Sanctions (presumably other than suspension olusign) are to be
monitored by a Compliance Monitoring Committé&The decision to exclude a member is subject to
appeal, must be ratified by the Board of IPOA aR@A Executive Committee, can be subsequently
rescinded, and the member can be readmitted to IBfi#k six months®* All participants in the
Enforcement Mechanism (except the complainant) hev&gn non-disclosure agreemetifswhile
submissions by the complainant are deemed publéssia special request for confidentiality is made,
all submissions by IPOA members are deemed cortfaderbsent a special waiver by the menr.

A crucial weakness of the mechanism is that a memdtm@pany that withdraws from IPOA before or
even while a complaint is being addressed will Immtsubject to the process, and can thus avoid the
“noisy breakup” that represents the only true erdorent mechanism available to IPOA. This
happened, when the first member company threatevidd dismissal, Blackwater, withdrew its
membership just after investigations into its bass by IPOA were started, and accordingly all
investigations into its conduct by the SCIPOA wéidted. The only public statement by IPOA
regarding the issue was a press statement ackngiwtpdhe withdrawal, and declaring that

15 bid., para. 11.
158 |POA Enforcement Mechanism, available at httpa4world.org/eng/enforcementvOleng.html, at pata. 2
%7 bid., at para. 2.2.10.

18 |pid., at paras. 3.3.-3.13.

1%|bid., at para. 4.2.4.

180 pid,, at para. 4.6.

181 1bid., at para. 2.1.

182|pid., at para. 5.6.

183|bid., at para. 6.1-6.10.

184 |pid., at paras. 6.13-6.14; 6.16, 7.7.

185 bid., at Section 8.

%0 pid.
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Blackwater was a member in good standing befovétitdrew from IPOA!®’ Moreover, it has been
pointed out that neither the Code of Conduct, ma& $o-called Enforcement Mechanism obliges
Members to react to a complaint by submitting infation regarding the alleged conduct. Lastly,
neither the Code of Conduct nor the Enforcementhdrism provide for internal or independent
monitoring of compliance with the Code of Conduatl $he norms referred to in it.

Besides the two group CoC by the BAPSC and IPOArtdustry has brought about numerous CSR
initiatives by individual firms. As we have seemshof those statements contain broad language that
is concerned with customer relations and employefare and remain largely irrelevant to the
specific risks PMSC activities pose in terms oflaiions of Human Rights (other than, potentialhg t
rights of the employees), and violations of Intdior@al Humanitarian Law. Similarly, those individua
CoC do not contain specific enforcement mechanismt) the exception of Blue Sky, which
advertises that its activities are overseen by thic8 Overview Committee. According to company
publications, the Overview Committee consists ohdividuals of international standing and
unimpeachable integrity who are neither sharehslder employees of Blue Sky”. Specifically, the
three individuals currently composing the commiteme Martin Bell, former BBC international
correspondent and Member of Parliament, Dr Davidtt®hk, a retired police Chief Constable, and
General Sir Rupert Smith, former NATO Deputy Supgehiiied Commander.

The Ethical Overview Committee reviews all Blue Siyerations, and has the power to veto any
activity undertaken by Blue Sky if it deems theivatt runs counter to Blue Sky’s ethical standards.
Blue Sky also operates an appeals process opeaniofie with a legitimate involvement in its
operations (whether as sponsor, client, employée any other capacity)”. It is not clear whethleist
mechanism would allow for complaints by third paxtgtims of harmful conduct of Blue Sky
personnel.

B. Challenges for Purely Market-Based Enforcement

In what follows, we seek to discuss factors thdittend to limit the effectiveness of CoC as metins
achieve greater compliance with, and greater adability for violations of human rights and
international humanitarian law in the PMC industijrst, we will discuss incentive problems for
initiatives that do not include enforcement mechars but rather seek to rely entirely on the market,
such as reputation costs, in order to ensure camg®i with the norms they seek to promote. Second,
monitoring problems that will tend to undermine #fectiveness of CoC will be discussed.

PMSCs are corporate entities motivated, at leagingnother things, by profit. They operate in a
market, and this market will to a large degree gufekir decision-making. The market brings together
supply and demand. However, it has been suggestdthe PMSC industry does not face a
competitive market®® This has important implications: only if clientstaally value compliance with
human rights or international humanitarian law gélions expressed in Co@nd if clients have
sufficient market power to bargain for it will fisrcompete in terms of that value. On the one hasd,
has been suggested for the PMSC industry, if ditatte a sellers’ market, so that there is sinitilg |

or no alternative for a given provider, there iscompetition, and hence firms will escape withes f
obligations as possible. This in turn would meaat fihms would not subscribe to CoC, or at leadt no
to those ensuring effective enforcement. On therdtland, even if there is some competition, itas n
clear that clients will bargain for efficient CoGtwrespect to human rights, IHL or other normseOn
does not have to go as far as to suggest thatcldiPMSCs do specifically contract with firms kwit

¥7|POA  Statement  Regarding the  Membership  Status  of ackBlater USA, available at
http://ipoaonline.org/php/index.php?option=com_eom&task=view&id=156&Itemid=80.

188 g5ee, e.g., J. Cockayn€&ommercial Security in Humanitarian and Post-ConflBettings: an Exploratory Study,
International Peace Acader(®006), at 10.
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a bad reputation in that regard, but clients meyp8i be indifferent to these values. If that is dase,
firms will have little incentive to compete in tesrof compliance with these norms.

The fact that there are some firms that employ @aOrporating human rights and IHL obligations
cannot without more dispel these concerns, as PM8alsl simply be engaging in window-dressing.
Much depends on whether the potential stigma stagnfiiom a violation of human rights or
international humanitarian law will in fact be padson to the client. Assuming the stigma is not
passed on, for example because the majority of suwdents are usually not highly publicized,
clients will have very little incentive to put psese on PMSCs to comply. On the other hand, recent
reports of PMSCs allegedly flouting IHL and HumaiglRs, such as the shooting at Nisoor Square in
Iraqg, suggest that public awareness of PMSCs’ abissising.

Even if the stigma is actually passed on, i.eljemtwill be connected to the violation, there atd

two possibilities: either the client cares abost eéputation in that respect, or not. Here, we can
envision several scenarios, depending on the nafube client, be it a state, a corporation, aresn
NGO. At least for states and corporations, plaesiltistrations can go either way. An unpopular
government of a failing state, could care less tlitsureputation with respect to human rights, and
might be happy to run the risk of violations toehthe cheapest PMC available. On the other hand, a
solid democracy with a healthy civil society migtell care a lot about its reputation, and be wgjlin

to pay a premium to be able to contract privatétanyl services that reliably conform to its valuest.

the least we would expect the latter to ensure siitdal deniability in case violations still occur.
Similarly, we would expect to encounter corporagiom either end of the spectrum, depending on the
importance of their brand name for their operatigksfor NGOs we may, if somewhat naively, hope
that they would mostly fall on the side of a redkrest in accountability of PMSCs, not only beeaus
they likely will have a brand name that would bendged. However, there are numerous anecdotal
accounts of NGO personnel in the field hiring s#guwithout inquiring into their human rights
records. A key difference between these players, mayever, be that states, unlike corporations or
NGOs, may be held responsible internationally ditltonduct falls below a certain threshold and/or
violates a norm of international law, which may aad incentive for them to bargain for effective
human rights and IHL protectidf’

What we loosely referred to as “passing on stigmahediately above, can be more properly framed
as the issue of whether, in turn, the client of BMC cares for either a market (in the case of a
corporate client) or a civil society (in the cagstates and NGOs) that values compliance with luma
rights and international humanitarian law. Howeveven taking this for granté®d a second
assumption necessary for such pressure to be éxsrtthe availability of information about the
market and its players. Anyone who has researachéuki PMSC field can attest to the fact that this i
far from the case. While some PMSCs are forthcomimigh information, most industry
representatives still stress that the nature of thesiness does not allow them to discuss infaionat
contained in their contracts. Moreover, obtaininfpimation about the subject in issue here, i.e.,
violations of human rights or international humarién law in a conflict situation, is inherentlyrye
difficult, even though NGOs and the press, with lile¢p of modern technology, help to fill this gap.
Accordingly, even if a client would be inclined &ssess performance of a contract on the basis of
compliance with a code of conduct that includesommitment to human rights and international
humanitarian law, reliable information may be lacki Even assuming competition, and clients who
bargain for human rights and IHL compliance, thdustry reportedly still contains a significant
amount of firms that are not repeat players. ifma fs thus able to reorganize, and in the protesss

its tainted reputation, it has no incentive to hamits human rights commitments.

189 For a discussion of PMSCs and state responsilsiiy C. Hoppe, “Passing the Buck: State Responsildlityrivate
Military Companies (January 1, 2009Furopean Journal of International La(2008), Vol. 19, pp. 989-1014.

0 For a discussion of the limits of brand value dmmhce effective CSR pressure see J. Liubicic, “Cotpocades of
conduct and product labelling schemes” L3@v and Pol'y Int'l Bus111 (1998), at 139.
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In sum, we find that the market in which PMSCs apershows many signs that tend to counteract
PMSCs’ incentives to submit to effective CoC witspect to human rights and IHL. However, we
currently lack the data to test these findings eitgily. What we can take away from this discussion
however, is that we have a strong indication that market for PMSCs cannot, with respect to
incentives, be easily compared to, for example,ajmgarel industry, where such players as Nike or
Levi's have faced tremendous pressure to submiCé& with respect to labour rights. The
imperfections in the market suggest to us not @8R initiatives and CoC could not play a beneficial
role, but rather that, for the time being, firmdl\wave to rely on enforcement mechanisms beyoad th
market alone if their CSR efforts are to be takemosisly.

C. One More Caveat: Monitoring

A second crucial aspect that sets the PMC indusart from others is the difficulty effectively to
monitor the conduct of PMC employees. Firstly, nbaning in a conflict zone generally proves very
difficult. This will of course vary depending onretlservice provided. It will be much easier to monit
activities that take place indoors or in a smatinfmed area, and in groups, such as the detention
services provided by PMSC personnel. Monitoring onees increasingly difficult as activities
approach the frontline, are conducted covertly @ndver a widespread area and by individuals, such
as mobile protection services. The above pointegpecially valid if we envision external monitayin
provided by accounting firms or NGOs, which woutdturn have to be protected in the theatre of
operations, creating substantial additional costs.

Accordingly, the financial burden to ensure effeetimonitoring may simply become too high,
especially for small operators. In a competitiverketiin which clients care about human rights and
IHL, those operators should be priced out of theketa While we have already outlined our doubts as
to the composition of the market at present, th#g/ e a point where growing consolidation will
likely help, in that bigger companies, being aldeptovide somewhat better monitoring, have an
incentive to compete in that regard and thus plastbeénchmark up.

Lastly, we should address problems of monitoringteel to PMC personnel: first, the quick personnel
fluctuation in the industry will complicate effeefi monitoring, as an employee may already be
employed for a different company potentially iniieslent geographic region, which makes inquiries
into allegations difficult. Moreover, PMC personmehy seek out employers that subject them to less
control, either out of fear of liability or simplio increase job security. This effect is especially
significant in the PMC industry where a key objeetof the CoC goes beyond the traditional CSR
concern for labour rights namely to the benefithed employees, and rather addresses violations of
human rights and International Humanitarian Lawngariily bestowed upon others. Similarly, where
CoC incorporating human rights and internationahhnitarian law are already in place, there is a
danger thl?;[ PMSC personnel will not report abuseddar of job losses or tainting the reputation of
their firm.

Having demonstrated that, both with respect toritices for firms to submit to effective CoC and
with respect to monitoring, we find strong indiaatdhat suggest to us that effective CSR will be
difficult to achieve in the PMSC industry, and, tmararly, that reliance on the market alone setns
be misplaced.

11 For a discussion of these effects in other iniessee J. Liubicidpid., with further references.
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5. Conclusion

The present paper assessed the state of selftiegulaitiatives in the Private Military and Sedyri
industry. Specifically, it focused on Codes of Caaid(CoC), including best practices and ethics
declarations initiated by firms. The focus, howevwemarrower than the complete PMSC industry, in
that it specifically addressed only instrumentsigle=d, at least in part, to apply to the provisain
coercive services in contexts of armed conflict.

Different categories of private CoC exist. Basigalhese initiatives can be divided into federativel
individual. Federative codes are created by astioetaof PMSCs at the international, regional and
national levels. Individual codes are autonomouwsaborated by single companies and designed to
match the federative regulation, if the firm sullzes to any. Private CoC tend to refer to voluntary
national and international rules existing in thetteraof licensing, contracts, services, resortaeé,
labour law, and liability. They also add complenagpthorms.

As for the licensing regime, transparency is sufgabboth from the standpoint of the corporationd an
their personnel. Contracts are envisaged only witinefully selected subjects practicing legal
activities. For regulating the provision of thevdees, private CoC make constant reference to human
rights instruments, especially the Geneva Convastand the VPSHR. Specific controls are fostered
for allowing resort to (armed) force. Labour rutesd to create proper working conditions and pay
critical attention to the risk incurred by the pmrsel in the security sector. In the matter ofiligh
much attention is devoted to financial issues, agmio foster honesty and fairness in business;
corruption, conflict of interests and confidentiakire particularly targeted.

Technically speaking, the language of the Codedten vague, therefore problems of interpretation
arise. In fact, on the one hand references toiegigtublic and voluntary regulation do not specig
extent to which such norms apply to PMSCs and theisonnel. On the other hand, it is difficult to
define precisely the content of autonomously eistiabtl rules.

With respect to enforcement provisions, great diffiees become immediately apparent regarding the
two existing group CoC, with the BAPSC'’s Chartett montaining any specific mechanism, and
IPOA’s Code of Conduct being tied to an elabordtept very strict, enforcement mechanism. The
BAPSC, which has a process in place designed gesanew members and to promote provisional
members to full membership status, yet lacks angitiadal means of implementation offering
incentives for compliance of members, or to reprnichanembers or otherwise enforce violations.
Formally, IPOA follows a very different model withn intricate procedure ostentatiously dubbed
“Enforcement Mechanism”. As regards external erdorent, the IPOA Code of Conduct already
threatens that members who fail to uphold a prowisinay be subject to dismissal from IPOA.
Moreover, the Code incorporates the so-called “Edment Mechanism”, a system allowing
complaints by third parties. This system in priteillows anyone to lodge a written complaint
against a member of IPOA for violations of the IPGAde of Conduct. Yet, one crucial weakness of
the process is that a member company that withdfitoms IPOA before or even while a complaint is
being addressed will not be subject to the procasd, can thus avoid the “noisy breakup” that
represents the only true sanction available to IPOA

Besides the two group CoC by the BAPSC and IPOA, itldustry has spawned numerous CSR
initiatives by individual firms which remain largelrrelevant to the specific risks PMSC activities
pose to Human Rights and International Humanitakiaw. Similarly, these individual CoC do not

generally contain specific enforcement mechanisms.
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We have furthermore seen that numerous challerggsufely market-based enforcement remain. In
that regard, it has been suggested that the PM&£try does not face a competitive market. THus, i
clients face a sellers’ market, so that thererrg#y little or no alternative for a given providénere is

no competition, and hence firms will get away witle minimum of obligations. The fact that there
are some firms that employ CoC incorporating humigimts and IHL obligations cannot without more
dispel these concerns, as PMSCs could simply bagimg in window-dressing. Much depends on
whether the potential stigma stemming from a violabf human rights or international humanitarian
law will in fact be transmitted to the client, witecent reports of PMSCs allegedly interfering with
IHL and Human Rights, such as the shooting at Nissquare in Iraq, suggesting that public
awareness of PMSCs’ abuses is rising. Even if tlggna is actually passed on, i.e., a client is
connected to the violation, the desired effect willly be achieved if the client cares about its
reputation, which is apparently not always the c&milarly, concerns about lack of information and
non-repeat players remain, as do the inherentdiffes of monitoring in a conflict environment. In
sum, we find that the market in which PMSCs opesdtews many signs that counteract against
PMSCs’ incentives to submit to effective CoC witespect to human rights and IHL. The
imperfections in the market suggest to us not @@R initiatives and CoC cannot play a beneficial
role, but rather that, for the time being, firms anuely on enforcement mechanisms beyond the
market itself if their CSR efforts are to be talsemiously.
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