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Abstract

Private military and security companies do not afein a complete legal vacuum. The inherently
transnational nature of the so called market facdp however, makes traditional single state
regulation insufficient. Ensuring control over theivate military industry is thus a complex
endeavour involving a broader network of actormgside states, such as international and non-
governmental organizations, private customers dred ibdustry itself. In order to unravel the
challenges produced by the emergence of a PMSIshodv the need for a multilayered and
multifaceted approach to regulation, this paped watus on three basic questions. First, it will
analyzewhat to regulate, exploring the nature and the actiwittd PMSCs. In addition, it will
explicitly focus onwhy the market should be regulated by drawing on ttegaliure on the control
over military force. Finally, it will concentratendhow to regulate, approaching the issue from two
different standpoints. On the one hand, it will lexp the main regulatory tools available to public
actors, analyzing the potential of a combined apgindbased on both legal and informal regulation.
On the other, it will look at the challenges and fiotential of regulation at different levels. Afte
analyzing the role of home, contracting and teralcstates, the final sections will focus on diéfet
avenues for international regulation and on thalrfee EU action, whose potential in regulating the
market appears huge and, to date, insufficienthtebted
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1. I ntroduction

Although the claim of a legal vacuum has long dated the first wave of research on private
military and security companies (PMSEshere is now increasing consensus among schatats
practitioners that private military and securitymg@anies do not operate in a complete regulatony. voi
Rather, they are subject to a complex web of imttonal and domestic legal norms, contractual
obligations, market pressures and self-regulatoeasures. It is no doubt true, however, that the
private military and security industry (PMSI) stdluffers from a persisting under-regulation, and
despite the increasing attention on the issuentaeifold problems arising from the privatization of
warfare appears far from being thoroughly unradelly the relevant fields of literature, let alone
solved by the enacting of appropriate regulatorgsuees.

As Peter Singer has provocatively argued, the PMSturrently less regulated than the cheese
industry? While this may indeed hold true, these two secémsear hardly comparable: the so called
market for force, where private military and segudompanies operate, is a huge and fragmented
sector characterized by a diversity of firms, datidg and customers, whose inherently “transnationa
nature, low capitalization, fluid structure and Haof commitment to territory all decrease the
usefulness of traditional single state regulatioEnsuring control over the PMSI is thus a complex
endeavour which requires a multifaceted and myéiled approach based on both legal and informal
regulatory tools, and involves a broader networlacibrs alongside states, such as international and
non-governmental organizations, private customedstlae industry itself

In order to unravel the challenges produced byettmergence of a PMSI and show the need for a
multilayered and multifaceted approach to regutatibis paper will focus on three basic questions.

First, it will analyzewhat to regulate, exploring the nature and the actwitef# PMSCs, the
development of the market for force and the prospéar its future growth. Understanding such a
complex market, its origins and its evolution isduubt crucial in order to enact successful reguiat

In addition, it will explicitly focus orwhy the market should be regulated by drawing onitbeature
on the control over military and security forces.

Finally, it will concentrate omow to regulate, approaching the issue from two dférstandpoints.

On the one hand, it will focus on the nature of th&n regulatory tools available to public actors,
analyzing the potential of a combined approachdaseboth legal and informal regulation grounded
on market incentives and strengthened self-regquia®n the other, it will analyze the challenged an
the potential of regulation at different levels.t&f looking at the role of home, contracting and

. PhD Candidate, European University Institute, Flogg eugenio.cusumano@eui.eu
1 See for instance Singer P. W. 2004, War, Prdits, the Vacuum of Law: Privatized Military Firmsdaimternational
Law, 42 Columbia Journal of Transnational Law 521

2 Singer P.W., 2004, The Private Military Industrnydalrag: What Have We Learned and Where to Nexhe@a: Geneva
Centre for the Democratic Control of Armed Forced 4).URL < http://www.dcaf.ch/_docs/pp04_privateitaity.pdf>

3 Avant D. 2007, The emerging market for privateitaiy service and the problem of regulation, in Géesan S. and
Lehnardt C., From Mercenaries to Market: The Rise Regulation of Private Military Companies. Oxford: f@rx
University Press 2007, 181-196, p. 185



Eugenio Cusumano

territorial states, the final sections will explati#erent avenues for international regulation &mclis
on the need and the potential for EU action.

2. What to Regulate: Analyzing the Market for Force

According to Peter Singer, the emergence of priwatiéary and security firms stems from a “tectonic
shift” which occurred in the international strategindscape after the end of the Cold {VAtthough

an embryonic private military industry did alreaelyist both in the United Kingdom and the United
States, it is true that the transformations trigdeby the end of the Cold had a crucial role in the
creation of a worldwide market for force for a nieniof reasons. Firstly, the downsizing of major
armies following the transformations in the stragegnvironment broadened enormously the supply
for security services. At the same time, the tramsétions within Western armies have increased the
demand for external contractors in at least twgeets. On the one hand, the strain on human
resources has encouraged the increasing spedwmtizat military personnel and therefore the
outsourcing of functions other than combat. Theé¢partment of Defense, in particular, planned the
gradual outsourcing of all non-core functions, th&tall the activities not “directly linked to
warfighting’. On the other, the increasing use of high-techpeegy and equipment produced by the
so called “Revolution in Military Affairs” has made Western militaries reliant on levels of
technological expertise which appear impossibleetéept within the ranks.

In addition, the end of the Cold War produced @mtisnglement of major powers from many areas of
the world. The increasing worldwide presence ofngretional firms, but also international
organizations and NGOs within the territories ofalv@nd failed states has thus fuelled a demand for
security which both local and international actpgear incapable of satisfyirig.

Finally, as authors such as Avant remark, the amirg practice of outsourcing is also driven by the
“ideational shift” produced by the rise of neolialism and the belief in the superiority of the ptiv
versus the public provision of serviéeShe Logistic Civil Augmentation Program, whichsti paved
the way for the US Department of Defense increasgl@nce on civilian personnel to support
military operations, was established in 1985 aara @f a broader trend towards the privatizatiora of
number of governmental functions.

Due to all these reasons, the current provisioprivate military and security services appears éade
as the outcome of a systemic shift in both thermational and the domestic political landscapes,
which cannot be easily reversed. While the warrég lwas famously defined as the first privatized
conflict,'! the trend towards the privatization of a numbeacifvities previously performed by active-

4 Singer, P.W. 2003, Corporate Warriors, The risthefprivatised military industry, Ithaca: Cornellidersity Press

> US Department of Defense, Quadrennial Defense ReviReport, 30 Sep. 2001, p. 53, URL
<http://www.defenselink.mil/pubs/pdfs/QDR2001.pdf>

® Mgller B. 2002, The Revolution in Military Affairsmyth or reality? Copenhagen : COPRI Working Pa2i82

" Avant D. 2006, The Marketization of Security, ifrshner Jonathan (ed.) Globalization and Natioredugity, London:
Routledge, 105-143

8 Singer 2003, Corporate Warriors; Avant D. 2005,e Muarket for force, The Consequences of Privatifegurity, New
York: Cambridge University Press

9 Avant 2005, The Market for Force

10 | ogistics Civil Augmentation Program (December 16885), Headquarters Department of the Army, Waghim DC,
URL <http://www.army.mil/lusapa/epubs/pdf/r700_13if>p

1 The Economist (March 25th 2004), Mercenaries:Baghdad boom. For an analysis of the unprecedéiectliance on
contractors in Iraq and the subsequent legal pnublsee Huskey K. and Sullivan S., Private Milit@gntractors & U.S.
Law After 9/11, Priv-War National Reports Series0®/URL http://priv-war.eu/wordpress/wp-content/ugae/2009/05/nr-
02-08-usa.pdf
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duty military personnel did therefore long pre-éxtse War on Terror. It is true, however, that the
military operations and the reconstruction of leagd Afghanistan have been a formidable source of
growth for the industry: the British firm ControligdRs Group, for instance, has since increased its
revenues fifteenfold: Recent figures forcefully show the unprecedentdiimce on contractors to
support military operations in Iraq and Afghanistemthe United States Central Command, which is
responsible for both operations, contracted persomakes up approximately 46% of the Department
of Defense total workforce. As of June 2009, Dotcactors in Iraq were approximately 119,706,
compared to about 134,571 uniformed persontieln Afghanistan, on the other hand, civilian
workforce significantly outnumbered military persah as the number of contractors amounted to
73,968 units compared to 55.107 US soldiéisis worth mentioning how while the US Department
of Defense is currently the main customer of thegbe military industry, DoD contractors are far
from being the only PMSI employees deployed intthe countries: indeed, PMSCs have been hired
also by the State Department, the CIA and othergb\&rnment agencies, as well as by the British
Foreign Office and Ministry of Defence, other gaweents international organizations, NGOs and
private firms!® Even now that the market for security servicelsdn and Afghanistan appears to have
reached a point of saturation, and commentatordigiran end of the “security bubble” which
underlay the recent abrupt growth of the marKe¢stimates within and outside the industry predict
that the overall demand for private security in kibreg term is likely to keep surging, although less
steadily, fuelled by both the privatization of ncombat activities in major Western armies and the
increasing reliance on PMSC of commercial and hutadan operators working in high-risks
environments’

Different definitions have been used to break deenPMSI. Classifying the actors operating in the
market for force is far from being a merely themadtand taxonomic issue: on the contrary, breaking
down the sector and classifying its players is mtisefor any attempt to regulate the industfyThe
very choice of a definition does often reflect aqise regulatory position: while referring to naihy
contractors as new mercenaries clearly suggested for a ban on their activities, talking about
private security or peace and stability industflersts a more nuanced regulatory position.

There is increasing consensus in the scholarlyatitee that PMSCs and their personnel cannot be
considered as mercenaries either on formal or betantial ground8 As a number of authors have
emphasized, existing international norms on memesappear largely inapplicable to PMS€n
addition, there is also substantial agreement anioiegnational security scholars that even if they
share some similarities, private military companies firms represent a substantially new

12 Hastings M. (August ™ 2006) We must fight our instinctive distaste foreraenaries, The Guardian, URL
<http://www.guardian.co.uk/commentisfree/2006/a@¢dmment.politics>

13 Schwartz M. 2009, Department of Defense Contradtotsag and Afghanistan: Background and Analysisn@lessional
Research Service Report for Congress 7-5700, URL Mty fas.org/sgp/crs/natsec/R40764.pdf, p. 5

4 |bid.
15 Author’s interviews with industry representativegptember 2009

8 Dominick D. 2006, After The Bubble: British PrivaBecurity Companies After Iraq, London: Royal Unitesh&es
Institute for Defence and Security Studies, Whiligbapers

17 Author’s interviews with industry representativegptember 2009

18 Foreign and Commonwealth Office (February'Z802) Private Military Companies: Options for Regjola, London:
The Stationery Office, HC 577, URL <http://files.fgov.uk/und/hc577.pdf>

19 Singer 2003, Corporate Warriors; Avant 2005, Trerhét for Force

20 For a debate on the applicability of the definitiof mercenary to PMSC see Doswald-Beck L., Privalitany companies
under international humanitarian law, in Chesterraad Lehnardt (eds.) The Rise and Regulation of Rrivailitary
companies, Oxford: Oxford University Press 2007pWs I-I., Private military companies: the new mesamges? An
international law analysis, in Jager and Kimmels(g Private Military and Security Companies: Chanderoblems,
Pitfalls and Prospects, Wisebaden: Vs Verlag 2007
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phenomenon, which differs from the traditional negvary ventures active in the postcolonial world
during the Sixties and the Seventies. The maireudfice lies precisely in their nature of legaltedi
based on permanent corporate structures and withlicpuather than clandestine patterns of
recruitment?* Such a distinction appears far from trivial frontegulatory perspective: given their
nature of corporate bodies with a long-standingtexice on the market, PMSCs can be subject to a
much broader set of both legal norms and inforroabtraints.

The most widespread distinction used in the litewgt that between private military and private
security companies appears increasingly controadeficai at least two reasons. Firstly, most companie
appear to provide an array of difference servicasging from the provision of logistics, trainingda
intelligence to military and security forces totgtaconvoy and personal security for institutignal
commercial and humanitarian actors. Most comparnhesefore, providéoth private militaryand
private security services rather theither the formeror the latter. Moreover, the very distinction
between security and military functions appear®iahtly blurred. This is due first of all to thecfa
that what is crucial in assessing the military natf some activity is not only the activipgr se, but
the theatre where it is carried out: providing sgguor a site or a convoy in a hostile area, unde
potential enemy fire, is a typically military fuimn. > Similar objections apply to classifications based
on the offensive or defensive nature of the sewpma‘videa3 and, to a lesser extent, to the “tip of the
spear” classification proposed by Peter Singerumgied on the distinction between private military
provider firms, private military consultancy firrasd private military support firm§'

While most of the scholarly and journalistic foduss been on private security contractors carrying
arms openly, it should be kept in mind how it ig frovision of logistics which accounts for the
largest part of the industry revenues. Securityices, on the other hand, purportedly account fdy o
5% ofzghe industry represented by the Internatid?edce Operations Association, the largest PMSI
group:

However, the low level of specialization of mostaanies, the increasingly technological nature of
warfare and the complexities of non-linear, asymimetonflicts and operations other than war may
make the abovementioned distinctions “irrelevartiestt or misleading at worst and can often say
little on the sensitivity and the impact of diffatePMSCs’ activities. For instance, the trainingl an
strategic advice provided by MPRI in 1995 boostedrmously the offensive capacities of the
Croatian army and had therefore a huge strategiadtndespite its not directly operational natdfe.
Also, the outsourcing of intelligence and operatiosupport of military weaponry has given
contracted personnel working far from the frontlered undertaking activities which may ostensibly
be classified as reconnaissance or logistical stpaignificant responsibility in the use of ldtha
force. During the operations in Iraq and Afghamisteontractors reportedly maintained and operated

21 Singer 2003, Corporate Warriors.; Avant 2005, Tharkét for Force; Percy 2006, op. cit.; Kinsey C. @0Corporate
Soldiers and International Security: The Rise of&g Military Companies, London: Routledge

22 Caparini M., Schreier F. 2005, Privatising Securltpw, Practice and Governance of Private Militaryd Security
Companies, Geneva DCAF occasional paper, URL
<http://hei.unige.ch/sas/files/portal/issueareas/sty/security_pdf/2005_Schreier_Caparini.pdf>

2 Makki, S. et al. 2001, ‘Private military compasi@nd the proliferation of small arms: regulatitig actors’, International
Alert Briefing 10

24 Singer 2003, Corporate Warriors, p. 88
5 Author's interview with representatives of the Wistry, September 2009

28 Holmqvist C. 2005, Private Security Companies. TheeGar Regulation, Stockholm: SIPRI Policy Paper &op. 5. On
the limited usefulness of simplistic dichotomiesl atassifications see also Mini F. 2009, Analyishe Private Military &
Security Companies, Priv-War Research Papers

27 Shearer D. 1998, Private armies and military irertion, London: International Institute For Setutrategy Adelphi
Papers
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armed unmanned aerial vehicles until they reachedtarget of the bombing, being replaced by
military personnel only at the moment of firing thetton 2

Classifying private military services is therefareomplex operation which escapes gross dichotomies
and requires a case-by-case analysis based omawsipns of each contract and the actual actiwitie
of the personnel on the ground. Together with therreports of the Priv-War project, this papel wi
thus refer to the firms operating in the marketffoce with the general label of private militanyca
security companies (PMSCs), focusing on the contaac not on the firm as the core unit of
analysis®’ and arguing that regulation should be directethatactivities rather than at the actor. A
company may thus be subject to different regulat@gneworks according to the different sensitivity
of the activities it carries ouf’

3. Why Regulate: The PM S| and the Control over the Use of Force

A number of authors have made the case for a strenimg or even a ban on the activities of private
military companies by enumerating the major misdeatolving the private military industry,
ranging from the selling of Jihad security packatgesadical Islamic groups to the involvement in
prostitution ringd". Indeed, recent and renowned episodes such abliioeir Square incident in
Baghdad or the involvement of CACI and Titan’s contracténsAbu Ghraib prisoners’ abusés
forcefully suggest the need for further regulatongasures. It should again be acknowledged,
however, how these episodes involve only a smatl gfaa huge industry, whose role in the strategic
environment remain janus-faced and controversisllSEs have also been, in some cases, a valuable
driver of stabilization in war-torn environmentsydaa crucial support for humanitarian action and
peacekeeping operations.

Given the paucity of reliable data and quantitatstadies, a systematic assessment of PMSCs’
compliance with the existingus in bello, their impact on local population and their vefficgency

and cost-effectiveness remains to date imposdttdeems indeed true, then, that most of the sdigola
debate on the privatization of force has hithentodpced “more heat than light® The need for
regulation, however, seems to have obtained widaspconsensus, increasingly supplanting the call

28 Avant D. 2004, The Privatization of Security andaBfe in the Control of Force, International Studiesspectives no.5,
153-157. It has been recently found out that unmdnserial vehicles employed by the CIA against tladib@ns in
Afghanistan were maintained by civilian contractargrking for Xe Services, previously known as Blacker. See for
instance Risen J. and Mazzetti M. (August 2009), C.I.A. Said to Use Outsiders to Put Bomb®mmnes, The New York
Times URL <http://www.nytimes.com/2009/08/21/usft##l.html?_r=1&th&emc=th>

29 Ortiz C. 2007, The Private Military Company: an Bntit the centre of overlapping spheres of comrakagtivity and
responsibility, in Jager e Kimmel (eds.) Privatditsty and Security Companies: Chances, Problem#alBi and
Prospects, Wisebaden: Vs. Verlag, p. 58

%0 O’ Brien Kevin 2007, What should and what should be regulated, in Chesterman and Lehnardt (edsinFr
Mercenaries to Market: The Rise and Regulation ofa®ei Military Companies, Oxford University Press 200

31 Holmqyvist, op, cit; Caparini and Schreier, op. cit.

%2 For a comprehensive analysis see Pinzauti G. 206&, Blackwater Scandal: Legal Black Hole or Unwilliess to
Prosecute? The XVlltalian Yearbook of International Law

33 |nvestigation of the 800th Military Police BrigaEabuga Report), [US Army:
Washington, DC], 2004), p. 44, URL <http://www.npgbtiraq/2004/prison_abuse_report.pdf>

34 Avant D. 2007, Selling Security: Trade-Offs in t8t&egulation of the Private Security Industry, dger and Kimmel
(eds.), Private Military and Security Companies: Glesn Problems, Pitfalls and Prospects, Wisebaden/érlag, pp. 420-
421

35 James O. C. Donah 2007, Foreword, in ChestermaheBnardt C (eds.) From Mercenaries to Market: Thee Risd
Regulation of Private Military Companies. Oxford: Ovd University Press, p. v
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for a ban which had long characterized a substap#iet of the literature®® and appears now as
increasingly unfeasible or even undesirable witheddressing at its roots the increasing mismatch
between the capacities of existing military andusiég forces and the global demand for security.

The impact of private military and security actie® on the enjoyment of human rights and the need t
prevent, prosecute and punish IHL infringementa isrucial concern showing the need for further
regulation. This section, however, will take a lof@aperspective, drawing on the insights offered by
the literature on the control over the use of wmnilitforce in order to analyze extensively the pti&én
challenges that the emergence of PMSC posed ngttonhost countries, but also to home and
contracting countries.

Scholars working on globalization and the so calleslv works” have often associated the emergence
of a market for military and security services with end of the monopoly of legitimate violence
which has long been considered as the definingifeatf state entities, and thus with a declinehefrt
sovereignty®’ It is worth mentioning, however, how the publicdahe private provision of coercion
are not necessarily antithetic phenomena: on tiérany, actors such as mercenaries and privateers
played a crucial role in the development of the emndstate systeni® In addition, a simplistic
equation between the emergence of the PMSI anctlaneef the state is in danger of overlooking
how PMSCs have hitherto supported rather than tdmed national armed forces, and the current
process of outsourcing is a deliberate politicedtefgy which allows Western states to pursue more
flexible foreign policies and otherwise unfeasibhditary operations. Even weak and failed states,
whose sovereignty may be endangered by the aesviof PMSCs within their territories, have
sometimes benefited of private military companissadast resort in order to curb enduring conflict
and train more effective national security foré@s.

Although arguments based on the decline of the staght to be taken with a grain of salt and fldshe

out by a comprehensive case by case analysisutsewrcing of military and security operations may
indeed call into question public control over naitig force in a number of ways. As emphasized for
instance by Avant and Leander, the concept of obotrer the use of military force projected outside
a state’s borders can be broken down into thrderdiit notions: those of functional, political and

social control?°

Functional control is based on the need to ensure that the militacyos is capable of providing
security effectively, protecting the polity fromthaexternal and internal threats.

Political control refers to the importance of keeping the securiégta under the rule of

democratically elected leaders. Security operatiae to occur within an institutional process vihic
restraints the arbitrary use of force and ensureodeatic accountability over military and security
operations.

Social control, finally, implies that the military and securitgcdor should be integrated within the
wider social context and act according to estabtistocial values.

3 See for instance Francis D. 1999, Mercenary iefgien in Sierra Leone: providing national secuntyinternational
exploitation? Third World Quarterly, Vol 20, No @p 319- 338; Musah A. and Fayemi K. 2000, MercesarAn African
Security Dilemma, Sidney: Pluto Press

37 See Creveld M. 1999, The Rise and Decline of TlageSNew York: Cambridge University Press; Kaldor2a06, New
& Old Wars, Cambridge: Polity Press, Munkler H. 200Be New Wars, Cambridge: Polity Press

%8 Thomson J. 1996, Mercenaries, Pirates and Soverdryinceton University Press

39 Shearer, op. cit.; O'Brien K. 2000, PMCs, Myths &tercenaries: the debate on private military compsnRoyal United
Services Institute Journal 145(1), pp. 59-64

40 Avant 2007, The emerging market for private mijitaervice and the problem of regulation. See aksander A. 2007,
Regulating the role of private military companiesshmping security and politics, in Chesterman aeldnlardt (eds.) From
Mercenaries to Market: The Rise and Regulation ofa®ei Military Companies, Oxford University Press
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While Western military and security forces do n@sgond, to a major or minor extent, to all of these
forms of control, the surge of private military asdcurity companies may call each of them into
question.

Some have suggested how PMSCs can enhance mdapapilities by acting as force multipliers for
national armies and providing new and more flextblds of foreign policy. The emergence of private
military companies may nevertheless pose a traflembile boosting functional control over the use
of coercion, reliance on PMSCs can diminish scamal political control’* It should however be taken
into account, in addition, how the surge of privaiditary and security actors can also engender
problems to the functional effectiveness of theitemy. Firstly, PMSCs have reportedly provided
personnel which were unqualified to perform theintcactual obligatiodd Moreover, the presence
in a theatre of operations of contracted persoapetating outside military chains of command, may
engender problems of C3 — that is, communicatimmmand and control —and requires the
establishment of procedures ensuring the intemadiEtween national armed forces and contractors
which to date appear to be missing or insufficidnt.lraq, cases of friendly fire and lack of
coordination have repeatedly occurr€dAlso, relying on actors with no obligations ottilean those
stemming from their hiring contract can be problémdrirstly, outsourcing may place the success of
military and security operations at the mercy ofspanel outside the military ranks, who may quit
their jobs without being prosecuted for desertféin addition, contracts cannot be easily adapted to
unpredicted operational needs stemming from theesu@hanges of fluid, war-torn environmefts.
Finally, the effectiveness of complex military ogions like counterinsurgency require a careful
balance between the required use of force and #exl no prevent collateral damage and the
subsequent alienation of the local population, Wwhite presence of contractors outside the military
chain of command may alter. According to US pdlins, military officials and academics, the
conduct of contractors may have hampered the ssiafate Coalition’s counterinsurgency strategy.
“®In 2007, then Senator Barack Obama argued foarinstthat the United States “cannot win a fight
for hearts and minds when we outsource criticabiois to unaccountable contractots”.

As abovementioned, in addition, the emergenceR¥I&| creates a number of challenges to political,
democratic control over the use of force.

While the warning that PMSCs “have paved the waythe multinational neocolonialism of the
twenty-first century®® seems at the least excessive, it is true thatiseeof coercion by PMSCs on
behalf of private firms is unaccountable to bothriterial and home states’ populations, and

“ Ibid.

42 The firm CACI, involved in the scandal related tispners’ abuse in Abu Ghraib, had for instancevioied personnel
without any previous experience in human intelligerOn the issue see Chesterman S. 2008, We Gan't 3f We Can't
Buy! The Privatization of Intelligence and the Limibf Outsourcing ‘ Inherently Governmental’ Funogp The European
Journal of International Law Vol. 19 No. 5, pp. 568074

43 Clark M. K. 2007, The Soldier & the Contractor: Theeractions of Military & Private Security Compapgrsonnel in the
field of Combat, Paper prepared for the annual Meetif the International Studies Association, Chicag

44 Singer 2003, Corporate Warriors

45 Stober J. 2007 Contracting in the fog of war, d&ge<iimmel, (eds.), Private Military and Secuflgmpanies: Chances,
Problems, Pitfalls and Prospects, Wisebaden: VRy&007

46 Singer, P. W. 2007, Can’t Win With ‘Em, Can’'t Go War Without ‘Em:Private Military Contractors and Cuer-
insurgency, Brooking institute policy paper, URL <w8:brookings.edu/fp/research/singer200709.pdf>

4" Hauser C. (October 4 2007), New Rules for ContractmedJrged by 2 Democrats, The New York Times

“8 Bernales Ballesteros E. (October™8997) Report on the question of the use of merinas a means of violating
human rights and impeding the exercise of the riflgeoples to self-determination UNCHR Report E/CN@7124, par.
109 , URL <http://www.unhchr.ch/Huridocda/Huridocst/estFrame/
71e8763786cca82a8025666b004e1268?0pendocument>
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democratic oversight over the export of militaryrvéees to foreign governments also appears
insufficient. Reliance on PMSCs, for instance, tegmortedly allowed the US government for avoiding
the political costs of training foreign militari@sth poor human rights records.

The direct use of private military and security gamies by contracting states poses further problems
affecting “the institutional checks and balanced deamocratic practices that have been connected to
restraint in military policy®®, reducing governmental transparency and strengthehe executive
vis-a-vis the legislature. Without adequate legabutation, PMSCs may offer “alternative
mechanisms for the executive body to conduct segpetrations without other branches being
involved”, ®* allowing the circumvention of political and legabstacles associated with the
deployment of uniformed military personnélFinally, with their activity of intelligence, conkancy,
training and lobbying, PMSCs may have a say in islgathe security perceptions and the strategic
E)sriorities of governmental agency, thereby gairgmgessive epistemic influence over foreign policy.

Social control over the use of force also involaedemocratic oversight and a legal discipline ef th
military and police professionals, aimed at esghintig who is allowed to exert violence, their trag
and their hierarchies. This allows a “sociologioadulation” of security forces, ensuring that their
organizational cultures are compatible with esshiglil social values? While this is the case in
national armies, governments and parliaments lagkvaice in recruiting procedures, vetting policies
and career paths within the PMS1.Due to insufficient vetting procedures or need dbeaper
workforce, PMSC may employ individuals previoushwvalved in human right violations or other
forms of criminal and socially unacceptable behawnid-ierce criticism has been raised, for instance,
for the use of officers involved in the apartheid'sme or enlisted in the Chilean army during
Pinochet’s dictatorship. Given companies’ huge reliance on local or thioditry personnel, the
assumption that because of their training withins¥¥e armed forces PMSCs personnel “has
inherited routines in which established militanagtice and international law and custom are already
contained®” may not necessarily be true.

Focusing on this threefold notion of control ovee use of force allows grasping the huge magnitude
of the challenges posed by the rise and the ragnlaf PMSCs. Although ensuring the prevention
and prosecution of human rights abuses perpetiatedak states is certainly a priority, this cartyon
be part of a broader regulatory effort, which skddag ultimately based on the subjection of the PMSI
to the same procedures of control already in plég@-vis public military and security forces.

4. How to Regulate: A Multifaceted Approach

The previous two sections have briefly analyzednéueire of the PMSI and the number of problems it
may pose to control over the use of force not amkgrritorial states, but also in home and coningc

49 Michaels J. 2004, Beyond Accountability: The Consitinal, Democratic and Strategic Problems with/&tizing War,
Washington University Law Quarterly 1001-1127

%0 Avant 2006, The Marketization of security, pp511116

%1 Singer 2003, Corporate Warriors, p. 214

52 Michaels 2005, op. cit., p. 1039

%3 Leander 2007, op. cit.

% Janowitz M., The Professional Soldier, New Yorkadvhillan 1960
%5 Leander 2007, op. cit.

%8 | bid.

57 Ortiz 2007, op. cit., p. 61

%8 percy 2008, op. cit., p. 24
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countries. While a ban appears unfeasible, noeirggjulatory effort can offer a fully-fledged sadurt

to all these problems. Indeed, as Avant argues,imizing all dimensions of control appears
impossible given the inherent trade-offs existiegeen thent’ Regulation, as this section will try to
show, may thus be grounded on a pragmatic apptoasdd on three main kinds of instruments: legal
regulation to be enacted at both the domestic lamehternational level, market incentives provided
public demand for private military and security\sees, and a strengthened self-regulation of the
sector.

A. Legal Regulation

Although PMSCs do not operate in a complete legauum, strengthening the existing regulatory
regime at both the domestic and the internatianadllappears crucial in order to hold the induatrgt

its employees accountable for their misbehavioar @eventing the erosion of public control over the
use of force.

Existing literature has hitherto focused on twoandg¢gal tools to be enacted or strengthened byehom
states, where firms have their headquarters: aralooh the export of armed services based on a
licensing system and the establishment of extitaeal jurisdiction on private military and sectyri
contractors>’ The provision of extraterritoriality, however, mbag suitable only for the prosecution of
major PMSCs crimes, as it is hampered by a numlbesubstantial problems. Investigating a
company'’s operation requires facilities, manpowed financial resources that home countries’ courts
may lack, and is challenged by the difficulties dallecting evidence and witness statements in
foreign, war-torn environment®.In addition, as already emphasized by the liteeatin transnational
firms, PMSCs may escape hostile domestic regulstiznmoving their headquarters into states with
less stringent legislation. For these two reasmust authors have emphasized the need for regulatio
at the international level, based on the draftifgpaew international convention addressing the
private military industry and the establishmentimternational bodies capable of monitoring and
prosecuting companies’ misbehavidr.

All these measures will be further analyzed beldw,the sections dedicated to domestic and
international legal regulation. The following secis will instead be dedicated to informal avenwes t
regulation, showing how market incentives and sfifeened self-regulation may effectively

strengthen and complement existing and forthcongggl provisions.

B. Market Incentives: Public Actors’ Demand as a Qdatory Instrument

While many have focused on PMSCs nature of busieestes driven by corporate profit rather than
public interest to warn against the challenges ghdsetheir emergence, few scholars have hitherto
explored how their commercial raison d'étre may gsovide new avenues for regulation, making
them subject to a basic, extra-legal kind of pressconsumer demand. It is common wisdom in the
literature on industrial relations that public dewas a very effective tool in the regulation of a
market. The PMSI may be no exception: as Avant esigks, since home governments are among

%9 Avant 2007, Selling Security: Trade-Offs in StRiegulation of the Private Security Industry, p. 419

€ percy, op. cit., O’ Brien K., What should and wiséiould not be regulated, Chesterman and Lehnardt)(Edom
Mercenaries to Market: The Rise and Regulation dfaee Military Companies, Oxford University Pre€¥0Z

®1 percy, op. cit., p. 37
%2 |bid. See also Singer 2004, War, Profits, andvheuum of Law
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the major customers of security services, PMSCs chage to abide by regulation to preserve their
governmental contract§®.

The effectiveness of public consumers demand agualatory tool, however, is deeply dependent on
the structure, the number of players and the dycsmi each market. A brief overview of the PMSI,
to date largely overlooked by other policy papagpears therefore crucial in order to investighee t
impact of such extra-legal instruments of pressidiee lack of transparency of the PMSI, its
fragmentation and the hitherto insufficient reshanamper comprehensive knowledge of the market
dynamics. According to a set of interviews withresgentatives of the industry, three main processes
appear however clear.

Firstly, while it is far from operating in a pertBccompetitive market, the PMSI has lately develdp
increasing levels of competition. Following the @litr surge in the demand stemming from the
occupation and reconstruction of Iraq and Afghamisa huge number of new players has entered the
market.®** The supply of security services has thus soon grimvmatch the demand, so that many
firms have reported growing financial trouble daestronger competition and the purported explosion
of the Iraqi security bubbl& This increased competitiveness appears idealdardo enhance the
effectiveness of both consumers demand and selfattgn of the sector, which will be analyzed
below.

Secondly, while the demand for commercial securifgresents a valuable share of the industry
revenues, public contracts awarded first of all dgigvernments and secondly by international
organizations appear fundamental. In 2007, onlyuat6% of firms responding to the annual IPOA
Survey were not providing services for some govemtal actof? Although the British industry is
reportedly less reliant than its US counterparttlogir own government’s contracts, the services it
performs for states and international organizatimmgsalso a very valuable source of profit. Overall
the revenues stemming from public contracts apinesefore as a crucial incentive for the PMSI.

Finally, while some niche for smaller, specializsmmpanies remain, the market appears also to be
subject to a process of concentration charactefigeshergers and acquisitions. Group4 for instance,
to date the biggest private security company, hashased Wackenut in 2002, Securicor in 2004 and
has taken over the renowned British PMSC ArmorGrioug008%” While the creation of a small
number of private security giants may reduce coitipef it should be emphasized how bigger firms
with an enduring existence on the market can beensasily subject to both market and legal
regulation than smaller companies for at least teasons. Firstly, small companies with almost no
assets and permanent personnel, often describditti@smore than a website and a database of
available personnel to be recruited ad hoc basis® can much more easily move offshore or
underground, or dissolve and re-open under differeames in order to escape regulation and
circumvent prosecutions. In addition, smaller firam® more likely to act as “single-shot players”
whose aim is obtaining one single lucrative corttafore closing their doors, which are much less
vulnerable to reputational pressures and markeniiges promoting good behavidir.

&3 Avant 2007, Selling Security: Trade-Offs in StRiegulation of the Private Security Industry, p. 421

84 Messner J.J. and Gracielly Y. 2007, POI ReporteSththe peace and stability operation industegosd annual report,
p. 16, URL <http://peaceops.org/poi/images/stor@shp_industrysurvey2007.pdf

8 Author’s interviews with industry representatives
6 Messner and Gracielli, op. cit., p. 21

5 power H. (2% March 2008), Troubled ArmorGroup secures sale talSG the Daily Telegraph,
www.telegraph.co.uk/money/main.jhtmI?xml=/money/2@3/21/cnarmorl21.xml

® Singer 2003, Corporate Warriors

89 Cockayne J. 2007, Make or Buy? Principal-agent thaad the regulation of private military companiesChesterman
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University Press 2007
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The evolution of the market underlying the threewamentioned phenomena does therefore offer
new avenues for informal regulation, and appeastremgthen the importance of consumer demand as
a valuable tool of control. Although it cannot rag# the need for further legal regulation, the dwar
renewal and termination of public contracts mayvmle both incentives and deterrents for the
industry, preventing some of the major problem®asased with traditional domestic regulation. The
prospect of losing lucrative state contracts clegalses the costs of escaping regulation and gesvi
crucial incentives to comply with major nationabanternational legal norms as well as home states’
foreign policy and values. Legal and financial sooff control are indeed mutually reinforcing, as
without a public market of the services which skidu controlled regulation is likely to have a miino
impact. Since “the ability of individual statesremgulate the market... is tied to their consumpti@n”,

a home state which is at the same time a contrastate, like the United States and to a lessenéxt
Australia, Canada or the United Kingdom seems indaal position to control PMSCs effectively
through a synergy of legal regulation and markesgure. The increasing privatization of militarglan
security functions to PMSCs, while raising a numisieconcerns, appears thus suitable to strengthen
control over the industry and complement legal la&ipn with market incentives and deterrents. A
few crucial caveats need however to be raised.

Firstly, even though the increasing use of PMSCstaye actors allows for the exertion of stronger
leverage on their behaviour, some kinds of servilesuld not be privatized. The provision of
offensive services, where the discretionary useagfrcion is most likely, should be performed by
national military personnel subject to a chain ofmmand, a system of military justice and an
institutional framework ensuring civilian authoritfhe same applies to at least some intelligence
services, which have instead been massively pridtin the United State’s.Due to the sensitivity of
the information collected or to the high risks btiaes during human intelligence activities, thigae
appears as too controversial to be privatized évieiis not directly related to warfigthing, aseelrly
shown by the scandals involving employees of thegiCACI and TITAN operating in Abu Ghraib as
translators and interrogatioffSOutsourcing, therefore, should occur within trefework of a clearly
stated and publicly debated governmental policigl#ishing no-go areas and ensuring transparency
and oversight.

In addition, it should be emphasized that in ofdesstates’ demand to develop its potential in gingp
the industry behaviour, governments should usi gnecurements consistently, taking into account
companies’ good conduct as the major driver of remt$ award and renewal. Strikingly, this seems to
not always be the case: despite the abovementmpaettals and its provision of untrained personnel,
for instance, CACI was awarded yet another confadhe supply of interrogation services in Ifag.

In absence of clear governmental policies disdipfjroutsourcing, different governmental agencies
may award contracts solely according to a logicadt effectiveness, thereby encouraging a race to
the bottom in the quality of the services and thespnnel provided by PMSCs trying to offer lower
and lower bids while keeping some margins of préfitRelying on the purchase of military and
security services as a regulatory tool requirestaboration of instruments to monitor, assessrated
firms’ effectiveness and compliance with contrattpeovisions, their respect of domestic and
international law and their recruiting and opermggnolicies.

™ Avant 2007, The emerging market for private mijitaervices and the problems of regulation

1 On the US trend towards the privatization of ilijehce see Chesterman S. 2008, op. cit.

2 Investigation of the 8G0Military Police Brigade (Tabuga Report) 2004, USnit

Washington, DC, p. 44, URL <http://www.npr.org/ira@02/prison_abuse_report.pdf> See also Chestermanitop
3 McCarthy, E. (August'2004), ‘CACI gets new interrogation contract’, ThasNington Post

"4 Authors’s interview with representatives of thetstry, September 2009
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This section will thus briefly analyze the managamand oversight of contracts disciplining the
provision of PMSCs’ serviceé$,which are also a crucial tool in the regulatiortid market and the
control over the industry activities. It is indeastonishing how, while further regulation still de®

be enacted, states have often failed to make tis¢ ofidthe basic legal tools at their disposal. Caots
awarded in Iraq have often been “strikingly vaguedt incorporating crucial public law values
including human rights, transparency and anti-qatioms norms? In addition, most of these contracts
“possess so few guidelines, requirements, or beadksrthat they effectively contain no meaningful
evaluative criteria”’ Governmental oversight, finally, was also stunhynigsufficient: according to a
2004 DOD Inspector General Study, more than halfthgf contracts had not been adequately
monitored’® Interestingly, both the industry and its opponergsee that the dramatic increase in the
number and total value of PMSCs contracts in thenkSnot been matched by an adequate increase in
governmental resources and personnel dedicatée tmanagement and oversight of contractdrs.

In order for governments to exert market as wett@dractual pressures transparently and effegtivel
ensuring public scrutiny and parliamentary oversigtifective monitoring and assessment criteria
need to be enhanced. In addition, greater claityeeded on what governmental agency is responsible
for the drafting and the monitoring of each corttiaaed the budget used to purchase PMSCs services.
The contract ensuring the provision of interrogatservices by CACI had surprisingly been signed by
the Business Centre of the US Department of Intémstead than the Dol

It is clear, therefore, that the effectiveness afket pressure rests on a broader set of regulaioly.
While Avant is correct in arguing that public consrs’ demand can boost states’ influence on firms
and be crucial in ensuring compliance with regolatithe opposite also holds true: the use of public
demand for PMSCs services as a source of finamzahtives and deterrents for the PMSI requires a
degree of transparency and oversight which botlinthestry and its customers do not posses yet, and
needs to be enforced by more effective and comps#® monitoring policies, a strengthening of
existing legal regulation and a more effective-setfulation of the sector.

C. Self-regulation

The last part of this section will be dedicateatbrief analysis of industry self-regulation anadvhio
can be upheld by public actors support.

In recent years, both single firms and major induassociations have produced a number of codes of
conduct, best practices, and ethics declaratiohe. flwo major industry associations, the British
Association of Private Security Companies and thierhational Peace Operations Association,
mention “compliance to the law of the countriesainich members operaf®”or “high operational
and ethical standard$’among their main statutory goals, and consider pezship conditional to the

7S The regulatory potential of contract has beenyaeal by 5 M. Cottier, "Elements for contracting arefjulating
private security and military companies 2006, Titernational Review of the Red Cross 88, pp. 637-663

8 Laura A. Dickinson, Contracts as a tool for retinprivate military companies, in Chesterman aetinardt (eds) pp.
217-239, p. 218

7 Ibid., p. 220

8 Office of the Inspector Gen., Us Department of dbske 2004, Acquisitions: contracts Awarded for toalition
Provisional Authority by the Defense Contracting Caanih, Washington, Report no. D-2004-057, p. 24

% See for instance Oversight of Contigency ContractéfOA Report R-2009-10, or United States Government
Accountability Office (April 2 2009), DoD can improve its management and overdightracking data on contractor
personnel and taking additional actions, GAO-097616

8 Holmqvist 2005, pp. 27-28
81 British Association of Private Security Companies i@Tahttp://bapsc.org.uk/key_documents-charter.asp

82 http://www.ipoaworld.org/eng/aboutipoa.html.
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respect of various norms and codes of conductp@ate social responsibility and collective self-
regulatory efforts are analyzed comprehensively other Priv-War report® What is worth
mentioning here is that while self-regulation aloseinsufficient and the substantial or merely
declaratory nature of some efforts may be contagroverlooking it would be a mistake. Indeed,
given the nature and the evolution of the markegammngful efforts towards self-regulation can be
taken seriously as they appear to be in the stdfast of the industry itself. The literature on
industrial relations and corporate social respadlitsithas shown how there may be, in a number of
markets, a strong business case for self-regulatfobue to its legitimacy deficit, its increasing
competitiveness, its strong reliance on public @mots, the PMSI appears far from being an exception
Meaningful self-regulation allows companies:

1. saving the legal and reputational costs stemmiog fscandals and litigations. The renowned
case of the four Blackwater contractors killed iall&fa, shows how a company providing
insufficient labour and security standards foretaployees is increasingly exposed to legal
problems. Similarly, the suits following Nisour Sga's incident show the business risks of
gross human right violation§> While quantifying their impact on the firm's revues is
impossible, the costs of both these episodes apypregr

2. gaining a competitive advantage vis-a-vis marketlsi. In an increasingly competitive industry
with low entrance barriers, firms cannot competepooes alone, and will necessarily attempt
to differentiate themselves in other wéysLike in other markets, corporate social
responsibility, credible best practices and codesamducts may thus be an increasingly
valuable strategy of brand differentiation

3. whether enhanced by public authorities or estaitidby firms themselves, regulation can be a
strategic tool to soften or restrict competitiord agstablish entrance barriers to the market.
Firms can thus “drive out small operators by vcduity surrendering to more stringent
regulation signalling corporate social respongdidif’ in exchange for privileged access to the
revenues stemming from major public contracts

4. Finally, the establishment of effective self-regigia allows the industry to influence, soften or
prevent further legal regulation enacted by staterg®

The abovementioned factors show how there is anbssicase for a meaningful self-regulation of the
sector. While it remains clear that PMSI effqots se are exposed to a number of problems, which
call into question their effectiveness, public awities can do a lot to improve the effectivenefs o
industry self-regulatory measures. Firstly, as ddhg representatives of PMSCs themselves, states
can enact legislation that enables industry assoof to develop teeth, providing meaningful
oversight and credible sanctions against non-coimgplynembers.

To date, the complaint mechanism established byAlRfased on a permanent committee that hears
and investigates stakeholders’ complaints, has maajor problems: firstly, members have no
obligation to cooperate with the investigation bywyiding information and disclosing documents;
secondly, the absence of independent monitors froteide the industry hampers credibility of the

8 See Hoppe C. and Quirico O. Codes of Conduct for PM3hs State of Self-Regulation in the Industry, BMorking
Papers, AEL 2009/28.

8 See for instance Crane A. et al. (eds.) The Oxfdahdbook of Corporate Social Responsibility, Oxfo€kford
University Press

8 pinzauti G. 2007, The Blackwater Scandal: Legal IBldole or Unwillingness to Prosecute? XVII The il Yearbook
of International Law

8 Jeffrey Herbsts 1999, The regulation of Privateusigy Forces, in Mills G. and Stremlau J. (ed3$he Privatization of
Security in Africa Johannesburg: SIIA Press
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oversight mechanisnf® Legal provisions undertaken at state level canleast to some extent,

overcome these limitations. Initiatives such as treation of an independent ombudsman
investigating complaints against PMSCs’ activitiggoposed by the BAPSC to the British
Government, can be a valuable step in that dinecfio

In addition, states as well as international orgaions can enhance the effectiveness of collective
self-regulation by making the award of major pulgimtracts conditional to membership of the major
industry associations, which would help making éxpulsion of non-complying members a more
costly sanction. The fact that the British PMSC deggas awarded and renewed the major CPA
security contract in Iraq despite being rejected asember of IPOR clearly damaged the credibility
of the association and the effectiveness of itéregulatory efforts. It is true, however, thaeth
credibility of industry associations is inherengyymied by the fact that membership is neither
universal nor compulsory, and still excludes sonaomplayers on the markét. On the one hand,
this makes such associations unable to promotaegpifation across the whole sector; on the ofher,
decreases the effectiveness of the major sandtendan provide to non-complying members, that is
expulsion. Moreover, since membership is voluntargpmpany may simply resign in order to avoid
the reputational costs of industry investigatiomsrats activities and exclusion from the assoorati

as already done by Blackwater, which withdrew fi&¥®A after an enquiry over its behaviour in Iraq
had started® The most decisive contribution to strengthen-saiilation would therefore come from
making membership compulsory for firms in ordepop®rate on the market or at least being awarded
public contracts. This could be, according to Peecfirst step towards the establishment of nationa
or international domestic associations which presiticenses to operate on the market for both firms
and individual employees and are headed by a miofes body which ensure oversight of members
activities and training and vetting of companiestgonnel®

Finally, it is worth mentioning that when PMSCs yide commercial security for the private sector,
self-regulation and corporate social responsibitign be promoted at both sides of the contractual
relationship. The Voluntary Principles on Secustyd Human Rights, drafted by the governments of
the United States, the United Kingdom, Norway amel Nletherlands, together with a few companies
operating in the extractive and energy sectors some major non-governmental organizations,
addresses the issues of transnational firms’ usbeoPMSI, covering training, policy development
and transparency of policies, monitoring, recordamyl reporting on allegations, contracting and
vetting of PMSCs’ employe&s While such principles have been to date signed limited numbers

of firms and lack oversight and enforcement medasj so that their impact may have been feéble,
they are a step forward to be further encouragkd.Moluntary Principles, as it was proposed, may be
included as a compulsory clause for private firowitracts with PMSCS!

8 Hoppe and Quirico 2009, op. cit.
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92 percy, op. cit., p. 59
%3 Hoppe and Quirico 2009, op. cit.
% percy, op. cit., p. 61

% Voluntary Principles on Security and Human Rigtd&L <http://www.voluntaryprinciples.org/principlesivate.php>.
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5. How to Regulate: A Multilayered Approach

As Alexander Wendt observes, “since states aradtimieinant form of subjectivity in contemporary
world politics, this means that they should beghimary unit of analysis for thinking about the lgéd
regulation of violence®. While states’ control remains the core of aegulatory effort, it is
however no longer the only one: one of the cru@atures of the emergence of a PMSI is precisely
that it diffuses and redistribute the control ovilence,” involving a broader network of public and
private actors in the governance of global secufity

In addition, as a few authors emphasized, refemiegely to states is hardly helpful when addressing
the issue of the impact and the regulation of thMSP Different countries are affected by the
emergence of PMSCs in very different ways, and haseabovementioned, very different needs and
regulatory capacities which ought to be taken adcount when analyzing how they can contribute to
the regulation of the PMSI. A qualified notion déte is therefore more appropriate. This paper will
adopt the solution already adopted by the othew-Wiar reports, which appears the most
comprehensive: a distinction between home statheyava PMSC has its headquarters, contracting
states, which rely on the services it provides, laost or territorial states, where the activitiéshe
PMSC take place. The following sections will byelibok at regulation at both the territorial stated

the home and contracting state level.

A number of factors, as many authors have arguedleethe effectiveness of traditional single state
regulation. On the one hand, territorial statesr@®MSCs operate may lack the institutional capacit
to hold PMSCs accountable under domestic and iatiemal law. On the other, due to the
transnational nature of the industry, the possjbilor firms to avoid hostile regulation by moving
offshore and the difficulties of extraterritori@viestigation and prosecutions, home states’ ragulat
alone is hardly a silver bullet for the regulatimfrthe sector.

There is indeed little doubt, as Percy argues, dhaindustry which operates transnationally, thgreb
challenging domestic regulatory efforts, can be egulated at the international lev&!International
regulation, however, is hampered by the well knalifficulties of states’ collective action and byeth
diverse role and interests that different stateg has-a-vis the market. The last section will expl
the main avenues of regulation and the difficultied the potential of different regulatory optiars
the international stage.

A. Regulation at the Domestic Level

Given the transnational nature of the industry, Itwe institutional capacity of most territorial ta
and the problems related to extraterritorial mamig and prosecution of PMSCs, domestic regulation
alone cannot address all the challenges producdticogmergence of the PMSI. In the absence of
relevant international action, single states’ ragjah remains however the most indispensable tol t
regulate PMSCs. This section will focus largelyhmnime and contracting states, which are often those
with the highest regulatory capacities vis-a-vie thdustry. A brief look at weak territorial states
whose regulatory attempts may be frustrated byr thoev institutional capacity, will however be
provided below.

% Wendt, Alexander 1999, Social Theory of InternagicPolitics, Cambridge: Cambridge University Press
% Avant 2008, op. cit.

10 Krahmann E. 2003, The Privatization of Securitgv&nance: Developments, Problems, Solutions, itsfpiere zur
Internationalen Politik und Auf3enpolitik (AIPA, Lettuhl Internationale Politik, University of Cologrn@ologne
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1. Territorial States

While this is not always the case, territorial esabften lack the capacity to hold PMSCs and their
personnel accountable for the violation of domesscwell as international law. In some cases,
territorial states’ jurisdiction may be explicittyrcumvented, as ensured by the renowned Ordef 17 o
the Iraqgi Coalition Provisional Authority, estalblisg that “contractors shall be immune from Iraqi
legal process with respect to acts performed byntlpeirsuant to the terms and conditions of a
Contract or any sub-contract theréfd@” and recently replaced by a Status of Forces Ageee
(SOFA) between the US and the Iragi governméfitlthough in most other cases contractors are no
doubt subject to domestic legislation, the lackmainitoring and enforcement capabilities hampers
host state capacity to ensure their legal liabilffy

Due to their insufficient enforcement capabilitisgrengthened regulation by territorial stateshisst
unlikely to make any substantial difference. Whdgitorial states may lack the capacity to effesliy
monitor, let alone prevent and prosecute the aietsviof PMSCs within their territories, they can
however find allies in other transnational actoygerating within their territories. Media, non-
governmental organizations, charities and humaaitapperators may act as fire alarms, signalling
PMSCs abuses. In addition, global civil societyoextmay create transnational advocacy networks,
that is networks of activists “bound together byargld values, a common discourse and dense
exchange of information and services® whose ability to exert pressure on both states and
transnational companies has long been shown bynatienal relations theory. In the case of the
PMSI, transnational advocacy networks may helpitteral states and their local population to
denounce and punish PMSCs’ misbehaviour in a numbemays, such as exerting pressure on home
and contracting states’, affecting the reputatibthe company and providing the financial resources
and the expertise needed to access home courgga’ remedies and ensure the prosecutions of
contractors. The support of the US Center for Garginal Rights, for instance, allowed the fanslie

of the Iraqi civilians killed in Nisour Square tadertake a civil lawsuit against Blackwatg?.

Transnational civil society’s support can howev#ema limited response to the threat of PMSCs’
misbehaviour in territorial states. As it was cotleargued, the protection of weak states is iddbe
most important reason for establishing an inteomati framework ensuring the monitoring and the
prosecution of PMSCE’

2. Home and Contracting States

While home states’ regulation is insufficient tguéate an industry which is inherently transnatlpna
it appears to date as the most effective instrunidrg British Green Paper on the regulation ofggv
military companies, still considered as a benchnfiarurther governmental actions both in the UK
and in other countries, has distinguished fiveed#dht regulatory approaches, ranging from a ban on
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PMSCs to a system based solely on the self-regulati the sectd?®. The provision of a licensing
system, considered an intermediate regulatory nptppears to date as the most viable option to a
number of authorg?®

Two major regulatory systems based on the licensintdpe export of armed services are to date in
place: the US International Traffic in Arms Regidatand the South African Foreign and Military
Assistance Act. Examining them in detail is beydinel scope of this paper. It is important to note,
however, how although these two acts are cruciathmarks in today’s regulatory landscape, they
both suffer from some major shortcomings which néede taken into account by forthcoming
legislation.

The South African Foreign Military Assistance Adt 1998 is based on the distinction between
mercenary activities, defined as direct participaths combatant in armed conflicts for private gain
and banned altogether, and foreign military asstsawhich is conditional to the provision by the
National Conventional Arms Control Committee ofigehse which can be revoked at any tifi@.
Often mentioned in order to show the problems aasst with very stringent regulation, the FMAA
appears doubtlessly unsuccessful. Firstly, it ssfffom major enforcement problems, and has
hitherto led to a very low amount of prosecutions. Even more importantly, such a kind of strict
regulation, unaccompanied by any market incentisesomply with domestic legal provisions and by
broader international regulations, appears only hlive moved companies further away of
governmental influence, pushing the South Afriqaduistry across borders or undergrodtfd.

The US International Traffic in Arms Regulation, ielin is part of the Broader Arms Export Control
Act, regulates the export of arms services as asglirmaments abroad by making it conditional to the
provision of a license provided by the Office off@®se Trade Control within the Department of
State. While considered to date the most effectiieze of legislation on the export of Armed
Services, the ITAR suffers from two major problems.

Firstly, the licensing process is described assighieratic, inconsistent and not transparéntas the
number of offices involved and the criteria usedassess PMSCs’ requests remain unclear. In
addition, the licensing process has been charg#d beiing excessively exposed to firms’ lobbying
actions!**

Secondly and most importantly, the process suffess insufficient democratic oversight, as
Congress is notified only contracts exceeding asimold of 50 million dollars, and even major

procurements can be easily unpacked into differzentracts in order to escape Congressional control.
115

Disciplining the export of armed services is a bastgulatory starting point, ensuring that
governments have a degree of scrutiny on the exjjaatmed services and their compatibility with
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national foreign policies, domestic democratic ¢@ists and international commitment€. While it

is very likely that governments are aware of mdpdiSCs activities even when official consent
provided by the award of a license is absent, &skedul, bureaucratized procedures like those
established by ITAR and FMAA are needed in ordeavioid the ambiguities of an informal system of
notification. Such ambiguities were clearly shovar, instance, by the renowned Arms to Africa
Affair, when the British Cabinet denied its awarehef the operations carried out by the PMSC
Sandline in Sierra Leone after the firm had beemdbin violation of a UN arms embargo, in spite of
substantial evidence of both Foreign Office and isiy of Defence involvemerit! Established
mechanisms of licensing armed services to foreigmemments prevents home countries from
keeping an attitude of plausible deniability onm activities:*® which hampers both international

and domestic accountability over foreign policy.

The shield of plausible deniability which governneemay enjoy when using PMSCs as tools of
foreign policy by proxy reflects a broader problevhich forthcoming regulatory efforts need to
carefully take into account: the abovementionedaicopf the PMSI on democratic control over the
use of force. While escaping these constraints raigw more flexible foreign policies,
circumventing for instance Western public opinionsfuctance to deploy troops for humanitarian
operations, it appears problematic on constitutiand moral grounds.

Ensuring democratic control over the use of PM31s tequires enhancing transparency over states
use of PMSCs and strengthening bekhante and ex post parliamentary powers vis-a-vis private
military and security activities’® Firstly, parliaments should be involved in the idiem over what
can be privatized and what should be instead cereidas inherently governmental: the decision to
outsource appears as inherently political, and sieébeérefore, to be publicly debated. In additialh,
contracts between governmental agencies and PM&&kto be notified to the relevant parliamentary
commissions, specifying the numbers, the actividesl the casualties of contracted personnel
deployed abroad, as well as the disciplinary astiaken against them in case of misbehaviour. Such
provisions were foreseen by the Transparency amoudability in Military and Security Contracting
Act proposed by then Senator Obama in February ,280@ never passed into 1af¥. Specific
parliamentary powers of auditing, interrogationgeiny and oversight vis-a-vis both contracts and
PMSC employees should also be foreseen.

B. Regulation at the International Level

Due to the transnational nature of the industrg, ghssibility for firms to avoid hostile regulatidy

moving offshore, the difficulties of extraterritati monitoring and oversight, domestic regulation
alone cannot fully account for the oversight and grosecution of the PMSI. A comprehensive
regulatory attempt should therefore comprise rdgaat both the domestic and the international
level. A template for a successful regulation & BIMSI may be the regulatory framework in place for
civil aviation, based on the establishment of aterimational authority and a set of international
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conventions complementing domestic regulation aelgihg to overcome the problems associated
with the extraterritorial enforcement of domestio/|***

The prospects for international regulation, howeveeem far from rosy. As Avant argues,
intergovernmental cooperation is hampered by tlilerdnt roles various governments play in the
market: “when what each government wants to congalery different, it is hard to get them to
institute standard regulatory schemes togeth&rCollective action at the international level isther
stymied by a range of pragmatic problems, relatettie nature and the costs of different internation
regulatory frameworks.

While such a problem is no doubt true, there sderbe evidence showing an increasingly convergent
approach towards the PMSI and its need for regulafihe Montreux Document on Private Military
and Security Companies, drafted under the inigat¥ the Swiss government and the International
Committee of the Red Cross in September 2008, atableshing recommendations and states’ good
practices, was finalized and supported by bothntlagor home and contracting states, such as the
United States, the United Kingdom and South Afremagd some of the territorial states most affected
by PMSCs’ activities, such as lIrag, Afghanistan,géla and Sierra Leorté€® It should be
acknowledged, however, how the contents of the kMomt documents are not legally binding, and
apply only to situations of armed conflit¥:

This section will look at the different internatanregulatory options available, looking at the
problems arising from the increasing use of PMSG@sirdernational organizations and at the
contribution that major 10s can offer to regulatioh more comprehensive analysis will be dedicated
to the European Union, whose potential in reguiptthe market appears huge and, to date,
insufficiently exploited.

1. Avenues and Challenges for International Action

As it was argued, “if there is a regulatory vacurggarding PSCs, it exists under international law”.
125 Such a claim may appear slightly misleading, siPbtSCs and their employees are subject to IHL
like all other actors. It is true, however, thatemational law lacks norms explicitly designed to
regulate PMSCs and the application of IHL over PMSE stymied by legal ambiguities and
enforcement problems?® The problems related to the application of IHL RMSCs and their
employees have been comprehensively fleshed awiése and will not be analyzed in this paffér.

The long maintained claim that the private militamglustry operates in a legal vacuum, at leasteat t
international level, arises from the substantiapiplicability of the international legal instrument
directed against mercenaries. While these cannekémined in detail here, it is sufficient to menti
that Article 47 of the First Protocol additionalttte Geneva Convention of 1977, the Convention for
the Elimination of Mercenarism in Africa entered1®85, and finally the United Nation International
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Convention Against the Recruitment, Use, Finanend Training of Mercenaries entered into force
in 2001 all make the status of mercenary condititma number of requirements which PMSCs can
easily escape, and appear often inapplicable toanaries themselvé€

An answer to this problem may be a redrafting ahspieces of legislation, starting from the rewuisio
of the UN Convention long advocated by the Rapporten Mercenaries Enrique Bernales
Ballesteros'® Such a solution, however, appears unsatisfactorgtfleast two reasons.

Firstly, the original Convention itself, entereddnforce only in 2001 due to the low number of
ratifications, has hitherto been ratified by only Sates and signed by other 10, none of which is a
permanent member of the UN Security Coufi€il.Moreover, while an improved convention may
receive greater support and both PMSCs and meresrdo need to be disciplined, they are different
actors requiring different levels of regulation aadored legal instruments. Treating mercenaries a
PMSCs differently would therefore enhance the sladnd the effectiveness of the regulatory
instruments designated to address each of thensemmds indispensable to obtain the support of both
the industry and major home and contracting stites

Furthermore, effective international regulation grdsecution of PMSCs, often operating in weak
states lacking the capacity to enforce their owmeltic legislation, would require not only the
drafting and the ratification of aad hoc international convention supported by the majayets
involved in the PMSI, but also the establishmentsoime international body monitoring and
prosecuting PMSCs’ activities. Two different sabus may be foreseen.

On the one hand, the monitoring of PMSCs’ contractg activities may be assigned to an already
existing United Nations body. The UNCHR Working Quission on Mercenaries, made of five

regional experts who supplanted in 2005 the presljowxisting Special Rapporteur, is already
involved in the oversight of the PM& While it may appear to be a suitable monitorieg\bgiven

its competency, some major concerns can be raised ghe intransigent approach long maintained
within this body, grounded on the analogy betwedfSEs and mercenaries and the scepticism of
both major Western players as well as of the ingludet alone the doubts regarding its actual
monitoring capacities.

Alternatively, the oversight of the PMSI and itgigiies may be assigned to ad hoc international
body. Such an office, as Singer proposed, may takiea systematic contract review and monitor the
activities of the industry on the ground by teamisnolependent observers. Sanctions against the
company as well as the prosecution of employe@sies, may be ensured either by the ICC or by an
ad hoc court®. According to Percy, the latter solution ought® preferred, due to the problems of
ICC’s jurisdictions over firms and US contractds.

Similar bodies, let alone the doubts related tdrtbabstantial effectiveness, may indeed have a
potential in prosecuting and punishing PMSCs’ nmistweour and addressing the problems arising
from extraterritoriality.

While not foreseeing the creation of an ad hoc io@incourt, Cockayne has recently proposed a
comprehensive international regime designed to biglfes keeping the PMSI accountable, and based

128 Doswald-Beck, op. cit.; Drews, op. cit; Caparini &ahreier, op. cit; Holmqvist, op. cit.
129 Bernales Ballesteros 1997, op. cit.
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on a global watchdog monitoring PMSCs activities,agcreditation regime, an arbitration court, a
harmonization scheme and a global security indutry**

The creation of all the abovementioned bodies, Weweppears ambitious and costly. International
relations theory shows how the establishment of m#@rnational regimes is an extremely difficult
endeavour:®* In this case, the problem is not only that of firgdthe international consent required for
the drafting of a new international Convention, ethappears complex given the different interests
that states’ have vis-a-vis the use and the reagulaf PMSCs, but also that of collecting the fioih
and institutional resources needed in order torende effective monitoring of PMSCs activities on
the ground and prosecution of crimes committedifoysf employees. According to representatives of
the industry, “no grouping of global powers will belling to invest large amounts of money and
manpower in the creation and maintenance of a majulatory body”**’ It can be argued that a
solution to the abovementioned objection may liecigely in a financial contribution from the PMSI,
138 \which may share the costs of this internationglif@tory body with its customers by the provision,
for instance, of an additional charge to be appt@@ach contract. The problems related to a fair
division of the costs among the players or theaessive heaviness, which may alienate the industry
willingness to cooperate, remain to be addressed.

The number of challenges briefly mentioned aboweaizes some degree of scepticism vis-a-vis the
establishment of this system in the close futureerEbefore more ambitious frameworks for the
enhancement of international regulation can betehlathere is however significant room of action fo
existing international organizations.

Firstly, both existing 10s andd hoc groupings of states as well as non governmentatsdike the
signatories of the Montreux Document, are crucignas shaping the international discourse and
building the agreement needed to undertake substaattion. A pragmatic approach based on the
acknowledgement that PMSCs are legitimate actomsevactivities require further regulation seems a
better starting point than maintaining an analogyween PMSCs and mercenaries, which would
polarize the debate and alienate both the indumty Western home and contracting states. The
United Nations insistence on the mercenary nattfeMSCs, for instance, appears to have seriously
hampered their role in the regulation of the PNFSI.

In addition, major IOs such as various UN speaialiagencies, the World Bank Group and NATO are
robust consumers of private secufityThus, they also have a chance to use market inesnin
order to drive the industry towards increased lenfeself-regulation, transparency and compliance
with domestic and international law. The prospest & greater involvement of PMSCs in
peacekeeping operations, first raised by Kofi Animah998*' can be used as a formidable incentive
for the industry to develop higher standards irhexige for gradual access to a new, lucrative segmen
of the market. Like national governments, howevaternational organizations should be more
transparent and consistent in their use of PMSC® @&xample of the United Nations, whose
Rapporteur for Mercenaries repeatedly condemned aittesities of PMSCs while a few UN
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specialized agencies were already contracting ofierent services to these companies is a
paradoxical case in point.

A further degree of caution is required as theafsarivate military and security personnel conteaict
either directly by an International Organizationbyra member state like the United States — which
has outsourced its provision of international plitficers and border monitdfé— raises additional
problems related to the legal liability and the dematic accountability of the use of force at the
international level. The involvement of Dyncorp dayees in a child prostitution ring during their
operational support for the operation IFOR in Baspiovides a forceful exampfd As the use of
force by 10s has already been considered as affémtea democratic deficif, reliance on private
military personnel is in danger of creating a ferttayer of opacity and inaccountability. Interoatal
organizations’ use of PMSCs should therefore btaasparent as possible, envisaging mechanisms
for the oversight, the investigation and the prateo of companies’ activities and, wherever
possible, a role of the parliamentary assembhhefdrganization or of the national parliamentshef t
states which are party of it.

C. Regulation at the Regional Level: The Europeamidn

While many authors have called for a greater rdléhe European Union in the regulation of the
PMSI, it is worth mentioning that the European Unis already limitedly involved in the regulation
of the industry in at least three respects. Firsie EU has been a driver of harmonization of
members’ domestic regulation on private policingjak has been recognized by the European Court
of Justice as an economic activity subject to tilesr of the Common Markelt® Secondly, the EU
Code of Conduct on Armaments Exports drafted in8188s produced greater transparency and
encouraged increasing harmonization of nationakdrservices as well as arms exports legisl&fion
Finally, a few CFSP Joint Actions and Common Posgihave been used to restrict the supply of
some kind of activities, such as the services edl&d weapons of mass destruction and to conteol th

export of private military services to certain destions'*’

It is true, however, that a case can be made ®Eth to take a much more direct role or even a lead
in regulating the PMSI, and that its greater ineohent appears necessary for a number of reasons.
Firstly, the EU has an unprecedented regulatoryac@p among regional organizations, and
constitutes a huge pool of demand as well as sdpplyilitary services. In addition, regulationthe
European level may find the support of both natigmeernments, as it would be more cost effective
and easier to implement, and of the industry itssifce it would avoid the ambiguities of different
regulatory frameworks and the risks of unfair cotitfpm and competitive disadvantages across

nations14®
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Moreover, given its capacity to act as a “normepreneur” on the international stdda direct role

of the EU would greatly enhance the prospectsdahér international regulation, encouraging other
actors to address the issue. An explicit Europedigypvis-a-vis the use and the regulation of PMSCs
appears particularly necessary since an increasli@nce on private military services by both the E
and the national militaries of its members appedmsost inevitable™™® Indeed, the EU has already
limitedly relied on PMSCs services for the guardiofyits embassy in Baghddd and during
operations such as the EUPM mission in Kos&dGiven the difficulties hitherto experience by the
EU in collecting the financial and human resource®ded in order to pursue a more active
involvement in crisis management outside its bardegliance on private military companies may
indeed appear as a valuable option, whose poteh&al already been acknowledged by some
authors™ Javier Solana himself advocated the outsourcinglogistics for European crisis
management operations as a way to “release miltargonnel which are badly needed for operations
in the field ... save money while enhancing overaljitics performance... compensate for the
absence of support assets of the Member State&inally, a reluctance of the EU to directly adsdre
the regulation of PMSCs would be at odds with tbke of civilian> or normativé®® power that
underlies the European foreign policy identity ghd commitment to “upholding and developing
International Law”>’

As a priority, the EU may therefore pursue furthetions through a twofold approach. On the one
hand, it may regulate the export of private militand security services by specific CFSP common
positions requiring members to implement certaiangdards of control, or by revising the
abovementioned EU code on the export of Arms ireotd cover more extensively the export of
armed service§? On the other hand, the EU may promote standardizied for member states’ use
of private military companies, defining the limitd outsourcing and devising procedures for the
oversight of contracts and the accountability ohf and their employees.

Furthermore, the EU should be clearer and morespaent in its present use of PMSCs and the role
that these actors may play in the future developrokits military capabilities. It is crucial, thethat

the EU engagement with PMSCs responds to a clel@fiped policy specifying the extent and the
limits of outsourcing and the paths ensuring oggrtsilegal liability and democratic accountability.
Such a policy should be the outcome of a debateliing specialized actors such as the European
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Defence Agency as well as the European Parliamdmbise already very limited role in European
foreign and defence policy may be further callgd iguestion by the reliance on private military and
security actors.

0. Conclusions

Due to space constraints and the complexitiesefgfue, this policy paper could provide nothing bu
a short overview of the major problems posed bystiige of the PMSI, and an enumeration of few
pragmatic regulatory solutions based on the awagetlgat international security governance is an
increasingly polycentric issue which involves awjrmgy network of actors. For this reason, legal
regulation enacted at the state level, while stilicial, appears insufficient in ensuring compresiinan
control of an inherently transnational industry,osé emergence raises a number of concerns related
to human rights and democratic accountability othe provision of coercion. While no single
regulatory strategy appears capable of completedyamming each of these problems, a multifaceted
and multilayered approach based on both legal afatmal instrument on the one hand and on
national, regional and international action on thiker, appears suitable to embed the PMSI in an
increasingly tighter regulatory web, which woultbal shaping the future evolution of the market and
preventing a further erosion of public control otlez use of force.
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