State-Sponsored Cyber Operations
and International Law

François Delerue

Thesis submitted for assessment with a view to obtaining
the degree of Doctor of Laws of the European University Institute
Florence, 9 November 2016

European University Institute
Department of Law

State-Sponsored Cyber Operations and International Law

François Delerue

Thesis submitted for assessment with a view to obtaining
the degree of Doctor of Laws of the European University Institute
Examining Board
Professor Nehal Bhuta, European University Institute (EUI Supervisor)
Professor Jean d’Aspremont, University of Manchester
Professor Marco Roscini, University of Westminster
Professor Joseph H. H. Weiler, European University Institute & New York University

© François Delerue, 2016
No part of this thesis may be copied, reproduced or transmitted without prior
permission of the author

Researcher declaration to accompany the submission of written work
Department of Law – LL.M. and Ph.D. Programmes
I François Delerue certify that I am the author of the work titled ‘State-Sponsored
Cyber Operations and International Law’ I have presented for examination for the
Ph.D. at the European University Institute. I also certify that this is solely my own
original work, other than where I have clearly indicated, in this declaration and in the
thesis, that it is the work of others.
I warrant that I have obtained all the permissions required for using any material from
other copyrighted publications.
I certify that this work complies with the Code of Ethics in Academic Research issued
by the European University Institute (IUE 332/2/10 (CA 297).
The copyright of this work rests with its author. Quotation from this thesis is permitted,
provided that full acknowledgement is made. This work may not be reproduced
without my prior written consent. This authorisation does not, to the best of my
knowledge, infringe the rights of any third party.
I declare that this work consists of 164 486 words.

Statement of language correction:
This thesis has been corrected for linguistic and stylistic errors.
I certify that I have checked and approved all language corrections, and that these have
not affected the content of this work.

Signature and date:
Friday 9 September 2016

ACKNOWLEDGEMENTS

The completion of this doctoral dissertation was possible with the support of several people. First
and foremost, I would like to express my sincere gratitude to my advisor, Professor Nehal Bhuta,
for his guidance and support throughout my doctoral journey. His advice on both research as well
as on my career have been priceless. I am grateful to Professor Jean d’Aspremont, Professor Marco
Roscini, and Professor Joseph H. H. Weiler for agreeing to sit on the jury of my Ph.D. defence and
for providing valuable comments on my dissertation.
I would like to express my gratitude to Professor Giovanni Sartor for his guidance and support
during my first year at the EUI and for helping me get my research off the ground in the best
possible way. I would also like to thank the people who introduced me to legal research and
encouraged me in this way. I am particularly grateful to Geneviève Bastid-Burdeau, Emmanuelle
Tourme-Jouannet, Jenya Grigorova, Maria Panezi, Didier Boden, and Jonathan Bush.
I am eternally indebted to my colleague and friend, Nicola Hargreaves, for her language courses,
her patience and support. Without her terrific job the completion of this dissertation would have
not been as smooth and enjoyable.
I am grateful to the numerous people who engaged with, commented and criticized my research
during my doctoral journey. I am particularly thankful to Professor Giulio Bartolini and Professor
Claus Kreß for their comments and their suggestions for refining my dissertation. Many detailed
and in-depth discussions with the faculty and my colleagues at the EUI have invaluably shaped and
influenced my research. I am especially grateful to Emmanuel De Groof, Alexandre Skander
Galand, Florian Idelberger, Marianna Karttunen, Emma Nyhan, Argyri Panezi, Stavros
Pantazopoulos, Chloé Papazian, Maria Grazia Porcedda and Harri Ruohomäki, as well as to the
members of the International Law Working Group and the Information Society Working Group
at the EUI.
This dissertation would not have been possible without the material and human support provided
by the French Ministère de l’Enseignement Supérieur et de la Recherche, the Institut des Hautes Etudes de la
Défense Nationale (IHEDN), the Castex Chair of Cyber Strategy, the Institut de recherche Stratégique de
l’Ecole militaire (IRSEM) and the European University Institute. I would like to thank the EUI staff,
and more particularly Marlies Becker, Annick Bulckaen, Linda Gilbert, Judith Przyrowski and
vii

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

Françoise Thauvin, for their support during the four years I spent on the Tuscan hills. I am also
grateful to Professor Matthew Waxman for having sponsored my stay at Columbia University, as
well as to Professor Mikhaïl Xifaras for having given me the opportunity to be part of Sciences Po
Law School. I would also like to express my gratitude to the people and institutions that provided
me with the opportunity to gain teaching experience: the EUI, Professor Michaela Frulli and the
Università degli Studi di Firenze, and Xavier Périllat Piratoine and the Sanremo International Institute
of Humanitarian Law.
This dissertation would have not been the same outside the context of the ideal environment in
which I could read, think and write. I am grateful for the wonderful four years I have spent in
Florence, and in Italy in general.
Writing my doctoral dissertation at the EUI was also a great social experience, and one of the main
highlight was meeting brilliant colleagues and friends, including Alexandra, Alexis, Alice, Anita,
Camille, Claire, David, Dónal, Elie, Elise, Elisa, Elizabeth, Guillaume, Hanna, Marianna, MarieAndrée, Martin, Thibault, and all the others I may have forgotten. I would like to thank them for
their friendship and support during these years.
Finally, I would like to thank my friends and, last but by no means least, my family for their support
and love.

viii

ABSTRACT

This doctoral dissertation investigates the wide range of conceptualizations and categorizations that
are applicable to state-sponsored cyber operations. State-sponsored cyber operations, namely
recourse to cyber means by one State against another, are generally labelled ‘cyber warfare’. This is
neither a legal nor a prescriptive term; it reflects, however, a disproportionate focus on the realm
of warfare. Avoiding hasty or overly simplistic characterizations of situations as cyber warfare is
important to avoid further deterioration of their relations leading potentially to military escalation.
This dissertation defines state-sponsored cyber operations according to international law and
demonstrates that the majority of these incidents fall outside of the realm of (cyber) warfare and,
therefore, need to be addressed separately and approached differently. Most state-sponsored cyber
operations do not actually violate the prohibition of the use of force or the law of armed conflict,
but rather they impinge the territorial sovereignty of the targeted States, the principle of nonintervention, or human rights. Cyber warfare is only the tip of the iceberg. An entire world lies
submerged: cyber operations below the threshold of cyber warfare. While the emerged part
concerning cyber warfare is well-studied and widely known, this thesis endeavours to shed light on
the submerged, and arguably bigger, part that has been understudied and is less known. Parts I and
II map the circumstances in which state-sponsored cyber operations violate international law. They
demonstrate inter alia that most cyber operations remain under the threshold of cyber warfare, while
they may constitute a breach of territorial sovereignty, the principle of non-intervention or even
human rights law in most cases. Part I also analyzes the duty of diligence of third States. Part III
deals with the attribution of cyber operations, analysing the attribution to the machine, to the
human perpetrator, and focusing more specifically on the attribution to the sponsoring State. Part
IV focuses on the consequences of an internationally wrongful cyber operation, mainly the
obligations deriving from the law of State responsibility, and the remedies to address it, notably the
recourse to self-defence, retorsion and countermeasures.
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Introduction
It seems reasonable to envision, for a time 10 or 15 years
hence, a “thinking center” that will incorporate the
functions of present-day libraries together with
anticipated advances in information storage and
retrieval and the symbiotic functions […]. The picture
readily enlarges itself into a network of such centers,
connected to one another by wide-band communication
lines and to individual users by leased-wire services. In
such a system, the speed of the computers would be
balanced, and the cost of the gigantic memories and the
sophisticated programs would be divided by the
number of users.
Joseph C. R. Licklider, Man-Computer Symbiosis,
March 19601

In the early 1960’s, Joseph C. R. Licklider invented the concept ‘Intergalactic Computer Network’,
a globally interconnected set of computers permitting programmes and data to be accessed from
anywhere in the world.2 His vision, then developed as the first director of the computer research
programme at the US Defense Advanced Research Projects Agency (DARPA), and continued by
his successors, influenced the creation of the Advanced Research Project Agency Network
(ARPANET), the predecessor of the Internet. Half a century after the inception of Licklider’s
seminal idea, the Intergalactic Computer Network is a reality. Millions of computers are
interconnected via numerous networks, which themselves are interconnected via the Internet.
Everyone with Internet access can obtain unlimited amounts of information and communicate
with people globally. Humans through computers and together with computers are now
interconnected, like the “neurons in a giant brain”.3 Nowadays, at the beginning of 21st century, the

1

2

3

Joseph CR Licklider, ‘Man-Computer Symbiosis’ [1960] IRE Transactions on Human Factors in Electronics,
volume HFE-1, 4. The dissertation is based on developments as of September 2016 and all websites were last
visited during that time.
ibid; Joseph CR Licklider, Libraries of the Future (MIT Press 1965); Joseph CR Licklider, ‘The Computer as a
Communication Device’ [1968] Science and Technology, reprinted in:; In Memoriam: J. C. R. Licklider (19151990) (Digital Equipment Corporation 1990) 21–41, see more specifically 30-32. See also: Barry M Leiner and
others, ‘A Brief History of the Internet’ (2009) 39 SIGCOMM Computer Communication Review 22, 23.
Jon
Swartz,
‘Stephen
Hawking
Opens
up’
USA
Today
(1
December
2014)
<http://usatoday30.usatoday.com/MONEY/usaedition/2014-12-02-QampA-with-StephenHawking_ST_U.htm>. See also: Licklider, ‘Man-Computer Symbiosis’ (n 1) (‘The hope is that, in not too
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digital revolution has transformed human societies, making the Internet, and more generally
computer networks, ubiquitous and indispensable for humankind to function and affecting every
aspect of modern human life.4
Several significant threats and obstacles challenge the Internet and the powerful opportunities it
offers its users. Some everyday challenges concern Internet access, such as the problem of equal
access to computers and computer networks, or the issue of government censorship. The use of
the Internet, and more generally computer networks, for malicious activities constitutes a critical
challenge for international security and is the focus of the present dissertation.5
Every day, we read and hear media reports on cyber operations targeting and sometimes seriously
affecting individuals, companies, and States. Because of these threats, cyber security has become a
key issue for global security. In parallel to the development of the Internet, numerous actors, who
have emerged on the scene, view this new reality as an opportunity to carry out malicious activities
or generate new ones. These activities can be categorized according to the perpetrators involved in
these activities. Cybercrime and cyber terrorism involve non-state actors, while state-sponsored
cyber operations are generally labelled cyber warfare. Cyber espionage can encompass both States
and non-state actors.
The history of malicious cyber activities can be traced back to the 1980’s with the activities of
isolated hackers or individuals playing with the system. The 1990’s were marked by the
development of cyber activities conducted by criminal organizations and other actors with
malicious intentions. States have always had a keen interest to develop cyberspace and have used
it since the very beginning for defence purposes. The actual ‘militarization’ of cyberspace only
occurred in the late 1990’s, especially during the 2000’s.6 During this period, States became acutely
aware of the military opportunities offered by cyberspace as well as the vulnerabilities and risks
created by it. The year 2007 marked a watershed in this regard: the large-scale Distributed Denial

4

5

6

many years, human brains and computing machines will be coupled together very tightly, and that the resulting
partnership will think as no human brain has ever thought and process data in a new way not approached by
the information-handling machines we know today.’).
Frank La Rue, Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression
(UN
Doc
A/HRC/17/27
2011)
4
<http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf>.
For instance, the Director of the CIA stated during his nomination hearing before the US Senate that “U.S.
computer networks and databases are under daily cyber attack by nation states, international crime
organizations, subnational groups, and individual hackers”, Open Hearing on the Nomination of John O.
Brennan to Be Director of the Central Intelligence Agency 2013 [United States Senate, Select Committee on
Intelligence, Senate Hearing 113-31].
Jason Healey (ed), A Fierce Domain: Conflict in Cyberspace, 1986 to 2012 (Atlantic Council, Cyber Conflict Studies
Association 2013) 64–84.
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of Service (DDoS) attacks against Estonia shone a public spotlight on the potential dangers
associated with cyberspace that can possibily affect an entire State.
Existing academic or political debates and work in the field mainly focus on cyber threats
perpetrated by non-state actors, such as individuals, groups, companies, or private military and
security companies. Non-state actors are both the main perpetrators and the main targets of
malicious cyber activities. Cyber threats arising from States, or their proxies, and targeting other
States should not, however, be neglected. The most harmful and disruptive examples of cyber
operations, such as the malware Stuxnet which physically damaged an Iranian nuclear plant or the
large-scale DDoS-attacks against Estonia and Georgia were, allegedly, state-sponsored.
This doctoral dissertation investigates the range of conceptualizations and categorizations that are
applicable to state-sponsored cyber operations. State-sponsored cyber operations, namely recourse
to cyber means by one State against another, are generally labelled ‘cyber warfare’. This is neither a
legal nor a prescriptive term; it reflects, however, a disproportionate focus on the realm of warfare.
In order to avoid hasty or overly simplistic characterizations of situations as cyber warfare, it is also
important to circumvent further deterioration of relations that could potentially lead to military
escalation. This dissertation defines state-sponsored cyber operations according to international
law and demonstrates that the majority of these incidents fall outside of the realm of (cyber) warfare
and, therefore, need to be addressed separately and approached differently. Most state-sponsored
cyber operations do not actually violate the prohibition of the use of force or the law of armed
conflict, but rather they impinge the territorial sovereignty of the targeted States, the principle of
non-intervention, or human rights. Cyber warfare is only the tip of the iceberg. An entire world lies
submerged, which encompasses cyber operations below the threshold of cyber warfare. While the
emerged part concerning cyber warfare is well-studied and widely known, this dissertation
endeavours to shed light on the submerged, and arguably bigger, part that has been understudied
and is less known.7
Although most of the literature focuses primarily on jus contra bellum or jus in bello, it is worth pointing
out that some scholarship on cyber operations below these thresholds already exists, and therefore
coincides with questions developed in this dissertation. In this respect, it is necessary to refer to
the second volume of the Tallinn Manual, currently under preparation, which deals with several

7

This was notably pointed out by: Mary Ellen O’Connell, ‘Cyber Security without Cyber War’ (2012) 17 Journal
of Conflict and Security Law 187.
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points interrogated here.8 Instead of jeopardizing the interest and novelty of this research, the
second manual makes the intervention that follows even more relevant and timely. First of all, this
dissertation deals comprehensively with a wide range of aspects concerning cyber warfare where
any comprehensive monograph on the topic is few and far between. The little literature that exists
is comprised of articles that do not enter into much detail nor provide ample examples, which this
dissertation sets out to achieve. Secondly, this dissertation and the Tallinn Manual 2.0 can be seen
as complementary because they deal to some extent with similar questions but adopt divergent
approaches: the Tallinn Manual 2.0 examines existing international law from an operational
perspective, while this dissertation consists in a comprehensive doctrinal study of both existing law
and how the legal framework should evolve in the cyber context. Finally, this dissertation fills an
existing gap in the literature, which has tended to focus on cyber operations either below or above
the threshold of cyber warfare, while leaving the actual boundary between the two categories, and
their inter-play, aside and therefore understudied. This dissertation demonstrates the benefits of
analyzing them simultaneously and interconnectedly, and in particular the benefits of examining
the demarcation between these categories.

1.1.

The scope of the dissertation

The objective of this dissertation is to analyze state-sponsored cyber operations from a legal
perspective. Various branches of international law are examined and form the legal framework for
this research. Preliminarily to the legal analysis, it is necessary to describe the object of study,
namely state-sponsored cyber operations. The scope of the dissertation needs to be specified
according to three dimensions: firstly, what are ‘cyber operations’? (1.1.1); secondly, because the
study is restricted to ‘state-sponsored cyber operations’, it is necessary to explain the reasons for
this narrower approach (1.1.2). Thirdly and finally, it is necessary to define the applicable law and
the parts under analysis in this dissertation (1.1.3).

8

The Tallinn Manual 2.0 is the follow-on project to the Tallinn Manual on the International Law Applicable to Cyber
Warfare published by CUP in 2013.
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1.1.1.

The scope ratione materiae: cyberspace and cyber
operations

Cyber operations, sometimes also referred to as cyberspace operations or computer network
operations (CNO), can be defined as “[t]he employment of cyberspace capabilities where the
primary purpose is to achieve objectives in or through cyberspace”.9 In other words, the term cyber
operations characterizes the use of cyber capabilities in cyberspace. Thus, one of the main
characteristics of cyber operations is that they spread through and using cyberspace. It is then
necessary to define what we actually mean by cyberspace.

1.1.1.1.

Cyberspace

Interestingly, cyberspace is not a technical term created by computer scientists or engineers. It first
emerged in science fiction literature.10 William Gibson is considered to be one of the first writers
to employ and popularize the term cyberspace.11 He used it for the first time in July 1982, in Burning
Chrome, a novel published in the magazine Omni.12 In his 1984 book, Neuromancer, he popularized
the notion according to which:
Cyberspace: A consensual hallucination experienced daily by billions of
legitimate operators, in every nation, by children being taught mathematical
concepts... A graphical representation of data abstracted from the banks of
every computer in the human system. Unthinkable complexity. Lines of light
ranged in the non-space of the mind, clusters and constellations of data. Like
city lights, receding.13

Initially, cyberspace had no clearly defined ‘semantic meaning’.14 Slowly and incrementally,
however, the term cyberspace migrated from the realm of science fiction and became pivotal
elsewhere. For instance, a debate emerged, and continues today, on whether cyberspace constitutes

9

10
11

12
13
14

See the definition of ‘cyberspace operations’ in the U.S. Department of Defense, DOD Dictionary of Military
and Associated Terms (2015) <http://www.dtic.mil/doctrine/dod_dictionary/>.
Jeff Prucher (ed), ‘Cyberspace’, The Oxford Dictionary of Science Fiction (Oxford University Press 2006).
See e.g.: Scott Thill, ‘March 17, 1948: William Gibson, Father of Cyberspace’ WIRED (17 March 2009)
<http://archive.wired.com/science/discoveries/news/2009/03/dayintech_0317>.
William Gibson, ‘Burning Chrome’ [1982] Omni 72.
William Gibson, Neuromancer (Ace Books 1984) 69.
In 2000, William Gibson commented on the origins of the term and criticized it in a documentary on his
work, stating “All I knew about the word ‘cyberspace’ when I coined it, was that it seemed like an effective
buzzword. It seemed evocative and essentially meaningless. It was suggestive of something, but had no real
semantic meaning, even for me, as I saw it emerge on the page.”, see: Mark Neale, No Maps for These Territories
(Docurama 2000).
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the fifth domain for human activities together with the existing domains of land, sea, air and outer
space.15 Likewise, it is debated whether or not it constitutes a ‘global common’,16 which is a domain
or area that lies outside the sovereignty of any State and should be treated like a common-pool
resource for humanity, similar to the Antarctica, the high seas or outer space.17
Is cyberspace the fifth domain of warfare? This claim is questionable,18 and I contend that
cyberspace does not constitute a fifth domain for several reasons. Firstly, cyberspace is not really
an environment, or domain, in which we can ‘upload’ humans and human activities. Therefore, in
contrast to the other four domains – land, sea, air and space – we cannot ‘go’ into cyberspace.
Humans and their activities can be deployed in the other four domains and travel between them;
even if going undersea or into space without specific preparation or the right equipment can have
fatal consequences, it remains possible nonetheless. For instance, a submarine located undersea
may launch a vessel and target objects located on land, in the sea, air, or space. Conversely, it is not
possible to directly launch this vessel from a submarine to target an objective located in cyberspace.
The only interaction possible would be to target the computer on which the cyber object is stored;
however, such conduct is unrelated to cyberspace. Secondly, cyberspace is not a separate domain
but a means to affect objects located in the other four domains.19 Land, sea, air and space are
distinct from each other; you can clearly identify the boundaries between them, even if the
boundary between air and space is not clear-cut but blurry, making it virtually impossible to
determine when air fads into space. Conversely, cyberspace is not a domain but is deployed in all

15

16

17

18

19

‘Cyberwar: War in the Fifth Domain’ [2010] The Economist <http://www.economist.com/node/16478792>;
see also: Christy Marx, Battlefield Command Systems of the Future (The Rosen Publishing Group 2005) 14; Yaroslav
Radziwill, Cyber-Attacks and the Exploitable Imperfection of International Law (Brill & Martinus Nijhoff Publishers
2015) 13.
Jean-Jacques Lavenue, ‘Cyberespace et Droit International : Pour Un Nouveau Jus Communicationis’ [1996]
Revue
de
la
Recherche
Juridique:
Droit
prospectif
<http://droit.univlille2.fr/fileadmin/user_upload/enseignants/lavenue/cyberart.pdf>, part II(B); Joanna Kulesza, International
Internet Law (Routledge 2012) 145–146; Scott J Shackelford, Managing Cyber Attacks in International Law, Business,
and Relations: In Search of Cyber Peace (Cambridge University Press 2014) 57 et seq.; Radziwill (n 15) 92–95;
Nicholas Tsagourias, ‘The Legal Status of Cyberspace’ in Nicholas Tsagourias and Russell Buchan (eds),
Research handbook on international law and cyberspace (Edward Elgar Publishing 2015) 28; ‘IEG of the Global
Commons’ (UNEP, 2016) <http://www.unep.org/delc/GlobalCommons/tabid/54404/>.
See generally: Mark Barrett and others, ‘Assured access to the Global Commons: Maritime, Air, Space, and
Cyber’ (NATO 2011) <http://www.act.nato.int/globalcommons>.
Thomas Rid, Cyber War Will Not Take Place (Oxford University Press 2013) 165–166. See also: Patrick D Allen
and Denis P Jr Gilbert, ‘The Information Sphere Domain Increasing Understanding and Cooperation’ in
Christian Czosseck and Kenneth Geers (eds), The Virtual Battlefield: Perspectives on Cyber Warfare (IOS Press
2009) 132–142.
It has been argued that cyberspace is a transversal domain interconnecting the four other domains: Daniel
Ventre, Cyberespace et acteurs du cyberconflit (Lavoisier & Hermes 2011) 87–88; Laura Baudin, Les cyber-attaques
dans les conflits armés : qualification juridique, imputabilité et moyens de réponse envisagés en droit international humanitaire
(L’Harmattan 2014) 22.

6

INTRODUCTION

four domains, thus it is a means that can be used to conduct human activities and warfare in land,
air, sea, and space. For instance, a cyber operation launched from a boat located in the high seas
will most probably be transmitted via satellite telecommunication and thus transit through space
and air, and may target an object located in any of the four domains. For these reasons, cyberspace
does not amount to a domain or an environment, and a fortiori should not be considered a fifth
domain in warfare. It may be conceded, however, that this expression may be useful, especially for
militaries, to describe their cyber activities despite its obvious lack of technical accuracy.
Cyberspace is only a notional environment or domain that refers to a theoretical environment
comprised of the Internet together with other computers and telecommunications networks,
connected to the Internet or not.20 Cyber operations do not only refer to those activities taking
place on the Internet, but to any operation that uses a computer network. The Internet is only one
among many computer networks. The Internet, however, is of utmost importance for cyber
operations: computers networks enables computers to connect together, and the Internet is made
up of a network of networks allowing those networks, and therefore any computers connected to
them, to communicate with one another.21 It allows them to launch a cyber operation from a
computer connected to a specific network that is connected to the Internet against a computer
connected to another interconnected network, and thus to act remotely, sometimes from a very
distant location.

1.1.1.2.

Computer networks and the Internet

A computer network exists when at least two devices are interconnected and allows data to be
exchanged.

20

21

22

23

22

Although different models with a diverse number of layers23 exist to describe

See, for instance, the definition of cyberspace in the DOD Dictionary (n 9) (‘[a] global domain within the
information environment consisting of the interdependent networks of information technology
infrastructures and resident data, including the Internet, telecommunications networks, computer systems,
and embedded processors and controllers.’). See also Rosenne Shabtai, ‘The Perplexities of Modern
International Law : General Course on Public International Law’ (2001) 291 RCADI 1, 348–349.
Andrew S Tanenbaum and David J Wetherall, Computer Networks (5th edn, Prentice Hall 2012) 28–29; David
Clark, Thomas Berson and Herbert S Lin (eds), At the Nexus of Cybersecurity and Public Policy: Some Basic Concepts
and Issues (National Academies Press 2014) 21.
See notably: John Daintith and Edmund Wright (eds), ‘Network’, Oxford dictionary of computing (6th edn, Oxford
University Press 2008) (‘a system that consists of terminals, nodes, and interconnection media that can include
lines or trunks, satellites, microwave, medium- and long-wave radio, etc.’).
In computing, layers or levels are an abstract way to represent a system or a network and its components. See
for instance, Tanenbaum and Wetherall (n 21) 29 (‘To reduce their design complexity, most networks are
organized as a stack of layers or levels, each one built upon the one below it. The number of layers, the name
of each layer, the contents of each layer, and the function of each layer differ from network to network. The
purpose of each layer is to offer certain services to the higher layers while shielding those layers from the
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computer networks and their architecture, the details of these are not pertinent to this dissertation.24
Only the distinction between the physical component and the software component of computer
networks is developed in the following paragraphs.
The physical component, also called the hardware component, describes the hardware on which
the network operates including the interconnected devices, on the one hand, and the way they are
interconnected, on the other. A wide variety of devices – for example, computers, servers, removal
devices, smartphones, or even other networks – may be interconnected in a network, which then
can be interconnected into a network of networks, such as the Internet. For instance, as soon as a
USB stick is plugged into a computer, a network exists. Similarly, a personal computer connected
to a mouse, a keyboard and a printer constitutes a computer network. The development of the
Internet of Things (IoT) can lead to the interconnection of new types of objects such as cars,
fridges, smartwatches, or even medical devices. The interconnection may be carried out through
wires (for example, copper cable or optical fibre cable) or wireless (for example, microwaves,
infrared, Wi-Fi or even satellite communications).
Importantly, a device may be connected to more than one network at the same time. For instance,
a laptop can be both part of a computer network with a wireless mouse connected via Bluetooth
and connected to the Internet via an Ethernet wire or a Wi-Fi connection. Moreover, a computer
can travel and be connected to different computer networks at different times. For instance, a
laptop can be connected to the home network of its owner at night and to the network of its
owner’s place of work the rest of the time. This is an important point in cyber security as this
situation allows data to travel from one network to another even if they are not interconnected.
Computer networks may be interconnected, creating another network, or isolated. Generally,
networks that are isolated are considered to be air-gapped, to illustrate the fact that there is no
communication between them and other networks. However, data may travel between an airgapped network or a system and other devices, not through the cyberspace but through the creation
of a physical connection. The existence of an air-gap offers good protection against cyber
operations but it is not fool proof.
Take for example North Korea, where only a small portion of the population is permitted Internet
access and most people can only access the national intranet called Kwangmyong. It is air-gapped
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details of how the offered services are actually implemented. In a sense, each layer is a kind of virtual machine,
offering certain services to the layer above it.’).
See generally: Tanenbaum and Wetherall (n 21).

8

INTRODUCTION

from the Internet, and therefore no data can be exchanged between these two networks. In 2013,
a group of individuals claiming to belong to Anonymous conducted Operation North Korea,
whereby they hacked the Twitter and Flickr account of the country and intended to connect
Kwangmyong to the Internet. On a Pastebin account, they explained their methods: “[w]e have a few
guys on the ground who managed to bring the real internet into the country using a chain of long
distance WiFi repeaters with proprietary frequencies, so they’re not jammed (yet). We also have
access to some N.K. phone landlines which are connected to Kwangmyong through dial-ups. Last
missing piece of puzzle was to interconnect the two networks, which those guys finally managed
to do”.25 Their objective was “[a]s soon as the connections are stabilized and optimized, we gonna
inject the kittens and porn into their network” as a first step to “bring the real, free, uncensored
internet to the citizens of North Korea”.26 This situation shows how an air-gapped network has
the potential to share data with the Internet. Similarly, on 25 January 2003, the Slammer worm
infected thousands of severs worldwide in less than 15 minutes.27 It ultimately managed to infect
the computer system of the Davis-Besse nuclear power plant in the United States although this
system was protected by a firewall, which theoretically made it not vulnerable to this worm.
However, the worm was able to bypass the firewall because a consultant had created a connection
behind the firewall, between the network of the nuclear plant and the network of his office, which
was less secure. The system was not air-gapped but should have not been vulnerable to Slammer.
Likewise, Stuxnet infected the computer system of an Iranian nuclear plant, which was known to
be air-gapped. The transit of data was made possible through a portable device first connected to
an infected system that was connected to the Internet, and then to the air-gapped system of the
nuclear plant, allowing Stuxnet to replicate itself in the system.
The software component conveys how the data will be transmitted within the network.
Communications networks can be divided into two categories; broadcast networks and switched
networks. In a broadcast network, a device connected to the network transmits the data to all other
connected devices. Conversely, in a switched network, the data are not sent to all nodes in the
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Guest account on Pastebin, ‘opNorthKorea - Release 2’ (Pastebin, 3 April 2013)
<http://pastebin.com/4g44jfNF>.
ibid.
The Slammer worm was not a state-sponsored cyber operation and is used here only as an example of cyber
operation. On Slammer see generally: Edward Ray, ‘Malware FAQ: MS-SQL Slammer’ (sans.org)
<http://www.sans.org/security-resources/malwarefaq/ms-sql-exploit.php>; ‘WORM:W32/SLAMMER’
(F-Secure) <https://www.f-secure.com/v-descs/mssqlm.shtml>; Paul Boutin, ‘Slammed!’ WIRED (1 July
2003) <http://www.wired.com/2003/07/slammer/>; Brent Kesler, ‘The Vulnerability of Nuclear Facilities
to Cyber Attack’ (2010) 10 Strategic Insights 15, 19–20.
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network, but from the source to the destination through different intermediary nodes. Most
computer networks, notably the Internet, are switched networks.28
There are different methods for transmitting data in a switched network. The most common two
are circuit-switching and packet-switching. In a network using a circuit-switching method, the first
step is to establish a connection between two nodes to allow communication between them. This
communication channel, also called a circuit, is created for communication and is terminated when
communication ceases. This circuit is dedicated to communication from point to point between
the two devices and cannot be used for any other communication. This method first appeared in
1878 and its notable use today is in telephone networks. Initially, the circuit was established
manually on switchboards by an agent; however, this procedure is now done electronically.29 The
main disadvantage of circuit-switching is that resources need to be allocated for a circuit, and
remain unavailable for other communications as long as the circuit exists even if no data flows in
the circuit. This situation leads to a waste of link capacity.
The packet-switching method was developed in the 1960’s as an alternative to the circuit-switching
method. In a packet-switching network, data are portioned into packets of a fixed maximum size.
Those packets are transmitted over the network without the allocation of specific resources; in
contrast to a circuit-switching network, no circuit is dedicated to the transmission of specific
packets of data, which therefore allows packets from different communications to follow the same
link. Packets from the same flow can travel on different links. As a result, one node can send and
receive data to and from different nodes at the same time. Any message exceeding the maximum
size of a packet is portioned into several packets that travel independently on the network. Each
packet contains different information: source, destination, type of data, verification information,
and so forth. In the network, the packets are transmitted from node to node; this method of
transmission is also called store-and-forward. The different packets are reassembled by the final
recipient node to resituate the original message. The ARPANET, the Internet’s precursor, was one
of the first packet-switching networks. Packet-switching is the dominant method for data
communications in networks nowadays, and is most notably used by the Internet.

28
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Farid Farahmand and Qiong (Jo) Zhang, ‘Circuit Switching’ [2004] Central Connecticut State University and
Arizona State University at West Campus Optical Burst Switching Networks, IEEE Communications Society
<http://web.ccsu.edu/technology/farahmand/ccsu/courses/cet543/resources/ch69_circuit_switcing.pdf
>.
Amos E Jr Joel, ‘What Is Telecommunications Circuit Switching?’ (1977) 65 Proceedings of the IEEE 1237,
1242.
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The first network, which revolutionized communication between people, was the development of
the electrical telegraph network in the 19th century.30 It was followed by the invention of the
telephone, allowing for the electrical transmission of voice. Both the telephone and the telegraph
relied on packet-switching networks, thereby limiting the transmission of data. In September 1969,
the first node of ARPANET was installed at the University of California in Los Angeles (UCLA)
and was connected a month later to the second node installed at the Stanford Research Institute
(SRI). On Wednesday, 29 October 1969, at 22:30, the first transmission of data took place between
UCLA and the SRI. “Lo” the first message transmitted, which was as a result of people at UCLA
attempting to log onto a computer at the SRI; however, the computer at SRI crashed before they
succeed to type the letter “g” in “log”. Despite this failure, it proved that packet-switching networks
were viable and it paved the way for their development. Soon afterwards, two other nodes were
added to the nascent network, located at the University of California, Santa Barbara and the
University of Utah. The ARPANET grew rapidly, and by 1972 it connected forty nodes. The
ARPANET crossed the US border and the Atlantic Ocean, and its first European node was
installed at the Norwegian Seismic Array (NORSAR) in Norway, in June 1973.
ARPANET was not the only packet-switching network developed at the time. For instance, in the
early 1970’s, Louis Pouzin developed the Cyclades network at the French Institute for Research in
Computer Science and Automation (IRIA),31 and Donald Davies created the Mark I network at the
National Physical Laboratory in the United Kingdom. ARPANET, Cyclades, Mark I and the other
networks were all computer networks but were not interconnected. Those networks resembled an
archipelago, without any communication between its constituting islands. Moreover, each network
was different, notably each using different protocols. Not yet conceived, for the Internet to come
into existence it needed to find a way to interconnect these networks: in other words, it was
necessary to find a way to create a network of networks.
The main issue for the interconnection of networks was the fact that they were using different
underlying technology. It was therefore necessary to find a way to allow those dissimilar networks
to be interconnected and to exchange data. The solution was found in 1973. Robert Kahn of
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The first commercial electrical telegraphs were installed in 1838 in the United Kingdom by William Cooke
and Charles Wheatstone and in the United States by Samuel Morse. In 1851, the first undersea cable crossed
the Channel connecting France to the United Kingdom. The first transatlantic communications occurred on
16 August 1858, and the first permanent transoceanic cable, laid across the Atlantic Ocean in 1866. The
electrical telegraph transformed the communication reducing the communication from days or even weeks
to a matter of minutes.
The IRIA (Institut de recherche en informatique et en automatique) changed name in 1979 and is now called the Institut
national de recherche en informatique et en automatique (Inria).
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ARPA, hired Vinton Cerf who worked on the ARPANET Host-to-Host protocol, called the
Network Control Protocol (NCP) to work together on a new protocol for ‘internetting’
(interconnection of networks). They teamed up and together developed what would become the
Transmission Control Protocol/Internet Protocol (TCP/IP). On 1 January 1983, all the
ARPANET migrated to exclusively use the TCP/IP protocol. The solution to interconnect
dissimilar networks was to connect them through a computer, called a router, with an interface to
each network forwarding data back and forth between them. In short, the TCP/IP is a set of
communications protocols providing end-to-end connectivity specification on how data should be
portioned into packets, addressed, transmitted, routed and received at the destination. This set of
protocols is still used for the Internet today.
This brief introduction to the notions of cyberspace and computer networks sets the stage on
which cyber operations take place. This interconnection can be seen as paving the way for the rise
of the global Internet; for instance, the creation of the World Wide Web (WWW), a distributed
information service where resources located within the different interconnected devices are
identified by Uniform Resource Locators (URL) and linked via hypertext links. It was invented at
the European Organization for Nuclear Research (CERN) by Tim Berners-Lee and Robert Cailliau
in 1989. It is the Internet that we are now all familiar with and each of us routinely uses.

1.1.1.3.

The nature of cyber operations

Cyber operations are limited to acts that take place in cyberspace, meaning acts that only take place
within a computer network. Physical hostile acts against computers and computer networks do not
qualify as cyber operations and thus fall outside the scope of this dissertation. For instance, in order
to destroy data stored on the hard drive of a computer, it is possible to target it with a kinetic
weapon and destroy the computer. It is also possible to send a malware that targets the data on the
hard drive. In these two examples, only the second proposition would qualify as a cyber operation.
Cyber operation is a generic term used to describe acts taking place in cyberspace. Generally, a
distinction is drawn between computer network exploitation (CNE) – aimed at spying – and
Computer Network Attack (CNA) – aimed at disrupting, degrading or destroying data with various
consequences.32 This distinction is not, however, used in this dissertation, as both CNA and CNE
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Martin C Libicki, Cyberdeterrence and Cyberwar (RAND Corporation 2009) 23–27; William A Owens, Kenneth
W Dam and Herbert S Lin (eds), Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack
Capabilities (National Research Council, Computer Science and Telecommunications Board, Division on
Engineering and Physical Sciences 2009) 10–11 <http://www.nap.edu/catalog/12651/technology-policy-
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may constitute hostile cyber operations.33 Cyber espionage or cyber spying, which includes CNE,
forms part of this research. Neither cyber operations nor espionage constitute an unlawful act per
se, it is a fortiori the case for cyber espionage.34 This dissertation analyzes state-sponsored cyber
operations regardless of their objective, which can, inter alia, include espionage. However, the legal
regulation of espionage activities falls outside the scope of this dissertation. Thus espionage is dealt
with only when it comes to the lawfulness of the cyber operations used by a State to spy on another
State.
This dissertation generally identifies cyber operations whether they intend to cause a denial of
service or damage to the targeted system. Such distinction gives rise to the question of whether it
is necessary for a cyber operation to penetrate the targeted systems to produce its intended effects.
A Denial of Service (DoS) attack does not usually penetrate the targeted system but only produces
effects on the system. It works by flooding the targeted system with bogus requests for service,
thereby exceeding the number of possible requests that the targeted system can handle. The effect
will generally be a disruption or blockage of the targeted system. Conversely, a malware or a worm
usually needs to penetrate the targeted system to produce its effects. In the case of a DDoS attack,
which relies on a collection of victimized computers controlled remotely by the perpetrator and
generally called a Botnet, two situations are distinguishable: firstly, the victimized computers have
generally been infected with a malware allowing the perpetrator to take remote control of them;
secondly, the perpetrator conducts a DoS attack remotely through these victimized computers.
Another important distinction drawn in this dissertation is cyber operations that produce physical
effects (for example, injuries or damage to properties) and those that produce only non-physical
effects (for example, destruction of data). Generally, a DoS attack does not produce any physical
damage, while malwares may produce both physical and non-physical damage. Questions on
damages arising out a cyber operation are dealt with in Chapter 10.35

33
34
35

law-and-ethics-regarding-us-acquisition-and-use-of-cyberattack-capabilities>; Clark, Berson and Lin (n 21) 29
et seq. See also the definition of CNE and CAN in the U.S. Department of Defense, DOD Dictionary (n 9).
Clark, Berson and Lin (n 21) 31.
See infra 130 et seq.
See infra 289 et seq.
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1.1.1.4.

Cyber operations as part of a composite operation

A cyber operation may be conducted as an independent and standalone operation. It may also be
part of a composite operation that involves other acts that are either cyber or non-cyber.36
The cyber operations taking part in a composite conduct may have various objectives. Firstly, the
cyber operation may amount to a preparatory step for a future operation, being either cyber or not.
For instance, Stuxnet constituted the main operation aimed at damaging centrifuges of the Iranian
nuclear programme but was preceded by a preliminary step to gather the necessary information for
the creation and launch of Stuxnet.37 Secondly, a cyber operation may constitute the first step of a
composite operation, thereby amounting to a preparatory measure. For instance, a cyber operation
may be used to disrupt the air defense systems of the targeted State before launching an airstrike.
In 2007, an Israeli airstrike on a suspected Syrian nuclear reactor was preceded by a cyber operation
aimed at neutralizing Syrian radars, which allowed the Israeli aircrafts to penetrate the Syrian
airspace without being detected.38 Thirdly, cyber operations may constitute the main element of a
composite operation. The composite operation may also be composed of different cyber
operations that take place successively or concomitantly.

1.1.2.

The

scope

ratione personae: state-sponsored cyber

operations
This dissertation focuses on cyber operations that are conducted or sponsored by a State. This is
an important limitation in the scope of the research. Any state-conducted cyber operation falls
within the parameters of this research. Conversely, cyber operations conducted by non-state actors
should be distinguished according to non-state actors acting on behalf of a State and non-state
actors acting without any connection to a State. Only the former situation is interrogated in this
research. While cyber operations conducted by non-state actors independent of any State fall
outside the scope, they may be referred to to illustrate some key issue. Moreover, as described in
Part III of the dissertation that addresses attribution, it is still difficult, and near impossible, in most
cases to identify definitively the perpetrator of a cyber operation and thus to analyze its relationship
with an alleged sponsoring State. Most cases deemed to be state-sponsored cyber operations are in

36
37

38

Clark, Berson and Lin (n 21) 35.
Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World’s First Digital Weapon (Crown 2014) 227–
247.
See infra 327 et seq.
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fact only alleged to be state-sponsored, as generally the link with the alleged sponsoring State has
not yet been conclusively established, or publically proven.
International organizations have become an important category of subjects in international law.
Alongside States, which remain the main players in cyber operations, some international
organizations deal with cyber security issues and have even developed cyber capabilities; the United
Nations (UN), the International Telecommunication Union (ITU) and the North Atlantic Treaty
Organization (NATO) are particularly active in this area.39 Moreover, some of them are already
developing cyber capabilities, mainly to protect their own network; for example, NATO has created
its Computer Incident Response Capability (NCIRC). This situation raises important questions in
international law, including: the applicability and application of jus contra bellum and jus in bello to
their conduct in cyberspace; the issue of attribution and responsibility of these organizations and
their Member States regarding their cyber conduct; or their role in collective counter-actions against
cyber threats affecting one of their members. These fascinating questions, which could give rise to
entire new strands of research, are not addressed in the present research.
In sum, this dissertation focuses on cyber operations conducted by States or by non-state actors
on behalf of a State. These situations generically come under the umbrella term of ‘state-sponsored
cyber operations’.

1.1.3.

The scope ratione legis: the applicable law

State-sponsored cyber operations, namely recourse to cyber means by one State generally against
another, are usually labelled ‘cyber warfare’. This is not a legal term but it indirectly implies that
cyber operations could constitute a form of warfare. This situation is misleading and tends to focus
attention on the law of war as the legal framework applicable to state-sponsored cyber operations,
which in actual fact only concerns a small minority of them.40 This dissertation does not advocate
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Radziwill (n 15) 266 et seq. See also: Tim Maurer, Cyber Norm Emergence at the United Nations—An Analysis of the
UN’s Activities Regarding Cyber-Security (Discussion Paper 2011-11, Science, Technology, and Public Policy
Program, Belfer Center for Science and International Affairs, Harvard Kennedy School 2011)
<http://belfercenter.ksg.harvard.edu/publication/21445/cyber_norm_emergence_at_the_united_nationsa
n_analysis_of_the_uns_activities_regarding_cybersecurity.html>.
James A Green, ‘The Regulation of Cyber Warfare under the jus Ad Bellum’ in James A Green (ed), Cyber
Warfare: A Multidisciplinary Analysis (Routledge 2015); Louise Arimatsu, ‘Classifying Cyber Warfare’ in
Nicholas Tsagourias and Russell Buchan (eds), Research handbook on international law and cyberspace (Edward Elgar
Publishing 2015) 341; Larry May, ‘The Nature of War and the Idea of “Cyberwar”’ in Claire Finkelstein, Jens
David Ohlin and Kevin Govern (eds), Cyber War: Law and Ethics for Virtual Conflicts (Oxford University Press
2015) 12–14; Laurie R Blank, ‘Cyberwar versus Cyber Attack: The Role of Rhetoric in the Application of Law
to Activities in Cyberspace’ in Claire Finkelstein, Jens David Ohlin and Kevin Govern (eds), Cyber War: Law
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for the repudiation of the term cyber warfare but argues that it should be used wisely, keeping in
mind that it does not bear any consequence on whether or not the concerned cyber operations
amount to a use of force or an armed conflict. The following section which is preoccupied with
the critical perspective on the notion of cyber warfare delineates this problem.

1.1.3.1.

Critical perspective on the notion of cyber warfare

The term ‘cyber warfare’ is constructed from the prefix ‘cyber’, which refers to the relationship
between the Internet and computer technology, and the term ‘war’. In simple terms, it amounts to
war that involves employing the Internet and computer technology.
The term ‘war’ or ‘warfare’ can be defined as an armed conflict between States or non-state actors
to impose by force a determined will.41 The occurrence of an armed conflict leads to a change in
the applicable law: some rules valid in peacetime are no longer applicable and the law of armed
conflict comes into force.42 War can be seen as an everyday experience in people’s lives while peace
is an ideal idea.43 Based on this, it can be said that international law has developed to regulate
wartime, as well as to settle and develop the ideal of peace through law. Hence, international law
has developed around two contrasting poles: war and peace. Hugo Grotius and his well-known
work, The Law of War and Peace published in 1625,44 was one of the first to organize international
law around the presence or absence of war.45
The attempt to regulate war has been a long and hard process. Most States were reluctant to see
their right to war bound by law. In addition to this, the rules regulating armed confrontations were
almost always disregarded and violated by belligerent States and combatants. Cicero perfectly
captured this point by writing that “[s]ilent enim leges inter arma”, translated as “in times of war, the
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and Ethics for Virtual Conflicts (Oxford University Press 2015) 79–88. A similar comment can be made about
the use of the expression ‘War on terror’, the term ‘war’ is used to describe a wide range of situations and
having various legal qualifications not always belonging to the realm of the law of war, see: Christine Gray,
International Law and the Use of Force (Oxford University Press 2004) 1–6.
Jean Salmon (ed), Dictionnaire de droit international public (Bruylant 2001) 537. The term of ‘war’ (‘guerre’ in French)
is defined as a “lutte armée entre groupes sociaux ou entre Etats en vue d’imposer par la force une volonté
déterminée à l’adversaire” (my translation).
Werner Meng, ‘War’ in Rudolf Bernhardt (ed), Encyclopedia of public international law (2000) 1334.
Robert Kolb, Ius contra bellum. Le droit international relatif au maintien de la paix (Helbing Lichtenhahn & Bruylant
2003) 5 (‘la guerre est une experience de la vie des peuples, la paix est un ideal’).
Hugo Grotius, De jure belli ac pacis (1625).
Mary Ellen O’Connell (ed), ‘The ILA Use of Force Committee’s Final Report on the Definition of Armed
Conflict in International Law (August 2010)’, What Is War? An Investigation in the Wake of 9/11 (Martinus
Nijhoff Publishers 2012) 323.
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law falls silent”.46 More recently, a few months before being fatally shot in the Siege of Sarajevo,
Frédéric Maurice, a delegate of the International Committee of the Red Cross (ICRC), expressed a
similar thought when he wrote:
War anywhere is first and foremost an institutional disaster, the breakdown
of legal systems, a circumstance in which rights are secured by force.
Everyone who has experienced war, particularly the wars of our times, knows
that unleashed violence means the obliteration of standards of behaviour and
legal systems.47

Despite the difficulties in regulating use of force and the conduct of hostilities, the law of war has
gradually evolved. War, as a legal concept, has shown its limitations in its attempt to regulate this
phenomenon. Since the middle of the 19th century, the law of war has undergone several important
transformations. Those evolutions followed two directions: on one hand, the regulation of the use
of force by States – jus ad bellum and jus contra bellum,48 and on the other hand, the development of
rules concerning the conduct of hostilities – jus in bello.
In the pre-UN Charter and pre-Geneva Conventions order, ‘war’ was the common threshold for
the application of both the jus ad bellum and the jus in bello or law of armed conflict.49 However, in
the aftermath of World War II, international relations and international law relinquished and
repudiated this term, which led to the fragmentation of the threshold. 50 The UN Charter,51 as the
main source of jus contra bellum, fragmented and substituted the threshold of war according to three
different scenarios: (1) threat or use of force, (2) armed attack, and the (3) threat to peace, breach
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Cicero, Pro Milone (52AD), IV, 11.
Frédéric Maurice, ‘Humanitarian Ambition’ (1992) 289 International Review of the Red Cross 363, 371.
Jus ad bellum is Latin expression meaning ‘right to war’. As asserted by Olivier Corten and others, since the
adoption of the UN Charter, today it is more about jus contra bellum, that is to say ‘the law against war’, which
differs to earlier periods; see: Olivier Corten, The Law against War: The Prohibition on the Use of Force in
Contemporary International Law (Hart 2012).
Serge Sur, ‘The Evolving Legal Aspects of War’, The Oxford Handbook of War (Oxford University Press 2012)
116–131.
Gray, International Law (n 40) 6–7; see also: Salmon (n 41) 538; Stephen C Neff, War and the Law of Nations: A
General History (Cambridge University Press 2005) 443; Eric David, Principes de droit des conflits armés (4th edn,
Bruylant 2008) 115–118; Christopher Greenwood, ‘The Concept of War in Modern International Law’ (1987)
36 International & Comparative Law Quarterly 283.
Charter of the United Nations (adopted in San Francisco 26 June 1945, entered into force 24 October 1945,
59 Stat 1031, TS 993, 3 Bevans 1153).
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of peace, and act of aggression. The Geneva Conventions52 substituted ‘war’ for ‘armed conflict’
as a threshold for the application of jus in bello. 53
The first part of this dissertation analyzes the circumstances in which cyber operations may reach
the level of use of force or of an armed conflict, namely the ‘threshold of cyber warfare’. This part
leads to the conclusion that, in most cases, cyber operations remain below this threshold and thus
another legal regime should be considered. Analyzing what legal regime should apply to statesponsored cyber operations is the objective of this dissertation.

1.1.3.2.

Contextualizing

state-sponsored

cyber

operations

under

international law
In the study of cyber operations and their respective legal regimes, one should have in mind the
importance of context in which these operations occur. In practice, cyber operations do not unfold
from and in nihilism. Two situations must be distinguished; whether cyber operations occur in
peacetime or during an on-going armed conflict. Subsequently, it can be analyzed whether the cyber
operations reach such a threshold that brings about a change the situation and, therefore, leads to
a transformation in the applicable legal framework.

A.

Cyber operations occurring in peacetime

Most States currently enjoy living in inter-state peace and most cyber operations will occur in this
context. In peacetime neither jus contra bellum nor jus in bello are applicable; hence, peacetime rules
of international law are applicable and regulate recourse by States to cyber operations.
Cyber operations occurring in peacetime and amounting by themselves to an armed conflict
transform peacetime into wartime and thus transform the legal framework application. Two
situations must be ascertained; whether the cyber operation meets one of the thresholds of jus contra
bellum or amounts to a cyber armed conflict. A cyber operation that qualifies as a threat or use of

52

53

Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the
Field (adopted 12 August 1949, entered into force 21 October 1950) 75 UNTS 31 [hereafter Geneva
Convention I]; Geneva Convention for the Amelioration of the Condition of Wounded, Sick and
Shipwrecked Members of Armed Forces at Sea (adopted 12 August 1949, entered into force 21 October
1950) 75 UNTS 85 [hereafter Geneva Convention II]; Geneva Convention relative to the Treatment of
Prisoners of War (adopted 12 August 1949, entered into force 21 October 1950) 75 UNTS 135 [hereafter
Geneva Convention III]; Geneva Convention relative to the Protection of Civilian Persons in Time of War
(adopted 12 August 1949, entered into force 21 October 1950) 75 UNTS 287 [hereafter Geneva Convention
IV].
See generally: Keiichiro Okimoto, The Distinction and Relationship Between Jus Ad Bellum and Jus in Bello (Hart
2011).
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force will trigger the applicability of jus contra bellum. Consequently, and in addition to the peacetime
rules of international law, a new set of rules will be applicable. Cyber operations that qualify as a
cyber armed conflict will render jus in bello applicable. It is important to note that it does not
terminate the applicability of most peacetime rules of international law.
To conclude, the threshold of cyber warfare is relevant for cyber operations occurring in peacetime
in order to determine which legal regime applies. By meeting one of the components that constitute
the threshold of cyber warfare, a cyber operation will render either jus contra bellum or jus in bello
applicable. This situation will be described and studied in Part I of this dissertation.54

B.

Cyber operations occurring during a pre-existing armed conflict

Cyber operations can also occur during an on-going armed conflict. In this case, the pre-existing
armed conflict will have rendered the law of armed conflict applicable to cyber operations occurring
among belligerents. For example, during the 2008 Russo-Georgian War,55 Georgia faced several
cyber attacks, which were allegedly conducted or sponsored by Russia.56 The actual armed conflict
occurring between the two belligerents triggered the applicability of the law of armed conflict,
which is therefore applicable to cyber operations even if they themselves do not qualify as a cyber
armed conflict.

(i).

Cyber operations occurring during an armed conflict and
transforming its nature

An armed conflict can be international or non-international depending on the belligerents involved.
An international armed conflict exists when there is armed confrontation between at least two
States. A non-international armed conflict exists when this armed confrontation opposes a State
and armed groups. Each type of armed conflicts triggers a different legal framework, as will be
developed in Chapter 3.
During a non-international armed conflict, if a third State resorts to cyber operations against the
belligerent State, those cyber operations will not be covered by the legal framework of the non-
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See infra 23 et seq.
In August 2008, an armed conflict occurred between Russia and Georgia, after that Georgia launched a largescale military offensive in South Ossetia against separatist provocations. The next day, Russia deployed
military troops in South Ossetia and launched airstrikes against Georgia under the justification of
humanitarian intervention. This armed conflict led to the secession of South Ossetia and Abkhazia from
Georgia; see generally: ‘Report of the International Fact-Finding Commission on the Conflict in Georgia’
(2009) Vol. I–III <http://www.ceiig.ch/Report.html>.
John Markoff, ‘Before the Gunfire, Cyberattacks’ The New York Times (13 August 2008)
<http://www.nytimes.com/2008/08/13/technology/13cyber.html>.
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international armed conflict. The two situations will be regarded as different. If the two States are
in peacetime, jus in bello will not be applicable unless the cyber operations amount to an international
cyber armed conflict between them. In the latter case, the two armed conflicts are distinct and are
governed by separate legal regimes.
The situation is more complicated if during an international armed conflict, an armed group decides
to conduct cyber operations against one of the belligerents. Two situations must be distinguished.
Firstly, if the acts of the armed group conducting the cyber operations are merely to take advantage
of the situation but does not act against one of the belligerents in support of the other. In this case,
the acts of the armed group are not part of the on-going international armed conflict and are not
covered by its legal framework. In some circumstances, this can lead to the characterization of
another armed conflict between the armed group and the belligerent attacked by the armed group,
without having any consequence on the existing international armed conflict. Secondly, if the
armed group acts against one of the belligerents in order to advantage the other belligerent State.
In this case, the acts of the armed group are covered by the legal framework of the international
armed conflict and its members may qualify as civilians that are taking direct part in the hostilities.
Chapter 3 of this dissertation is dedicated to cyber armed conflicts and deals in detail with situations
when cyber operations can create or transform an armed conflict.57

1.2.

The content of the dissertation

This doctoral dissertation is comprised of ten chapters, divided into four parts, as well as an
introduction and a conclusion.
Part I develops the ‘threshold of cyber warfare’ and is comprised of two chapters: the first chapter
focuses on jus contra bellum and cyber operations (Chapter 2), while the second focuses on cyber
armed conflicts (Chapter 3). This part investigates the circumstances in which cyber operations
might trigger the application of jus contra bellum or jus in bello. The study of jus in bello is limited to its
applicability and, as already noted, the application of the norms of jus in bello are not developed.
This investigation leads to the conclusion that only a handful of cyber operations will trigger at
least one of these two legal frameworks. We can therefore say that most cyber operations remain
under the threshold of cyber warfare.

57

See infra 91 et seq.
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Part II of the dissertation explores the circumstances in which state-sponsored cyber operations
violating international law, which are outside of the realm of cyber warfare. This part is comprised
of three chapters dealing with the lawfulness of cyber operations (Chapter 4), circumstances
precluding wrongfulness (Chapter 5), and due diligence (Chapter 6). There is no general prohibition
of state-sponsored cyber operations; however, they might violate specific norms of international
law depending on their characteristics and effects. This part investigates the circumstances in which
state-sponsored cyber operations may constitute an internationally wrongful act. An international
wrongful act is a breach of an international obligation binding the State, which may as a result of
an action or an omission or a combination of both. This part mainly focuses on cyber operations
violating a State’s territorial sovereignty, the principle of non-intervention, due diligence and human
rights. It also analyzes the circumstances in which the wrongfulness of specific cyber operations
might be precluded (force majeure, necessity, distress).
Part III deals with the attribution of cyber operations, and is comprised of three chapters focusing
on the attribution to the machine (Chapter 7), to the human (Chapter 8) and finally to a State
(Chapter 9). Attribution refers to the process of attributing conduct to its perpetrator. In other
words, it aims at answering the question ‘who did it?’. State-sponsored cyber operations, generally
identified as cyber warfare, constitute a real challenge for international security and international
law. One the main issue is the impossibility, at least to date, to identify clearly the perpetrators of
cyber operations, whether individuals or State agents, and to determine whether their conduct is
attributable to States or to other subjects of international law. This part focuses on the attribution
process from the international law perspective, and aims at answering the question: how to attribute
a cyber operation to a suspected sponsoring State? This question is essential given that most
responses to cyber operations cannot be deployed without attribution. The process of attribution
is concurrently legal, factual and technical. There are several dimensions associated with attribution
when it comes to cyber operations, which are generally grouped into three categories: firstly,
attribution to the machines from which the cyber operation was prepared, launched or transited;
secondly, attribution to the person who conducted the cyber operations; and thirdly, attribution to
an aggregate entity, such as a State. It is, however, important to note that these three dimensions
are independent of each other, and it is sometimes possible to identify the responsible State without
even knowing the machine or individuals responsible for carrying out the act.
Part IV focuses on the consequences of an internationally wrongful cyber operation and the
remedies to address it. This part is comprised of two chapters: the first chapter deals with the
consequences of an international wrongful cyber operation and the resultant obligations under the
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law of State responsibility (Chapter 10), and the second chapter focuses on measures of self-help
that may be taken by the victim State in response to a cyber operation (Chapter 11).
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PART I.
THE THRESHOLD OF
CYBER WARFARE
Part I of the dissertation investigates the threshold of cyber warfare. In other words, it interrogates
the circumstances in which cyber operations may trigger the application of jus contra bellum or jus in
bello. This investigation leads to the conclusion that only few cyber operations are capable of
triggering at least one of these two legal frameworks. Consequently, most cyber operations remain
below the threshold of cyber warfare.
To take stock of points made previously: the term ‘cyber warfare’ is made up of the prefix ‘cyber’,
which refers to the relationship between the Internet and computer technology, and the term ‘war’.
Simply put, it is the conduct of war using the Internet and computer technology. Under
international law in the pre-UN Charter and pre-Geneva Conventions days, ‘war’ was the common
threshold for the application of both jus ad bellum and jus in bello. However, in the aftermath of
World War II this common threshold disintegrated and international relations and international
law relinquished the use of the term ‘war’.
Five thresholds have since replaced the former ‘war’ threshold: three fall under jus contra bellum and
fall under jus in bello. On the one hand, as the main source of jus contra bellum, the UN Charter
divided the single war threshold into three: 1) threat or use of force; 2) armed attack; and 3) threat
to peace, breach of peace, and act of aggression. On the other hand, the Geneva Conventions
substituted ‘armed conflict’ for ‘war’ as the threshold for the application of jus in bello. The two
subcategories that make up the threshold of jus in bello – international armed conflict and noninternational armed conflict – must be distinguished, as each one triggers a different legal regime.
The expression ‘threshold of cyber warfare’ thus encompasses these five thresholds that once
triggered qualifies cyber operations as cyber warfare. Put differently, only cyber operations above
the threshold of cyber warfare can qualify as cyber warfare. Others can qualify as cyber operations
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below the threshold of cyber warfare and, due to their low intensity, they cannot trigger the
application of the specific legal regimes of jus contra bellum or jus in bello. Most cyber operations
occurring between States today fall below the threshold of cyber warfare.
It is necessary to start this dissertation by interrogating what is meant by cyber warfare, as it has
been the main focus of States’ positions and the literature dealing with state-sponsored cyber
operations. As noted elsewhere, cyber warfare is only the emerged tip of the iceberg, and as these
two chapters will highlight this covers limited scenarios. Part II of this dissertation will shed light
on the submerged part; that is cyber operations below the threshold of cyber warfare. Together,
Parts I and II demonstrate that the vast majority of state-sponsored cyber operations remain below
the threshold of cyber warfare. This conclusion will serve as the backbone for Part IV of this
dissertation, focusing on the remedies and measures of self-help that are available to States against
State-sponsored cyber operations.58 Determining the legal status of each type of cyber operation
helps us analyze the options available to targeted or victim States.
The context in which cyber operations take place is important and must not be overlooked or
underestimated. The vast majority of States in the world currently enjoy peace, thus we can say that
most of cyber operations occur in peacetime and not during an armed conflict. However, some
cyber operations may take place during an existing armed conflict. Moreover, and this is the main
focus of the current analysis. Cyber operations may affect the circumstances in which they take
place, and they may amount to a cyber use of force or a cyber armed attack, making jus contra bellum
applicable. They themselves may also constitute an armed conflict, which can be either international
or non-international.
For these reasons, it is necessary to commence this dissertation by defining the threshold of cyber
warfare, and in particular its jus contra bellum and jus in bello components. By clearly defining the
threshold, this dissertation concludes that most cyber operations do not amount to a use of cyber
force nor do the operations themselves amount to a cyber armed conflict. This part is comprised
of two chapters, dealing with jus contra bellum (Chapter 2) and jus in bello (Chapter 3) respectively.
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See infra 287 et seq.
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2.
Cyber operations and jus contra bellum
This chapter analyzes the application of jus contra bellum to cyber operations and demonstrates that
the vast majority of cyber operations fall below the threshold required for the application of jus
contra bellum.
The right to war – jus ad bellum in Latin – was for centuries an unlimited and unregulated sovereign
right exercised by States.59 Gradually, a law regulating recourse to force developed, which helped
set the foundations for a general prohibition of the use of force in positive international law.
The first limitation to the State’s right to war resulted from the distinction between ‘just war’ –
bellum justum in Latin – and ‘unjust war’ – bellum injustum in Latin. This distinction can be traced
back to the Roman times.60 This theory in actual fact developed during the Middles Ages, notably
owing to the influence of Christian theology. According to the just war theory, war is not wrong
per se but the reasons for war may render it just or unjust.61 A war conducted with an unjust cause
is unlawful but if conducted with a just cause, then the war is deemed lawful. States can still draw
on the rhetorical dimension of just war when waging a war, but it no longer produces legal
consequences. The just war theory has been abandoned in positive international law62 and will not
be further developed in this dissertation. It must be noted, however, that the current regulation of
war under international law finds some of its roots in the just war doctrine.63 The creation of the
League of Nations marked an important turning point in regulating the use of force by States.
Article 11 of the Covenant of the League of Nations declared that “[a]ny war or threat of war [as]
a matter of concern to the whole League, and the League shall take any action that may be deemed
wise and effectual to safeguard the peace of nations.”64 However, the Covenant did not establish a
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Sur (n 49) 116 (‘For centuries, the sovereign and monopoly right of states to resort to war for national
purposes was above any international limitation, except for some procedural standards, like a formal
declaration of war.’).
Yoram Dinstein, War, Aggression, and Self-Defence (5th edn, Cambridge University Press 2012) 65.
Kolb, Ius Contra Bellum (n 43) 15. On ‘Just War’ see generally: Neff (n 50) 45–82.
Kolb, Ius Contra Bellum (n 43) 18–19; Dinstein, War, Aggression, and Self-Defence (n 60) 69.
Mary Ellen O’Connell, ‘Chapter 4: The Prohibition of the Use of Force’ in Christian Henderson and Nigel
White (eds), Research Handbook on International Conflict and Security: Law Jus ad Bellum, Jus in Bello and Jus post
Bellum (Edward Elgar Publishing 2013) 89–90.
Covenant of the League of Nations (adopted 28 June 1919, entered into force 10 January 1920) 225 Parry
195; 1 Hudson 1; 112 BFSP 13; 13 AJIL Supp. 128 (1919), Article 11.
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general prohibition to war but stated the unlawfulness of several kinds of war. History shows the
failure of the Covenant of the League of Nations to prevent war. Measures short of war were one
of the main reasons for this failure. Measures short of war amount to uses of force of low intensity
that do not meet the threshold of warfare. Their lawfulness or unlawfulness under the Covenant
of the League of Nations, or under the Kellogg-Briand Pact,65 was not clear and there was no
consensus on the doctrine. The majority of scholars, however, consider them to be lawful unless
they constitute a disguised form war.66 State practice supports this position. 67 Measures short of
war appear to be a grey area between the rigid categories of the Covenant, and explain the general
prohibition of the use of force established by Article 2, paragraph 4, of the UN Charter.
The adoption of the United Nations Charter in 1945 and its well-known prohibition of the use or
threat of force between States in Article 2, paragraph 4, marked a watershed in the regulation of
the use of force.68 The overly narrow term of ‘war’ was replaced by the broader term, ‘use of force’.69
Based on this evolution, jus ad bellum – unlimited and unregulated right to war – was progressively
replaced by jus contra bellum – the law against war – and its general prohibition of war in international
relations.70
The United Nations Charter establishes a system of collective security prohibiting a State’s
individual recourse to force (Article 2, paragraph 4). The Charter provides two exceptions to this
prohibition: firstly, recourse to force authorized by the UN Security Council under Chapter VII of
the UN Charter; and secondly, the right of self-defence (Article 51).71 The three interrelated
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Treaty Between the United States and Other Powers Providing for the Renunciation of War as an Instrument
of National Policy (adopted 27 August 1928, entered into force 27 July 1929) 94 LNTS 57 [hereafter KelloggBriand Pact].
Kolb, Ius Contra Bellum (n 43) 34, 40.
ibid 41.
Thomas M. Franck considers that the general prohibition of Article 2, paragraph 4, of the UN Charter has
been adopted to plug the loopholes of the League of Nations’ Covenant legal framework: Thomas M Franck,
Recourse to Force: State Action Against Threats and Armed Attacks (Cambridge University Press 2009) 1–2. See also:
Rafâa Ben Achour and Slim Laghmani (eds), Le droit international à la croisée des chemins : Force du droit et droit de
la force - VIe rencontre internationale de la faculté des sciences juridiques, politiques et sociales de Tunis, 14, 15 et 16 avril
2004 (Pedone 2004) (‘Ce n’est donc qu’avec l’adoption de la Charte des Nations Unies que se substitue au
modèle westphalien, caractérisé par la force comme principale source de légitimité, le modèle onusien qui
refuse toute légitimité de recours à la force et remplace le droit de la force par la force du droit.’).
Gray, International Law (n 40) 6–7.
Kolb, Ius Contra Bellum (n 43) 6; Corten, The Law against War (n 48) passim.
Three other exceptions to the prohibition to use force are also enacted in the Charter of the United Nations
but are no longer applicable: transitional measures (Article 106) and the recourse to force against enemy State
collectively within a regional arrangement (Article 53) or individually (Article 107). The ex-enemy States
became members of the United Nations and are no longer considered enemy States. Thus, Articles 53 and
107 are obsolete. See generally: Robert Kolb, ‘Article 53’ in Jean-Pierre Cot, Mathias Forteau and Alain Pellet
(eds), La Charte des Nations Unies : commentaire article par article, vol 2 (3rd edn, Économica 2005) 1413–1414.
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thresholds are: (1) threat or use of force, (2) armed attack, and (3) the threat to peace, breach of
peace, and act of aggression.72 It is generally accepted, however, that a ‘cascading relationship’ exists
between these terms;73 the term armed attack being the narrower and constituting a sub-category
of aggression, and aggression itself being a sub-category of force.74 However, none of these terms
are defined in the UN Charter.
The three thresholds may be summarized as follows: Article 2, paragraph 4, prohibits the threat or
use of force by States. This first threshold is the broadest and lowest established by the UN Charter.
Only cyber operations reaching this threshold could amount to cyber warfare under jus contra bellum.
The second threshold derives from Article 51 of the UN Charter: an armed attack triggers the right
of self-defence of the victim State. A debate exists on the distinction between the notion of armed
attack and the notion of use of force.75 For a minority of scholars, the two notions are equivalent
and consequently, all use of force triggers the right of self-defence of the State.76 However, the
majority argue that only the most grave use of force constitutes an armed attack. In the Nicaragua
case, the ICJ followed the second approach, holding that only the “most grave forms of the use of
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The interpretation of the prohibition of the use of force and its exceptions is still controversial among
scholars. Two main different approaches have been identified: firstly, an ‘extensive approach’, consisting in a
flexible interpretation of the prohibition and admitting more exceptions such as ‘preventive self-defence’,
‘humanitarian intervention’ or even the ‘implicit authorisation’ of the Security Council. Secondly, a ‘restrictive
approach’ following a stricter interpretation of the prohibition. In the Nicaragua Judgement, the ICJ interprets
the prohibition of the use of force in a vein similar to the restrictive approach. Indeed, the ICJ considers the
prohibition of the use of force as a strict prohibition. See Territorial and Maritime Dispute (Nicaragua v Colombia)
(Judgment) [2012] ICJ Reports 624 98, para 186; see also: Gray, International Law (n 40) 31; Christine Gray,
‘The International Court of Justice and the Use of Force’, The Development of International Law by the International
Court of Justice (Oxford University Press 2013) 247.
Olivier Corten, in a comprehensive analysis of these two approaches, argues that the distinction is mainly
methodological, as they have both a different approach over the status and interpretation of the prohibition
of the use of force contained in customary international law. Both the restrictive and extensive approaches
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the norms on the prohibition of the use of force while the extensive approach is mainly based on the practice
of some States, but lacks concurring opinio juris from the large majority of the States. In this way, the restrictive
approach should be considered to be the rule, where the extensive approach should be seen as the exception,
driven by case-by-case practice. See Olivier Corten, ‘The Controversies Over the Customary Prohibition on
the Use of Force: A Methodological Debate’ (2005) 16 European Journal of International Law 803, 803, 810–
814.
Keiichiro Okimoto (n 53) passim.
Tom Ruys, ‘Armed Attack’ and Article 51 of the UN Charter: Evolutions in Customary Law and Practice (Cambridge
University Press 2010) 137.
See infra 76 et seq.
See infra 76 et seq.
See for instance Michael N Schmitt (ed), The Tallinn Manual on the International Law Applicable to Cyber Warfare
(Cambridge University Press 2013) 47, para 7.
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force” qualify as an armed attack.77 The third threshold is based on Article 39 of the UN Charter,
according to which the UN Security Council “shall determine the existence of any threat to the
peace, breach of the peace, or act of aggression”. The UN Security Council’s “primary
responsibility [is] for the maintenance of international peace and security”.78 It is a political organ
and not a court or law enforcement body. The notion of aggression has been defined as
encompassing “the most serious and dangerous form of the illegal use of force”.79 Conversely, the
notions of breach or threat to peace have not been legally defined, leaving it to the discretion and
practice of the Security Council.80 In sum, the threshold of cyber warfare under the law of the UN
Charter is the threshold of the threat or use of force established by Article 2, paragraph 4. Only
cyber operations that reach this threshold – in other words, capable of qualifying as a threat or use
of cyber force – can qualify as cyber warfare under jus contra bellum.
A preliminary question must be addressed before delving further into the analysis of cyber
operations and jus contra bellum: Is jus contra bellum applicable to cyber warfare? The answer is
unequivocally yes. The UN Charter was adopted almost half a century before the first cyber
operation was conducted, and thus there is no mention or inclusion of a specific provision on cyber
operations. Only Article 41 is vaguely related to cyber operations as it qualifies as a measure, which
does not involve the use of armed force: the “interruption of […] telegraphic, radio, and other
means of communication […]”. This disposition is interesting for this study because it aptly
illustrates the only communication purpose of communication networks at this time. In 1945, the
fathers of the UN Charter did not envisage the possible use of communication networks to conduct
military cyber operations. The absence of specific references to cyber operations does not render
the UN Charter law inapplicable to cyber operations. The articles of the UN Charter have been
written in a way that allows sufficient flexibility to adapt and apply to new developments in
international security, such as the evolution of cyber warfare.81 It is clear that not all cyber
operations can qualify or fall short of the requirement of ‘force’ and the other thresholds stipulated
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Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States of America) (Merits) [1986] ICJ
Reports 14, 101, para. 191.
UN Charter, Article 24, paragraph 1.
Definition of Aggression, UNGA Res 3314 (XXIX) (14 December 1974).
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by jus contra bellum. A case-by-case analysis is required, which is the objective of the present
chapter.82

2.1.

Cyber operations and the prohibition of the use of force

The general prohibition of the threat or use of force is enshrined in Article 2, paragraph 4, of the
UN Charter:
All Members shall refrain in their international relations from the threat or
use of force against the territorial integrity or political independence of any
state, or in any other manner inconsistent with the Purposes of the United
Nations.

Only the prohibition of the use of force will be developed in this section. The second prohibition
established in this Article, the prohibition of the threat of force, will be developed in the next
section of this chapter.83
Moreover, this section will focus only on the first part of Article 2, paragraph 4. The debate
concerning the second part – the scope of the prohibition – will be briefly addressed but without
going into much detail. For a long time, scholars have been debating whether Article 2, paragraph
4, establishes a general prohibition or if the second part limits its scope.84 A few commentators
adopt a restrictive interpretation of the prohibition that allows for several exceptions, thereby
catering for some forms of use of force that fall outside of the scope of this Article. However, the
majority of scholars argue, which practice confirms, that the prohibition applies to all threats or
uses of inter-state force.85 For the purpose of this dissertation, Article 2, paragraph 4, is understood
as establishing a general prohibition of the threat and the use of force. Consequently, the
hypothetical exceptions arising from a possible restrictive interpretation of the prohibition are not
developed any further.

2.1.1.

The prohibition of the use of force

Article 2, paragraph 4, of the UN Charter amounts to the principal expression concerning the
prohibition of the use of force; however, its importance exceeds the UN Charter. Not surprisingly,

82

83
84
85

Daniel B Silver, ‘Computer Network Attack as a Use of Force under Article 2(4) of the United Nations
Charter’ (2002) 76 International Law Studies 73, 84–85.
See infra 62 et seq.
Gray, International Law (n 40) 30–33.
James Crawford, Brownlie’s Principles of Public International Law (8th edn, Oxford University Press 2012) 747.
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the prohibition has been reiterated in numerous treaties since the Kellog-Briand Pact of 1928.86
The following development analyzes the characteristics of the prohibition of the use of force that
are relevant to this dissertation.

2.1.1.1.

The prohibition of the use of force and the International Court of
Justice

The ICJ, in the Armed Activities case, qualified the prohibition of the use of force as “a cornerstone
of the United Nations Charter”.87
The Corfu Channel case, which was the first case to go before the ICJ, dealt with the question of the
use of force.88 Since then, numerous cases directly or indirectly involving the use of force have
been brought before the ICJ.89 However, the Court delivered judgements on the merits in only four
cases which dealt with the use of force: Corfu Channel, Nicaragua, Oil Platforms, and Armed Activities
cases;90 and two advisory opinions: the Nuclear Weapons and the Wall.91 The ICJ has adopted a strict
and consistent approach on the prohibition of the use of force; state practice has generally followed
the ICJ’s approach.92 Some States, however, challenge its approach, most notably the United
States.93
This research follows the strict approach developed by the ICJ, which is followed by the majority
of States. The analysis will not develop each case individually but will refer to the interesting facets
and findings of the ICJ jurisprudence. In a large number of cases, the jurisprudence of the ICJ
concerns recourse to force in self-defence.
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On the impact of the Corfu Channel case, see generally Karine Bannelier, Théodore Christakis and Sarah
Heathcote (eds), The ICJ and the Development of International Law: The Enduring Impact of the Corfu Channel Case
(Routledge 2011) passim.
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‘The International Court of Justice’ (n 71).
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ICJ Reports 4; Nicaragua (Merits) (n 77); Oil Platforms (Islamic Republic of Iran v United States of America),
(Judgment) [2003] ICJ Reports 161; Armed Activities (Judgment) (n 87).
Legality of the Threat or Use of Nuclear Weapons (Advisory Opinion) [1996] ICJ Reports 226; Legal Consequences of
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2.1.1.2.

The prohibition of the use of force and the principle of nonintervention

The prohibition of the use of force, espoused by the ICJ, “is reinforced by the overlapping and
closely related principle of non-intervention, and the Court took a consistent and strict approach
on this also.”94 In the Nicaragua judgement, the ICJ identified the opinio juris and State practice on
this principle,95 and recognized its customary status.96 The principle of non-intervention is analyzed
later in this dissertation.97
In the Nicaragua case, the ICJ rejected the exceptions to the principle of non-intervention, which
States claimed as a justification for their conduct, including humanitarian intervention 98 as well as
‘pro-democratic’ or ‘ideological’ intervention.

99

The principle of non-intervention has been

reaffirmed in different treaties100 and resolutions of the United Nations General Assembly, such as
the Draft Declaration on Rights and Duties of States,101 the Declaration on the Inadmissibility of
Intervention in the Domestic Affairs of States and the Protection of Their Independence and
Sovereignty,102 and the Declaration on Principles of International Law concerning Friendly
Relations and Cooperation among States in accordance with the Charter of the United Nations.103
Military intervention, that is to say intervention by the use of force and thus prohibited by Article
2, paragraph 4, of the UN Charter, is only one form of intervention prohibited by this principle.
Other forms of intervention – such as subversive intervention, diplomatic intervention, and
diplomatic coercion - are prohibited by the principle of non-intervention but not by Article 2,
paragraph 4, as they do not constitute a use of force.104 For instance, the arming and training of
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International Law 421, 428–429.

31

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

armed opposition forces and the mere supply of funds could amount to an unlawful intervention;
but only the former could constitute a use of force according to the ICJ’s position.105
This chapter focus on the application of jus contra bellum to cyber operations and will thus focus
only on interventions amounting to uses of force prohibited by Article 2, paragraph 4.

2.1.1.3.

The status of the prohibition of the use of force under customary
international law and jus cogens

The prohibition of the use of force in Article 2, paragraph 4, has customary status.106 This double
expression of the norm, in treaty law and in customary international law, leads to the question of
whether the customary norm is identical to or different from the treaty norm enshrined in Article
2, paragraph 4. In the Nicaragua judgement, the ICJ confirmed the parallels and correlation between
the principle of the prohibition of the use of force in Article 2, paragraph 4, of the UN Charter
and customary international law. While both rules have the same content, this parallel does not
extend to the exceptions, such as self-defence.107 Such corresponding written and customary rules
can coexist and yet “retain a separate existence”.108 It must be observed that although the treaty
and the customary norms are in fact identical, they might evolve separately and their content may
change over time.109 The prohibition of the use of force was one of the first norms referred to as a
norm of jus cogens in 1966 by the International Law Commission in the commentary on its Draft
Articles on the Law of Treaties.110
Nowadays it is generally accepted that the prohibition of the use of force has the character of jus
cogens.111 Some commentators have, however, a narrow understanding of the prohibition of the use
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of force as a peremptory norm of general international law.112 Some scholars have argued that only
the prohibition of aggression should be considered to be jus cogens.113 Such understanding and
acceptance is among the minority, however. Hence, in this dissertation, the absolute prohibition of
the use of force is considered to be a peremptory norm of general international law.
As a peremptory norm of general international law, the prohibition of the use of force “enjoys a
higher rank in the international hierarchy than treaty law and even “ordinary” customary rules”.114
The exceptions normally applicable to a treaty or customary norm are inapplicable to a norm of jus
cogens. 115 For instance, the circumstances precluding wrongfulness identified by the ILC’s Articles on
Responsibility of States for Internationally Wrongful Acts116 – such as countermeasures (Article 22), distress
(Article 24), and necessity (Article 25) – are not applicable.117
The prohibition of the use of force is thus one of the most sacred norms of international law, as it
has both customary and jus cogens character. It is important to highlight that there is presently no
international treaty expressly prohibiting a State’s recourse to the ‘cyber force’.118 Recourse to ‘cyber
force’ is thus restricted by the general prohibition of the use of force stipulated in the UN Charter
and customary international law. The question of whether a treaty on cyber warfare is necessary or
not remains a controversial topic among States and scholars alike. Nevertheless, it seems that for
the purpose of the prohibition of the threat or use of force, the existing general prohibition of
Article 2, paragraph 4, of the UN Charter and customary international law is sufficient.119 Indeed,
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the rule has been drafted sufficiently flexible in order to adapt to the evolution of security threats.120
The content of the customary norm has not changed yet and has not been transformed by State
practice since the UN Charter was adopted.121

2.1.2.

Strategic and political interests of States in cyber operations
and international law

Cyber warfare constitutes a new concern for the security of States and the international community,
challenging the existing law that regulates the use of force by States. The existing rules enshrined
in Article 2, paragraph 4, of the UN Charter and customary international law are usually sufficiently
flexible; however, the question of whether it is necessary to adopt a new legal framework that is
tailor-made to cyber operations may be put forward.122 In other words, is the regulation of the use
of force of the UN Charter appropriate or is it necessary to draft a new legal framework?
The international legal system is based on the self-interpretation of rules by the subjects themselves,
namely States. When it comes to the regulation of international security and recourse to force, each
State has its own interests and agendas that affect existing norms. As already noted elsewhere in
this dissertation, the prohibition of the threat or use of force is sufficiently flexible to adapt to cyber
warfare. In 2005, the Member States of the United Nations adopted Resolution A/RES/60/1
entitled ‘2005 World Summit Outcome’ in which they reaffirmed the principle of the prohibition
of the threat and use of force enshrined in Article 2, paragraph 4.123 In this resolution, they also
reaffirmed that “the relevant provisions of the Charter are sufficient to address the full range of
threats to international peace and security.”124
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(n 118) passim, 112–113 (‘Given Article 2(4)’s inability to cope with electronic incursions and blockades and
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However, if this flexibility allows the existing rule to adapt to new scenarios, it also grants States
some leeway to modulate the interpretation of the rule according to their specific needs.125 From
this perspective, Antonio Cassese observed that “these are area where states, both great and middlesized, deliberately leave law in a condition of inexactitude and uncertainty, if not ambiguity, making
it easier for them to protect their own interests.”126 Owing to this freedom in rule interpretation
and Cassese’s comments, this legal study integrates a political and strategic dimension that reflects
the strategic and political interests of States in cyber operations and how they influence the
applicable legal framework.
Moreover, as highlighted by Matthew C. Waxman, “strategy is a major driver for legal evolution”;127
this assertion will be particularly relevant in the context of cyber operations. From this perspective,
he strongly criticizes the way most scholars only focus on international law, with the result that it
could evolve without seriously taking into account strategic and political interests.
Integrating such a political and strategic dimension in this research leads to two questions: what
are the actual strategic and political interests of States in cyber operations? And related to this
question, how do these strategic and political interests influence or possibly influence the legal
framework applicable to related cyber operations?
States currently have very divergent positions and interests on the regulation of inter-state cyber
operations.128 The following paragraphs will point to areas of consensus or disagreement among
States; however, it will not carry out a comprehensive overview of the negotiations on the
regulation of cyber warfare. Here the idea is to point out the difficulty in reaching a consensus
among the international community.
In 2009, the Member States of the Shanghai Cooperation Organization (SCO)129 adopted the
Agreement between the Governments of the Member States of the Shanghai Cooperation
Organization on Cooperation in the Field of International Information Security. 130 This agreement
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constitutes the only consensus reached by States to regulate cyber warfare but it concerns a small
number of States only.
Some States are currently pushing for the adoption of norms on inter-state cyber operations within
the United Nations framework or the ITU; however, for now no consensus has been reached. For
instance, in September 2011 China, Russia, Tajikistan and Uzbekistan submitted a letter to the
Secretary-General of the UN which included a proposal of an International code of conduct for
information security in an annex.131 This document has not been adopted by the UN Member
States.
Moreover, the UN General Assembly established a Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security (GGE),132 which addresses cyber warfare without expressly referring to it.
Indeed, in the absence of a universal definition of cyber warfare, the terminology and definitions
used by States diverge. For instance, the Russian Federation prefers the term ‘information security’
rather than cyber warfare, which is the term usually used by western countrie.133 The first GGE
offers a good illustration of the divergence among States: it met in 2004 and 2005 but was unable
to reach a consensus and “[t]he main stumbling block was the question of whether international
humanitarian law and international law sufficiently regulate the security aspects of international
relations in cases of ‘hostile’ use of ICTs for politico-military purposes.”134
A final point to make concerns the way in which States are currently developing their own cyber
capabilities and, therefore, may be reluctant to adopt regulations that could block this development.
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The position of the United States is the most documented and commented on case. By contrast,
the approaches of many countries are still inaccessible, as they do not communicate large amounts
of information on this issue. With this observation in mind, it is critical to acknowledge that there
is not one common political and strategic interest shared by all States but they each have their own
interests and agendas that can be very different and contradictory.
Two trends can be identified already: it seems more likely that some States, mainly the stronger
States, may favour a more expansive understanding of the notion of force that encompasses
additional types of cyber operations.135 By contrast, other States may be opposed to placing cyber
operations under the scope of the general prohibition of the use of force. It is, however, very
difficult to predict with any certainty the future position of States, largely because at present and
for the most part, they do not have an official and publically settled position on cyber operations
and jus contra bellum.136
Together with States’ positions regarding their interests, it is also important to take into account
initiatives that might influence their positions. In this regard, it is essential to examine how the
Tallinn Manual might influence how States will regulate cyber warfare. The Tallinn Manual has been
produced by a group of experts with the material support of the NATO Cooperative Cyber
Defence Centre of Excellence (CCDCoE) but does not represent the view of the NATO CCdCoE,
the NATO or its Member States.137 This document, which is largely based on the U.S. approach
on cyber warfare and international law, may, however, be influential in future international
discussions on the topic. This document may in fact enjoy a special authority, seeing that it is one
of the very few comprehensive studies on the subject and the only one sponsored by an
international organization. This situation places the U.S. approach on cyber warfare and
international law to be leading the way. However, it is also important for the rest of the international
community to react to this trend by expressing their own positions or by sponsoring academic
publications that would make their position clear and visible and would involve them in current
debates on these questions.
The positions of States are often divergent; however, this leads to questions on ways to find
possible international consensus on the international regulation of cyber operations. The diversity
of approaches exposed earlier shows how it would be difficult to reach a consensus on a
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hypothetical international agreement, governing inter-State cyber operations.138 For instance, some
States are in favour of adopting an international universal treaty that deals with the risk of
proliferation of cyber weapons;139 other States believe this to be premature.140 The international
regulation of new technologies has always been a tough exercise for the international community,
as highlighted by Matthew C. Waxman:
The Cold War history of Article 2(4) teaches several lessons about the effect
of new technologies on waging and regulating conflict. First, as new
technologies of conflict develop, reaching broad international consensus on
interpretation of the U.N. Charter may be slow and difficult. Second, some
technologies or modes of conflict will be especially challenging to regulate
because their features match poorly with the general enforcement
mechanisms of the law regulating force.141

This is also true for cyber operations. Moreover, the difficulty in measuring their effects and the
importance of secondary and indirect effects 142 and in identifying their authors will render it even
more challenging. On top of this, the lack of practice renders it almost impossible to reach a
consensus and adopt a new legal framework to regulate cyber operations. Moreover, as highlighted
before, the existing framework is sufficiently flexible to address new situations that may arise and
thus there is no pressure on States to adopt new rules.
For these reasons, it easier to formulate and develop the international regulation of cyber
operations on the existing legal frameworks set down in the UN Charter. From this starting point,
the practice of States, which could be influenced by the body of literature emerging on the topic,
might lead to a tailor-made framework for the interpretation of cyber operations.143 These reasons
confirm the necessity to articulate this analysis on the legal framework of the UN Charter on the
prohibition of the use of force.
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2.1.3.

Cyber operations as prohibited uses of force

The term ‘force’ is not defined by the UN Charter and the term ‘war’, which is one of constitutive
elements of cyber warfare, is only one form that constitutes ‘force’.144 The notion of ‘force’ is
broader and more factual.145 As Yoram Dinstein points out, “the expression ‘force’ in Article 2(4)
is not preceded by the adjective ‘armed’, whereas the full phrase ‘armed force’ appears elsewhere
in the Charter: in the Preamble, in Article 41 […] and in Article 46”.146
The lack of a precise definition is clearly problematic. If the notion is to be applied, it must first be
interpreted. Article 31 of the Vienna Convention on the Law of Treaties of 1969 gives the ‘general
rule of interpretation’, which is followed in this study. In this regard, the rule on the prohibition of
the threat and the use of force must be interpreted “in good faith in accordance with the ordinary
meaning to be given to the terms of the treaty in their context and in the light of its object and
purpose.”147 The emergence of cyber operations as a new threat to international peace constitutes
a change in the context of this prohibition but without making this prohibition obsolete. The
notion of ‘force’ enshrined in Article 2, paragraph 4, is indeed sufficiently flexible to take into
account cyber operations.148
The content of the notion of force, which is still disputed and debated among scholars, will be
discussed below together with the definition of ‘cyber force’.149
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2.1.4.

The prohibited force is not confined to ‘armed force’

The recourse to force is prohibited by the UN Charter. There is, however, no consensus on the
definition of the prohibited force. The content of this notion is still subject to dispute and debate
in the literature:150 some scholars limit the prohibited force to armed force;151 others favour a
broader interpretation that exceeds the notion of armed force.152 The ICJ, in the Nuclear Weapons
Advisory Opinion, noted that the prohibition “appl[ies] to any use of force, regardless of the
weapons employed”.153 Thus, the Court seems to favour a broader approach rather than limiting
the use of force to armed force.
It is clear, however, that the notion of force does not encompass ‘any kind of force’.154 During the
drafting process of the UN Charter at the San Francisco Conference some forms of force were
rejected. The travaux préparatoires of the UN Charter reveal that economic, political and indirect
force are not encompassed in the prohibition of Article 2, paragraph 4.155 Hence, recourse to
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economic or political force does not violate Article 2, paragraph 4 but might violate other principles
of international law, such as the principle of non-intervention or economic rights.156 Indirect force
– including a State’s involvement in another State’s use of force or a State’s support and control of
non-state actors – seems to be included, to some extent, in the prohibition of the use of force.157
Does the prohibited use of force cover all forms of coercion? Developed and developing States
are split on this question; the latter advocates for a broader interpretation than the former.158 While
debate exists over where to draw the line between forms of coercion included or excluded from
the use of force, it is, however, clear that not all forms of coercion are prohibited under Article 2,
paragraph 4. For instance, economic and diplomatic coercion fall outside the prohibition.
The development of new technologies renders it more difficult to identify what constitutes a
‘weapon’. The creation of weapons that do not produce ‘explosive effects’ – such as chemical,
bacterial and biological weapons – challenges the traditional approach. Cyber operations are
categorized only with difficulty as armed force, and thus their use as weapons also challenges the
traditional framework.159 Ian Brownlie developed a framework to determine whether recourse to
these weapons can constitute a prohibited use of force:
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situations, the use of physical non-military force may produce the effects of an armed attack prompting the
right of self-defence laid down in Art. 51. Only in that particular case could an affected State respond by using
armed force, without itself being in violation of Art. 2(4). This extensive interpretation of “armed force”,
however, is acceptable only within the narrowest possible limits. The same may apply with regard to computer
network attacks against the information systems of another State, given the weapon-like destructive potential
which some attacks by means of international technology may develop and which in modern State practice
are increasingly treated as an instrument of warfare.’).
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It would seem that use of these weapons could be assimilated to the use of
force on two grounds. In the first place the agencies concerned are commonly
referred as ‘weapons’ and as forms of ‘warfare’. More convincing is the second
consideration, the fact that these weapons are employed for the destruction
of life and property, and are often described as ‘weapons of mass
destruction’.160

Both parts of Ian Brownlie’s definition can be applied to cyber operations: firstly, their use is
commonly referred to as ‘cyber warfare’ or ‘information warfare’ and, secondly, they can be
employed to destroy life and property.161 If applied to cyber operations, Ian Brownlie’s definition
underscores the irrelevance of the criterion to qualify force as ‘armed’ or ‘weaponized’, given that
nowadays several forms of ‘force’ do not meet the traditional characteristics of weapons.
In sum, it no longer seems accurate to limit the prohibition of the use or threat of force to armed
force. Consequently, the debate on the qualification of cyber operations as armed operations comes
across as relatively out-dated and therefore will not be further developed in this dissertation. Cyber
operations under certain circumstances, discussed in the following parts of this dissertation, can
constitute a use of force prohibited under Article 2, paragraph 4.

2.1.5.

Diversity of approaches on the ‘cyber force’

When it comes to the qualification of cyber operations as a use of force, there is currently no settled
State practice – the position of States is constantly evolving and very diverse – and commentators
have reached very different conclusions. In the paragraphs that follow, the various approaches
adopted in the literature will be analyzed in order to determine the most suitable and most accurate
ways to characterize cyber force.
Almost all commentators base their work on the existing legal framework of the use of force and
three main approaches can be identified: target-based (2.1.5.1), instrument-based (2.1.5.2) and
consequence-based (2.1.5.3).162 Target-based and instrument-based approaches are in the minority,
while consequences-based analysis seems to be the favoured approach.

160
161
162

Brownlie (n 152) 362.
Roscini, ‘World Wide Warfare’ (n 149) 106; Dinniss (n 151) 58.
See generally: Nguyen (n 149) 1117–1129; Silver (n 82) 86–92; Hollis (n 149) 7 (‘[f]irst, the classic
“instrumentality” approach argues [“information operations” (IO)] does not qualify as armed force because
it lacks the physical characteristics associated with military coercion. The U.N. Charter offers some support
for this view—Article 41 lists “measures not involving the use of armed force” to include “complete or partial
interruption of . . . telegraphic, radio, and other means of communication.” Second, the “target-based”
approach suggests IO constitutes a use of force or an armed attack whenever it penetrates “critical national
infrastructure” systems. Third, the “consequentiality” approach, favored by the U.S. Department of Defense,
focuses on IO’s consequences—whenever IO intends to cause effects equivalent to those produced by kinetic
force (death or destruction of property), it constitutes a use of force and an armed attack.’); the notion of
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2.1.5.1.

The target-based approach

The target-based approach focuses, as one might expect, on the target of the cyber operations and
qualifies them as uses of force whenever they penetrate “critical national infrastructure” systems.
This approach has mainly been developed in terms of self-defence, with the idea that the existing
legal framework regulating the use of force does not offer sufficient protection for targeted States.
According to the proponents of this approach, when critical infrastructure is targeted it would
allow the State to resort to force as a self-help measure. Accordingly, this approach is too inclusive,
as it would qualify cyber operations according to their target, irrespective of their intensity or
characteristics.163
This approach therefore cannot be used per se to determine the qualification of a cyber operation
as a use of force. Nevertheless, it is still relevant, as the nature of the targeted infrastructure could
be considered when analyzing the gravity and evaluating the effects of cyber operations.

2.1.5.2.

The instrument-based approach

The instrument-based approach focuses on the vector of the attack; most cyber operations would
not qualify as use of force because they are difficult to characterize as armed or weaponized force.
This approach is even more problematic because it is based on the similarity between cyber
operations and traditional weapons; this resemblance is very difficult to ascertain and has the
potential to lead to farfetched analyses.164
The instrument-based approach was more accurate in the past but with the development of new
technologies and means of warfare that do not resemble traditional weapons, it has lost much of

163
164

‘information operations’ used by Duncan B. Hollis is broader and encompasses cyber operations: ibid 1
(‘[a]ccording to the U.S. military, IO seeks “to influence, disrupt, corrupt or usurp adversarial human and
automated decision making while protecting our own.” It employs various methods to achieve these
objectives. IO can involve “psychological operations” (psyops) that utilize both new and old methods of
conveying information (e.g., broadcasting satellite radio messages, dropping leaflets from aircraft) with the
aim of manipulating the views of foreign governments, organizations, or individuals. Or, IO may involve
cutting-edge “computer network attacks” (CNA) that spread viruses to—or hack into—adversary computer
systems for the purpose of disabling, degrading, or destroying such systems (or the infrastructure they
support). The overall goals, however, remain the same—affecting and protecting information and
information systems.’) (footnotes omitted).
Roscini, Cyber Operations (n 149) 54; Radziwill (n 15) 138.
Hathaway and others (n 135) 846; Nguyen (n 149) 1117–1119; Valo (n 149) 40.
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its salience and merit. Moreover, in the case of cyber operations, it is very difficult to identify which
programmes should be classified as a weapon as they can have dual or multiple uses.165

2.1.5.3.

The consequence-based approach

The consequence-based approach focuses on the outcome of the cyber operations (virtual
consequence, physical destruction or death); cyber operations producing physical destruction or
loss of life would always qualify as a use of force, whereas the inclusion of non-physical
consequences is more controversial. This approach has been adopted by the United States and by
most scholars.166 Indeed, it is the consequence-based approach that offers the best scope for
analyzing whether cyber operations meet the requirements of Article 2, paragraph 4.
Marco Roscini has, interestingly, advocated merging the instrument-based and consequence-based
approaches.167 While the consequences are obviously of the utmost importance, he suggests that
neither the instrument used nor the target must be neglected. In other words, the main approach
remains consequence-based but it is enhanced with elements from target-based and instrumentbased approaches.
These various approaches are all based on the current legal framework regulating the prohibition
of the use of force. One might ask if, instead of adapting the existing legal framework, it would not
be more appropriate to develop a new tailor-made approach for cyber operations.168 This proposal
to create a new legal framework outside of the UN Charter realm may, at first sight, seem appealing.
There are, however, two compelling reasons for continuing to employ the existing legal framework:
first, the UN Charter already offers great flexibility and it would be very difficult to reach consensus
on those issues. The UN Charter’s legal framework consequently seems suitable and appropriate.
Within the framework of the UN Charter, the consequence-based approach, supplemented with
some elements from the two other approaches, is the most suitable and is thus used in this
dissertation. Each cyber operation needs to be considered on a case-by-case basis owing to their
different nature and their effects that may be of a different type and intensity.169
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Compagno (n 149) 55; Roscini, ‘World Wide Warfare’ (n 149) 106.
Roscini, Cyber Operations (n 149) 54.
ibid 50 (‘it is the instrument used that defines armed force, but the instrument is identified by its (violent)
consequences. The focus on instrumentality explains why the ICJ qualified arming and training of armed
groups as a use of force: although not directly destructive, those activities are strictly related to weapons, as
they aim at enabling someone to use them.’).
Hollis (n 149) 8.
Radziwill (n 15) 139.
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2.1.6.

The criterion of ‘gravity’ or ‘severity’ of the coercive cyber
activity

It would be very difficult, if not impossible, to attempt to determine a clear threshold for the
qualification of cyber operations as a use of force. Consequently, the threshold must be determined
on a case-by-case analysis drawing on various criteria and evidence specific to the case. In the same
vein, given that to date no cyber operation has qualified as a use of force, and due to the very
limited State practice until now, this research is highly speculative and is grounded on the current
state of international law and cyber operation practice.170 Moreover, there is no international
consensus on how to define and qualify cyber use of force.171 It is important to understand that
due to the specific characteristics of cyber operations, any attempt to regulate it under jus contra
bellum will “be subject to great uncertainty, debate, opacity, and lack of verifiability”.172
A threshold of gravity or severity already exists for ‘armed attack’ and ‘aggression’. On the one
hand, the International Court of Justice considers armed attacks constitute the “most grave forms
of the use of force”.173 On the other hand, Resolution 3314 (XXIX) of the UN General Assembly
qualifies aggression as “the most serious and dangerous forms of the illegal use of force”.174
Neither the ICJ nor the UN Charter identified a threshold of gravity for the prohibited force.
However, this does not exclude the existence of such a threshold. The aim of following paragraphs
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Schmitt, ‘Cyber Operations and the Jud Ad Bellum Revisited’ (n 152) 575.
Vice Admiral Michael S. Rogers, ‘Nomination of Vice Admiral Michael S. Rogers, USN, To Be Admiral And
Director, National Security Agency/ Chief, Central Security Services/ Commander, United States Cyber
Command’ [2014] Nominations before the Senate Armed Services Committee, 113th Congress of the United
States of America. 11–12 <http://www.armed-services.senate.gov/imo/media/doc/Rogers_03-11-14.pdf>
(‘[a]s a matter of law, DoD believes that what constitutes a use of force in cyberspace is the same for all
nations, and that our activities in cyberspace would be governed by Article 2(4) of the U.N. Charter the same
way that other nations would be. With that said, there is no international consensus on the precise definition
of a use of force, in or out of cyberspace. Thus, it is likely that other nations will assert and apply different
definitions and thresholds for what constitutes a use a force in cyberspace, and will continue to do so for the
foreseeable future.’); see also: ‘Nominations of VADM James A. Winnefled, JR., USN, to Be Admiral and
Commander, U.S. Northern Command, North American Aerospace Defense Command; and LTG Keith B.
Alexander, USA, to Be General and Director, National Security Agency/Chief, Central Security
Service/Commander, U.S. Cyber Command’ [2010] Nominations before the Senate Armed Services
Committee, second session 111th Congress of the United States of America 215–216
<http://www.fas.org/irp/congress/2010_hr/alexander.pdf>.
Waxman, ‘Cyber-Attacks’ (n 104) 443 (‘[o]ne reason why cyber-attacks will be difficult to regulate through
such processes is that the factual bases for asserting or contesting a violation of Article 2(4) or a right of
armed self-defense under Article 51 will be subject to great uncertainty, debate, opacity, and lack of
verifiability. There are technical, legal, and political or strategic reasons for these difficulties.’) (footnote
omitted).
Nicaragua (Merits) (n 77) 101, para. 191.
Definition of Aggression, UNGA Res 3314 (XXIX) (14 December 1974)
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is to determine whether a threshold of gravity for the use of force can be found in State practice
(2.1.6.1) and to analyze how it would apply to cyber operations (2.1.6.2 and 2.1.6.3).

2.1.6.1.

The threshold of gravity of the prohibited use of force

The existence of a threshold of gravity, below which the use of force does not contravene the
prohibition of Article 2, paragraph 4, has been deduced by several scholars who have analyzed
State practice since the adoption of the UN Charter.175 The existence of such a threshold has been
inferred from several cases in which low intensity uses of force have not qualified as use of force
by States. This doctrinal argument was referred to by the International Fact-Finding Commission
on the Conflict in Georgia, which stated that “[t]he prohibition of the use of force covers all
physical force which surpasses a minimum threshold of intensity”.176 Other scholars, by contrast,
claim that no such threshold exists and deny the exclusion of those ‘minimal uses of force’ from
the scope of Article 2, paragraph 4.177 Other rationales, such as the desire to avoid escalation or
friendly relations between the States concerned, can explain why certain low intensity uses of force
do not qualify as uses of force.178
Small-scale uses of force include incidents such as: targeted killings of individuals, operations aimed
at rescuing nationals abroad, small-scale counterterrorism operations abroad, police operations,
‘hot pursuit’ operations and border clashes.
The ICJ has never explicitly established a threshold of gravity for Article 2, paragraph 4. However,
evidence that a threshold of minimal gravity for the recourse to force exists might be inferred from
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Olivier Corten noted that not all transnational coercive acts carried out by a State fall under the prohibition
of the use of force, and thus he developed two criteria to determine the threshold of force of article 2,
paragraph 4, of the UN Charter: on the one hand, the ‘gravity of the coercive act’; on the other hand, the
‘intent of a State to resort to force against another State’. These two criteria allow him, notably, to differentiate
between ‘a use of force by one State against another and not just a simple police operation by one State against
individuals who allegedly broke its law.’: Corten, The Law against War (n 48) 52–92; O’Connell, ‘The
Prohibition of the Use of Force’ (n 63) 102–107, on page 102 she notes that: (‘[e]ven within the category of
armed force, Article 2(4) is narrower than it might appear on its face. Minimal or de minimis uses of force are
likely to fall below the threshold of the Article 2(4) prohibition. [...] This conclusion about minimal uses of
force falling outside the scope of Article 2(4) is based on observation of state practice, the implications of
certain judgments of the ICJ and commentary. There is no express authority on the point, in contrast to the
authority reviewed above supporting the interpretation that Article 2(4) concerns armed force and not all
types of forceful action.’) (footnotes omitted); Kolb, Ius Contra Bellum (n 43) 247.
‘Report of the International Fact-Finding Commission on the Conflict in Georgia’ (n 55) Volume II, 242.
See, for instance, the detailed critical analysis formulated in: Ruys (n 151) passim; see also the critical analysis
of the approach adopted by the International Fact-Finding Commission on the Conflict in Georgia in: André
de Hoogh, ‘Georgia’s Short-Lived Military Excursion into South Ossetia: The Use of Armed Force and SelfDefence’ <http://www.ejiltalk.org/georgia’s-short-lived-military-excursion-into-south-ossetia-the-use-ofarmed-force-and-self-defence/>.
Ruys (n 151) 169–170.
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several cases brought before the Court. In its first case, the Corfu Channel case, the Court ruled that
the intervention of British warships in Albania’s waters constituted a violation of Albanian
sovereignty but did not characterize it as a violation of the prohibition of the threat or use of
force.179 Some scholars analyze this approach as an argument supporting the existence of a
threshold of gravity.180
Other cases before the ICJ may also provide some evidence of the existence of such a threshold.
However, as highlighted earlier, most cases before the ICJ mainly concerned with self-defence
(Article 51), which makes it difficult to infer from these cases a threshold of gravity for the use of
force or Article 2, paragraph 4.181 Other cases, in the realm of maritime enforcement, seem to give
more support to the existence of such a threshold. In these cases, there have been uses of minimal
force against foreign vessels that were not characterized by the Court as uses of force.182
It might be difficult to characterize the existence of a threshold of gravity if we take each case
separately; however, if taken all together, they may give sufficient grounds for this position. More
convincing examples of a threshold of gravity can be found beyond the jurisprudence of the ICJ,
as noted by scholars who advocate for its existence. 183
Mary Ellen O’Connell, who advocates the existence of a minimal threshold of gravity for the
prohibition of the use of force, highlighted this point in relation to cyber operations:
Cyberspace is another area where some writers try to equate crime with
armed attack for the purposes of triggering a right to resort to force under
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Corfu Channel (Merits) (n 90) 35.
O’Connell, ‘The Prohibition of the Use of Force’ (n 63) 102–105; Corten, The Law against War (n 48) 69–70.
See contra Ruys (n 151) 166–167; Théodore Christakis, ‘Intervention and Self-Help’ in Karine Bannelier, Sarah
Heathcote and Théodore Christakis (eds), The ICJ and the development of international law: the enduring impact of the
Corfu Channel case (Routledge 2011) 211 (‘[t]his is of a great significance as there is a major dilemma in
International Law concerning the threshold of applicability of Article 2§4. On the basis of the Corfu judgment
we could argue that some limited interventions in a territory of a third State, with no real gravity, with no use
of force against this State and not even any will to use such force, probably do not meet the threshold of
applicability of Article 2§4.’).
Scholars refer to the following cases: Nicaragua (Merits) (n 77); Oil Platforms (Judgment) (n 90); Wall (Advisory
Opinion) (n 91); Armed Activities (Judgment) (n 87).
see for instance O’Connell, ‘The Prohibition of the Use of Force’ (n 63) 102–105.
The concerned cases are: Fisheries Jurisdiction (United Kingdom of Great Britain and Northern Ireland v Iceland),
(Judgment on the Merits) [1974] ICJ Reports 3; Fisheries Jurisdiction (Federal Republic of Germany v Iceland),
(Judgment on the Merits) [1974] ICJ Reports 175. In the Estai case, there was also a use of minimal force by
a Canadian vessel against a Spanish vessel, and Spain argued that it constituted a use of force; however, the
ICJ declared itself incompetent to deal with the case: Fisheries Jurisdiction (Spain v Canada), (Judgment on the
jurisdiction of the Court) [1998] ICJ Reports 432, 467, para. 87.
For a comprehensive analysis of several examples, see generally: Corten, The Law against War (n 48) 52–92;
see also: O’Connell, ‘The Prohibition of the Use of Force’ (n 63) 102–107; see, however, contra the critical
analysis of these examples and their interpretation by Olivier Corten and Mary Ellen O’Connell in: Ruys (n
151).
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Article 51. The internet is a zone of communications and commerce where a
good deal of crime occurs. Enhancing cyber security, however, should be the
job of the police, not the military.184

State-sponsored cyber operations must be distinguished from non-state-sponsored operations.
Indeed, only the former comes under the prohibition of Article 2, paragraph 4; all others should
be addressed by criminal law. However, among cyber operations conducted by States or under
their effective control, only those crossing the threshold of Article 2, paragraph 4, can be
considered to qualify as uses of force, which will be developed in the following paragraphs.

2.1.6.2.

Cyber operations and the threshold of gravity

Cyber operations are a very heterogeneous category with a disparate scale and produces various
effects, including data destruction, damage, or loss of life. Some authors characterize the threshold
of gravity through the criterion of severity; in other words, the threshold that a cyber operation
launched by one State against another has to reach in order to qualify as a use of force. Recourse
to a threshold of severity makes it possible to distinguish between the different forms of cyber
operations and to identify those violating the prohibition of the use of force.
The criterion of severity was one of the eight criteria of the ‘normative framework’ proposed by
Michael N. Schmitt in his seminal article published in 1999.185 These criteria were reused and
developed by the International Group of Experts involved in the Tallinn Manual process chaired
by Michael N. Schmitt himself, in the commentary under Rule 11 Definition of the use of force of the
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O’Connell, ‘The Prohibition of the Use of Force’ (n 63) 107; in a footnote (n°107) she refers to her previous
article on cyber operations: O’Connell, ‘Cyber Security without Cyber War’ (n 7); furthermore, in the second
edition of the French version of his book, Olivier Corten dedicates some developments to cyber operations
and the threshold of Article 2, paragraph 4: Olivier Corten, Le droit contre la guerre: l’interdiction du recours à la force
en droit international contemporain (2nd edn, Pedone 2014) 130–140.
In this article, Michael N. Schmitt proposes a ‘normative framework’ based on the traditional instrumentbased and consequences-based analysis, which examines if a cyber operation meets the criteria distinguishing
armed force from political and economic coercion. The idea is more to offer a framework of analysis than a
clear threshold. Due to the lack of a clear threshold for the characterization of the armed force, this ‘normative
framework’ is based on six criteria: (1) ‘severity’, (2) ‘immediacy’, (3) ‘directness’, (4) ‘invasiveness’, (5)
‘measurability’, (6) ‘presumptive legitimacy’, Schmitt, ‘Computer Network Attack’ (n 149) 914–915.
Moreover, in a footnote he also adds a seventh criterion: ‘responsibility’: ibid 915, footnote 81 (‘[a]rguably,
responsibility is a seventh commonality. Armed coercion is the exclusive province of states; only they may
generally engage in uses of force across borders, and in most cases only they have the ability to do so with
any meaningful impact. By contrast, non- governmental entities are often capable of engaging in other forms
of coercion (propaganda, boycotts, etc.). Therefore, with armed coercion the likelihood of blurring the relative
responsibility of the State, a traditional object of international prescription, and private entities, usually only
the object of international administration, narrows. In sum, the consequences of armed coercion are more
susceptible to being charged to the State actor than in the case of other forms of coercion. However, this is
an issue of assessing State responsibility, not lawfulness. It is a practical challenge, not a normative one.’).
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Tallinn Manual.

186

This ‘normative framework’ has since been restated, commented on and

criticized.187
As this subsection focuses on Michael N. Schmitt’s criterion of severity, the other seven criteria
will not be further commented on here.188 It must be noted that this ‘normative framework’ is an
interesting attempt to find a way to distinguish cyber operations that fall under use of force from
economic or political coercion. The ‘severity’ criterion in Michael N. Schmitt’s ‘normative
framework’ is mainly based on a comparison between the consequence of cyber operations and
the consequences usually associated with armed coercion. From this perspective, the Tallinn Manual
states that “[s]ubject to a de minimis rule, consequences involving physical harm to individuals or
property will in and of themselves qualify the act as use of force.”189
This approach is interesting and could be extended to other situations. Indeed, it should be slightly
modified to integrate a threshold of severity for cyber operations producing physical harm to
individuals or property. In the following paragraph this question will be developed and cyber
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Schmitt, The Tallinn Manual (n 76) 48–52. The height criteria of the Michael N. Schmitt’s ‘normative
framework’ as presented in the Tallinn Manual can be summarized as following: (1) ‘Severity’: this first criterion
focus on the consequences and evaluate the degree of damage or injury; the most sever cyber operations –
i.e. producing damage, destruction, injury or death – are the most likely to qualify as a use of force. (2)
‘Immediacy’: the duration between cyber operations and the occurrence of their consequences; those with
the most immediate consequences are more likely to qualify as a use of force. (3) ‘Directness’: this criterion
evaluates the causal link between cyber operations and the damage or injury; in so far as the causal link is
clear, this makes the qualification as use of force easier. (4) ‘Invasiveness’: this criterion evaluates the degree
of intrusion or violation of the sovereignty of the targeted State; as invasive a cyber operation is, the easier
the qualification as a use of force. (5) ‘Measurability of the effects’: the ease to identify the consequences; as
much the effects of cyber operations are predictable and identifiable, the easier the qualification as a use of
force. (6) ‘Military character’: this criterion uses the nexus between cyber operations and military operations
as heightening the likelihood of characterization as a use of force. (7) ‘State involvement’: this criterion
evaluates the nexus between a State and cyber operations. A State can be involved by itself or through other
actors. As narrow the nexus is, the easier the qualification as a use of force. (8) ‘Presumptive legality’: this
criterion seeks to evaluate whether a cyber operation could belong to other categories of action under
international law that would render it legitimate. For instance, economic and political coercion are
presumptively not a breach of the prohibition of the use of force.
Barkham (n 118) 85–86; Silver (n 82) 89–92; Vida M Antolin-Jenkins, ‘Defining the Parameters of Cyberwar
Operations: Looking for Law in All the Wrong Places’ (2005) 51 Naval Law Review 132, 168–172; Hoisington
(n 118) 448–449; Schmitt, ‘Cyber Operations and the Jud Ad Bellum Revisited’ (n 152) 575–578; Dinniss (n
151) 63–65; Georg Kerschischnig, Cyberthreats and International Law (Eleven International Publishing 2012) 133
et seq.; Schmitt, The Tallinn Manual (n 76) 48 et seq.; Oliver Kessler and Wouter Werner, ‘Expertise, Uncertainty,
and International Law: A Study of the Tallinn Manual on Cyberwarfare’ (2013) 26 Leiden Journal of
International Law 793, 807–810; Nguyen (n 149) 1122–1123; Compagno (n 149) 57–58; Baudin (n 19) 102–
104; Radziwill (n 15) 140–141.
See generally the analysis of Michael N. Schmitt’s criteria in: Barkham (n 118) 85–86; see also: Hoisington (n
118) 452; Daniel B. Silver delivers one of the strongest judgments by saying ‘[f]actoring out those criteria that
do not appear reliably to distinguish [computer network attack] from armed coercion, all that is left is severity’:
(n 82) 90, see more generally 89-92.
Schmitt, The Tallinn Manual (n 76) 48.
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operations will be classified according to the threshold of gravity that is required to amount to use
of force.

2.1.6.3.

The distinction between cyber operations producing effects in the
real world and those producing only cyber effects

A distinction must be drawn between cyber operations producing physical effects (physical damage,
injury or loss of life) and those producing only non-physical effects (data destruction, disruption
of computer programmes, or even DDoS attack). According to most commentators, cyber
operations producing physical damage or injury are understood to qualify as use of force.190
Conversely, a qualification of cyber operations not producing any effect in the real world is more
controversial.191
Any physical effects – either physical damage, injury or loss of life – produced by a cyber operation
means that it qualifies as a use of force. Cyber operations producing damage of low intensity, such
as only damaging one computer without further effects, may qualify as a use of force; however, the
victim State may decide not to qualify it as such. For instance, the hypothetical example of a cyber
operation conducted by one State against another, aiming to physically damage the smartphones
of members of government, may constitute a use of force; however, it seems unlikely that a State
would qualify it as such due to the low intensity of its effects. The Stuxnet case offers a good
illustration. The Stuxnet worm resulted in physical damage to centrifuges belonging to the Iranian
nuclear programme, which qualified this cyber operation as a use of force. While some scholars
agree that Stuxnet amounted to a use of force, it has never been qualified as such by either the
victim State – Iran – or any other State.192 The limited severity of this cyber operation might be the
reason, or one of the reasons, explaining its non-qualification as a use of force by States; however,
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See for instance: Schmitt, ‘Cyber Operations and the Jud Ad Bellum Revisited’ (n 152) 573 (‘[i]t would be no
less absurd to suggest that cyber operations that generate consequences analogous to those caused by kinetic
force lie beyond the prohibition’s reach, than to exclude other destructive non-kinetic actions, such as
biological or radiological warfare.’). See also: Schmitt, ‘Computer Network Attack’ (n 149) 17; Christopher C
Joyner and Catherine Lotrionte, ‘Information Warfare as International Coercion: Elements of a Legal
Framework’ (2001) 12 European Journal of International Law 825, 850; ‘A Helpless America? An
Examination of the Legal Options Available to the United States in Response to Varying Types of CyberAttacks from China’ (2001) 17 American University International Law Review 641, 666; Silver (n 82) 85;
Hollis (n 149) 7; Hoisington (n 118) 447 et seq.; Kerschischnig (n 187) 135; Dinniss (n 151) 74; Schmitt, The
Tallinn Manual (n 76) 48; Compagno (n 149) 59; Radziwill (n 15) 131.
Barkham (n 118) 84–85; Lin (n 149) 73.
Dinniss (n 151) 37–75; on Stuxnet see generally: Zetter, Countdown to Zero Day (n 37).
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other reasons might also explain this decision; for example, perhaps Iran wanted to avoid escalation
or to employ other means to respond.193
The qualification as use of force of cyber operations that do not produce effects in the real world
is much more controversial. Some authors are strongly opposed to their qualification as a use of
force, whereas others support such qualification under certain conditions.

194

This begs two

questions: firstly, is the production of physical effects a threshold in itself? Secondly, are physical
effects always considered to be more grave than non-physical effects? Both these questions can be
answered negatively. It is true that physical effects are more visible and tangible and thus lend
themselves to be considered a use of force. Cyber operations producing only non-physical effects
are nevertheless capable of producing large-scale effects.195 It seems illogical not to qualify cyber
operations as a use of force if they have consequences – whether direct or indirect – that jeopardize
the survival of the targeted State.

2.1.7.

Cyber operations targeting critical infrastructures

When assessing if a cyber operation amounted to a use of cyber force, it is necessary to take into
account whether the target amounts to critical infrastructures. The fact that the target is a critical
infrastructure constitutes an aggravating factor that may tip the balance in favour of the
qualification as a use of force. The present subsection develops the notion of critical infrastructures
(2.1.7.1) and critical information infrastructures (2.1.7.2), and then analyzes how it may affect the
qualification of cyber force (2.1.7.3).

2.1.7.1.

The notion of critical infrastructures

The umbrella term of ‘critical infrastructures’ refers to infrastructures, assets or systems that a State
considers to be essential for the maintenance of vital societal functions, or bear an important risk
on the population. They may in fact constitute an important risk for the population or negatively
impact the security of the State if they are damaged, destroyed or disrupted. Cyber threats to critical
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infrastructures constitute an important challenge for national and international security.196 It can be
observed that most definitions consider, inter alia, the sectors of governmental and public services,
security, food, water, transportation, energy, health, finance and banking as critical sectors.197 There
is, however, no universally accepted definition of what constitutes a critical sector.198
Most States adopt their own definition of what constitutes a critical sector and critical
infrastructures. The objective for them is to identify which facilities or assets constitute critical
infrastructures and how to protect them against man-made threats, such as cyber threats, and
natural disasters. Generally, States identify a list of critical sectors, and then within each sector they
identify critical infrastructures.
At the international level, the UN General Assembly adopted in 2003 a Resolution on the Creation
of a global culture of cybersecurity and the protection of critical information infrastructures, suggesting that
generally critical infrastructures relate to “the generation, transmission and distribution of energy,
air and maritime transport, banking and financial services, e-commerce, water supply, food
distribution and public health”. This is not a definitive list and the Resolution recognizes that “each
country will determine its own critical information infrastructures”.199
The European Union adopted a European Programme for Critical Infrastructure Protection
(EPCIP),200 on the basis of the Directive on European Critical Infrastructures of 2008,201 as a
framework for its efforts to protect critical infrastructures in Europe. The European Union
distinguishes between National Critical Infrastructures (NCI) and European Critical Infrastructures
(ECI), the latter referring to “critical infrastructures which are of the highest importance for the
Community and which if disrupted or destroyed would affect two or more MS, or a single Member
State if the critical infrastructure is located in another Member State”.202 The Directive lists two

196

197

198

199

200

201

202

Eric Myjer, ‘Some Thoughts on Cyber Deterrence and Public International Law’ in Nicholas Tsagourias and
Russell Buchan (eds), Research handbook on international law and cyberspace (Edward Elgar Publishing 2015) 287–
290.
Creation of a global culture of cybersecurity and the protection of critical information infrastructures, UNGA
Res 58/199 (23 December 2003); see also Nicholas Tsagourias, ‘Cyber Attacks, Self-Defence and the Problem
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ECI sectors encompassing several sub-sectors: firstly, energy (electricity, oil, and gas); secondly,
transport (road, rail, air, inland waterways transport as well as ocean and short-sea shipping and
ports).203 This is a rather restrictive list as it only focuses on critical infrastructures of European
importance.
In 2004, the European Commission adopted a Communication on critical infrastructure protection in the
fight against terrorism, which included a list of critical infrastructures not limited to ECI.204 According
to this list, sectors covering critical infrastructures include:
1. Energy installations and networks;
2. Communications and Information Technology (e.g. telecommunications, broadcasting
systems, software, hardware and networks including the Internet);
3. Finance;
4. Health Care;
5. Food;
6. Water (e.g. dams, storage, treatment and networks);
7. Transport;
8. Production, storage and transport of dangerous goods;
9. Government.205
The United States has over time adopted various approaches to critical infrastructures.206 Currently,
critical infrastructures may relate to a list sixteen critical sectors, including:
1. Chemical;
2. Commercial Facilities;
3. Communications;
4. Critical Manufacturing;
5. Dams;
6. Defense Industrial Base;
7. Emergency Services;
8. Energy;
9. Financial Services;
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10. Food and Agriculture;
11. Government Facilities;
12. Healthcare and Public Health;
13. Information Technology;
14. Nuclear Reactors, Materials, and Waste;
15. Transportation Systems;
16. Water and Wastewater Systems;207
France identified twelves sectors of critical infrastructures,208 which are grouped into three
categories. They are:
•

Government (civilian activities of the State; military activities of the State; judicial activities;
space and research).

•

Protection of the population (heath; water supply; food supply).

•

Economic and social sectors (energy; information, audio-visual and electronic
communications; transport; finance; industry).209

In brief, the four examples of lists of critical sectors presented above show that States adopt
different lists and approaches to critical infrastructures. Despite some differences, these lists are
very similar to one another.
Today’s critical infrastructures crucially depend on computer systems and networks and are
therefore particularly vulnerable to cyber operations.210 Stuxnet demonstrated how a nuclear plant,
which is generally considered to amount to a critical infrastructure, could be targeted and damaged
by a cyber operation.211 Similarly, the cyber operation causing physical damage to a German steel
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facility in 2014, which the Germany’s Federal Office for Information Security reported,212 offers
another illustration of the vulnerability of critical infrastructures to cyber threats.
The vulnerability of critical infrastructures to cyber operations is an important concern for States
and international organizations. Cyber operations may have devastating consequences in reality.
The protection of critical infrastructures against cyber operations is a significant cyber security
challenge,213 which can explain why numerous cyber defense exercises carried out are based on
scenarios targeting critical infrastructures.214

2.1.7.2.

Critical information infrastructures

A subcategory of critical infrastructures specifically concerns computer networks and systems: the
Critical Information Infrastructures (CII). The CII are computer networks and systems, the
disruption or destruction of which would seriously impact the health, safety, security, or economic
well-being of citizens, or the effective functioning of the government or the economy.215 In other
words, the CII is the result of an increasing reliance on critical infrastructures, and more generally
of our societies and economies that rely on computer networks and systems.216
Today’s societies and economies are wholly dependent on ICT technology. Hence, a significant
number of computer systems and networks may be considered to amount to CII. The cyber
operations that targeted Estonia in 2007 showed the dramatic consequences on the functioning of
a State after DDoS attacks disrupted critical computer systems and networks.217
The vulnerability of critical infrastructures to cyber operations has a twofold dimension:
vulnerability of the computer systems and networks on which critical infrastructures rely, on the
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one hand; and the vulnerability of computer systems and networks that they themselves constitute
critical infrastructures, on the other.

2.1.7.3.

Cyber force and critical infrastructures

As previously analyzed, the determination on whether a cyber operation constitutes a use of force
mainly depends on the effects it produces. Cyber operations producing effects such as loss of life,
injury, or damage or destruction to properties are likely to qualify as uses of force, while this
qualification seems more debatable and less likely in a cyber operation causing only cyber effects,
such as destruction or disruption of data.
However, the nature of the target may also influence whether it qualifies as a cyber use of force, or
not. A cyber operation with limited effects to the disruption of the computer network of a
municipal library would clearly not amount to a use of force. Conversely, if the disrupted network
is a CII or is essential for the functioning of a critical infrastructure, the cyber operation is more
likely to be considered to be a use of force despite the fact that it produced solely digital effects.218
To reiterate, not all cyber operations targeting and affecting critical infrastructures qualify as a use
of force because this would be a too inclusive approach.219 It is undeniable, however, that in cyber
operations that do not produce physical effects, thus generally considered below the use of force
requirements, this might constitute a decisive element changing their qualification. Conversely, if
the cyber operation produces non-physical effects only, which do not impact a critical
infrastructure of the targeted State, this cyber operation is highly unlikely to qualify as a use of
force.220
The relationship between critical infrastructures and cyber operations is not confined to the
question of the use of force, and will be further developed with regard to the threshold of armed
attack,221 the lawfulness of cyber operations,222 and the reparation of damage obligation resulting
from a cyber operation.223
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2.1.8.

The attribution of a coercive cyber activity to a State and its
intent

The status and the legal framework applicable to cyber operations depend on the context in which
they unfold. In this regard, it is also necessary to take into account the intent of the State conducting
the cyber operations and the situation between the perpetrator State and the victim State. In some
circumstances, state-sponsored cyber operations are performed by non-state actors, which in turn
gives rise to the question of attribution of such acts (2.1.8.1). In addition, mistake and involuntarily
acts may still constitute unlawful uses of force (2.1.8.2).224

2.1.8.1.

Attribution of the coercive cyber activity conducted by proxies

Attribution of conduct to a State is an important question in international law.225 The State is an
abstract entity. It can only act by the medium of one or more persons, whose acts can be attributed
to a State.226 In other words, and as affirmed by Dionisio Anzilotti, for the purpose of attribution
“the activity of a State is nothing but the activity of individuals that the law imputed to the State”.227
The prohibition of the use of force applies only to States. A State might however also violate this
prohibition by directing or supporting the use of force by non-state actors. ‘War by proxies’, which
evolved enormously during the Cold War, creates a fog that renders it more difficult to identify the
belligerent State parties and to act against them.228 Several cyber operations alleged to have been
conducted by States are actually, at least partly, attributed to non-state actors.229 For instance, after
the 2007 cyber operations against Estonia, the Estonian government accused Russia of carrying
out these attacks but admitted that it had no evidence to support this accusation.230 However,
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members of the Russian youth group ‘Nashi’ (Наши)231 acknowledged their involvement232 and a
member of the Russian Parliament confirmed that his assistant had carried out cyber operations
against Estonia.233 Various groups with varying degrees of organization, such as Anonymous or the
Russian Business Network (RBN), have also been suspected of conducting cyber operations on
behalf of States. The RBN, for instance, carried out cyber operations against Georgia during the
Russo-Georgian War.234 Such cyber operations, which are apparently conducted by proxies,
challenge the attribution of cyber operations to States as well as the application of international
law.
These activities can be conducted by entities legally authorized by domestic law to act on the behalf
of the State, such as State organs or entities authorized to exercise certain areas of governmental
authority. Any acts of carried out by these entities are attributable to the State, even if they act
beyond their proper competences, unless the agent acted in a private capacity. These activities may
also be conducted by entities not explicitly authorized by domestic law, although some of their acts
might be attributable to the State.
Part III of this dissertation focuses on the question of attribution, and Chapter 9 deals specifically
with the question of attribution of cyber operations to a State.235

2.1.8.2.

Coercive cyber activities executed by mistake or involuntarily

The criterion of the intent of a State to act against another State makes it clear that an act made by
mistake or involuntarily may qualify as a use of force. This assertion is more practical than legal,
which Olivier Corten contends in the light of his observations on State practice.236
This criterion is particularly relevant in the case of cyber operations through botnets, which are
networks of computers infected and used remotely without the knowledge of their owners. In the
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case of the cyber operations that disrupted Estonia in 2007, computers from all over the world
were used as part of botnets. In the assessment of whether or not the situation amounted to a use
of force against Estonia, it is important to understand that even if States owned the infected
computers,237 those States should not be held responsible for the use of cyber force as long as they
were not voluntarily targeting the victim State.

2.1.9.

Relevant circumstantial evidence for the qualification of a
coercive cyber activity as a prohibited use of force

Two pieces of circumstantial evidence or contextual factors must be taken into account in addition
to the intent of the State: the context in which the cyber operation occurs (2.1.9.1) and the publicity
of the coercive cyber activity (2.1.9.2).

2.1.9.1.

The circumstances of the coercive cyber activity

The circumstances in which a cyber operation occurs may be very useful in determining whether it
meets the criteria of a prohibited recourse to force. Cyber operations mainly fall into the category
of low intensity use of force, rendering it difficult to qualify them as a use of force. On this point,
Rosalyn Higgins observes with regard to the ‘degree of force’:
However, the degree of force used is a relevant factor in its own right, to be
considered in any comprehensive analysis—for, if the Charter places the
burden of the proof on that state which resorts to force to prove that it is
acting justifiably, then a fortiori, any massive-scale measure raises a
presumption of unlawfulness. Violence of a less intense nature may still
prove a relevant factor when taken together with other circumstances. 238

No cyber operation has ever irrefutably qualified as a threat or use of force by any State or
international organization. This could be traced to the relatively low intensity of most cyber
operations that have occurred until now. Different contextual factors might influence the
qualification of a cyber operation. For instance, the relationship between the concerned States
might be a determinant factor. In the context of peaceful relations between two States, the
threshold might be higher. Conversely, in the context of escalating tension between two States, a
cyber operation might more easily qualify as a use of force; however, States might also abstain from
this classification in order to avoid escalation.
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One of the most important contextual factors is whether a cyber operation constitutes an isolated
act or is part of a more complex situation;239 an isolated act is less likely to qualify as a use of force.240
Olivier Corten asserts that “an isolated incident is not generally considered by States as coming
under the prohibition of the use of force under the Charter, even if it implies an act that could, in
another context, be characterised otherwise”.241 For instance, a cyber operation conducted
alongside other operations can more readily qualify as a use of cyber force.
Most examples of cyber operations were conducted as standalone acts; because of this, it might be
one of the reasons why none of them qualified as a use of force even when they seemingly met the
requirements of Article 2, paragraph 4.

2.1.9.2.

The publicity of the coercive cyber activity

Another piece of circumstantial evidence, or a contextual factor, that plays a role is the publicity of
the cyber operation and its effects. Publicity can be linked to the criterion of ‘gravity’ or ‘severity’
as it might influence public perception of the operation. The publicity of a coercive cyber activity
and its consequences must be distinguished from the general political and strategic interests of
States.
To restate a point made on multiple occasions, there is still uncertainty over the legal qualification
of cyber operations. Given the current uncertainty and in order to avoid the constraint and
complexity of international law and to benefit from a certain freedom, States may refrain from
making it public and from qualifying a cyber operation of low or medium intensity as a use of force.
There are three main reasons for doing so: firstly, States, like private actors, always refrain from
confessing and exposing their weaknesses, and so, when possible, they might prefer to deal with a
cyber operation within the secrecy of their military services. Secondly, as there are no clear and
settled qualifications and norms governing cyber operations, States may prefer to take advantage
of this ‘grey area of law’, which permits them to act according to their desires and interests. Thirdly,
the qualification of a use of force might lead to an escalation in the use of force between
belligerents.
Against this backdrop, in cases of large-scale cyber operations producing serious damage, States
might be more willing to expose these and qualify them as a use of force. If the cyber defence
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capacity of a State is affected by cyber operations to such an extent that its function, or even its
survival, are at stake, the State might be more willing to make it public in order to garner
international support. In my opinion, this would be even more likely when the State’s population
is aware of the effects of the cyber operation in question.
In support of this assertion, the cyber operations against Estonia in 2007 and the Stuxnet worm
that disrupted the Iranian nuclear programme significantly affected both targeted States, leading
these States to communicate with one another and to expose these cyber operations and their
consequences. It is interesting to note that in both cases whether or not the cyber operations
qualified as uses of force was considered but lead to no pronouncements on the question.242
Stuxnet is likely to qualify as a use of force as it produced physical damage. Its effects have been
compared to the effects of an air strike. According to Reese Nguyen, it “produced physical damage
of the Iranian nuclear facility comparable to that caused by the 1981 and 2007 Israeli air strikes that
destroyed partially-constructed reactors in Bagdad and Syria”.243 However, even if the level of
severity appeared not to be negligible, Iran did not qualify it as a use of force, preferring to respond
through the covert channels of cyberspace by targeting a Saudi company.244 Moreover, the
qualification of Stuxnet as use of force is debatable, as, even if it produced physical damage, it was
not sufficiently intense to reach the threshold of intensity set forth in Article 2, paragraph 4. This
incident can also be seen as a sign that in some instances the expectations of States are higher
regarding the gravity of destruction caused by cyber operations than those resulting from kinetics
operations.
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2.1.10. Concluding remarks
Cyber operations producing physical effects such as damages, loss of life or injury are currently
considered more likely to qualify as a prohibited recourse to force. In this regard, it is one of the
rare examples of a cyber operation causing physical damage,245 and thus the most likely one to
qualify as a use of force. However, even if a large part of the literature considers it to be a possible
use of force, this conclusion has not been endorsed publically by any State.
The cyber operations against Estonia in 2007 disrupted the State in a way that dangerously affected
its operations but did not jeopardize its survival. This example has been viewed as a possible case
of recourse to prohibited use of force; however, such position was quickly ruled out. It must be
noted nonetheless that it is too early to determine if it amounts to a continuous State practice or is
merely a nascent custom.
There are thus only two cases of cyber operations that have been categorically held to amount to a
prohibited use of force: Stuxnet targeting the Iranian nuclear plant and the cyber operations against
Estonia. All other cases have fallen below the threshold of the use of force. It demonstrates
perfectly well how only few cyber operations actually qualify as a use of force. Consequently, it
might be more useful and fruitful to find a more appropriate legal framework that would deal with
the vast majority of cyber operations.

2.2.

Cyber threat and threat of cyber force

Article 2, paragraph 4, of the UN Charter was revolutionary because of its extension to include the
explicit prohibition of the threat of force, alongside the prohibition of the use of force.246 In this
section on the application of jus contra bellum to cyber operations, the previous section defined the
concept of ‘cyber force’ in international law and demonstrated that the actual cyber operations
carried out by States would have difficulty in meeting the threshold of the prohibition of the use
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of force. Similar to cases concerning actual use of force and from the perspective of States or
international organizations, no cyber operation has ever qualified as a threat of force.
Although both the threat of force and the use of force are coupled together in Article 2, paragraph
4, the ‘threat of force’ must be distinguished and examined independently of the actual ‘use of
force,’ which is the objective of the current section.247 Most of the literature applying Article 2,
paragraph 4, of the UN Charter to cyber operations focuses on the use of force and, therefore, the
threat of cyber force remains neglected and understudied.248 This section endeavours to fill this gap
through an analysis of inter-state cyber operations according to the second prohibition of Article
2, paragraph 4, of the UN Charter: the prohibition of threat of force. The main argument of this
section is that in most inter-state cyber operations the qualification of the threat of force is arguably
more appropriate than attempting to qualify them as an actual use of force at any cost. Two main
types of threats of force will substantiate this point. On the one hand, there is recourse to an open
threat of force in order to extract concessions. This first form of a threat of force is the most
obvious one and can be implied directly from the wording of the UN Charter. Simply put, a State
resorting to an open threat of force against another State to extract concession violates Article 2,
paragraph 4, only if it constitutes a threat of the prohibited force. On the other hand, there is also
recourse to a demonstration of force in order to extract concessions from the threatened State.
This section is divided in five subsections: the first part summarizes the characteristics of the
prohibition of the threat of force (2.2.1). It is followed by the study of the preliminary question of
the form of communication of the threat of force, and more specifically the question of resorting
to a cyber threat of force (2.2.2). The third and fourth parts demonstrate the accuracy of the two
categories of the threat of force – an open threat of force and a demonstration of force – in the
cyber realm (2.2.3 and 2.2.4). The fifth, and final, part is dedicated to the demonstration that
building cyber capabilities does not constitute a prohibited threat of force (2.3.5).
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2.2.1.

The prohibition of the threat of force

Article 2, paragraph 4, of the UN Charter prohibits the ‘threat or use of force’ but neither the UN
Charter nor its travaux préparatoires provide a definition of the threat of force.249 It can be assumed,
however, that it does not encompass every threat between States,250 as will become clear in this
section. The first part aims to summarize the characteristics of the prohibition of the threat of force
that are necessary to have in mind for this study.
As a preliminarily remark, it is noteworthy that the term ‘threat’ appears on two occasions in the
UN Charter: Article 2, paragraph 4, prohibits the ‘threat of force’ and Article 39 refers to ‘threat to
the peace’. It is necessary to distinguish these two manifestations in the UN Charter; this section
will only focus on the former, while the latter is not developed in the present dissertation.
The prohibition of the threat of force shares several characteristics with the prohibition of the use
of force. First of all, there are two exceptions to these prohibitions in the UN Charter that may
render a threat or use of force lawful: firstly, if it is conducted in individual or collective self-defence
(article 51);251 and on the other, if authorized by the Security Council under Chapter VII. Secondly,
the prohibition of the threat of force is also a norm of customary international law, encompassed
in Article 2, paragraph 4, the wording of which has customary weight,252 and confirmed in
concurring ‘settled practice’ and opinio juris.253 If its customary status is undisputed, then its
qualification as jus cogens is more debatable.254
Determining the content of the prohibition of the threat of force remains a complicated task. James
Crawford perfectly summed up the problem when he observes: “[w]hile the term ‘use’ in the
context of armed force is tolerably clear, the term ‘threat’ remains uncertain”.255
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There are currently only three precedents, which emanate from the ICJ, where incidental reference
is made to the threat of force.256 In the first case, the Corfu Channel case, the ICJ implied that a
demonstration of naval force aiming to extract political concessions could qualify as a prohibited
threat of force. 257 In the second case, the Nicaragua case, the ICJ rejected the qualification of a
threat of force with regard to the US military manoeuvres at the borders of Nicaragua258 and the
militarization of Nicaragua.259 On this last point, the Court affirmed that there is no general rule in
international law limiting the level of armaments of a State. The third and last case, the Advisory
Opinion on the Legality of the Threat or Use of Nuclear Weapons, is the most important as it confines
the prohibition of the threat to recourse to prohibited force.260 Moreover, the Advisory Opinion
also concludes that the possession of nuclear weapons is not a threat of force per se.261
The ICJ jurisprudence can be described as ‘sparse’ and ‘scattered’ and demonstrates notable
inconsistencies among the different precedents.262 The Advisory Opinion on the Legality of the Threat
or Use of Nuclear Weapons is the only precedent giving a clear definition; the other cases are therefore
of limited assistance and it remains difficult to draw a clear definition.
Moreover, in contrast to scholarship on the actual use of force, scholars have neglected the study
of the threat of force since the adoption of the UN Charter.263 Consequently, no definitional
consensus on the threat of force exists among scholars. Some commentators follow the ICJ
formula and follow a more restrictive approach, confining the threat of force to the threat of the
prohibited force, while others advocate for a more extensive approach and include additional
situations that encompass the prohibition of the threat of force.

2.2.2. Cyber threat of force
The first question that arises from the study of the threat of force in the cyber domain is whether
a cyber threat of force can violate the prohibition of Article 2, paragraph 4, of the UN Charter. In
other words, does the form of communication employed by a State to threaten another have any
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significance? The answer is clearly no. To violate Article 2, paragraph 4, a State has to communicate
its readiness to resort to force against another, irrespective of the form of communication
employed.264 The threat can be verbal or written, explicitly expressing the State’s readiness to resort
to force, or a demonstration of force showing its readiness to resort to force. A cyber threat of
force is a threat that is communicated through cyberspace. Cyberspace is thus the only vector for
the threat and does not affect the content or credibility of the threat. In consequence, it is irrelevant
when determining the lawfulness of the threat under the UN Charter.265
A verbal or written threat of force can be communicated to the threatened State, for instance, via
e-mail or by phone. Moreover, it can be communicated through the medium of the press, which
today would incorporate the Internet press. For example, in 2013 during a meeting with the Prime
Minister of Israel, Benjamin Netanyahu, the US Secretary of State John Kerry expressed the
readiness of the US to take action against Syria by stating that “[t]he threat of force is real”.266 Given
that it did not physically address any member of the Syrian Government, this warning to Syria was
partially a cyber threat to resort to force. Hence, the Syrian Government was able to receive the
threat via the press coverage of the meeting and the subsequent transcript published on the website
of the US Department of State.
After this short summary of the form of communication of a threat of force, the three next subsections will focus on what constitutes a threat of cyber force.

2.2.3. The prohibition of the threat to resort to prohibited force
An open threat of force to extract concessions constitutes the first form of a threat of force, which
can be garnered directly from the wording of the UN Charter. Because Article 2, paragraph 4,
prohibits the ‘threat or use of force’, the first measure is to determine whether the threat of force
amounts to an actual threat of prohibited force. In this part that analyzes threats of cyber force
according to this first form, it is divided into two subparts: the first subpart will develop the
characteristics of the first form of threat of force (2.2.3.1), and then the second subpart will study
the qualification of cyber operations as open threats of force (2.2.3.2).
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2.2.3.1.

The ICJ’s formula

The International Court of Justice, in its Advisory Opinion on the Legality of the Threat or Use of
Nuclear Weapons, confined the prohibition of the threat to resort to prohibited force.. In other
words, an unlawful threat is a conditional promise to resort to force in circumstances where the
use of force would itself be unlawful. This approach on the threat of force is developed in
paragraph 47 of the Advisory Opinion:
In order to lessen or eliminate the risk of unlawful attack, States sometimes
signal that they possess certain weapons to use in self-defence against any
State violating their territorial integrity or political independence. Whether a
signalled intention to use force if certain events occur is or is not a “threat”
within Article 2, paragraph 4, of the Charter depends upon various factors. If
the envisaged use of force is itself unlawful, the stated readiness to use it
would be a threat prohibited under Article 2, paragraph 4. Thus it would be
illegal for a State to threaten force to secure territory from another State, or
to cause it to follow or not follow certain political or economic paths. The
notions of “threat” and “use” of force under Article 2, paragraph 4, of the
Charter stand together in the sense that if the use of force itself in a given case
is illegal - for whatever reason - the threat to use such force will likewise be
illegal. In short, if it is to be lawful, the declared readiness of a State to use
force must be a use of force that is in conformity with the Charter. For the
rest, no State - whether or not it defended the policy of deterrence - suggested
to the Court that it would be lawful to threaten to use force if the use of force
contemplated would be illegal.267

First formulated by Ian Brownlie in 1963, this approach on the threat of force prevails.268 It is
worth noting that neither the Advisory Opinion nor the opinions expressed by the judges explain
the choice of this formula;269 however, the formula set down by the ICJ is clear. An illustration
might be needed to render this formula more comprehensible.
The best example of this kind of threat of force is a threat by ultimatum. An ultimatum as a threat
of force would be, for instance, when State A formulates a demand to State B, which its rejection
or non-compliance within a fixed period of time will result in recourse to force by State A against
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State B. A textbook case can be found in President George W. Bush’s television address on Iraq,
on 17 March 2003 at 8:01 p.m.:
My fellow citizens, events in Iraq have now reached the final days of decision.
For more than a decade, the United States and other nations have pursued
patient and honorable efforts to disarm the Iraqi regime without war. […]
Many nations, however, do have the resolve and fortitude to act against this
threat to peace, and a broad coalition is now gathering to enforce the just
demands of the world. The United Nations Security Council has not lived up
to its responsibilities, so we will rise to ours. […] All the decades of deceit and
cruelty have now reached an end. Saddam Hussein and his sons must leave
Iraq within 48 hours. Their refusal to do so will result in military conflict,
commenced at a time of our choosing. For their own safety, all foreign
nationals, including journalists and inspectors, should leave Iraq
immediately.270

After the ultimatum’s deadline expired, President Bush announced the beginning of operation Iraqi
Freedom.271 This declaration constitutes a fitting example of a verbal threat to extract a concession
with an explicit promise to resort to force in the case of non-compliance.

2.2.3.2.

Open threat to resort to cyber force

In cyber operations, a threat of cyber force will violate the prohibition of Article 2, paragraph 4,
only if the threatened cyber force amounts to an unlawful use of force in the same circumstances.272
This is the contemporary leading approach among scholars and is also the approach followed by
the rule 12 of the Tallinn Manual:
A cyber operation, or threatened cyber operation, constitutes an unlawful
threat of force when the threatened action, if carried out, would be an
unlawful use of force.273

Is a general threat to resort to force sufficient to constitute a violation of the prohibition of Article
2, paragraph 4? The answer is unequivocally yes. Most verbal or written threats of force constitute
a general threat of force, without specification on which kind of force might be used. For instance,
in the two examples discussed above – President Bush’s ultimatum to Iraq and the warning
addressed by John Kerry to Syria – the threats of force were of a general nature; there were no
specification on the type or intensity of the pledged use of force. It seems most likely that threat
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of force will remain largely general, and cyber force will be one of the possible options to be
exercised by the threatening State.
A threat of cyber force will depend on the specifics of each case, which questions the particular
perceptions and the credibility of this kind of threat. Indeed, how the threatened State will
apprehend a threat of force will be crucial for its qualification as a real threat of force. Having
conducted an extensive study on the practice of threats of force, Nikolas Stürchler highlights the
importance of the criterion of credibility when determining the lawfulness of a threat.274 A threat
of force is seen as a credible threat if it is sufficiently serious and dangerous to be considered as
such by the threatened State.
Two hypothetical situations can demonstrate the importance of the criterion of credibility. Firstly,
if Russia threatens another post-Soviet State that it will resort to cyber force, this threat is likely to
qualify as a prohibited threat of force. Indeed, the two previous uses, or alleged uses, of cyber
operations by Russia against Georgia275 and Estonia276 render this threat credible. Moreover, the
tense relations between Russia and some post-Soviet States also makes credible the readiness of
Russia to resort to force, including cyber force, against these States.
Secondly, in other circumstances, a threat of cyber force might not be seen as a credible threat of
force. A threat of cyber force expressed against a State with a poorly developed Internet
infrastructure may not be considered to amount to a serious threat. Indeed, in such circumstances
the consequences of promised use of force might not deeply affect the targeted State. It must be
noted here that the reverse assertion is not true; a State without extensive cyber capabilities might
be capable of perpetrating a highly harmful cyber operation, and thus its threat of cyber force might
be considered credible. Nowadays it is relatively easy and cheap to prepare and perpetrate a harmful
cyber operation.
The hypothetical situations developed above demonstrate the importance of the criterion of
credibility and how it can influence the qualification of a threat of cyber force as a prohibited threat
of force under the UN Charter.
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A final comment on the opportunity to resort to an open threat of cyber force is necessary. Threats
of cyber force are most unlikely to arise as a result of the specific character of the cyber operation.
The effectiveness of cyber operations is most of time due to the exploitation of cyber vulnerabilities
and the element of surprise. The threat against a specific infrastructure will lead the threatened
State to seek and correct exploitable vulnerabilities in the targeted infrastructure. From a similar
perspective, a general threat to resort to cyber operations against a State would allow this State to
protect its infrastructure and prepare some possible technical countermeasures277 in order to
prevent the effects of the threatened use of cyber force.

2.2.4. Demonstration of cyber force as a prohibited threat of force
Demonstration of cyber force constitutes the second form of a threat of force, along with an open
threat of force to extract concessions. In the literature on the threat of cyber force, a demonstration
of force is sometimes analyzed but remains for the most part neglected and understudied.278
What constitutes a demonstration of force violating the prohibition of the threat of force? In
contrast to an open threat of force, a demonstration of force is constituted by acts, instead of
words, performed by a State. Demonstrations of force may take a variety of forms; it is most
notably identified in military acts – such as deployment of troops, manoeuvres, nuclear arms buildups or testing – showing the readiness of a State to resort to force against another.279
When it comes to cyber operations, as developed in the previous section, most of cyber operations
fail to qualify as an actual use of force but could constitute a demonstration of force amounting to
a prohibited threat of force. In order to address this question, we will study two types of cyber
operations with relevant examples: firstly, the DDoS attacks on Estonia and Georgia; and secondly,
the computer worm that targeted an Iranian nuclear plant.
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2.2.4.1.

Large-scale distributed denial of service attacks as a demonstration
of force

A DDoS attack is a cyber attack, which aims to make a machine or network resource unavailable
by flooding it with requests from compromised systems. Could such a large-scale DDoS attack
amount to a demonstration of force? It seems that it can be answered positively but only under
certain conditions. The large-scale DDoS attacks against Estonia and Georgia will be studied in
order to demonstrate and illustrate this assertion.
As a prelude to the 2008 Russo-Georgian War,280 Georgia faced several cyber attacks that appeared
to be conducted or sponsored by Russia.281 These cyber attacks continued during the armed
conflict.282 The cyber operations against Georgia were mainly of two types: website defacements –
including cyber attacks aiming to change the visual appearance and content of a website – and
DDoS attacks. 283 Here, the focus is on cyber operations that occurred prior to the onset of the
armed conflict and focus only on determining whether, or not, those attacks could amount to a
threat of force.
The Georgian Government did not qualify those cyber operations as a threat or use of force.284
However, exacerbated relations between Georgia and Russia might have rendered credible any
threat to resort to force, and thus the qualification of threat of force seems plausible. With regard
to the cyber operations, it is noteworthy that the Internet infrastructure of Georgia is not overly
developed and the country is not highly dependent on the Internet; therefore, the consequences of
cyber operations were limited and resulted mainly in the inability of the Georgian Government to
access its websites and to use them to communicate. As a consequence, the qualification of a threat
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of force might seem difficult in this situation. It can be noted that all possible considerations about
this question faded into the background with the outbreak of the armed conflict.285
The second example concerns the Estonian cyber crisis in 2007. In April 2007, Estonia faced
violent street protests by a minority group of Russian-descent after it began to remove a bronze
statue of a Soviet soldier from the World War II era. Simultaneously, the country experienced
multiple cyber operations, notably large-scale DDoS attacks on the websites and servers of private
and public institutions.286 The Estonian government made accusations against Russia for the cyber
attacks; however, Russia denied any involvement.287 Unlike Georgia, Estonia is highly connected
and extremely dependent on its computer infrastructure. As a result of the cyber operations, a large
part of the Estonian economy, media and government experienced paralysis.
While neither Estonia nor other States considered those cyber operations to be a use or threat of
force, there is a case to argue that these cyber operations could constitute a credible threat of force.
Indeed, their consequences resulted in the partial paralysis of the State, limiting the ability of the
country to respond in case of military action. Moreover, they occurred during a time of fractured
relations between the targeted State and the alleged threatening State, rendering any threat of force
more credible. Given the state of affairs, those cyber operations could be viewed as potential
preluding measures to a use of force. Based on this assertion, they could be considered to be a
demonstration of force violating the prohibition of the threat of force expressed in Article 2,
paragraph 4 of the UN Charter.
The Estonian example clearly shows that a large-scale DDoS attack against an Internet-dependent
State could constitute a threat of force. However, the Georgian example reflects the difficulty, in
some circumstances, in applying this test.

2.2.4.2.

A computer worm causing physical damage as a demonstration of
force

In this part, we turn to cyber operations that can produce physical effects on the targeted system.
The question is: can a cyber operation producing physical damage amount to a prohibited
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demonstration of force? I assert it can. One of the only examples of cyber operations having
produced damage is a computer worm that infected several computer systems worldwide and
produced physical damage on centrifuges in an Iranian nuclear plant.288 Could it qualify as a threat
of force? Arguably it can constitute a use of force and at the same time a demonstration of force,
which therefore shows the readiness and determination of the attacking State to carry out further
attacks.289
The first point to take into account is the fact that it produced physical damage on an Iranian
nuclear plant,290 and that it operated within the border of the targeted State. However, there is
nothing to prohibit the qualification of a threat of force where the action crosses the territorial
border of the threatened State. For example, in 1996 a North Korean submarine ran aground on a
South Korean beach, and the former denounced it as an act of war.291 This situation can qualify as
a threat of force,292 even if it occurred on the territory of the victim State.
Could it amount to a demonstration of force revealing the readiness of its authors to resort to force
against Iran? The answer can be answered positively for the following reasons: firstly, the United
States and Israel are alleged to be the creators of the worm.293 Secondly, the worm is considered to
be an attempt to affect and slow down the Iranian nuclear programme.294 Consequently, it can be
viewed as a demonstration of force by the United States and Israel against Iran in order to show
the formers’ readiness to resort to force if the latter continues to flout their demands.
It can be concluded that a cyber operation producing physical damage, which qualifies as a use of
force, may also be considered as a threat of force. In the penultimate section, it is necessary to
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describe situations that resemble a demonstration of force without amounting to an actual
prohibited threat of force.

2.2.4.3.

Military exercises

Demonstrations of force must be distinguished from military exercises. Military exercises,
conducted within national boundaries or outside, are normally declared in advance in order to avoid
being mistaken as an actual threat of force, or as a prelude to the use of force.295 If a State fails to
announce a military exercise, third States may consider it to be an actual threat of force. For
instance, in November 1983 NATO conducted a military nuclear exercise code-named ‘Able
Archer’. Because the military exercise had not been announced to third States in advance, the Soviet
Union misinterpreted it as a real preparation for a nuclear strike and placed its forces and nuclear
fighters on high alert.296 After the exercise ended, the situation calmed down. Nevertheless, military
exercises can also be conducted as a demonstration of force. For instance, in the run-up to the
2008 Russo-Georgian War, both the United States and Russia conducted military exercises in the
area that could be considered to amount to a demonstration of force, showing their readiness to
resort to force.297
Cyber military exercises differ from other forms of military exercises. There is the visibility of
military exercises – such as the deployment of troops, manoeuvres or weapons testing – that can
be misinterpreted as a threat of force. However, in the case of cyber military exercises, nothing may
be visible or detectable by external States that could be misinterpreted as a threat of force. Some
unusual activity could be detected on military bases but nothing comparable to a fleet deployment
or vessels testing. Consequently, the risk of cyber military exercises being misinterpreted as an
actual threat of force is very low, or practically non-existent.
Finally, it must be highlighted that general military preparation does not constitute a threat of force
as long as it is not performed with the intention to specifically use force. The distinction between
the preparation and the threat of force leads us to ask the question whether the implementation of
cyber capabilities by a State can amount to a threat of use of force. To answer this question, a
parallel can be drawn with the building of nuclear military capacities, including nuclear weapons.
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2.2.5. Building cyber capabilities does not constitute a prohibited
threat of force
In the previous parts of this section on the threat of force, the different forms of threat of cyber
force were presented and interrogated. The purpose of this part is the reverse; it aims to
demonstrate that building cyber capabilities does not constitute a prohibited threat of force. This
question has preoccupied commentators and actors of the international community who have
attempted to characterize the development of certain weapons and the arming of States as a threat
of force or threat to the peace. The case of nuclear weapons is of particular relevance in this
regard.298
While some States view the possession of nuclear weapons and nuclear deterrence as an unlawful
threat of force, others disagree.299 The ICJ addressed this issue in the Advisory Opinion on the
Legality of the Threat or Use of Nuclear Weapons. The Court implicitly dismissed the idea that the
possession of nuclear weapons and nuclear deterrence constituted an unlawful threat per se under
Article 2, paragraph 4 of the UN Charter, holding:
Whether this is a ‘threat’ contrary to Article 2, paragraph 4, depends upon
whether the particular use of force envisaged would be directed against the
territorial integrity or political independence of a State, or against the
Purposes of the United Nations or whether, in the event that it were intended
as a means of defence, it would necessarily violate the principles of necessity
and proportionality.300

Consequently, the accumulation of nuclear weapons may not qualify as a threat of force by itself.301
In the case of Iran or North Korea, the threat does not come from the implementation of a nuclear
military programme but from the actual threat made by these States, Iran and North Korea
respectively, against other States.302
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In the Nicaragua case, the ICJ drew a more general rule on the building-up of State militaries: there
is no rule in general international law limiting the possible level of armaments of a State.303
As a consequence, the same conclusion can be applied to the constitution of cyber capabilities,
which does not necessarily constitute a threat of force. For instance, the United States implemented
the so-called ‘Olympic Games’ programme to develop its cyber capabilities.304 This programme by
itself cannot be seen as a threat of force. Conversely, the recourse to this programme to conduct
cyber operations against other States may qualify as a threat or use of cyber force.

2.2.6. Conclusion on the threat of cyber force
This section argued that the qualification as a threat of force might be more suitable for current
inter-state cyber operations, rather than the qualification as an actual use of force. The third part
of this section demonstrates the possibility that some cyber operations qualify as open threats to
cyber force, even if it demonstrates the inappropriateness of resorting to an open threat of cyber
force. The qualification as a demonstration of cyber force appears to be the most suitable regime
to regulate the various types of cyber operations.
It seems impossible to qualify recourses to cyber operations that were previously known as actual
uses of cyber force or open threats to cyber force. Conversely, this section demonstrated that
several examples could qualify as demonstrations of force amounting to prohibited threats of force.

2.3.

Cyber armed attack and cyber aggression

Only cyber operations reaching the level of an ‘armed attack’ trigger the victim State’s right to selfdefence. The customary right to self-defence is enshrined in Article 51 of the UN Charter, and
referred to by the ICJ in various cases and advisory opinions. The conditions and content of the
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right of self-defence are dealt with in Part IV of this dissertation.305 The UN Charter does not
provide a definition of an ‘armed attack’. Here I endeavour to define what constitutes a ‘cyber
armed attack’ by determining under which conditions a cyber operation is classified as an armed
attack.
In its classification of the various types of recourse to force and their consequences, the UN
Charter employs three terms: ‘force’, ‘aggression’ and ‘armed attack’. Article 2, paragraph 4
prohibits the threat or use of ‘force’. Article 39 prescribes the competences of the Security Council
to determine the existence of a threat to the peace, breach of the peace, or ‘act of aggression’, which
may incur the adoption of measures that may, or may not, involve the use of force. Finally, Article
51 confines the right of self-defence to cases involving an ‘armed attack’. The question arises as to
what is the relationship between these three forms of recourse to force. It is broadly accepted that
a ‘cascading relationship’ exists between them.306 The term armed attack being the narrower and
constituting a sub-category of aggression, and aggression itself being a sub-category of force.
However, none of these terms are defined by the UN Charter. Moreover, a certain ambiguity results
from the use of different terms based on the different language versions of the UN Charter. The
condition ratione materiae for the right to self-defence is the occurrence of an ‘armed attack’ in
English, and of an ‘agression armée’ in French. The use of the term agression armée led to some
confusion between the concept of armed attack and aggression.307
The ICJ, in the Nicaragua case, noted that the concept of armed attack is neither defined by the UN
Charter nor treaty law.308 In the Nuclear Weapons Advisory Opinion, the Court stated that the
provisions of the UN Charter regulating the recourse to force “apply to any use of force, regardless
of the weapons employed”.309 Consequently, there is nothing to prevent cyber operations from
amounting to potential forms of armed attack. Undoubtedly, some cyber operations may constitute
an unlawful use of force, an act of aggression or even an armed attack. This view is adopted by
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States and the literature310 on cyber operations and international law. However, it must be recalled
that to date no cyber operation has been “unambiguously and publically” characterized as reaching
the threshold of an armed attack, neither by a State or the international community.311
In the Nicaragua and Uganda v. DRC cases, the ICJ used Article 3(g) of the Definition of aggression
adopted by the UN General Assembly in order to determine the occurrence of an armed attack.312
On 14 December 1974, the UN General Assembly adopted Resolution 3314 (XXIX) on the
definition of aggression.313 This Resolution does not constitute a binding instrument and may only
serve as guidance for the Security Council in determining the existence of an act of aggression in
the sense of Article 39 of the UN Charter.314 The preamble of the definition of aggression states
that “aggression is the most serious and dangerous form of illegal use of force”. The first Article
of the definition of aggression states that “[a]ggression is the use of armed force by a State against
the sovereignty, territorial integrity or political independence of another State, or in any other
manner inconsistent with the Charter of the United Nations, as set out in this Definition.”
Furthermore, Article 3 provides a list of acts that constitute acts of aggression. It is generally
considered that Article 3, paragraphs (a), (b), (d), and (g) are acts of aggression that also amount to
an armed attack. They are:
(a) The invasion or attack by the armed forces of a State of the territory of
another State, or any military occupation, however temporary, resulting from
such invasion or attack, or any annexation by the use of force of the territory
of another State or part thereof,
(b) Bombardment by the armed forces of a State against the territory of
another State or the use of any weapons by a State against the territory of
another State;
[…]
(d) An attack by the armed forces of a State on the land, sea or air forces, or
marine and air fleets of another State;
[…]
(g) The sending by or on behalf of a State of armed bands, groups, irregulars
or mercenaries, which carry out acts of armed force against another State of
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such gravity as to amount to the acts listed above, or its substantial
involvement therein.

It is clearly stated in the definition of aggression that the acts listed “are not exhaustive and the
Security Council may determine that other acts constitute aggression under the provisions of the
Charter”.315 Similarly, the acts enumerated and also considered to be forms of armed attack are not
be exhaustive and other acts may be constitute armed attacks.316
The cascading relationship between the notion of force, aggression and armed attack leads to the
question of whether a gap exists between these notions. More precisely, are there forms of illegal
use of force that do not amount to armed attacks? The ICJ acknowledged the existence of such a
gap in the Nicaragua case by distinguishing “the most grave forms of the use of force (those
constituting an armed attack) from other less grave forms”.317 Whether this gap exists is a highly
controversial debate in international law. Some States, most notably the United States, as well as a
part of the literature equate the use of force with armed attack, and therefore contend that any use
of force automatically triggers the right of self-defence. Similarly, the vast majority of experts
involved in the Tallinn Manual process acknowledge the existence of such a gap.318 Among the States
and the scholars accepting the existence of such a gap,319 the controversy concerns the actual width
of the gap.
The present dissertation follows the majority’s approach acknowledging that a gap exists, and
therefore only the gravest forms of cyber force can qualify as a cyber armed attack. For instance,
any physical destruction resulting from a cyber operation qualifies as a use of cyber force.320 Those
of low intensity would not qualify as a cyber armed attack; for instance, the destruction of a single
smartphone due to overheating caused by a cyber operation would not qualify. Thus, in such a
case, the victim State could only resort to countermeasures due to the unlawfulness of the cyber
operation but not resort to exercising its right of self-defence. If armed attack and use of force
were to be equated with one another, as argued by some States and scholars, I believe that the
higher threshold of armed attack should be used in both scenarios.
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The ‘scale and effects’ of the cyber operation determine whether it reaches the level of an armed
attack.321 This standard is comprised of two cumulative criteria: firstly, the ‘scale’ which refers to
the magnitude and intensity of the cyber operation (amount of force used, its location or its
duration); secondly, the ‘effects’ which refers to the consequences of the cyber operation (damage
and casualties).322 In cases of cyber operations, the fulfilment of these two cumulative criteria might
be questionable sometimes. For instance, DDoS attacks comparable to those that targeted Estonia
in 2007 were likely to meet the criterion of scale, they were of high intensity and magnitude;
however, they seem unlikely to meet the criterion of effects, as they produced only limited effects.323
The criterion of effects in cyber operations needs to be further developed.

2.3.1.

The effects of cyber operations

Two categories of cyber operations can be distinguished according to their effects: cyber operations
having physical consequences (injury, loss of life, damage, or destruction or property) (2.3.1.2), on
the one hand, and those having only non-physical consequences (disruption, or alteration or
destruction of data) (2.3.1.3), on the other. Before detailing the different consequences, it is
necessary to ask what consequences should be taken into account? (2.3.1.1).

2.3.1.1.

The consequences to be taken into account

Due to the interconnection of computer networks, cyber operations may easily cause important
side effects and collateral damage. For instance, on 25 January 2003, the Slammer worm,324
exploiting a vulnerability in Microsoft SQL Server, infected thousands of servers worldwide in less
than 15 minutes. The objective of the worm, however, was to infect the system memory and from
there to search for other hosts to infect; it did not take control of the system or affect the data
stored on the hard drive. Slammer had important disruptive effects, such as slowing-down and the
disruption of Internet connections in several countries, shutting-down thousands of Bank of
America’s ATMs, and blocking the ticketing system of Continental Airline which forced the
company to cancel several flights. Slammer also infected the computer system of the Davis-Besse
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nuclear power plant in the United States, disrupting the normal operations of the Safety Parameter
Display System. Fortunately, the infection of the nuclear plant system did not produce any damage.
In this example, we can see how a computer worm produced effects that were far from its apparent
objective to spread itself on the Internet.
According to the Tallinn Manual, “all reasonably foreseeable consequences of the cyber operation
qualify”.325 This sound conclusion is also adopted in the present dissertation. I assert that this
standard should be comprehensively understood. For instance, by targeting and disrupting the
power grid of a city, the potential resulting damage, injury or loss of life should be considered to
be reasonably foreseeable consequences. In the same way, the crash of an airplane caused by the
disruption of the air traffic system should be regarded as a reasonably foreseeable consequence.

2.3.1.2.

Cyber operations having physical consequences

Cyber operations having physical consequences (injury, loss of live, damage, or destruction of
property) are generally considered to probably reach the level of an armed attack.326
The debate moves then on to whether a threshold of gravity exists.327 In other words, whether the
occurrence of any damage, destruction of property, injury or loss of life would be sufficient to
qualify a cyber operation as a cyber armed attack. This question begs one to wonder the width of
the gap between a use of cyber force and cyber armed attack. Indeed, a cyber operation causing
loss of life, injury, or damage undoubtedly constitutes a use of cyber force, as mentioned above.328
This debate also exists outside of the cyber realm. For instance, the ICJ confined armed attacks to
the most grave forms of use of force but considered that “the mining of a single military vessel
might be sufficient to bring into play the ‘inherent right of self-defence’ ”.329
Cyber operations causing destruction, damage, injury or loss of life may qualify as armed attacks
but only if their consequences are of a certain intensity. It seems likely that the physical
consequences of a cyber operation should be of a certain intensity to fulfil the ‘effects’ criterion.330
In the case of Stuxnet, for example, it could be argued both ways; arguably it reached the threshold
of intensity, but it is also possible to argue, and is in fact more likely, that it remained below this

325
326

327
328
329
330

Schmitt, The Tallinn Manual (n 76) 57, commentary to Rule 13, para 10.
Joyner and Lotrionte (n 190) 855; Schmitt, The Tallinn Manual (n 76) 55, commentary to Rule 13, para 6;
Roscini, Cyber Operations (n 149) 73–74.
Schmitt, The Tallinn Manual (n 76) 56, commentary to Rule 13, para 6.
See supra 50 et seq.
Oil Platforms (Judgment) (n 90) 195, para 72.
Roscini, Cyber Operations (n 149) 75.

81

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

threshold.331 The Tallinn Manual questions whether this could amount to an armed attack, because
it produced physical damage to several centrifuges, and states that “some members of the
International Group of Experts were of the view that the operations had reached the armed attack
threshold”.332 Stuxnet is to date the only publically-known cyber operation that caused grave
effects; it, therefore, demonstrates that a qualification as an armed attack is unlikely in the vast
majority of cyber operations. It does not exclude the possibility in the future that a cyber operation
that causes grave effects may make it susceptible to being qualified as an armed attack.

2.3.1.3.

Cyber operations having only non-physical consequences

May cyber operations having only non-physical consequences (disruption, or alteration or
destruction of data) rise to the level of an armed attack? This is a more complicated and
controversial question.333 Several States decided to leave such options open in their cyber strategy,
and thus consider that in some circumstances cyber operations producing only non-physical effects
may amount to an armed attack.
Theft of information, even if it is sensitive military information, does not reach the level of an
armed attack, given that it does not lead to an immediate loss of life, injury, damage or destruction
of property. The theft by itself is not a sufficient consequence to satisfy the criterion of ‘effects’.
This view is shared by most commentators,334 despite some dissonant voices that argue the theft
of information is vital to national security and therefore likely to qualify as an armed attack.335
Cyber operations producing severe non-physical consequences could, in some very limited
circumstances, be tantamount to an armed attack.
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2.3.2. Accumulation of cyber operations short of an armed attack
In some circumstances, a State may be victim of a series of cyber operations crossing the threshold
of the use of force; however, individually each act would fall short of an armed attack.336
The ‘accumulation of events’ theory, also referred to as the ‘pin-prick’ theory or ‘Nadelstichtaktik’,
addresses such situations. This theory argues that in these circumstances each event taken in
isolation does not amount to an armed attack but accumulatively they do. The ICJ paved the way
for this theory in the Nicaragua case by asking the question of whether incursions “may be treated
for legal purposes as amounting, singly or collectively, to an “armed attack’”.337 And a similar
approach may be found in the Oil Platforms and Congo v Uganda cases.338 Without being
uncontroversial, analyzing small-scale events in combination, according to the accumulation of
events theory that helps identify an armed attack, appears to be broadly accepted for the propose
of exercising the right of self-defence.339
The literature on cyber operations and self-defence is generally in favour of this theory, because it
would allow several cyber operations to be handled together.340 In some circumstances, cyber
operations may be conducted concomitantly against various targets in order to maximize the effect.
For instance, in the case of the cyber operations against Estonia in 2007, several governmental and
private entities were targeted simultaneously.341 In circumstances like these, the accumulation of
events theory allows for the reality of the ongoing attack to be taken into account, which is
composed of several cyber operations and therefore enables a determination of the most
appropriate response in light of this reality. Moreover, as previously demonstrated, most cyber
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operations crossing the threshold of the use of force may not amount to an armed attack; hence,
analyzing them in combination may be the only avenue available to invoke the right of self-defence.
However, situations in which the accumulation of events theory may be relied on are limited due
to the necessity to consider whether or not the isolated event itself amounts to a use of force.342

2.3.3. The author of the armed attack
The conduct of a State that gives rise to a certain scale and effects may undoubtedly constitute an
armed attack. The traditional understanding of an armed attack is recourse to force by a State
against another, reaching a certain level of gravity. The absence of a definition on what constitutes
an armed attack, and in particular the absence of any reference to its potential author, may be
explained by the fact that in 1945 it was clear that only a State may use such a level of force against
another State.343 In the past half century, however, numerous non state-actors have appeared on
the scene with the capacity to perpetrate conduct that amounts to an armed attack in its effects and
scale, most notably in the context of decolonization and international terrorism. This evolution led
to an exercise questioning the content of what constitutes an armed attack, and probing whether
the conduct of a non-state actor could constitute an armed attack in the sense of the UN Charter.344
Given this development, it is important to ascertain whether the non-state actor is acting on behalf
of a State or not. In other words, it is necessary to determine whether the conduct of the non-state
actor is attributable to a State. In the case of conduct of a non-state actor attributable to a State,
after a long period of doctrinal debate and hesitation,345 it is now accepted that such conduct may
constitute an armed attack by the sponsoring State.346 The conduct of non-state actors attributable
to a State and meeting the threshold of an armed attack, constitutes an armed attack on behalf of
the supporting State. Consequently, the victim State is entitled to invoke its right of self-defence
against the sponsoring State. In sum, the conduct of a State or of a non-state actor attributable to
a State may constitute an armed attack by the perpetrating or sponsoring State.
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The generally accepted approach is that an armed attack must be perpetrated by or on behalf of a
State. The second question left open is: does the conduct of a non-state actor that is not attributable
to a State amount to an armed attack? In other words, if a non-state actor perpetrates an armed
attack, does this trigger the right of self-defence of the victim State against this non-state actor?
Article 2, paragraph 4 states that States must refrain from using force. Thus only the conduct of a
State or attributable to a State may constitute a use of force in the sense of the UN Charter.
Conversely, Article 51 does not include any reference to the potential author of an armed attack.
An important trend emerging in the literature considers armed attacks that are not confined to the
conduct of States, which may also include the conduct of non-state actors not attributable to a
State.347 Thus, in this broad understanding of the notion of armed attack, a State may be victim of
an armed attack and use its right of self-defence against a State as well as against a non-state actor.
In such a case, the measures of self-defence would be directed against the non-state actors and not
against a State. Arguably, Article 51 of the UN Charter does not sanction or proscribe self-defence
against non-state actors.348 The 9/11 terrorist attacks in 2001 and America’s action in self-defence
against terrorist groups has brought some supportive practice to this theory.349 The ICJ, however,
in two cases ruled after 9/11, namely the Wall Advisory Opinion and the Congo v Uganda case,
remains reluctant to extend the notion of armed attack to acts of non-state actors not acting on
behalf of any State.350 State practice as well as the practice of the UN Security Council seem,
however, to be moving towards the extension of the notion of armed attack to the activities of
non-state actors not acting on behalf of any State. In 2015, France was targeted by a number of
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See generally: Sean D Murphy, ‘Terrorism and the Concept of Armed Attack in Article 51 of the U.N. Charter’
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Advisory Opinion: An IPSE Dixit from the ICJ?’ [2005] American journal of international law 62, 64 et seq.;
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European Journal of International Law 963, 963; Tom Ruys and Sten Verhoeven, ‘Attacks by Private Actors
and the Right of Self-Defence’ [2005] Journal of conflict & security law 239, 289 et seq.; Tams, ‘The Use of
Force Against Terrorists’ (n 339) 384 et seq.; Moir (n 343) 22–31; Noam Lubell, Extraterritorial Use of Force
against Non-State Actors (Oxford University Press 2010) 31–32; Dinstein, War, Aggression, and Self-Defence (n 60)
224–230.
It refers to State only as the victim of the armed attack but not as the perpetrator, and thus some scholars
consider it leaves the door open to armed attack by non-state actors as the basis for the right of self-defence
of the victim State, see for instance: Murphy, ‘Terrorism’ (n 347) 50.
Lubell (n 347) 34; Randelzhofer and Nolte (n 339) 1416, n°35; Karl Zemanek, ‘Armed Attack’, MPEPIL
(2013) para 14.
Wall (Advisory Opinion) (n 91) 194, para 139; Armed Activities (Judgment) (n 87) 222-223, para 146. However,
some Judges have expressed their disagreement in their opinions and supported the extension of the right of
self-defence against non-state actors. See generally: Gray, International Law (n 111) 128–136; Randelzhofer and
Nolte (n 339) 1416–1419, n°35-41.
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terrorist attacks and justified its subsequent military operations in Syria against Daesh on grounds
of self-defence against these terrorist attacks.351
The debate is not settled and it cannot be affirmed if the right of self-defence has extended to
encompass attacks by non-state actors not attributable to a State.352 Thus, in positive international
law an armed attack must be perpetrated by or on behalf of a State. It seems likely, however, that
international law may evolve over the coming decades to integrate the activities of non-state actors
to qualify as an armed attack, especially given the trend of large-scale terrorist attacks.353
In the cyber context, it might be difficult to establish the relationship between the perpetrating
non-state actor and an alleged sponsoring State. The extension of the right of self-defence to threats
arising from non-state actors could appear seductive in the cyber context; however, this constitutes
a very slippery slope and should be considered with extreme caution. The experts involved in the
Tallinn Manual process were split on this point but the majority considered the right of self-defence
also applies against non-state actors.354 The question of self-defence against non-state actors is
developed in Part IV of this dissertation.355
To conclude, a cyber operation carried out by a State or by a non-state actor on behalf of this State
may constitute an armed attack by the State. Cyber operations carried out by a non-state actor
without any State sponsorship cannot at present amount to an armed attack in international law.
However, the legal situation may evolve in the future to extend the notion of armed attack to the
conduct of non-state actors not acting on behalf of a State.
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Moir (n 343) 30–31; Randelzhofer and Nolte (n 339) 1417, n°37. The invocation of the right to self-defence
against terrorist groups has been recently condemned by numerous international lawyers in an open letter
initiated by the Center for International Law of the Université Libre de Bruxelles, see ‘A plea against the
abusive invocation of self-defence as a response to terrorism - Contre une invocation abusive de la légitime
défense pour faire face au défi du terrorisme’ (Centre de droit international de l’Université Libre de Bruxelles, 29 June
2016) <http://cdi.ulb.ac.be/contre-invocation-abusive-de-legitime-defense-faire-face-defi-terrorisme/>.
Zemanek (n 349) para 23.
Schmitt, The Tallinn Manual (n 76) 58–59, para 16-17. See also on self-defence against cyber operations
perpetrated by non-state actors: Schmitt, ‘Cyber Operations and the Jud Ad Bellum Revisited’ (n 152) 598–
602; Dinniss (n 151) 95–99; Roscini, Cyber Operations (n 149) 80–89.
See infra 355 et seq.
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2.3.4. The target of the armed attack
An armed attack is traditionally characterized by a military incursion of one State onto the territory
of another State.356 Can an armed attack against a State take place outside its territory? In other
words, does an attack against the interests of one State or its nationals located abroad constitute an
armed attack against another State? The answer depends on the nature of the target and if it
qualifies as an ‘external manifestation of the State’ for the purpose of the right of self-defence.357
In other words, a first distinction must be made between State organs and other entities and
individuals.
Any cyber operation against a State organ358 located abroad may amount to an armed attack on the
State. It is widely accepted that State organs constitute an external manifestation of the State for
the purpose of self-defence.359 Some controversy arises in the literature on whether this applies to
any State organ or if some distinction needs to be drawn. It is uncontroversial for military units
and military installation abroad to qualify as external manifestations of the State for the purpose of
Article 51 of the UN Charter.360 This constitutes the main form of an armed attack against a State
taking place outside its territory. Thus, any attack against them that reaches the scale and effects of
an armed attack would qualify as an armed attack against the targeted State triggering its right of
self-defence. Consequently, any cyber operation targeting the computers and computer networks
used by military units and installations located abroad may also qualify as an armed attack. For
instance, a cyber operation targeting the on-board computer system of a military airplane flying
outside the national airspace and causing it to crash would constitute an armed attack.
The case of embassies and diplomatic envoys is more controversial even if it is generally accepted
that hostile acts against them may in some circumstances amount to an armed attack.361 Embassies
are usually seen as an external manifestation of the State for the purpose of the right of self-defence.
Thus, if we consider that an attack against an embassy may qualify as an armed attack if it reaches
the threshold of scale and effect, the same would apply to cyber operations targeting the computers
and computer networks of an embassy. Moreover, it has been asserted that attacks against

356
357
358
359

360
361

Gray, International Law (n 111) 128; Christopher Greenwood, ‘Self-Defence’, MPEPIL (2011) para 20.
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On state organ see infra 237 et seq.
Greenwood, ‘Self-Defence’ (n 356) para 21; Schmitt, The Tallinn Manual (n 76) 60, commentary to Rule 13,
para 20.
Ruys (n 73) 199–200.
ibid 201–204.
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diplomatic envoys abroad may qualify as an armed attack. The potentially limited intensity of such
an attack may, however, prevent such an incident from qualifying as an armed attack.362
Can a cyber operation targeting commercial interests of a State or the interests of its nationals363
located abroad amount to an armed attack on a State? It is widely accepted, but subject to dispute,
that an attack against civilians, merchant vessels and aircrafts may constitute an armed attack
allowing the flag State to invoke its right of self-defence in response.364 Thus, a cyber operation
targeting the navigation system of civilian aircrafts and crashing into them could, in some
circumstances, constitute an armed attack on the State of registration.
The development of the Internet and computer networks brings a new potential target into play:
the server cluster. For instance, can a cyber operation conducted by State C against a server cluster
owned by a company of State A, or of State A itself, located in State B constitute an armed attack
against State A if it is of a certain gravity? The answer seems to be negative.365 However, it may
constitute an armed attack against State B given that the servers are located on its territory and thus
the cyber operation may qualify as a grave use of force on its territory.
Important to note that cyber espionage activities against foreign military units and installations,
embassies and diplomatic envoys, or other State or private interests abroad are very common
nowadays. The intrusion into systems can constitute an internationally wrongful act by the spying
State. It is undisputed that cyber operations that solely carry out spying and gathering data activities
cannot reach the threshold of intensity required to qualify as an armed attack.

2.3.4.1.

Cyber operations targeting critical infrastructures

The notion of critical infrastructures, developed already, refers to infrastructures, assets or systems
that are considered by a State to be essential for the maintenance of vital societal functions or bear
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Some military interventions abroad have also been justified on the grounds of the protection of nationals
abroad. This highly-controversial ground will however not be developed any further in the present research
as it is of limited interest in the cyber context. See generally on this point: Derek W Bowett, Self-Defence in
International Law (Manchester University Press 1958) 87–105; Brownlie (n 152) 298–301; Ruys (n 73) 213 et
seq.; Greenwood, ‘Self-Defence’ (n 356) para 24.
Brownlie (n 152) 305 et seq.; Ruys (n 73) 209; Greenwood, ‘Self-Defence’ (n 356) paras 22-23. In the Oil
Platforms case, the ICJ seems to consider possible that an attack against a vessels flying the flag of a State may
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or one of State B’s State-owned corporations abroad. Opinions among the members of the International
Group of Experts were divided as to whether the operation amounted to an armed attack.’).
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an important risk on the population.366 As exposed when examining the use of force, the fact that
a cyber operation targets a critical infrastructure does not automatically qualify it as a use of force,
and a fortiori as an armed attack, but it may constitute a decisive factor in determining such a
qualification.
Stuxnet, which damaged and destroyed some centrifuges in an Iranian nuclear facility, constituted
a use of force. It is, however, debatable whether its scale and effects amounted to the level of an
armed attack. If we now add to the equation that it targeted, damaged and affected the functioning
of nuclear plant which is usually considered to be a critical infrastructure, this element is likely to
tilt the balance in favour of Stuxnet’s qualification as a cyber armed attack.
More generally, cyber operations qualifying as a use of force but falling short of an armed attack
because of their scale and effects are more likely to be considered as amounting to an armed attack
if they target critical infrastructures. This is, however, not an automatic qualification and not all
cyber operations targeting critical infrastructures would qualify.
The analysis is more complicated regarding cyber operations causing solely digital effects, such as
disruption or destruction of data. Cyber operations without physical effects are less likely to
constitute a use of force and are highly unlikely to constitute an armed attack. Does the fact that
they target critical infrastructures change this conclusion? The answer is positive in the case of the
use of force; hence, we can say that the nature of the target may be a decisive factor in determining
what qualifies as a use of force. I would be more cautious about the qualification as an armed
attack. However, there is nothing to prevent such qualification and State practice may adopt such
approach. It must be noted that cyber operations against critical infrastructures are likely to cause
physical damage.367 For instance, in a cyber operation disrupting the operations of the air traffic
control system of a State, it is highly likely to cause a loss of life, injury and destruction.
In brief, the nature of the target and more precisely, whether a cyber operation is targeting a critical
infrastructure, should be taken into account in any assessment on the scale and effects of the cyber
operation. In some case, the fact that the target is a critical infrastructure may be decisive in
determining whether a cyber operation amounts to a cyber armed attack.

366
367

On critical infrastructure see supra 51 et seq.
Tsagourias (n 197) 231; Roscini, Cyber Operations (n 149) 59.

89

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

2.3.5. Concluding remarks on cyber armed attack and cyber
aggression
It is unlikely that most cyber operations will amount to a use of force in the sense of the UN
Charter,368 and a fortiori to an armed attack. Some cyber operations of a particularly high scale and
effects may, however, amount to an armed attack. This section analyzed the conditions in which a
cyber operation is classified as an armed attack and demonstrated that the threshold is extremely
high and thus is impossible to reach for majority of cyber operations.

2.4.

Conclusion on jus contra bellum and cyber operations

This chapter focused on jus contra bellum and cyber operations. It analyzed whether cyber operations
may reach and cross the three thresholds of jus contra bellum – namely a use of force, a threat of
force, and an armed attack. It has been observed that no State or international organization has
ever publically and unequivocally qualified a cyber operation as a use of force, and a fortiori an armed
attack. This chapter, however, demonstrated that in some very strict and limited circumstances
cyber operations may amount to a use of force, a threat of force, or even an armed attack. The
conclusion is that most state-sponsored cyber operations fall short of the required thresholds.
Hence, they should be considered beyond the legal framework of jus contra bellum.
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See supra 29 et seq.
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3.
The thresholds of jus in bello: ‘cyber
armed conflicts’
Jus in bello, also referred to as international humanitarian law (IHL) and the law of armed conflict,
regulates the conduct of hostilities and protects individuals requiring protection during hostilities.369
Rules aiming to regulate the conduct of war and to distinguish combatants and non-combatants
have been developed over an extended period of time.370 However, jus in bello really only started to
develop only after the second half of the 19th century.371
Following World War II, the notion of ‘war’ was abandoned in favour of the more factual notion
of ‘armed conflict’ as threshold required for the applicability of jus in bello. Two reasons can explain
the shift from war to armed conflict. The first reason is based terminology; the notion of war was
considered to be too narrow as it referred mainly to a traditional understanding of hostilities.372
Conversely, the notion armed conflict encompasses many more situations. The second reason is,
based on a legal reasoning; the characterization of a ‘state of war’ is subject to the will of States that
are responsible for recognizing if a state of war exists or doesn’t. Against this, the notion of ‘armed
conflict’ is based on the factual situation and not on the determination of the States. In other words,
the existence of an armed conflict, without any recognition by its State parties, is sufficient to trigger
the applicability of the Geneva Conventions.373
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The law of armed conflict is sometimes seen to be a continuation of the law of war, and the term
‘armed conflict’ is often seen as a substitute for the term ‘war’.374 For example, the United States’
ratification of the Inter-American Convention on Terrorism was subject to the following
understanding: “[…]the term “international humanitarian law” in paragraph 2 of article 15 of the
Convention has the same substantive meaning as the law of war.”375 Nevertheless, this basic
equation of law of war to jus in bello solely concerns the norms regulating the conduct of the
hostilities. The norms regulating recourse to force are not of any relevance and must be studied
separately, which was the purpose of the previous chapter on jus contra bellum.
It is generally accepted that IHL applies to cyber operations that occur during an on-going armed
conflict. The same rules apply to cyber operations as to other kind of operations conducted with
other means for conducting warfare.376 Cyber operations have already transpired in several past and
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• Australia: UNGA ‘Report of the Secretary-General on Developments in the Field of Information
and Telecommunications in the Context of International Security’ (15 July 2011) UN Doc A/66/152
6.
• Canada, ‘Developments in the Field of Information and Telecommunications in the Context of
International Security (UN General Assembly Resolution 68/243)’ (2014) 1.
• France, ‘Réponse de La France à La Résolution 68/243 Relative Aux « Développements Dans Le
Domain de L’information et Des Télécommunications Dans Le Contexte de La Sécurité
Internationale »’ (2014).
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of Information and Telecommunications in the Context of International Security”’ (12 September
2014).
• the United Kingdom: UNGA ‘Report of the Secretary-General on Developments in the Field of
Information and Telecommunications in the Context of International Security’ (23 June 2004) UN
Doc A/59/116 11; UNGA ‘Report of the Secretary-General on Developments in the Field of
Information and Telecommunications in the Context of International Security’ (20 July 2010) UN
Doc A/65/154 15; UK, ‘Response to General Assembly Resolution 68/243 “Developments in the
Field of Information and Telecommunications in the Context of International Security”’ (May 2014)
15, para 7.
• the United States: Koh (n 310); UN Doc A/66/152.
The ICRC also recognizes the applicability of international humanitarian law to cyber operations: Knut
Dörmann, ‘Applicability of the Additional Protocols to Computer Network Attacks’ (ICRC 2004) 2–3
<https://www.icrc.org/eng/resources/documents/misc/68lg92.htm>. The applicability of jus in bello to
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on-going armed conflicts, such as the Russo-Georgian conflict and the civil wars in Libya and
Syria.377
The present chapter focuses on situations in which cyber operations may transform an existing
situation into an armed conflict; either transforming peacetime into an armed conflict, or altering
the nature of an armed conflict. Simply put, it focuses on whether a situation gives rise to a
determination that a ‘cyber armed conflict’ exists, which can be either international or noninternational character.378 It must be pointed out at this juncture that this chapter deals only with
the determination of the existence of a cyber armed conflict and does not analyze the content of
the norms governing the law of armed conflict that is applicable to cyber operations.
The Geneva Conventions introduced ‘armed conflict’ as the new threshold for the application of
jus in bello, while also making a distinction between international and non-international armed
conflict.379 The two additional protocols to the Geneva Conventions adopted in 1977 précised the
content of these two categories.380 Efforts to determine the existence of an armed conflict can be
difficult in some circumstances, owing to the absence of a definition in the Geneva Conventions.
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It must be recalled that other situations make the law of armed conflict applicable;381 for example,
in the case of a declared war or occupation.382
There are two basics types of armed conflicts. On the one hand, there is an international armed
conflict (IAC) that occurs between two or more States. And on the other, there is a noninternational armed conflict (NIAC) that occurs between organized armed groups or between
governmental forces and organized armed groups. IAC is covered by the Geneva Conventions and
the First Protocol Additional, while NIAC has been developed in Common Article 3 to the Geneva
Conventions and the Second Protocol Additional. Determining the type of armed conflict is
essential as it determines which legal regime is applicable. The distinction between IAC and NIAC
has also been recently reaffirmed by the Rome Statute of the International Criminal Court; in its
Article 8(2) on war crime, it makes a distinction between ‘international armed conflicts’ and ‘armed
conflicts not of an international character’.383
The changing character of warfare, best illustrated by the emergence of international terrorism,
challenges the two existing categories. Since the 1990s, the distinction between international and
non-international armed conflict has become blurry; however, this distinction remains the rule. 384
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Most of the doctrine does not recognize it as the two existing categories are able to deal with transnational
armed conflicts. There are only two categories of armed conflicts – i.e. international or non-international
armed conflicts – and this thesis follows this approach. See generally in favour of the theory of ‘transnational
armed conflict’: Geoffrey S Corn, ‘Hamdan, Lebanon, and the Regulation of Hostilities: The Need to
Recognize a Hybrid Category of Armed Conflict’ (2007) 40 Vanderbilt Journal of Transnational Law 295;
Geoffrey S Corn and Eric Talbot Jensen, ‘Untying the Gordian Knot: A Proposal for Determining
Applicability of the Laws of War to the War on Terror’ (2008) 81 Temple Law Review 787; Geoffrey Corn
and Eric Talbot Jensen, ‘Transnational Armed Conflict: A Principled Approach to the Regulation of CounterTerror Combat Operations’ (2009) 42 Israel Law Review 46; Geoffrey S Corn, ‘Making the Case for Conflict
Bifurcation in Afghanistan: Transnational Armed Conflict, Al Qaeda, and the Limits of the Associated Militia
Concept’ (2009) 39 Israel yearbook on human rights 27; Geoffrey S Corn, ‘Making the Case for Conflict
Bifurcation in Afghanistan: Transnational Armed Conflict, Al Qaeda, and the Limits of the Associated Militia
Concept’ in Michael N Schmitt (ed), International Law Studies (2009). See the proposed category of ‘extra-state
armed conflict’ which is very close to the notion of transnational armed conflict: Roy S Schondorf, ‘ExtraState Armed Conflicts: Is There a Need for a New Legal Regime’ (2004) 37 New York University Journal of
International Law and Politics 1.
More generally on the legal appraisal of armed conflicts involving transitional armed groups and transnational
asymmetric warfare, see for instance: Marco Sassòli, Transnational Armed Groups and International Humanitarian
Law (Humanitarian Policy and Conflict Research at Harvard University 2006); Eyal Benvenisti, ‘The Legal
Battle to Define the Law on Transnational Asymmetric Warfare’ (2010) 20 Duke Journal of Comparative &
International Law 339; Eliav Lieblich and Owen Alterman, Transnational Asymmetric Armed Conflict under
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For instance, after the 9/11 attacks, the United States and other States decided to fight against
Taliban forces in Afghanistan and Pakistan. In light of this development, some States are currently
fighting against an armed group since the fall of the Taliban regime within the territory of another
State. Hence, this situation does fall under the classical understanding of either an international
armed conflict (the US and other States are not at war with Pakistan or Afghanistan) or noninternational armed conflict. Common Article 3 of Geneva Conventions applies, however, to
armed conflicts “not of an international character” that occur on the territory of “one of the High
Contracting Parties”. Consequently it can be applied to the current situation, as ruled by the US
Supreme Court in Hamdam v. Rumsfeld.385 This demonstrates the flexibility of Common Article 3,
which operates as a residual clause and prevents regulatory gaps.386
The distinction between the two forms of armed conflict is important and is employed to determine
the proper classification of a conflict and by extension the content of the law applicable, which
differs in each category. There are indeed fewer norms applicable to non-international armed
conflicts than to international ones. It has been argued elsewhere that there is a convergence
between the norms applicable to NIACs and IACs.387 For instance, several recent treaties apply
without distinction to any forms of armed conflict. Moreover, customary international law tends
to fill the gap between the legal regimes applicable to the different types of armed conflict.388
Irrespective of these developments, the distinction remains relevant and unavoidable.389 This
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rules applicable to non-international armed conflicts. In particular, the gaps in the regulation of the conduct
of hostilities in Additional Protocol II have largely been filled through State practice, which has led to the
creation of rules parallel to those in Additional Protocol I, but applicable as customary law to noninternational armed conflicts.’).
See generally the analysis of this question in: Dapo Akande, ‘Classification of Armed Conflict: Relevant Legal
Concepts’ in Elizabeth S Wilmshurst (ed), International law and the classification of conflicts (Oxford University
Press in association with Chatham House 2012) 34–37.
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dissertation focuses on only the definition of cyber operations conflicts, and does not delve deeper
into the application of jus in bello to cyber operations.
The object of jus in bello is to protect persons, who are situated outside the combat – such as
civilians, the wounded, the sick, or captured combatants and fighters - from the dangers of the
conflict. To do so, it primarily regulates the means and methods of warfare and the rights and
obligations of the belligerent States and neutral States. It applies equally to the parties to an armed
conflict, which lies in contrast to jus contra bellum that creates an unequal legal situation between the
aggressor and aggressed.390 Indeed, the aim of jus in bello is to protect and not to punish. This should
be taken into account when trying to classify an armed conflict, and should speak in favour of a
rather inclusive approach when it comes to the identification of a cyber armed conflict.391
The present Chapter is divided into three sections: the first section examines the relevance of
context, in which cyber operations occur, and how the context might transform it from peacetime
into wartime, or might change the character of an on-going armed conflict (3.1). The two
subsequent sections focus on the two forms of armed conflicts – international (3.2) and noninternational (3.3) – and analyze how cyber operations may amount to an armed conflict.

3.1.

Contextualization and how cyber operations may transform
an existing armed conflict or trigger a new one

The context, in which cyber operations occur, may render IHL applicable, as developed previously.
For instance, IHL is applicable to cyber operations carried out during an armed conflict, a declared
war or occupation.392 Three possible contexts must be distinguished from one another: firstly,

390
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392

On the relationship between jus contra bellum and jus in bello, see generally: H Lauterpacht, ‘The Limits of the
Operation of the Law of War’ (1953) 30 British Year Book of International Law 206, 206–243; Christopher
Greenwood, ‘The Relationship between ius Ad Bellum and ius in Bello’ (1983) 9 Review of International Studies
221, 221–234; Keiichiro Okimoto (n 53) passim; Joseph HH Weiler and Abby Deshman, ‘Distinction between
Jus Ad Bellum and Jus in Bello’ (2013) 24 European Journal of International Law 25, 25–61; Marko Milanovic,
‘A Non-Response to Weiler and Deshman’ (2013) 24 European Journal of International Law 63, 63–66.
Doswald-Beck (n 376) 164; Droege, ‘Get off My Cloud’ (n 376) 547 (‘[t]he object and purpose of IHL in
general, and in particular the absence of a threshold of violence for the existence of an international armed
conflict – which is to avoid a gap in protection, particularly the protection of the civilian population from the
effects of war – would speak in favour of including such cyber operations in the definition of armed force
for the purpose of triggering an armed conflict.’); Dörmann (n 376).
Heather Harrison Dinniss, ‘The Regulation of Cyber Warfare under the jus in Bello’ in James A Green (ed),
Cyber Warfare: A Multidisciplinary Analysis (Routledge 2015) 126; Radziwill (n 15) 179–181.
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peacetime; secondly, international armed conflict, declared war or occupation; and thirdly, noninternational armed conflict.
Cyber operations might also transform the circumstances in which they occur, for instance they
might change peacetime into an armed conflict of either international or non-international
character (3.1.1). They might also transform the character of an existing armed conflict (3.1.2).

3.1.1.

Cyber operations changing peacetime into armed conflict

Cyber operations amounting to an armed conflict might transform a peacetime situation into
wartime. There is, however, to date no example of cyber operations that by themselves amounted
to an international or non-international armed conflict.
Cyber operations occurring between two States may by themselves amount to an armed conflict
and thus transform peacetime into an IAC. Similarly, cyber operations occurring between armed
groups or between State’s forces and insurgents may lead to the requalification of the situation and
turn it into an NIAC. This question is dealt with in the two last sections of the present chapter on
the classification of cyber operations as IAC or NIAC.393

3.1.2.

Cyber operations transforming the character of an existing
armed conflict

An on-going armed conflict can undergo a transformation by the intervention of a new belligerent
or a change in the status of one of them.394 A NIAC might be ‘internationalized’ while an IAC
might be ‘de-internationalized’.395 An IAC might be occurring in parallel to a NIAC on the same
territory at the same time. It was the case, for instance, during the US intervention in Nicaragua.396
Somewhat similarly, the armed conflict that brought about the dissolution of Yugoslavia397 was of
both an international and non-international character.
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See respectively infra 101 et seq. and infra 111 et seq.
See generally the various scenarios presented in: Sylvain Vité, ‘Typology of Armed Conflicts in International
Humanitarian Law: Legal Concepts and Actual Situations’ (2009) 91 International Review of the Red Cross
69. He notably developed various situations in which a NIAC might take place on the territory of several
States.
Kolb, Advanced Introduction (n 385) 116.
Nicaragua (Merits) (n 77) 114, para 219.
Prosecutor vs Dusko Tadić (Interlocutory Appeal on Jurisdiction) [1995] IT-94-1 -AR72 (ICTY, Appeals
Chamber), para 74-77; Theodor Meron, ‘Classification of Armed Conflict in the Former Yugoslavia:
Nicaragua’s Fallout’ (1998) 92 American Journal of International Law 236, 238.
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In some more recent armed conflicts, belligerents have encountered cyber operations together with
other forms of hostilities. The identification of the belligerents as the perpetrator of these cyber
operations has however never been successfully performed. This was the case during the US
intervention in Iraq in 2003, in the Russo-Georgian armed conflict in 2008, and in the current
armed conflicts in Syria and Ukraine.
It must be noted that to date, no armed conflict has been transformed because of the existence of
cyber operations. This possibility should however not be dismissed or ruled out. Two main
situations must be distinguished: on the one hand, there is the internationalization of an existing
non-international armed conflict (3.1.2.1) and, on the other hand, there is the deinternationalization of an on-going international armed conflict (3.1.2.2).

3.1.2.1.

Internationalisation of a non-international armed conflict

The main hypothesis of the internationalization of a NIAC is foreign intervention.398 It can be
either on the side of an armed group against a State (A) or of a State against an armed group (B),
triggering different situations. A NIAC might also be internationalized by a change in the status of
the non-state belligerent; an example would be the case of successful secession.399

A.

Foreign State intervention on the side of an armed group fighting
against another State

If the foreign State intervenes against a State on the side of an armed group, the existing NIAC
continues and an IAC runs in parallel between the two States. For instance, the intervention in
Libya by the NATO States created an IAC (Libyan government versus NATO States), which
accompanied the existing NIAC (Libyan Government versus the rebels).400 Another example can
be found in the Nicaragua case that was brought before the ICJ. The Court ruled that the US actions
in and against Nicaragua were governed by the norms regulating international armed conflicts,
while the conflict between the Contras and the Nicaragua was of a non-international character.401
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Akande (n 389) 56–64.
In case of a successful secession, the previous NIAC would be transformed into an IAC as the non-state
belligerent is becoming a State. Moreover, the recognition of belligerency of a non-state actor engaged in an
armed conflict would make it an international character; this practice seems to have declined recently and is
thus not developed any further in the research, see generally: ibid 49–50.
United Nations Human Rights Council, ‘Report of the International Commission of Inquiry on Libya’ (2012)
UN doc. A/HRC/19/68 , 33, para. 20-21; see also: Kolb, Advanced Introduction (n 385) 116.
Nicaragua (Merits) (n 77) 114, para 219.
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From this standpoint, in an on-going NIAC taking place within a State, cyber operations conducted
by another State in support of the insurgents would not fall under the existing NIAC and would in
some circumstances trigger an IAC between the two concerned States. Cyber operations conducted
by a State in support of a non-state actor during a NIAC will have to cross the threshold detailed
below in order to trigger an IAC between the intervening State and the belligerent State.402
Before concluding this section, it is important to note that a State intervening in a NIAC between
solely non-state actors could end up engaging in a NIAC, even if it is acting extraterritorially.
However the high threshold of violence required for the existence of a NIAC makes it difficult to
trigger an extraterritorial NIAC through cyber operations alone.403

B.

Foreign State intervention against an armed group at the invitation
or with the consent of the territorial State

The intervention by a foreign State against an armed group at the invitation or with the consent of
the territorial State would not trigger an IAC between these States.404 For instance, a State
conducting cyber operations against non-state belligerents in a NIAC at the invitation of the
belligerent State would not be involved in an IAC with the latter State. This situation would not
change the existing context.

C.

Intervention authorized by the United Nations

The intervention can also be authorized or conducted by the United Nations or by another
international organization.405 An IAC occurs when a State resorts to armed force against another
State, even if such recourse has been authorized by the UN or another international organization.
An NIAC occurs when the State intervenes against an armed group on the territory of another
State, whether or not there has been an authorization by the UN or by another organization. If the
territorial State is reluctant to allow such intervention, the situation could develop into an IAC
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See infra 101 et seq.
See infra 111 et seq.
It was for instance the case in: The Prosecutor v Jean-Pierre Bemba Gombo (Decision Pursuant to Article 61(7)(a)
and (b) of the Rome Statute) [2009] Pre-Trial Chamber II ICC-01/05-01/08-424, 86, para 246. See also:
Akande (n 389) 62.
See generally: Robert Kolb, Droit humanitaire et opérations de paix internationales: les modalités d’application du droit
international humanitaire dans les opérations de maintien ou de rétablissement de la paix auxquelles concourt une organisation
internationale (en particulier les Nations Unies) (2nd edn, Helbing Lichtenhahn & Bruylant 2006); Akande (n 389)
64–70.
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between the intervening State and the territorial State if there is recourse to armed force by one
against the other.406

3.1.2.2.

De-internationalization of an International Armed Conflict

When occupational forces of a foreign State transform into invited forces, it may change the nature
of the IAC into a NIAC, as there is no longer an armed conflict between the intervening State and
the territorial State. Likewise, if the armed group manages to take control of the capital city and
most of the territory and succeeds in establishing a new government but continues to fight against
the forces of the former territorial State; the intervention of the foreign State might then be
conducted with the invitation or at least the consent of the new government. Consequently, the
IAC between the intervening State and the former territorial State is transformed into a NIAC. The
new government must be independent of the foreign intervention, and does not constitute a
puppet, which would allow it to take full control of the territory and continue the war.
The character of both recent armed conflicts in Afghanistan and Iraq changed from IACs or mixed
IACs/NIACs into only NIACs after new governments were established in both countries.407
Similarly, during the armed conflict in Ivory Coast in 2011, after the international recognition of
President Ouattara and its forces, the French intervention against the forces of the former
President Gbagbo could be seen as a NIAC.408
This form of transformation is not because of cyber operations but is as a result of the political
change.

3.1.3.

Conclusive remarks

To transform a situation or add a new character to an armed conflict, cyber operations must meet
the criteria of either international armed conflicts (3.2) or non-international armed conflicts (3.3)
that are detailed in the following two sections.
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Vité (n 394) 87–88.
Kolb, Advanced Introduction (n 385) 116; Akande (n 389) 63; Marko Milanovic, ‘How to Qualify the Armed
Conflict in Libya?’ <http://www.ejiltalk.org/how-to-qualify-the-armed-conflict-in-libya/>.
Milanovic, ‘EJIL’ (n 407).
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3.2.

International Cyber Armed Conflict

An international armed conflict exists when there is armed confrontation between two or more
States, regardless of whether the belligerents have accepted or declared a ‘state of war’. There has
never been an international cyber armed conflict characterized as such.
The notion of ‘armed conflict’ as a legal term appeared for the first time in Common Article 2 of
the Geneva Conventions. This article establishes armed conflict as a threshold for the application
of the Geneva Conventions, stating:
[…] the present Convention shall apply to all cases of declared war or of any
other armed conflict which may arise between two or more of the High
Contracting Parties, even if the state of war is not recognized by one of
them.409

In addition to the residual category of armed conflict, Common Article 2 also establishes declared
war and total or partial occupation as thresholds for the application of the Geneva Conventions;
in some specific circumstances some rules of IHL also apply in peacetime.410
Article 1, paragraph 3, of Protocol Additional I refers to Common Article 2 of the Geneva
Conventions. Moreover, Article 1, paragraph 4, extends the definition of international armed
conflict to include wars of national liberation, which include; armed conflicts in which peoples are
fighting against colonial domination and alien occupation, and against racist regimes in order to
exercise of their right of self-determination.411
Common Article 2 introduced ‘armed conflict’ as a new legal term, which it did not define. Neither
did the Protocol Additional I formulate a definition of ‘armed conflict’. It is, however, clear from
reading Common Article 2 that the characterization of an armed conflict is factual and independent
of the views of the belligerents. If a belligerent denies the existence of an armed conflict, or even
if all belligerents do so, it does not affect the existence of the IAC or the application of IHL.412 It
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Geneva Conventions (I-IV), Common Article 2.
On the application of certain provisions of IHL in peacetime, see generally: Kolb, Advanced Introduction (n 385)
95–96.
Protocol Additional I, Article 1, paragraph 4 (‘The situations referred to in the preceding paragraph include
armed conflicts in which peoples are fighting against colonial domination and alien occupation and against
racist régimes in the exercise of their right of self-determination, as enshrined in the Charter of the United
Nations and the Declaration on Principles of International Law concerning Friendly Relations and Cooperation among States in accordance with the Charter of the United Nations.’).
The Prosecutor v Tihomir Blaškić [2000] ICTY, Trial Chamber IT-95-14-T, 29, para 80, 82 (‘Whatever the case,
the parties to the conflict may not agree between themselves to change the nature of the conflict, which is
established by the facts whose interpretation, where applicable, falls to the Judge.’); The Prosecutor v Dario Kordić
& Mario Čerkez [2004] ICTY, Appeals Chamber IT-95-14/2-A, 97, para 373. See generally: Greenwood, ‘The
Concept of War in Modern International Law’ (n 50) 295; ICRC, How Is the Term ‘Armed Conflict’ Defined in
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also does not matter if the belligerents recognize the other belligerents as States or their
government. For example, in the Arab-Israeli conflict, Arab States did not recognize Israel as a
State, but all belligerents accept the application of international humanitarian law to this
international armed conflict.413
The Geneva Conventions are applicable to “any other armed conflict” making it a residual flexible
category. The notion of armed conflict was précised by the Commentary on the Geneva
Conventions and by the ICTY in the Tadić case.
First of all, in the Commentary on the Geneva Conventions, Jean Pictet furnished the following
definition of armed conflict:
It remains to ascertain what is meant by "armed conflict". The substitution
of this much more general expression for the word "war" was deliberate. […]
The expression "armed conflict" makes such arguments less easy. Any
difference arising between two States and leading to the intervention of
armed forces is an armed conflict within the meaning of Article 2, even if one
of the Parties denies the existence of a state of war. It makes no difference
how long the conflict lasts, or how much slaughter takes place.414

Two criteria emerge from these lines: firstly, it must take place ‘between two States’ and, secondly,
there must be an ‘intervention of armed forces’.
Furthermore, the International Criminal Tribunal for the former Yugoslavia, in the well-known
Tadić case, adopted a similar definition and stated that an international armed conflict exists when
there is “resort to armed force between States”.415
Consequently, these two criteria must be analyzed for the study of international cyber armed
conflict. This logical approach is generally followed in the literature on jus in bello and cyber
warfare.416
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<https://www.icrc.org/eng/resources/documents/report/31-international-conference-ihl-challengesreport-2011-10-31.htm>; Julia Grignon, L’applicabilité Temporelle Du Droit International Humanitaire (Schulthess,
Collection genevoise 2014) 64–70; Fleck (n 370) 44–46, para 202.
Kolb, Ius in bello (n 369) 158; Fleck (n 370) 48, para 205.
Pictet (n 373) 32–33 (footnote omitted).
Prosecutor vs Dusko Tadić (Judgment) [1999] IT-94-1-A (ICTY, Appeals Chamber), para 70.
Michael Schmitt refers to them as the ‘international criterion’ and the ‘armed criterion’: Michael N Schmitt,
‘Classification of Cyber Conflict’ (2012) 17 Journal of Conflict and Security Law 245, passim; reused in:
Schmitt, The Tallinn Manual (n 76) 79, commentary to Rule 22, para 1; see also: Roscini, Cyber Operations (n
149) 125–141; Compagno (n 149) 99–102.
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For instance, Rule 22 of the Tallinn Manual on the characterization of IAC reads:
An international armed conflict exists whenever there are hostilities, which
may include or be limited to cyber operations, occurring between two or more
States.417

According to this rule, these two criteria outlined above are salient: firstly, there must be a
confrontation between States and, secondly, it gives rise to recourse to an armed force, which is
substituted by the term ‘hostilities’.
The following developments focus on these two criteria: the resort to armed force between two
States. Moreover, the intent of States and its irrelevance for the characterization of an IAC is also
scrutinized.

3.2.1.

First criterion: between two States

An IAC must occur between States, through their respective forces or other actors acting on their
behalf.418 It is, however, not confined to the use of the State’s armed forces; they can, for instance,
rely on paramilitary forces or police forces for the execution of military functions. The absence of
a military force does not prevent a State from being involved in an international armed conflict.
For instance, despite abolishing its military forces in 1949,419 Costa Rica could still be involved in
an IAC.
In addition to States, the Protocol Additional I extended its scope to armed conflicts in “which
peoples are fighting against colonial domination and alien occupation and against racist regimes in
the exercise of their right of self-determination”.420
The shift into the cyber realm does not challenge the requirement of an inter-state confrontation.421
Cyber operations will, however, most likely target and predominantly affect infrastructures owned
by private actors that do not directly belong to a State or its army. This is irrelevant as the
qualification of an armed conflict does not pertain to the nature of the target of the armed force.422
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Schmitt, The Tallinn Manual (n 76) 79, Rule 22.
Reaffirmed in the jurisprudence of the ICC: The Prosecutor v. Jean-Pierre Bemba Gombo (Decision Pursuant to
Article 61(7)(a) and (b) of the Rome Statute) (n 404), 78, para 223; The Prosecutor v Thomas Lubanga Dyilo
(Decision on the confirmation of charges) [2007] Pre-Trial Chamber I ICC-01/04-01/06, 73, para. 209; see
also: The Prosecutor v Germain Katanga and Mathieu Ngudjolo Chui (Decision on the confirmation of charges)
[2008] Pre-Trial Chamber I ICC-01/04-01/07-717, 72, para 238.
Constitución Política de la República de Costa Rica 1949, Articulo 12 - Se proscribe él Ejercito como
institución permanente.
Protocol Additional I, Article 1, Paragraph 4.
Melzer, ‘Cyber operations and jus in bello’ (n 376) 5.
Roscini, Cyber Operations (n 149) 136.
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For instance, the shooting of a civilian or the bombing of a private house would certainly qualify
as recourse to armed force triggering an IAC.

3.2.1.1.

Attributable to a State

Determining whether cyber operations are launched or conducted under the control of a State is a
difficult question.423 This problem is not limited to cyber operations. For instance, in the recent
armed conflict in Ukraine, armed groups that are alleged to be either local pro-Russian fighters or
actual Russian armed forces opposed the Ukrainian armed forces. If they are pro-Russian fighters
not controlled by Russia, the conflict is then a NIAC; if they belong to the Russian army, then the
conflict amounts to an IAC. Up until now, Russia’s involvement in the conflict has not been clearly
established.
To trigger an IAC, cyber operations amounting to a use of armed force need to be attributed to a
State acting against another State. If not, then any attempt to qualify it as an IAC will fail. Cyber
operations are generally known to be difficult, if not impossible, to establish the question of
attribution. This problem makes it very difficult to characterize this inter-state criterion when it
involves cyber operations.

3.2.1.2.

War by proxies

An IAC may also occur indirectly between States through actors acting on their behalf. Several
cases of cyber operations were considered to be carried out by non-state actors allegedly controlled
by States; illustrative of this point are the cyber operations against Estonia in 2007 and Georgia in
2008 as well as more recently those against Ukraine in 2014-2015. The conduct of war by proxies
creates a blurry situation that renders it more difficult to identify the belligerent State parties and
to act against them.424
The attribution of conduct by non-state actors to a State is a challenging question in international
law.425 Part III of this dissertation is dedicated to the question of attribution of cyber activities, and
in particular Chapter 9 deals specifically with the question of attribution of conduct to a State.426

See infra 205 et seq.
Waxman, ‘Cyber-Attacks’ (n 104) 446.
425 See notably: Paolo Palchetti, ‘De Facto Organs of a State’, MPEPIL (2010); Antonio Cassese, ‘The Nicaragua
and Tadić Tests Revisited in Light of the ICJ Judgment on Genocide in Bosnia’ (2007) 18 European Journal
of International Law 649.
426 See infra 235 et seq.
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3.2.1.3.

Extraterritorial intervention of a State against non-state actors

The extraterritorial intervention of a State against an armed group located on the territory of
another State may trigger a NIAC, an IAC or a mix of IAC and NIAC. Firstly, a foreign State acting
extraterritorially against an armed group, with the consent of the territorial State, is involved in a
NIAC with the armed group and there is no armed conflict with the territorial State.427 Secondly,
if the armed group acts on the behalf of the territorial State or another State, the intervening State
will be involved in an IAC.428 Thirdly, and finally, if the foreign State intervenes without the consent
of the territorial State, it might be involved in an IAC with the territorial State, which is in addition
to the armed conflict with the armed group. The intervention of a foreign State in an on-going
armed conflict has already been examined.429
States acting extraterritorially against non-state actors is very important in the cyber realm. Cyber
operations offer a way to intervene extraterritorially against non-state actors without having to use
force.

3.2.2. Second criterion: the resort to armed force
An IAC is constituted by the “intervention of armed forces” 430 or “resort to armed force” 431
between two States. Neither the Commentary on the Geneva Conventions nor the ICTY in the
Tadić case defined what constitutes the resort to armed force.432

See however a contra approach in the Targeted Killings case in which the Israeli Supreme Court uses the fact of
crossing a border as determining whether the armed conflict is of an international or non-international
character: Public Committee Against Torture in Israel v Government of Israel [2005] Supreme Court HCJ 769/02, para
18 (‘This law applies in any case of an armed conflict of international character – in other words, one that
crosses the borders of the state – whether or not the place in which the armed conflict occurs is subject to
belligerent occupation.’); see the critical analysis in: Roscini, Cyber Operations (n 149) 139.
428 See for instance: The Prosecutor v Thomas Lubanga Dyilo (Judgment pursuant to Article 74 of the Statute ) [2012]
Pre-Trial Chamber I ICC-01/04-01/06-2842247, para 541 (‘It is widely accepted that when a State enters into
conflict with a non-governmental armed group located in the territory of a neighbouring State and the armed
group is acting under the control of its own State, “the fighting falls within the definition of an international
armed conflict between the two States”.’); Vité (n 394) 70–71, 90.
429 See supra 99 et seq.
430 Pictet (n 373) 32–33 (footnote omitted).
431 Tadić (Appeals Chamber) (n 415) para 70.
432 On occasion, the narrowest concept of ‘hostilities’ is also used, see for instance: Melzer, Cyberwarfare (n 376)
24 (‘Strictly speaking, therefore, the existence of an international armed conflict does not necessarily depend
on the use of “force” between states but, at least in the absence of a formal declaration of war, on the
occurrence of belligerent “hostilities” within the meaning of IHL’); Schmitt, The Tallinn Manual (n 76) 79, Rule
22; Grignon (n 412) 74; see the analysis of this shift in: Roscini, Cyber Operations (n 149) 129–130.
427
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3.2.2.1.

The notion of armed force

The expression ‘resort to armed force’ seems very close to the expression ‘use of force’ as
prohibited by Article 2, paragraph 4 of the UN Charter. This leads to the question: are they
synonymous? Some authors argue this case when it comes to cyber operations.433 The ICJ, however,
ruled differently in the Nicaragua case, and held that the use of force ‘may in some circumstances’
trigger the application of IHL, implying that it does not cover all circumstances.434 For instance, in
the Nicaragua case the arming and training of the Contras by the United States amounted to a use of
force;435 however, it would not constitute a resort to armed force.436 Consequently, ‘resort of armed
force’ and ‘use of force’ must be seen as two different notions, even if they overlap on many
occasions.437
Characterizing cyber operations as a resort to armed force is a complicated matter. The armed force
character of firing a weapon or dropping bombs is obvious. Conversely, cyber operations are not
always used in a hostile manner and cannot thus be qualified as a resort to force in all cases. A
cyber operation aiming to take down an airplane seems more likely to qualify as armed force than
a cyber operation collecting data from a public library. The literature on cyber operations and jus in
bello generally uses an analogy for the purpose of comparing the effect of a cyber operations and
kinetic attacks.438 This approach is also the one relied on in the present research as it offers the
most reliable way of analyzing whether cyber operations qualify as a resort to armed force.

433
434

435
436

437

438

Beckett (n 376) 41; Ziolkowski (n 149) 68.
Nicaragua (Merits) (n 77) 112, para 216 (‘This last consideration leads the Court on to examination of the
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136; AIV/CAVV, ‘Cyber Warfare (Digitale Oorlogvoering)’ (Advisory Council on International Affairs
(AIV), Advisory Committee on Issues of Public International Law (CAVV) 2011) No 77, AIV/N° 22, CAVV
24 <http://aiv-advies.nl/68w/publicaties/adviezen/digitale-oorlogvoering>; Schmitt, ‘Cyber Conflict’ (n
416) 251; Dörmann (n 376) 3; MN Schmitt, ‘Wired Warfare: Computer Network Attack and Jus in Bello’
(2002) 84 International Review of the Red Cross 365, 373–374; Melzer, Cyberwarfare (n 376) 24; Dinniss (n
151) 131; Kerschischnig (n 187) 178.
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3.2.2.2.

Distinction between cyber operations producing effects in the real
world or not

Based on the comparison between the effects of cyber operations and kinetics attacks a distinction
arises: cyber operations causing effects in the real world are to be distinguished from those that
only have virtual and non-lethal effects. They must, therefore, be studied separately. Cyber
operations causing effects in the real world – causing loss of life, injury or damage – are more likely
to qualify as armed force (A) than the others (B).

A.

Cyber operations causing material damage, loss of life or injury to
persons

It is generally accepted that cyber operations causing material damage, including loss of life or
injury to persons constitute recourse to armed force, with some nuances however.439 Some authors
extend it to cyber operations that are reasonably likely to cause such effects.440 These cyber
operations are, by virtue of their consequences, most similar to kinetic operations, making them
easy to qualify as armed force.
A debate exists whether an isolated and sporadic or small-scale cyber operation causing death,
injury or damage could qualify.441 The disputed case is Stuxnet, a malware that infected a nuclear
facility in Iran, which led to the physical destruction of several centrifuges. If Stuxnet was attributed
to a State, could we consider that it triggered an international armed conflict between Iran and the
responsible State? Some authors argue that it would qualify while others are more hesitant to come
to the same conclusion.442 Stuxnet clearly produced physical effects that could also have been
produced by bombing a nuclear facility, which would have undoubtedly constituted a resort to
armed force triggering an IAC.
This debate could be considered as a revival of an old debate on whether there is a mandatory
threshold of intensity in order to qualify a situation as an IAC. Neither the Geneva Conventions
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Roscini, Cyber Operations (n 149) 135–136; Kerschischnig (n 187) 178; Melzer, Cyberwarfare (n 376) 24; Schmitt,
‘Wired Warfare’ (n 438) 373–374; Dörmann (n 376) 3; Droege, ‘Get off My Cloud’ (n 376) 546; Michael N
Schmitt, ‘Cyber Operations and the Jus in Bello: Key Issues’ (2011) 87 International Law Studies 89, 92–94;
Schmitt, ‘Cyber Conflict’ (n 416) 251; see also: Schmitt, The Tallinn Manual (n 76) 82–83, para 12, commentary
to Rule 22; Ziolkowski (n 149) 70.
See for instance: Roscini, Cyber Operations (n 149) 134–136.
ibid 135–136; Schmitt, ‘Wired Warfare’ (n 438) 373–374; Dinniss (n 151) 133; Kerschischnig (n 187) 177–
178; Schmitt, ‘Cyber Conflict’ (n 416) 252.
In favor see: Schmitt, ‘Cyber Conflict’ (n 416) 252; see contra: Droege, ‘Get off My Cloud’ (n 376) 548; Dinniss
(n 151) 133. The members of the Group of International Experts of the Tallinn Manual were split on this
question: Schmitt, The Tallinn Manual (n 76) 83–84, commentary to Rule 22, para 14.
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nor the Protocol Additional I establish a threshold of intensity or duration for the qualification of
an international armed conflict.443 In the same way, no international court or tribunal has
established such threshold of intensity.444 Moreover, a large part of the doctrine agrees that there
is no threshold of intensity for the qualification of an IAC: all use of arms between two States or
border clashes bring the Geneva Conventions into effect.445 For instance, in 2007 the Navy of the
Iranian Revolutionary Guards seized 15 British Royal Navy personnel, who were released a few
days later. This event did not qualify as an IAC by either parties owing to its brevity and low
intensity. It clearly met the criteria of an IAC, however.446
The absence of a threshold of intensity does not mean that States will qualify all cyber operations
amounting to armed force as armed conflict. States might not qualify them as such in order to
avoid escalation or for political and strategic reasons. This is another question that must be
addressed; however, any classification exercise on whether it amounts to an armed conflict is
independent from State recognition or acceptance of this qualification.447

B.

Cyber operations causing solely virtual and non-lethal effects

Cyber operations not causing effects in the real world are more difficult to qualify as recourse to
armed force. There is no clear consensus on this point, and various authors have taken different
but complementary positions. For instance, Michael Schmitt argues that a cyber operation that
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Also corroborated by the Commentary: Pictet (n 373) 32–33 (‘It makes no difference how long the conflict
lasts, or how much slaughter takes place. The respect due to human personality is not measured by the number
of victims. Nor, incidentally, does the application of the Convention necessarily involve the intervention of
cumbrous machinery. It all depends on circumstances. If there is only at single wounded person as a result of
the conflict, the Convention will have been applied as soon as he has been collected and tended, the provisions
of Article 12 observed in his case, and his identity notified to the Power on which he depends. All that can
be done by anyone: it is merely a case of taking the trouble to save a human life!’).
The ICC confirmed the inexistence of a threshold of intensity or duration for an IAC: The Prosecutor v. Thomas
Lubanga Dyilo (Decision on the confirmation of charges) (n 418), 73, para 207; Some wanted to find such
threshold in: Tadić (Appeal on jurisdiction) (n 397), para 70, as the Tribunal stated ‘These hostilities exceed
the intensity requirements applicable to both international and internal armed conflicts. There has been
protracted, large-scale violence between the armed forces of different States and between governmental forces
and organized insurgent groups.’ The confusion comes from the fact that the Tribunal was dealing with a
mixed NIAC/IAC. This reference to ‘large-scale violence’ is clearly relevant for the characterisation of the
NIAC; nowhere the Tribunal establishes such threshold for an IAC. In: Prosecutor v Zenjnil Delalić Zdravko Musić
also known as ‘PAVO’ and Hazim Delić Esad Landzo also known as ‘ZENGA’ (Čelebići camp) (Trial Judgement)
[1998] ICTY, Trial Chamber IT-96-21-T, para 184, the ICTY confirmed that for an IAC ‘the existence of
armed force between States is sufficient of itself to trigger the application of international humanitarian law’.
Dietrich Schindler, ‘The Different Types of Armed Conflicts according to the Geneva Conventions and
Protocols’ (1979) 163 RCADI 117, 131; Grignon (n 412) 74; ICRC, ‘International Humanitarian Law’ (n 412)
8; Kolb, Ius in bello (n 369) 158; Eric David (n 50) 124.
Eric David (n 50) 123–124.
Geneva Conventions (I-IV), Common Article 2; see also: Kolb, Advanced Introduction (n 385) 99.
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disables an object without physical destruction, necessitating reparation of the cyber infrastructure
and not just a mere reinstallation of software, could qualify as recourse to armed force.448
It seems that the main approach is that cyber operations significantly disrupting civilians or military
critical infrastructures could qualify as a resort to armed force.449 Marco Roscini argues that the
requirement of severity or the significance of the disruption is not a minimal threshold “for the
resort to armed force to be an international armed conflict, but for the cyber operation to be a
resort to armed force”.450 He takes the example of cyber operations against Estonia in 2007, which
produced neither physical damage nor any serious disruption. Consequently, they did not qualify
as a resort to armed force. The Estonia example reveals the difficulty in establishing a threshold of
intensity for disruptive cyber operations to qualify as a resort to force. Does the intensity of
disruptive cyber operations depend on the duration of the disruption or the scale of the disruption?
This threshold shall be settled by future State practice.
I agree on the existence of a possible threshold but, in my judgment, it needs to be low. I would
be less categorical in the Estonian case, because, in my opinion, it could clearly be seen as triggering
an IAC.

3.2.3. The irrelevance of the intent of States: military operations
conducted by mistake
The qualification of resort to armed force by a State against another as a result of error is an
important question. For instance, and as recalled by Marco Roscini, a malware might spread
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Schmitt, ‘Cyber Conflict’ (n 416) 252 (‘[t]he ICRC has taken the position that a cyber operation that “disables”
an object is also an attack even when it does not cause physical damage. This is a reasonable extension of the
notion of damage, at least to the extent repair (as distinct from merely reloading software) of the cyber
infrastructure concerned is necessitated. Since the operation is an attack, it is also armed in terms of
qualification for armed conflict.’) (footnote omitted); this position is based on the qualification by the ICRC
as an attack of cyber operations that disables an object even without causing physical damage: ICRC,
‘International Humanitarian Law’ (n 412) 37.
Roscini, Cyber Operations (n 149) 135–136; Droege, ‘Get off My Cloud’ (n 376) 548–549 (‘The mere
manipulation of a banking system or other manipulation of critical infrastructure, even if it leads to serious
economic loss, would probably stretch the concept of armed force beyond its object and purpose – the effects
are not equivalent to the destruction caused by physical means. But the disruption of such vital infrastructure
as electricity or water supply systems, which would inevitably lead to severe hardship for the population if it
lasted over a certain period, even if not to death or injury, might well have to be considered as armed force.
Although the effects are not equivalent to physical effects, they are precisely the kind of severe consequences
from which IHL seeks to protect the civilian population.’); see also: Ziolkowski (n 149) 74–75.
Roscini, Cyber Operations (n 149) 135 (emphasis in the original); see also: Droege, ‘Get off My Cloud’ (n 376)
548–549.
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inadvertently into infrastructures belonging to non-belligerent States.451 It has been for instance the
case with Stuxnet, which seems to have been designed to target Iranian infrastructures but spread
into computers all over the world.
The Manual of the Law of Armed Conflict edited by the UK Ministry of Defence states that “an
accidental border incursion by members of the armed forces would not, in itself, amount to an
armed conflict, nor the accidental bombing of another country”.452 For instance, in 1968 Swiss
armed forces accidentally fired some canon bullets into the Lichtenstein’s territory during a military
exercise.453 According to the approach adopted in the UK Manual, this would not have constituted
an armed conflict. It is, however, clear from a reading of Common Article 2 to the Geneva
Conventions that the recognition of the state of armed conflict by a belligerent is irrelevant. Indeed,
the intent of the perpetrator is irrelevant. As a consequence, recourse to armed force, even by error
or inadvertence, by a State against another constitutes an armed conflict.
However, States might refrain from qualifying it as an armed conflict in order to avoid escalation
or due to the context in which it unfolds. For instance, concerning the Switzerland-Lichtenstein
example, Robert Kolb noted that this situation remained under the law of peace and it did not
qualify as an armed conflict; the same situation would however probably lead to an armed conflict
in another context, especially if it occurred between hostile States.454
However, if there is no recourse to armed force, then the mere accidental border crossing, as
identified in the UK Manual, would not constitute an armed conflict. The absence of hostilities
prevents it from being qualified as a resort to armed force.
An example can be found in the dispute between Nicaragua and Costa Rica on the delimitation of
their border, which is currently pending before the ICJ.455 Nicaraguan troops established a
settlement on an island known to be part of the Costa Rican territory. This conduct was justified
by historical claims that the river course establishing the border had changed and some maps
recognized the mistake, notably Google Maps.456 In this case, the border crossing did not in fact
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Roscini, Cyber Operations (n 149) 136.
UK Ministry of Defence, The Manual of the Law of Armed Conflict (Oxford University Press 2004) 29.
Kolb, Advanced Introduction (n 385) 99.
ibid.
International Court of Justice, ‘Costa Rica Institutes Proceedings against Nicaragua with Regard to a
“[d]ispute Concerning Maritime Delimitation in the Caribbean Sea and the Pacific Ocean”’ (2014) No. 2014
/ 11.
‘About Costa Rica, Nicaragua, Their Mutual Border, and Google’ <http://ogleearth.com/2010/11/aboutcosta-rica-nicaragua-their-border-and-google/>.
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trigger an armed conflict not because it was based on a mistake but because of the absence of
hostilities.

3.2.4. Concluding remarks on international armed conflict
The present subsection demonstrated that cyber operations are able of triggering an international
armed conflict. It has never happened to date but theoretically it remains plausible, nonetheless.
State practice and opinio juris are important for the interpretation of international law and customary
international law. From the perspective of cyber armed conflict, State practice will be a determinant
in the interpretation of existing international law and its application to this new challenge for
international security.457

3.3.

Non-international cyber armed conflict

A non-international armed conflict can occur between armed groups, or alternatively between
States and armed groups. There has never been a case of non-international cyber armed conflict
characterized as such to date.458
Historically, international law dealt only with international conflicts, and non-international conflicts
were addressed by domestic law.459 The ICRC has attempted to regulate the conduct of noninternational armed conflict, which led to the adoption of Common Article 3 of the Geneva
Conventions.460 The evolution of the notion of NIAC was however a long and not linear process,461
which saw the adoption of subsequent treaties and the interpretation of customary international
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Droege, ‘Get off My Cloud’ (n 376) 549.
There has been, however, case of cyber operations taking place during a NIAC, such as during the Syrian and
Libyan civil wars, see for instance: Roscini, Cyber Operations (n 149) 148.
Antonio Cassese argues however that customary rules of international humanitarian law applicable to NIAC
were already emerging during the Spanish civil war (1936-1939): Antonio Cassese, ‘The Spanish Civil War
and the Development of Customary Law Concerning Internal Armed Conflicts’ in Antonio Cassese (ed),
Current Problems of International Law (Guiffrè 1974) 287–318; reproduced in: Antonio Cassese, Paola Gaeta and
Salvatore Zappalà, The Human Dimension of International Law: Selected Papers (Oxford University Press 2008)
128–147.
Pictet (n 373) 38–48; David A Elder, ‘The Historical Background of Common Article 3 of the Geneva
Convention of 1949’ (1979) 11 Case Western Reserve Journal of International Law 37, 41–54; Zacharie F
Ntoubandi and Thilo Marauhn, ‘Armed Conflict, Non-International’, MPEPIL (2011) paras 8–9.
Marko Milanovic and Vidan Hadzi-Vidanovic, ‘A Taxonomy of Armed Conflict’ in Christian Henderson and
Nigel D White (eds), Research Handbook on International Conflict and Security: Law Jus ad Bellum, Jus in Bello and
Jus post Bellum (Edward Elgar Publishing 2013) 282.
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law by international tribunals and courts, mainly by the ICTY in the Tadić case and subsequent
cases.
The notion was subsequently clarified in two other instruments:462 firstly, the Second Protocol
Additional to the Geneva Conventions that only applies to non-international armed conflict, which
has a higher threshold of application than Common Article 3. Secondly, the Rome Statute has
specific provisions on war crimes committed during non-international armed conflict. There is no
general definition of non-international armed conflict in international law, and the three
aforementioned treaties have established different thresholds for the classification of a conflict as
a NIAC, which makes it a plural legal concept.463
Common Article 3 establishes the broader and less precise approach, the Protocol Additional II
conversely adopts the most restrictive approach, while the Rome Statute adopts an intermediate
approach to what constitutes the threshold. The threshold of the Rome Statute is based on
Common Article 3464 so they will be studied together (3.3.1), followed by an examination of the
threshold of the Protocol Additional II (3.3.2).

3.3.1.

Common Article 3

Common Article 3 of the Geneva Conventions establishes several minimum provisions regulating
humanitarian protection that shall apply in case of “armed conflict not of an international character
occurring in the territory of one of the High Contracting Parties”.465 The requirement that it occurs
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Other treaties also refers to non-international armed conflicts without detailing the content of this notion,
see generally: Convention for the Protection of Cultural Property in the Event of Armed Conflict (14 May
1954), Article 19; Second Protocol to the Hague Convention of 1954 for the Protection of Cultural Property
in the Event of Armed Conflict (26 march 1999); Convention on Prohibitions or Restrictions on the Use of
Certain Conventional Weapons Which May be Deemed to be Excessively Injurious or to Have Indiscriminate
Effects (10 October 1980, as amended in 2001).
I borrowed the expression ‘plural legal concept’ from Milanovic and Hadzi-Vidanovic (n 461) 282.
Anthony Cullen, ‘Definition of Non-International Armed Conflict in the Rome Statute of the International
Criminal Court: An Analysis of the Threshold of Application Contained in Article 8(2)(f)’ (2007) 12 Journal
of Conflict & Security Law 419, 419–445.
Geneva Conventions, Common Article 3, paragraph 2; the ICJ, in the Nicaragua case, recognized the made
applicable by Common Article 3 are “elementary considerations of humanity” that “constitute a minimum
yardstick” applicable to both international and non-international armed conflicts: Nicaragua (Merits) (n 77)
114, para 218.
See, however, contra Yoram Dinstein, The Conduct of Hostilities Under the Law of International Armed Conflict
(Cambridge University Press 2004) 32.
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on the territory of a State party to the Geneva Conventions466 does not prevent the application of
Common Article 3 to cyberspace as it relies on physical infrastructures.467
In addition to the minimal standard of protection for non-combatants, other parts, or even all, of
the Geneva Conventions can be brought into force by special agreement between the parties to
the conflict.468 It also triggers the application of the rules of customary international law that are
applicable to a NIAC.469 The Geneva Conventions do not, however, define any further what
constitutes an armed conflict that is not of an international character.470 The lack of definition
constitutes a really challenge for the determination of the existence of a NIAC.471 The
determination of the existence of an armed conflict not of an international character must be
carried out according to customary international law.472
The ICTY clarified the definition of NIAC in the Tadić case, in which it referred to a NIAC as
“protracted armed violence between governmental authorities and organized armed groups or
between such groups within a State”.473 This position is generally accepted as reflecting customary
international law.474 The Rome Statute relies on Common Article 3 for the qualification of war
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Nowadays this virtually means any State in the world: Emily Crawford, ‘Armed Conflict, International’,
MPEPIL (2011) para 38.
Melzer, Cyberwarfare (n 376) 5; see also: Roscini, Cyber Operations (n 149) 149.
Geneva Conventions, Common Article 3, paragraph 2.
Tadić (Appeal on jurisdiction) (n 397), para 89; Prosecutor v Zenjnil Delalić Zdravko Musić also known as ‘PAVO’
and Hazim Delić Esad Landzo also known as ‘ZENGA’ (Čelebići Camp) (Appeal Judgement) [2001] Case No: IT96-21-A (ICTY, Appeals Chamber), paras 125, 133.
It has been suggested during the drafting process to define the term ‘conflict’ but this was finally abandoned.
The commentary however enumerates several indicative criteria contained in the various amendments
discussed during the drafting process, as they “are useful as a means of distinguishing a genuine armed conflict
from a mere act of banditry or an unorganized and short-lived insurrection”: Pictet (n 373) 49–50. See also:
Sandesh Sivakumaran, The Law of Non-International Armed Conflict (Oxford University Press 2012) 155–164.
The lack of a clear definition made possible for State to deny the existence of a NIAC rendering IHL
inapplicable: Protection of Victims of Non-International Armed Conflicts, vol 5 (Conference of Government Experts
on the Reaffirmation and Development of International Humanitarian Law Applicable in Armed
Conflicts (24 May - 12 June 1971), submitted by the International Committee of the Red Cross 1971) 43
<http://www.loc.gov/rr/frd/Military_Law/pdf/RC-conference_Vol-5.pdf> (‘the case has arisen where
governments refuse to apply Article 3 because they dispute the existence of such a conflict.’); Milanovic and
Hadzi-Vidanovic (n 461) 285.
David P Forsythe, ‘Legal Management of Internal War: The 1977 Protocol on Non-International Armed
Conflicts’ (1978) 72 American Journal of International Law 272, 273–274; Kilgore K. Edwin, ‘Geneva
Conventions Signatories Clarify Applicability of Laws of War to Internal Armed Conflicts’ (1978) 8 Georgia
Journal of International and Comparative Law 945; Schindler (n 445) 147.
The Geneva Conventions introduced the notion of NIAC and there was consequently almost no practice and
customary rules on NIAC at this time: Milanovic and Hadzi-Vidanovic (n 461) 285; see however: Cassese,
‘The Spanish Civil War and the Development of Customary Law Concerning Internal Armed Conflicts’ (n
459).
Tadić (Appeal on jurisdiction) (n 397) para 70.
The Tadić test was relied on by other courts, tribunals and institutions, such as:

113

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

crimes perpetrated during NIACs.475 It also refers to the Tadić test and requires “protracted armed
conflict” for the characterization of a NIAC. 476 It also excluded from the definition of a NIAC
“situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of
violence or other acts of a similar nature”.477 The Tadić test and the Rome Statute establish a higher
threshold than Common Article 3, which remains lower than the threshold established by the
Protocol Additional II.
The Tadić test implies that two criteria478 must be met for a conflict to qualify as a NIAC: firstly,
the parties to a NIAC (3.3.1.1); secondly, the hostilities must reach a certain level of intensity
(3.3.1.2).479 The motives of the belligerents are irrelevant for the characterization of a NIAC, and
thus do not constitute a criterion.480

3.3.1.1.

The parties to a NIAC

The parties to a non-international armed conflict can be armed groups fighting against each other
or armed groups fighting against governmental forces. Common Article 3 solely requires that the
armed conflict takes place on the territory of a State party to the Geneva Conventions but does
not require the involvement of the State.481 This was not modified by the Rome Statute or by
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The ICC, see generally: The Prosecutor v. Thomas Lubanga Dyilo (Decision on the confirmation of
charges) (n 418), para 233; The Prosecutor v. Jean-Pierre Bemba Gombo (Decision Pursuant to Article
61(7)(a) and (b) of the Rome Statute) (n 404), para 229.
• The International Criminal Tribunal for Rwanda, see generally: The Prosecutor v Jean-Paul Akayesu (Trial
Judgement) [1998] Case No ICTR-96-4-T (International Criminal Tribunal for Rwanda, Chamber
I), para 619; The Prosecutor v Georges Anderson Nderubumwe Rutaganda Case No ICTR-96-3-T
(International Criminal Tribunal for Rwanda, Trial Chamber), para 92.
• The ICRC, see generally: ICRC, Armed Conflict (n 412) 4.
The Tadić test has been continuously used by the ICTY in subsequent cases, see generally: Proescutor v Ramush
Haradinaj, Idriz Balaj, Lahi Brahimaj (Judgement) [2008] IT-04-84-T (ICTY, Trial Chamber I), para 38; Prosecutor
v Slobodan Milošević (Rule 98 bis Decision) [2004] IT-02-54-T (ICTY, Trial Chamber), para 17; Čelebići (Trial
Judgement) (n 444), para 184; Prosecutor v Enver Hadžihasanović & Amir Kubura (Trial Judgement) [2006] IT01-47-T (ICTY, Trial Chamber), para 14; Prosecutor v Fatmir Limaj, Haradin Bala, & Isak Musliu (Trial
Judgement) [2005] IT-03-66-T (ICTY, Trial Chamber), para 84; Prosecutor v Mile Mrkšić, Miroslav Radić &
Veselin Šljivančanin (Trial Judgement) [2007] IT-95-13/1-T (ICTY, Trial Chamber), para 407.
Rome Statute of the International Criminal Court, Article 8 (2) (c).
Rome Statute of the International Criminal Court, Article 8 (2) (f). See generally: Cullen (n 464) 435–443.
Rome Statute of the International Criminal Court, Article 8 (2) (d).
See also the discussion on the requirement of being ‘armed’ for the organized armed group in: Schmitt, ‘Cyber
Conflict’ (n 416) 258; Roscini, Cyber Operations (n 149) 151.
These two criteria are also present in the literature, even before the Tadić case: Schindler (n 445) 147; see also:
Akande (n 389) 51–54.
Limaj et al. (Trial Judgement) (n 474) para 170; ICRC, ‘International Humanitarian Law’ (n 412) 11; Roscini,
Cyber Operations (n 149) 151.
Ntoubandi and Marauhn (n 460) 14.

114

THE THRESHOLDS OF JUS IN BELLO: ‘CYBER ARMED CONFLICTS’

subsequent jurisprudence. In this regard, the ICTY in Tadić specified that it must be an ‘organized
armed group’, introducing a criterion that requires organization.

A.

The organization criterion

The criterion of organization is not clearly defined. Nonetheless, the ICTY in the Haradinaj et al.
case listed several indicative factors, which include:
[T]he existence of a command structure and disciplinary rules and
mechanisms within the group; the existence of a headquarters; the fact that
the group controls a certain territory; the ability of the group to gain access
to weapons, other military equipment, recruits and military training; its
ability to plan, coordinate and carry out military operations, including troop
movements and logistics; its ability to define a unified military strategy and
use military tactics; and its ability to speak with one voice and negotiate and
conclude agreements such as cease-fire or peace accords.482

As noted by the Trial Chamber, none of these indicative factors are by themselves essential for the
fulfilment of the requirement of organization.483 The ICC found indicative factors of organization
to encompass the existence of political and military wings and constitutive instruments, including
a disciplinary code that provides an internal disciplinary system.484
Despite these developments, there is no clear threshold for the criterion of organization. It seems
however that the criterion of organization should not be exaggerated or applied too rigidly.485 For
instance, it is not required that the armed group has the same level of organization of a State army.
The jurisprudence clarified that ‘some degree of organization’486 as well as groups ‘relatively
organized’487 or ‘organized to a greater or lesser extent’488 suffice to satisfy this criterion. While an
organized armed group must be capable of complying with IHL, whether or not it actually complies
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Current and Inherent Challenges’ (2007) 10 Yearbook of International Humanitarian Law 45, 56–57; Roscini,
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(Cambridge University Press 2002) 138–141.
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with it is wholly irrelevant.489 It has been suggested that the criteria of intensity and organization
are interrelated and should be considered together, which potentially imply that “the higher the
level of organisation the less degree of intensity may be required and vice versa.”490
The hostilities must be collective and conducted with a certain degree of coordination, excluding
from the scope of NIACs operations conducted by a single individual or individuals acting without
any coordination.491 For instance, a single hacker could not trigger a NIAC even if his cyber
operations meet the criterion of intensity.492 A disorganized group of hackers, such as Anonymous,
would not meet the organizational criterion and thus could not lead to the application of jus in bello.
Different scenarios can be identified on the determination of the level or organization of the
perpetrators of cyber operations.

(i).

Organized armed group conducting cyber operations

The first scenario is the conduct of cyber operations by a traditional organized armed group, such
as Hezbollah or FARC.493 These organized armed groups generally fulfil the criterion of
organization as they have several notable organizational features including, inter alia: hierarchical
organization, a headquarters, a command structure and disciplinary rules and mechanisms, and the
ability to access weapons and conduct operations. An organized armed group can also be the result
of the gathering of individuals and small groups fighting separately, which finally decide to
coordinate and structure as a group. This was the case in Libya in 2011.494
These groups generally conduct various types of operations, including kinetic operations. They also
rely significantly more on cyber operations. It would be perfectly plausible that such organized
armed groups would rely only on cyber operations. The type of weapons used is irrelevant for the
criterion of organization, contrasting with the relevance of the ability to gain access to weapons as
identified by the ICTY.
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Prosecutor v. Ljube Boškoski & Johan Tarčulovski (trial judgement) (n 482) para 205; Roscini, Cyber Operations (n
149) 154; see also: Gerald Irving Antony Dare Draper, ‘The Geneva Conventions of 1949’ (1965) 114 RCADI
59, 98.
Initial Report on the Meaning of Armed Conflict in International Law (prepared by the International Law Association
Committee on the Use of Force, International Law Association, Rio de Janeiro Conference 2008) 22;
reproduced in: Mary Ellen O’Connell (ed), What Is War?: An Investigation in the Wake of 9/11 (Martinus Nijhoff
Publishers 2012) 275, 303.
Schindler (n 445) 147.
Melzer, ‘Cyber operations and jus in bello’ (n 376) 6; Roscini, Cyber Operations (n 149) 153.
The FARC refers to the Armadas Revolucionarias de Colombia—Ejército del Pueblo (Revolutionary Armed Forces
of Colombia—People's Army).
Sivakumaran (n 470) 172.

116

THE THRESHOLDS OF JUS IN BELLO: ‘CYBER ARMED CONFLICTS’

Groups of this kind are clearly organized. If they conduct cyber operations reaching the threshold
of intensity, it would constitute a NIAC.495

(ii).

Other situations

Several other forms of groups exist that could not meet the criterion of organization.
The first possible scenario is a group loosely organized conducting cyber operations, such as AlQaeda, which raises complex questions when it comes to the criterion of organization.496 These
groups generally lack a clear command structure and disciplinary mechanisms. They are generally
constituted by several groups, of variable organization, linked together mainly by a similar ideology
without other systems of coordination. In most cases, these groups appear to be too disorganized
to qualify as an organized armed group.497 At some point these loosely organized groups can shift
to a more structured organization and become an actual organized armed group, as previously
analyzed.
From this perspective, some authors study the specific case of ‘virtual’ organization – such as
groups that are conducting all their activities online and are solely organized online. These groups
fall short of the criterion of organization.498 The absence of physical meetings makes the
identification and establishment of a structure of command difficult, even if this point could be
achieved online in some circumstances. It seems however difficult, even impossible, to implement
the decisions and IHL within an exclusively online structure.
A second possible case involves several individuals conducting cyber operations at the same time.
This seems to be the most relevant situation to date when it comes to cyber operations. This
appeared to be the case in Estonia, Lithuania and Georgia. Several individuals and loosely organized
groups conducted cyber operations simultaneously, with similar motives and against the same
targets, without a proper organization except for some online coordination through blogs, online
forums and chats. This is also how Anonymous generally operates, as there is clearly no real
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A similar conclusion was reached by Roscini, Cyber Operations (n 149) 155; Robin Geiß, ‘Cyber Warfare:
Implications for Non-International Armed Conflicts’ (2013) 89 International Law Studies 627, 635.
See the analysis on Al-Qaeda as an organized group in: Noam Lubell, ‘The War (?) against Al-Qaeda’ in
Elizabeth S Wilmshurst (ed), International law and the classification of conflicts (Oxford University Press, in
association with Chatham House 2012) 424–428, 436.
Roscini, Cyber Operations (n 149) 155–156; the majority of the Group of International Experts of the Tallinn
Manual agreed on this point: Schmitt, The Tallinn Manual (n 76) 90, commentary to Rule 23, para 15.
Schmitt, The Tallinn Manual (n 76) 89–90, commentary to Rule 23, paras 13-14; Schmitt, ‘Cyber Conflict’ (n
416) 256–257; Geiß, ‘Cyber Warfare: Implications for Non-International Armed Conflicts’ (n 495) 636–637;
Droege, ‘Get off My Cloud’ (n 376) 550.
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organization but individuals sharing the same goal and they coordinate via various online media.
They clearly cannot be considered to be organized.499
A third possible case is the situation of a private military and security company (PMSC) conducting
cyber operations. In this scenario, three scenarios must be distinguished: a PMSC acting on the
behalf of a State, a PMSC acting on the behalf of a private group, and finally a PMSC acting by
itself. In the first two scenarios, the initial question concerns the attribution of the conduct of the
PMSC to the State or to the non-state actor for whom it acts.500 In these cases, the criterion of
organization should be analyzed with regard to the entity that hired and controlled the PMSC. For
instance, if it is a State who hired the PMSC, the State will be considered to be the belligerent if a
PMSC acts on its behalf, just like the case for any armed groups acting on the behalf of a State.501
In this situation, the criterion of organization would apply to the State and not to the PMSC. If the
PMSC acts on the behalf of a State against another State, it might lead to an IAC. While if it acts
against a non-state actor, it might lead to a NIAC. In the case of a PMSC acting on a behalf of a
non-state actor, the organization of the hiring actor would have to meet the threshold of the
criterion of organization. If both the criteria of intensity and organization are met, the hiring actor
might find itself involved in a NIAC. In the case of a PMSC acting alone, it would have to meet
the criterion of organization by itself. It seems more unlikely that the two last scenarios could
trigger an armed conflict.502
Finally, some authors analyzed the question of botnets. The term botnets describes a network of
computers connected to the Internet that perform a common task. In most cases, it constitutes a
network of ‘zombie computers’ that have been infected by a malware and are remotely controlled
without knowledge of their owner. A botnet is a ‘group of computers’ but is not a group according
to the criterion of organization; while the computer is part of a group, the unidentified owner is
not. This constitutes, as I see it, more a means of cyber operations than a specific group structure,
and thus the criterion of organization is not applicable. Organized armed groups, loosely organized
groups, individuals or state armies use botnets, notably to perform DDoS attacks.503
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This conclusion is common to the rest of the literature on the topic: Roscini, Cyber Operations (n 149) 155–
156; Schmitt, The Tallinn Manual (n 76) 88–89, commentary to Rule 23, para 11; Laurie R Blank, ‘International
Law and Cyber Threats from Non-State Actors’ (2013) 89 International Law Studies 406, 425; Schmitt, ‘Cyber
Conflict’ (n 416) 256; Geiß, ‘Cyber Warfare: Implications for Non-International Armed Conflicts’ (n 495)
635.
See infra 205 et seq.
Schmitt, ‘Cyber Conflict’ (n 416) 252–253.
Roscini, Cyber Operations (n 149) 156.
See for instance: ibid 155–156.
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3.3.1.2.

The level of violence required for a NIAC

The requirement of a certain level of violence is not mentioned in Common Article 3 but was
affirmed by the ICTY in the Tadić case, speaking of ‘protracted armed violence’, and restated in the
Rome Statute.504 Given that the word protracted means prolonged, it suggests at first sight that it
requires armed violence to be of certain duration. It seems however that the requirement goes
beyond that and there is also a requirement of a certain intensity.505 In the same paragraph of the
Tadić case, the ICTY also referred to an ‘intensity requirement’, which it applied to the conflict in
former Yugoslavia. This ‘intensity requirement’ was also relied on in subsequent cases.506 The
requirement of certain intensity enables a NIAC to be distinguished from other situations such as
banditry, riots, or isolated acts of terrorism.507 It has been enshrined in the Rome Statute as it
explicitly excludes “situations of internal disturbances and tensions, such as riots, isolated and
sporadic acts of violence or other acts of a similar nature”.508
On the duration required, it seems that an NIAC can be of a short duration. The Inter-American
Commission on Human Rights, for instance, in the Abella case characterized a 30-hour
confrontation between government and dissident forces as a NIAC.509
On the intensity requirement, it must be noted at the outset that it is not necessary for the use of
force by a State against a non-state actor to be conducted by its armed forces. In some
circumstances, operations conducted by law enforcement agents could be classified as a NIAC.510
In addition to the indicative factors on the characterization of an organized armed group
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Tadić (Appeal on jurisdiction) (n 397) para 70. Rome Statute of the International Criminal Court, Article 8 (2)
(f). The Commentary to Common Article 3 was however clear on the fact that it does not apply to “act of
banditry or an unorganized and short-lived insurrection”: Pictet (n 373) 50; see also: Vité (n 394) 76–77.
Akande (n 389) 52.
Tadić (Appeal on jurisdiction) (n 397) para 70 (‘[t]hese hostilities exceed the intensity requirements applicable
to both international and internal armed conflicts’); see also: Prosecutor v Dusko Tadić (Trial Judgement) [1997]
IT-94-1-T (ICTY, Trial Chamber) para 562; Haradinaj et al. (Trial Judgement) (n 474) para 40; Milošević (Rule
98 bis Decision) (n 474) para 17; Kordić & Čerkez (Appeal Judgement) (n 412) paras 334-341; Limaj et al. (Trial
Judgement) (n 474) para 83; Mrkšić et al. (Trial Judgement) (n 474) 407; Čelebići (Trial Judgement) (n 444) 184.
Haradinaj et al. (Trial Judgement) (n 474) para 38; Kordić & Čerkez (Appeal Judgement) (n 412) para 341; Tadić
(Trial Judgement) (n 506) para 562; Čelebići (Trial Judgement) (n 444) para 184; Limaj et al. (Trial Judgement)
(n 474) para 84.
Rome Statute of the International Criminal Court, Article 8(2)(d).
Juan Carlos Abella v. Argentina (n 487) para 156 (‘[t]he Commission concludes therefore that, despite its brief
duration [30 hours], the violent clash between the attackers and members of the Argentine armed forces
triggered application of the provisions of Common Article 3, as well as other rules relevant to the conduct of
internal hostilities.’); this conclusion has been questioned by: Michael N Schmitt, ‘Iraq (2003 Onwards)’ in
Elizabeth S Wilmshurst (ed), International law and the classification of conflicts (Oxford University Press in
association with Chatham House 2012) 371, footnote 71.
Akande (n 389) 53–54.
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mentioned earlier, the ICTY in the Haradinaj et al. case provided several indicative factors for
assessing the criterion of intensity. Summarizing the findings of previous cases,511 the Tribunal
identified the following non-exhaustive list of indicative factors:
[D]uration and intensity of individual confrontations; the type of weapons
and other military equipment used; the number and calibre of munitions
fired; the number of persons and type of forces partaking in the fighting; the
number of casualties; the extent of material destruction; and the number of
civilians fleeing combat zones. The involvement of the UN Security Council
may also be a reflection of the intensity of a conflict.512

There is no clear threshold of intensity. Each situation would have to be analyzed independently.
It has been argued, for instance, that “the deletion or destruction of data (even on a large scale),
computer network exploitation, and data theft do not amount to a [NIAC]”.513 This conclusion
seems accurate. Hence, the threshold of intensity required is high and most of cyber operations
might fall short of this test. It seems that cyber operations meeting the threshold of intensity would
be of an exceptional nature.514

3.3.2. Protocol Additional II
The Protocol Additional II adopted in 1977 supplemented the protective regime of Common
Article 3 for non-international armed conflicts. It establishes a higher threshold of application; in
other words, higher criteria are to be met for a NIAC qualification. The first Article of Protocol
Additional II reads:
This Protocol, which develops and supplements Article 3 common to the
Geneva Conventions of 12 August 1949 without modifying its existing
conditions of application, shall apply to all armed conflicts which are not
covered by Article 1 of the Protocol Additional to the Geneva Conventions of
12 August 1949, and relating to the Protection of Victims of International
Armed Conflicts (Protocol I) and which take place in the territory of a High
Contracting Party between its armed forces and dissident armed forces or
other organized armed groups which, under responsible command, exercise
such control over a part of its territory as to enable them to carry out
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Haradinaj et al. (Trial Judgement) (n 474) paras 39-48; referring to: Tadić (Appeal on jurisdiction) (n 397); Tadić
(Trial Judgement) (n 506); Čelebići (Trial Judgement) (n 444); Milošević (Rule 98 bis Decision) (n 474); Kordić &
Čerkez (Appeal Judgement) (n 412); Prosecutor v Sefer Halilović (Trial Judgement) [2005] IT-01-48-T (ICTY, Trial
Chamber); Limaj et al. (Trial Judgement) (n 474); Hadžihasanović & Kubura (Trial Judgement) (n 474); Prosecutor
v Milan Martić (Trial Judgement) [2007] IT-95-11-T (ICTY, Trial Chamber); Mrkšić et al. (Trial Judgement) (n
474).
Haradinaj et al. (Trial Judgement) (n 474) para 49.
Schmitt, The Tallinn Manual (n 76) 87–88, commentary to Rule 23, para 8.
Geiß, ‘Cyber Warfare: Implications for Non-International Armed Conflicts’ (n 495) 633–634; Schmitt, The
Tallinn Manual (n 76) 85, commentary to Rule 23, para 2; Schmitt, ‘Cyber Conflict’ (n 416) 259; Radziwill (n
15) 178; Arimatsu (n 40) 341.
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sustained and concerted military operations and to implement this
Protocol.515

This Article introduces several new criteria: firstly, one of the belligerents must be a State; secondly,
the confrontation must occur on the territory of the State taking part in the hostilities; thirdly, the
non-state party to the armed conflict must control part of the territory of the belligerent State;
fourthly, the non-state actor must act under responsible command. It consequently excludes armed
conflicts between non-state actors only, or taking part outside the territory of the belligerent State,
or in which the non-state party is not controlling part of the territory.
It is important to recall that it does not replace Common Article 3, but solely supplements it. In
other words, Common Article 3 remains applicable to numerous situations in which Protocol
Additional II does not apply. Moreover, several States, including Israel and the United States, are
not parties to Protocol Additional II.
The third criterion listed above – territorial control by the dissident forces – is the most important
when it comes to the characterization of non-international armed conflict occurring solely within
cyberspace. It seems unrealistic to consider, given the current context, that a dissident group may
be seen to control territory with only cyber means.516
Even in the hypothetical scenarios where an armed group takes control of all the connected
computer infrastructures in a country, it seems difficult to consider it as actual territorial control.
Especially because the State that still controls its physical territory would be able to access those
infrastructures and shut them down, removing the control of the non-state group. Conversely, in
the case of mixed control that includes part of the physical territory and of cyberspace, it can be
argued that the latter constitutes part of the controlled territory, even if no practice in support or
against this conclusion currently exists. For instance, if this group physically controls an
infrastructure and also controls it in the cyberspace, it might be able to settle seriously its control.
The requirement of territorial control is to enable the non-state actor ‘to carry out sustained and
concerted military operations and to implement this Protocol’. 517 Some authors argue that “the
conduct of ‘sustained and concerted military operations’ may not, given modern technologies
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Protocol Additional II, Article 1, Paragraph 1. The second paragraph specifies that it shall not apply to
“situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of violence and
other acts of a similar nature, as not being armed conflicts.”
Roscini, Cyber Operations (n 149) 158–159.
Protocol Additional II, Article 1, Paragraph 1.
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capabilities, necessarily require the holding of any specific amount of land”.518 I agree that large
scale coordinated cyber operations might qualify as sustained and concerted military operations.
The question would then depend on the scale required, which is determined by the ability to
implement the Protocol and conduct ‘sustained and concerted military operations’, as specified in
the commentary to Article 1:
The word “such” provides the key to the interpretation. The control must be
sufficient to allow sustained and concerted military operations to be carried
out. (16) and for the Protocol to be applied, i.e., for example, caring for the
wounded and the sick, or detaining prisoners and treating them decently
[…].519

It further adds that the
Ability to implement the Protocol […] is the fundamental criterion which
justifies the other elements of the definition: being under responsible
command and in control of a part of the territory concerned, the insurgents
must be in a position to implement the Protocol. The threshold for
application therefore seems fairly high. Yet, apart from the fact that it reflects
the desire of the Diplomatic Conference, it must be admitted that this
threshold has a degree of realism. The conditions laid down in this paragraph
1, as analysed above, correspond with actual circumstances in which the
parties may reasonably be expected to apply the rules developed in the
Protocol, since they have the minimum infrastructure required therefor.520

There is however nothing in the Commentary that would suggest that the requirement of territorial
control could be dismissed even if it was possible to implement the Protocol and conduct sustained
and concerted military operations without a territorial dimension. Furthermore, implementing the
Protocol without or with a limited territorial control might be difficult or even impossible.521
The other criteria listed above could be easily fulfilled by an armed conflict occurring solely in
cyberspace. It would have to be a conflict between dissident forces and a State, targeting computer
systems and networks located on the territory of the later. The dissident forces would have to act
under a responsible command. The fact, however, that a dissident group is unable to take control
of part of the territory solely by conducting cyber operations makes the Protocol Additional II
inapplicable to cyber armed conflicts.522
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William H Boothby, The Law of Targeting (Oxford University Press 2012) 555; Dinniss (n 151) 136; see also:
Schmitt, ‘Cyber Conflict’ (n 416) 256.
Claude Pilloud and others, Commentary on the Additional Protocols of 8 June 1977 to the Geneva Conventions of 12
August 1949 (ICRC and Martinus Nijhoff Publishers 1987) 1352, para 4466.
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The same conclusion is reached in: Schmitt, The Tallinn Manual (n 76) 90–91, commentary to Rule 23, para
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3.4.

Concluding remarks on cyber armed conflict

This chapter dealt with the thresholds of jus in bello and more precisely the question of the
qualification of ‘cyber armed conflicts’. It has been observed that no cyber armed conflict, either
of an international or a non-international character, has ever been qualified as such to date. From
a theoretical point of view, it is possible for cyber operations to constitute a cyber armed conflict.
It appears, however, that such qualification would be impossible in the vast majority of cyber
operations. This conclusion is even more accurate when it comes to the qualification as a noninternational armed conflict.
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Conclusion of Part I
The first part of the dissertation investigated the circumstances in which cyber operations can by
themselves trigger the application of jus in bello or jus contra bellum. The outcome of this investigation
confirms that the vast majority of cyber operations do not reach or cross these thresholds. Thus,
they remain below the threshold of cyber warfare. Stuxnet is the only example of a cyber operation
that could arguably constitute an unlawful use of force, or even potentially an armed attack but this
latter assertion is highly controversial.
This conclusion acts as the foundations for this dissertation. The next part, State-sponsored cyber
operations violating international law outside of the realm of cyber warfare, departs from these concluding
remarks and endeavours to shed light on other means available to qualify state-sponsored cyber
operations. The first and second parts map the lawfulness of state-sponsored cyber operations,
which will serve as starting point for the last part of the dissertation, which deals with the remedies
and measures of self-help to victim States of a state-sponsored cyber operation. If most cyber
operations do not reach the threshold of jus contra bellum, and therefore do not trigger the victim
State’s right of self-defence, it is necessary to unpack the responses, and remedies, to cyber
operations outside of the realm of ‘warfare’. This will be the exercise in Part IV.
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PART II.
STATE-SPONSORED CYBER
OPERATIONS VIOLATING
INTERNATIONAL LAW
OUTSIDE THE REALM OF
CYBER WARFARE
State-sponsored cyber operations may violate various norms of international law. The objective of
Part II is to analyze the main norms of international law that cyber operations may breach, with a
specific focus on norms not belonging to jus in bello and jus contra bellum.
Together with Part I, dedicated to the threshold of cyber warfare, they map the circumstances in
which cyber operations may constitute an internationally wrongful act. The appraisal of the
wrongfulness of cyber operations developed in Parts I and II is particularly relevant for possible
responses and remedies against state-sponsored cyber operations, which will be fleshed out in Part
IV. The question of attribution of cyber operations is fundamental, which will be developed in Part
III that deals with the question of attribution. Establishing if the cyber operation fulfils the tests of
wrongfulness and attribution are two mandatory steps in order to hold the perpetrating State
responsible, as will be developed in Part IV.
This Part is comprised of three chapters, which interrogate the lawfulness of state-sponsored cyber
operations (Chapter 4), the circumstances that may preclude wrongfulness in certain cyber
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operations (Chapter 5) and finally the relationship between cyber operations and the duty of
diligence (Chapter 6).
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4.
The lawfulness of state-sponsored cyber
operations
This Chapter is preoccupied with the question concerning the lawfulness of state-sponsored cyber
operations. The objective is to analyze whether state-sponsored cyber operations constitute
internationally wrongful acts. An international wrongful act is a breach of an international
obligation binding the State that can result from an action or an omission to act, or a combination
of both.523
The first observation made in this chapter, which is developed in the first section, is that there is
no general prohibition of cyber operations in international law (4.1). Cyber operations between
States are not per se prohibited by international law and generally constitute unfriendly or hostile
acts. Despite the absence of a general prohibition on cyber operations, the conduct of a cyber
operation may lead to a violation of specific norms of international law. 524 For instance, a cyber
operation penetrating the computer systems of a foreign State may violate the sovereignty of the
targeted State and also, in some circumstances, it may constitute a breach of the principle of nonintervention.
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Articles on State Responsibility (n 116), Article 1.
On this point, state-sponsored cyber operations can be compared to state-sponsored espionage. Christian
Schaller analyzed the lawfulness of espionage and stated that: “[a]lthough there are no specific international
norms designed to contain or regulate espionage activities, it is inherent in the nature of such activities that
they always run the risk of conflicting with certain principles under international law. First and foremost, the
covert intrusion of spies into the territory of a foreign State usually interferes with the sovereignty of that
State and violates the prohibition of intervention […]. In addition, such conduct may also violate specific
international treaty law.” Christian Schaller, ‘Spies’, MPEPIL (2009) para 3.
In the same way, the Report of the Swiss National Council (Parliament) on the intelligence gathering system
ONYX identifies three possible situations about espionage: firstly, interception from the territory of the spied
State (violation of the territorial sovereignty of the spied State); secondly, interception from the territory of
the spying State (no violation of territorial sovereignty); thirdly, interception for an international space such
as high sea or outer space (no violation of territorial sovereignty); National Council of Switzerland, ‘Système
d’interception des communications par satellite du Département fédéral de la défense, de la protection de la
population et des sports (projet “Onyx”)’ (Rapport de la Délégation des commissions de gestion des
Chambres fédérales, Conseil national Suisse 2003) 1404–1405.
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This Chapter focuses on the primary norms of international law that can be breached by statesponsored cyber operations, namely State sovereignty (4.2), non-intervention (4.3), and human
rights (4.4). It would be difficult to catalogue all international law norms that could be breached by
cyber operations. Hence, this chapter concentrates on the main norms that can be violated and,
therefore, does not amount to a comprehensive analysis.

4.1.

Cyber operations as inimical or unfriendly acts

As noted already, there is no general prohibition of cyber operations in international law. The
lawfulness of state-sponsored cyber operations is comparable to state-sponsored espionage. Given
that no general prohibition exists in international law,525 each State is capable and is permitted to
preserve its own capacity to conduct such operations.526 States are unlikely to adopt specific norms
of international law prohibiting cyber operations for several reasons. Firstly, States do not want to
see their capacity of action in this grey area limited by law.527 Secondly, it might be difficult to
distinguish whether the cyber operation has a hostile intent or not.
While cyber operations are lawful, they can constitute hostile or unfriendly acts.528 An unfriendly
act can be defined as a conduct (act or omission) of a State which, without being contrary to
international law, inflicts a disadvantage, disregard or discourtesy on another State. Hence, it is
considered by the latter to be a breach of good relations. Such acts may render their mutual relations
more complicated and difficult but without giving rise to any legal consequences.529
In the Nicaragua case, the ICJ made clear that there is no prohibition of unfriendly acts in
international law:
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Espionage is, however, penalized by most States under their domestic law: Kerschischnig (n 187) 171.
The situation of state-sponsored cyber operations is comparable to state-sponsored espionage: no general
prohibition exists, and it is unlikely that this situation will change in the future. Each State wishes to preserve
its own capacity to conduct espionage. On the lawfulness of espionage see e.g.: Fabien Lafouasse, L’espionnage
dans le droit international (Nouveau monde 2012) 30–31; Fabien Lafouasse, ‘L’espionnage en droit international’
(2001) 47 Annuaire français de droit international 63, passim; Schaller (n 524); Roger D Scott, ‘Territorially
Intrusive Intelligence Collection and International Law’ (1999) 46 Air Force Law Review 217, 217–218.
Prosper Weil, ‘Le droit international public en quête de son identité. Cours général de droit international
public’ (1992) 237 RCADI 9, 232 (‘si les Etats ne se lient pas par un traité, c’est le plus souvent parce qu’ils
n’entendent pas être engagés juridiquement’.).
Espionage is generally considered to be an unfriendly act: Lafouasse, L’espionnage dans le droit international (n
526) 232–233; Robert Kovar and Gérard Cohen-Jonathan, ‘L’espionnage en temps de paix’ (1960) 6 Annuaire
français de droit international 239, 252; National Council of Switzerland (n 524) 1405.
Salmon (n 41) 28; Dagmar Richter, ‘Unfriendly Act’, MPEPIL (2013) para 1.
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Such a duty [to abstain from committing unfriendly acts] might of course be
expressly stipulated in a treaty, or might even emerge as a necessary
implication from the text; but as a matter of customary international law, it
is not clear that the existence of such a far-reaching rule is evidenced in the
practice of States.530

Despite the absence of such a prohibition, arguably the necessary avoidance of unfriendly act can
be inferred from Article 2, paragraph 2 and Article 33 of the UN Charter,531 and from the Declaration
on Principles of International Law concerning Friendly Relations and Cooperation among States in accordance with
the Charter of the United Nations:
States parties to an international dispute, as well as other States, shall refrain
from any action which may aggravate the situation so as to endanger the
maintenance of international peace and security, and shall act in accordance
with the purposes and principles of the United Nations.532

It is, however, clear that these texts do not amount to a legal obligation to abstain from such
conduct.
States regularly qualify the conduct of other States, or their potential conduct, as unfriendly acts.
For instance, the possibility of awarding the Nobel Prize to a Chinese dissident led China to state
that it “would pull the wrong strings in relations between Norway and China; it would be seen as
an unfriendly act”.533 Russia qualified sanctions taken by the European Union, Switzerland and
Japan as unfriendly acts.534 After terrorist attacks in 2015, Kenya qualified the travel warning issued
by Australia, France, UK and US as unfriendly.535 Following the recent proposed prison reform in
Greece which proposed releasing some terrorists, the US Ambassador to Greece declared that “[i]f
Savvas Xiros, or anyone else with the blood of American diplomats and U.S. Mission members on
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‘Russia Says “Unfriendly” EU Sanctions Will Hinder Ties’ Reuters (10 July 2014)
<http://www.reuters.com/article/2014/07/10/us-ukraine-crisis-sanctions-russiaidUSKBN0FF1A820140710>; ‘Russia Calls Switzerland Sanctions Unfounded and Unfriendly’ Reuters (28
August
2014)
<http://www.reuters.com/article/2014/08/28/ukraine-crisis-russia-switzerlandidUSL5N0QY4PX20140828>; ‘Russia Calls Japan Sanctions “Unfriendly”, to Harm Ties’ Reuters (29 July
2014)
<http://www.reuters.com/article/2014/07/29/us-ukraine-crisis-russia-japanidUSKBN0FY0GN20140729>.
‘Kenya Scolds Britain, U.S. over Unfriendly Travel Warnings’ Reuters (15 May 2014)
<http://www.reuters.com/article/2014/05/15/kenya-security-idUSL6N0O13S720140515>.
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their hands, leaves prison, it will be seen as a profoundly unfriendly act”.536 As we can understand
from these examples, these qualifications as unfriendly acts do not produce any legal effects but
they might negatively affect the good relations between the States concerned. The qualification of
conduct as an unfriendly act may also signal a warning sign that this unfriendly act could instigate
an escalating conflict between the concerned States. For instance, in 2011 Iran warned its Gulf
Arab neighbours that if they raised oil output to replace Iranian crude under an international ban,
they would consider it to be an unfriendly act. Iran added that they would suffer consequences,
and they “would be the main culprits for whatever happens in the region – including the Strait of
Hormuz”.537
Because unfriendly acts are lawful, they do not give rise to a right to conduct unlawful counteracts, such as countermeasures or self-defence. The victim State of an unfriendly act can take
measures of retorsion, meaning they can only respond with other unfriendly acts.538 According to
Dagmar Richter, “as the retorsion is a counter-measure to a previous unfriendly act, its unfriendly
character becomes relativized or ‘justified’ because of the preceding provocation, if it is
implemented in accordance with international law”.539
The lawful character of state-sponsored cyber operations does not mean, however, that every form
of cyber operations undertaken by States is neither prohibited in international law nor permitted
by international law. The specific forms and consequences of a state-sponsored cyber operation
may violate various norms of international law, in particular State sovereignty, the principle of nonintervention or human rights law.540 The lawfulness of cyber operations has two dimensions: firstly,
a state-sponsored cyber operation may by itself constitute an unfriendly act but is lawful under
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‘U.S. Fears New Greek Law May Ease Guerrilla’s Jail Terms’ Reuters (20 April 2015)
<http://www.reuters.com/article/2015/04/20/us-eurozone-greece-prisonsidUSKBN0NB25E20150420>.
‘Iran Warns of Consequences If Arabs Back Oil Sanctions’ Reuters (15 January 2012)
<http://www.reuters.com/article/2012/01/15/us-iran-idUSTRE80E0OG20120115>.
See infra 324 et seq. See also generally, on the recourse to measures of retorsion in information warfare: George
K Walker, ‘Information Warfare and Neutrality’ (2000) 33 Vanderbilt Journal of Transnational Law 1079,
1125–1127; Yoram Dinstein, ‘Computer Network Attacks and Self-Defense’ (2002) 76 International Law
Studies 99, 100–101.
Richter (n 529) 7.
A similar conclusion applies to state-sponsored espionage, including cyber espionage. Espionage conducted
by State agent on the territory of a foreign State violates its sovereignty. In this sense, the demonstration made
by Fabien Lafouasse about espionage can also apply to cyber operations: Lafouasse, ‘L’espionnage en droit
international’ (n 526) 76; Lafouasse, L’espionnage dans le droit international (n 526) passim; Schaller (n 524), para
3; In addition to the principle of soveriegnty, it may as well constitute a violation of the principle of nonintervention: Quincy Wright, ‘Espionage and the Doctrine of Non-Intervention in Internal Affairs’ in Roland
J Stanger (ed), Essays on Espionage and International Law (Ohio State University Press 1962).
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international law (the lawful character of cyber operations); secondly, a specific cyber operation
may be unlawful if it violates specific norms of international law.
In the case of espionage, Fabien Lafouasse argues that the unlawfulness of acts of espionage is
generally disregarded and only their unfriendly character is considered, which is notably due to
reciprocal international practice of States in such matters.541 One may wonder whether a similar
assertion can be made regarding state-sponsored cyber operations. It can be observed that in most
cases of alleged state-sponsored cyber operations their legality has not been extensively questioned,
mainly because they were considered to have taken place in a grey area of law or they were only
investigated through the analytical lens of the use of force. I would contend, however, that due to
potential gravity of state-sponsored cyber operations, this might lead to a different answer in the
future.
The purpose of this section is to show that state-sponsored cyber operations amount to unfriendly
acts. Hence, they are not unlawful per se. The following sections focus on the principal norms in
international law that may be breached by cyber operations if they are carried out in a certain
manner or because of their effects. The next three sections focus on State sovereignty (4.2), the
principle of non-intervention (4.3) and human rights (4.4).

541

Lafouasse, L’espionnage dans le droit international (n 526) 236.
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4.2.

Cyber operations and territorial sovereignty

State-sponsored cyber operations can violate the territorial sovereignty of the targeted State.
Territorial sovereignty grants States full and exclusive authority over its land territory and
appurtenances, which include internal waters, territorial seas, archipelagic waters, airspace above,
and subsoil below.542
Cyber operations can be characterized by their diversity, and thus they should not be reduced to
cyber espionage conducted from the territory of the perpetrating State. The bulk collection of data
by a State from the territory of another has garnered most attention, misleading us to believe that
this covers the entire situation and hampering us from seeing the wood for the trees. In other
words, it is necessary to distinguish the various forms of cyber operations and analyze their legality
separately rather than lump them all together. Cyber espionage conducted on the data transiting on
the territory of the perpetrating State does not violate the territorial sovereignty of the targeted
State.543 This conclusion cannot be extended to all kinds of cyber operations, however, especially
when they penetrate ICT infrastructures located on the territory of the targeted State. The various
forms of cyber operations that may violate State sovereignty are analyzed and discussed in the
following subsections (4.2.2). In order to do so, it is first necessary to define State
sovereignty (4.2.1).

4.2.1.

Defining territorial sovereignty

Territorial sovereignty is a corollary to the principle of sovereignty. Consequently, it is necessary to
first introduce State sovereignty (4.2.1.1), before turning to State’s territorial sovereignty (4.2.1.2).
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Nicaragua (Merits) (n 77) 111, para 212; Ram Prakash Anand, ‘Sovereign Equality of States in International
Law’ (1986) 197 RCADI 27; Crawford, Brownlie’s Principles (n 85) 201; Pellet and others (n 111) 457, para 270.
This was, for instance, affirmed by the European Court of Human Rights: “Signals emitted from foreign
countries are monitored by interception sites situated on German soil and the data collected are used in
Germany. In the light of this, the Court finds that the applicants failed to provide proof in the form of
concordant inferences that the German authorities, by enacting and applying strategic monitoring measures,
have acted in a manner which interfered with the territorial sovereignty of foreign States as protected in public
international law.” Weber and Saravia v Germany (decision as to the admissibility) [2006] ECtHR Application
no. 54934/00, Reports 2006-XI 309, 334, para 88. See also Woltag (n 234) 118.
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4.2.1.1.

State’s sovereignty

States are sovereign.544 On this point, James Crawford noted that “[s]trictly, the term ‘‘sovereign
State” is a pleonasm – the adjective is redundant. A State is sovereign because it is a State”.545
Sovereignty, which is the supreme authority within a territory, is a cornerstone principle of
international law. Its centrality in international law was supported by the ICJ when it held that “the
whole international law rests” upon it.546
State sovereignty is an ancient concept developed during the late 16th century. In 1576, Jean Bodin
in his monograph Six Livres de la République dissociates sovereignty from the person of the
sovereign. He defines sovereignty as the absolute and perpetual power of a Republic,547 and
maintains that the sovereign Prince is accountable only to God.548 Modern sovereignty, as
conceptualized by Jean Bodin, emerged during the late 16th century when States sought their
independence from the Pope and the Holy Roman Empire. It also refers to the sovereign power
within a State, and was employed by some European monarch to justify their absolutism.
The Peace of Westphalia, and its treaties,549 marked the establishment of a system of sovereign and
equal States. Sovereignty implies the equality of States. In 1758, Emer de Vattel wrote on the
sovereign equality according to which “[a] dwarf is as much a man as a giant; a small republic is no
less a sovereign state than the most powerful kingdom.550 The equal sovereignty of States has been
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‘Arbitration Commission of the European Conference on Yugoslavia, Opinion No 1 (1991), 92 ILR 165’
(‘State is commonly defined as a community which consists of a territory and a population subject to an
organised political authority, such a state is characterised by sovereignty’); annexed to: Alain Pellet, ‘The
Opinions of the Badinter Arbitration Committee A Second Breath for the Self-Determination of Peoples’
(1992) 3 European Journal of International Law 178, 182.
James Crawford, Chance, Order, Change: The Course of International Law: General Course on Public International Law
(Ail-Pocket 2014) 86, para 87 (footnote omitted). He notably refers in footnote to the second edition of the
book based on his doctoral dissertation: James Crawford, The Creation of States in International Law (2nd edn,
Clarendon Press ; Oxford University Press 2006) 32–33.
Nicaragua (Merits) (n 77) 133, para 263.
Jean Bodin, Les six livres de la Republique (Estienne Gamonet 1629) 122 (’La souveraineté est la puissance
absolue et perpetuelle d’une Republique’).
ibid 125.
The Peace of Westphalia is a series of three treaty adopted in 1648: the Peace of Münster signed on 30 January
1648 between the Dutch Republic and the Kingdom of Spain; the Treaty of Münster (Instrumentum Pacis
Monasteriensis) signed on 24 October 1648 between the Holy Roman Emperor and France and their respective
allies; The Treaty of Osnabrück (Instrumentum Pacis Osnabrugensis) between the Holy Roman Empire, Sweden and
their respective allies.
Emer de Vattel, Le droit des gens, ou Principes de la loi naturelle, appliqués à la conduite et aux affaires des Nations et des
Souverains, vol 1 (Londres 1758) 11, para 18 (‘Un nain est aussi un homme qu’un géant : une petite république
n’est pas moins un État souverain que le plus puissant royaume.’); translated in: Emer de Vattel, The Law of
Nations, Or, Principles of the Law of Nature, Applied to the Conduct and Affairs of Nations and Sovereigns, with Three
Early Essays on the Origin and Nature of Natural Law and on Luxury (Béla Kapossy and Richard Whitmore trs,
Liberty Fund 2008) 75.
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reaffirmed by the ICJ, which qualified States as “political entities, equal in law, similar in form, and
both direct subjects of international law.”551
After World War II, sovereignty and its corollaries were enshrined in the Charter of the United
Nations. According to Article 2, paragraph 1 “[t]he Organization is based on the principle of the
sovereign equality of all its Members”.552 Moreover, it provides that the State has supreme authority
within their territory and is protected from other States’ intervention.553
The positive legal concept of sovereignty in customary international law554 is one of the most
fundamental principles in international law. International law is the law of co-existing independent
States that voluntarily and willingly agree to be bound by it, which is irrespective of their universal
acknowledgment and acceptance that no higher authority exists above sovereign States.555 It was
formally expressed by the Permanent Court of International Justice in the Lotus judgement:
International law governs relations between independent States. The rules of
law binding upon States therefore emanate from their own free will as
expressed in conventions or by usages generally accepted as expressing
principles of law and established in order to regulate the relations between
these co-existing independent communities or with a view to the
achievement of common aims.556

The corollaries that undergird the principle of sovereignty are: jurisdiction over a territory and its
permanent population, a duty of non-intervention and the consent to be bound by international
law. Two corollaries of State sovereignty will be developed in the following paragraphs: firstly,
territorial sovereignty (4.2.1.2) and how it applies to cyberspace and computer networks (4.2.1.3);
and secondly, jurisdiction (4.2.1.4).
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Reparation for Injuries Suffered in the Service of the United Nations (Advisory Opinion) [1949] ICJ Reports 174, 177178.
It was also reaffirmed by the Members States of the United Nations in: Draft Declaration on Rights and
Duties of States, UNGA Resolution 375 (IV) (6 December 1949); Declaration on Principles of International
Law Concerning Friendly Relations and Cooperation among States in Accordance with the Charter of the
United Nations, UNGA Res 2625 (XXV) (24 October 1970).
UN Charter, Article 2, paragraphs 4 and 7.
The customary value of sovereignty has been notably affirmed by the ICJ in: Nicaragua (Merits) (n 77) 63, para
111.
Anand (n 542) 22.
The case of the SS ‘Lotus’ (1927) Serie A, N°10 Collection of judgments (PCIJ) 18.

136

THE LAWFULNESS OF STATE-SPONSORED CYBER OPERATIONS

4.2.1.2.

Territorial sovereignty

Territorial sovereignty of a State extends to its land territory,557 internal waters, archipelagic waters,
and territorial sea558 - its seabed and subsoil – and the airspace559 above these areas.560 It grants the
State full and exclusive authority over its territory and its appurtenances.561 Territorial sovereignty
is a corollary to State sovereignty. 562
Max Huber, in the famous arbitral award on the Island of Palmas, highlighted the territorial
dimension of sovereignty:
Sovereignty in the relations between States signifies independence.
Independence in regard to a portion of the globe is the right to exercise
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On the definition of the concept of territory in international law, see generally: RY Jennings and Arthur Watts
(eds), Oppenheim’s International Law, vol 1 (Ninth edition, Longman 1992) 563–717, Chapter 5; Malcolm N
Shaw, ‘Territory in International Law’ (1982) 13 Netherlands Yearbook of International Law 61; Pellet and
others (n 111) 454–457; Crawford, The Creation of States (n 545) 46–52; Crawford, Brownlie’s Principles (n 85)
203–253.
United Nations Convention on the Law of the Sea 1982 (adopted 10 December 1982, entered into force 16
November 1994) 1833 UNTS 3, 21 ILM 1261 (1982) [hereafter UNCLOS], Article 2.
Any States benefits however from a right of ‘innocent passage’ in the territorial waters of other States:
UNCLOS, Article 17 et seq.
Convention on International Civil Aviation (adopted in Chicago on 7 December 1944, entered into force 14
April 1947) 61 Stat. 1180, 15 UNTS 295, Articles 1 and 2.
Frontier Dispute (Bénin/Niger)(Judgment) [2005] ICJ Reports 90, 142, para 124 (‘[…] a boundary represents the
line of separation between areas of State sovereignty, not only on the earth’s surface but also in the subsoil
and in the superjacent column of air.’); Nicaragua (Merits) (n 77) 111, para 212; Anand (n 542) 27; Crawford,
Brownlie’s Principles (n 85) 201; Pellet and others (n 111) 457, para 270; Malcolm N Shaw, International Law (7th
edn, Cambridge University Press 2014) 352–355.
There are however, in certain exceptional circumstances, territories under the sovereignty of more than one
State, called condominium. It was notably used to deal with the status of some borders or other disputed
areas. This is for instance still the case of the Pheasant Island – known as Isla de los Faisanes in Spanish and Île
des Faisans in French – which is a condominium between France and Spain over an Island on the Bidassoa
river, established by the Treaty of the Pyrenees in 1659. See generally: Joel H Samuels, ‘Condominium
Arrangements in International Practice: Reviving an Abandoned Concept of Boundary Dispute Resolution’
[2008] Michigan journal of international law 727; Julio A Barberis, ‘Quelques considérations sur le
condominium en droit international public’, Promoting justice, human rights and conflict resolution through international
law / La promotion de la justice, des droits de l’homme et du règlement des conflits par le droit international : liber amicorum
Lucius Caflisch (Martinus Nijhoff Publishers 2007); Julio A Barberis, ‘El Condominio Internacional’, Pacis artes :
obra homenaje al profesor Julio D. González Campos (Eurolex 2005); Vincent P Bantz, ‘The International Legal
Status of Condominia’ (1998) 12 Florida Journal of International Law 77; Alain Coret, Le condominium
(Librairie générale de droit et de jurisprudence 1960). See also: R Chiroux, ‘La fin d’une "curiosité juridique’:
le condominium franco-britannique des nouvelles-Hébrides’ [1976] Revue juridique et politique :
indépendance et coopération : organe de l’Institut International de Droit d’Expression Française (I.D.E.F.)
309; Abdalla A El-Erian, Condominium and Related Situations in International Law: With Special Reference to the Dual
Administration of the Sudan and the Legal Problems Arising out of It (Fouad I University Press 1952); Philippe
Grignon-Dumoulin, Le Condominium et la mise en valeur des Nouvelles-Hébrides (1928); Auguste Brunet, Le régime
international des Nouvelles-Hébrides: le condominium anglo-français (Rousseau-Challamel 1908).
The principle of territorial sovereignty has been established, notably, in: Declaration on Principles of
International Law Concerning Friendly Relations and Cooperation among States in Accordance with the
Charter of the United Nations, UNGA Res 2625 (XXV) (24 October 1970) (‘[t]he territorial integrity and
political independence of the State are inviolable’).
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therein, to the exclusion of any other State, the functions of a State. The
development of the national organisation of States during the last few
centuries and, as a corollary, the development of international law, have
established this principle of the exclusive competence of the State in regard
to its own territory in such a way as to make it the point of departure in
settling most questions that concern international relations.563

Two main features of territorial sovereignty are identified: the right of a State to exercise its
functions and the exclusivity of this right.564 It also has two primary dimensions: a positive
dimension referring to the exclusive competence over a territory, and a negative dimension that
relates to the obligation to protect the rights of other States.565
Territorial sovereignty underlies international relations,566 and gives rise to the corollary of State
jurisdiction and the prohibition of intervention.567 Moreover, this principle is closely connected to
the principles concerning the prohibition of the use of force and non-intervention,568 where there
is a degree of overlap in some circumstances.569 The principles concerning the prohibition of the
use of force and non-intervention are developed in other parts of this dissertation, and will not be
studied in this section.570 After this brief introduction to the territorial sovereignty of a State, the
following paragraphs focus on how it extends to cyberspace and computer networks.
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The Island of Palmas (or Miangas) (1928) 11 RIAA 831, 838; see also: The North Atlantic Coast Fisheries Case (Great
Britain, United States) (1910) 11 RIAA 167, 180 (‘one of the essential elements of sovereignty is that it is to be
exercised within territorial limits, and that, failing proof to the contrary, the territory is coterminous with the
Sovereignty’).
Pellet and others (n 111) 527; Jerzy Kranz, ‘Notion de Souveraineté et Le Droit International’ (1992) 30
Archiv des Völkerrechts 411, 413 et seq.
Shaw (n 560) 354. Territorial sovereignty is also closely related to the principle of territorial integrity. See
generally: Accordance with international law of the unilateral declaration of independence in respect of Kosovo (Advisory
Opinion) [2010] ICJ Reports 403, 437, para 80; see also: Jure Vidmar, ‘Territorial Integrity and the Law of
Statehood’ (2012) 44 George Washington International Law Review 697, 706–709.
Corfu Channel (Merits) (n 90) 35. See also: Affaire du lac Lanoux (Espagne, France) (1957) 12 RIAA 281, 301 (‘La
souveraineté territoriale joue à la manière présomption. Elle doit fléchir devant toutes les obligations
internationales, quelle qu’en soit la source, mais elle ne fléchit que devant elles’).
Covenant of the League of Nations, Article 15, paragraph 8; UN Charter, Article 2, paragraph 7.
Nicaragua (Merits) (n 77) 63, para 111.
ibid71 , para 128 (‘The effects of the principle of respect for territorial sovereignty inevitably overlap with
those of the principles of the prohibition of the use of force and of non-intervention.’). See generally: Ruys
(n 151).
See respectively on the use of force supra 29 et seq. and on the principle of non-intervention infra 159 et seq.
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4.2.1.3.

Territorial sovereignty over cyberspace and computer networks

The parameters of territorial sovereignty are well defined in the real world. As previously noted, it
extends to land territory and internal waters, territorial sea - its seabed and subsoil – and the airspace
above these areas. The question arises: does territorial sovereignty also extend to cyberspace?
This question throws up a related question on how to define cyberspace, which was already
interrogated in the introduction.571 The definition of cyberspace provided by the U.S. Department
of Defence is worth repeating, according to which it is:
A global domain within the information environment consisting of the
interdependent networks of information technology infrastructures and
resident data, including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers.572

While cyberspace is a fictional territory, it is based on real and tangible infrastructures. Computer
networks and their components, which constitute the physical architecture of cyberspace and the
Internet, are real and are located within the territorial sovereignty of States.
The question then arises: does State territorial sovereignty extend to computer networks? In its
2013 report, the Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, appointed by the United Nations
General Assembly,573 noted that:
State sovereignty and international norms and principles that flow from
sovereignty apply to State conduct of ICT-related activities, and to their
jurisdiction over ICT infrastructure within their territory.574

After the report was received by the United Nations General Assembly, no State expressed
disagreement or submitted any reservation on this point. For instance, on the outcomes of this
Report, Sweden noted that “States’ extension of sovereign authority into cyberspace must be
consistent with international law and all international obligations, including human rights and the
fundamental freedoms of individuals”.575 It is important to remember that this report and the
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See supra 5 et seq.
U.S. Department of Defense, ‘Cyberspace’, DOD Dictionary of Military and Associated Terms (2012)
<http://www.dtic.mil/doctrine/dod_dictionary/data/c/10160.html>.
Developments in the field of information and telecommunications in the context of international security,
UNGA Res 66/24 (13 December 2011), para 4.
UN Doc A/68/98 (n 376), para 20.
Sweden (n 376). See also the submissions of France (République française (n 376); and Germany (UNGA
‘Report of the Secretary-General on Developments in the Field of Information and Telecommunications in
the Context of International Security’ (30 June 2014) UN Doc A/69/112 11).
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subsequent declarations are non-binding instruments of international law, making them soft law
only.
To date, it seems that no State opposes the extension of territorial sovereignty to ICT
infrastructures located within the territory of a State. States exercise control over the physical
infrastructures of computer networks located within their territorial sovereignty and also in places
where they exercise their jurisdiction. The literature supports this approach.576
It is necessary to mention that recent times have seen the emergence of a significant body of
literature and debate that ties sovereignty to ‘cyberspace’ and the ‘Internet’. The debate mainly
revolves around the question of who controls the Internet. In this debate, the terms ‘sovereignty’,
‘control’ and ‘power’ are closely related, which may lead to confusion.577 These debates are not
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Schmitt, The Tallinn Manual (n 76) 15, Rule 1 ‘Sovereignty’; Philippe Lagrange, ‘Internet et l’évolution
normative du droit international : d’un droit international applicable à l’Internet à un droit international du
cyberespace ?’, Internet et le droit international (Colloque de Rouen de la Société française pour le droit
international, Pedone 2014) 67–69; Benedikt Pirker, ‘Territorial Sovereignty and Integrity and the Challenges
of Cyberspace’ in Katharina Ziolkowski (ed), Peacetime regime for state activities in cyberspace (NATO Cooperative
Cyber Defence Centre of Excellence 2013) 190–191; Wolff Heinegg von Heintschel, ‘Territorial Sovereignty
and Neutrality in Cyberspace’ (2013) 89 International Law Studies 123, 128–131; Andrey L Kozik, ‘The
Concept of Sovereignty as a Foundation for Determining the Legality of the Conduct of States in Cyberspace’
(2015) 14 Baltic Yearbook of International Law 93, 97–103.
This debate over the sovereignty and control of cyberspace, and a fortiori of the Internet, is very illustrative
and to some extent useful when it comes to the question of identifying which States have control over the
Internet. This is particularly relevant for the issue of the governance of the Internet and its regulation. It is
indeed a possible and accurate way to emphasize the dominance or control exercised by some actors or States
over the Internet. See generally: Jonathan L Zittrain, Jurisdiction (Foundation Press 2005); Timothy S Wu,
‘Cyberspace Sovereignty: The Internet and the International System’ (1996) 10 Harvard Journal of Law &
Technology 647; Adam D Thierer and Clyde Wayne Crews (eds), Who Rules the Net?: Internet Governance and
Jurisdiction (Cato Institute 2003); Roxana Radu, Jean-Marie Chenou and Rolf H Weber, The Evolution of Global
Internet Governance: Principles and Policies in the Making (Springer 2014).
These debates can be summarized in three main trends: firstly, some argue that States have no sovereignty
over cyberspace. For instance, John Perry Barlow, one of the founding members of the Electronic Frontier
Foundation wrote: “Governments of the Industrial World, you weary giants of flesh and steel, I come from
Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are
not welcome among us. You have no sovereignty where we gather.” John Perry Barlow, ‘A Declaration of
the Independence of Cyberspace’ (8 February 1996) <https://projects.eff.org/~barlow/DeclarationFinal.html>.
Secondly, some argue in favour of a specific sovereignty regime tailor-made for cyberspace, see generally:
David R Johnson and David Post, ‘Law and Borders: The Rise of Law in Cyberspace’ (1995) 48 Stanford Law
Review 1367.
Thirdly, some argue that cyberspace constitutes a global common, or in other words a common heritage of
humankind. Here again the idea is that no State exercises sovereignty over cyberspace but it is a shared
common as the outer space or the international waters, see notably the detailed analysis of this question in:
Patrick W Franzese, ‘Sovereignty in Cyberspace: Can It Exist’ (2009) 64 Air Force Law Review 1, 14–18.
Cyberspace is considered as a global common notably in various strategically documents of the United States
or the NATO: Barrett and others (n 17); U.S. Department of Defense, ‘Strategy for Homeland Defense and
Civil Support’ <http://www.defense.gov/news/jun2005/d20050630homeland.pdf>.
Moreover, at the complete opposite of the views developed previously, the American predominance – and a
certain degree of control – over the Internet is sometimes highlighted. This is for instance illustrated in the
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developed here given the fact that they deal with the issue of Internet governance and are not
concerned with the extension of territorial sovereignty to cyberspace and computer networks.

4.2.1.4.

State’s jurisdiction over cyberspace

Sovereignty and jurisdiction are sometimes confused and used interchangeably. Nonetheless, they
are distinct concepts.578 This subsection briefly introduces the concept of State jurisdiction to
cyberspace, 579 which will help the reader to distinguish it from the State’s exercise of territorial
sovereignty on cyber infrastructures.580
State jurisdiction reflects the principles of sovereignty, sovereign equality and non-interference in
domestic affairs. The jurisdiction of a State refers to the power of a State to lawfully define and
enforce rights and duties, and to control the conduct of juridical and natural persons.581
States have territorial jurisdiction over the areas under its territorial sovereignty, and extraterritorial
jurisdiction over natural or judicial person with its nationality as well as over its registered ships,
aircrafts and spacecrafts.582 Accordingly, State jurisdiction extends to include cyber infrastructures
located within its territory, territorial sea and airspace as well as on-board ships flying the flag of
this State, embarked on board aircrafts or satellites registered by this State.583
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debate the role of ICANN and the ITU in Internet Governance. See for instance: Frederic Lardinois, ‘Is The
U.N. Really Trying To Take Over The Internet? Nope.’ <http://social.techcrunch.com/2012/06/05/is-theu-n-really-trying-to-take-over-the-internet-nope/>.
Anand (n 542) 28; contra see: Crawford, Brownlie’s Principles (n 85) 204.
See generally on the notion of State’s jurisdiction: Bernard H Oxman, ‘Jurisdiction of States’, MPEPIL (2007);
Shaw (n 560) 469–505; Crawford, Brownlie’s Principles (n 85) 447–508; Pierre-Marie Dupuy and Yann Kerbrat,
Droit international public (11th edn, Dalloz 2012) 84–118.
On State’s jurisdiction in cyberspace, see generally: Joachim Zekoll, ‘Jurisdiction in Cyberspace’ in Günther
Handl, Peer Zumbansen and Joachim Zekoll (eds), Beyond territoriality: transnational legal authority in an age of
globalization (Martinus Nijhoff Publishers 2012) 341 et seq.; Kulesza (n 16) 1–30; Oxman (n 578) 31–32;
Schmitt, The Tallinn Manual (n 76) 18 et seq. See also on the jurisdiction of the International Criminal Court
regarding crime committed online: Michail Vagias, ‘5.6 Localization of Crimes Commited over the Internet’,
The Territorial Jurisdiction of the International Criminal Court (Cambridge University Press 2014) 130 et seq.
See also the discussion on jurisdiction in relation to human rights, infra 173 et seq.
Oxman (n 578).
Schmitt, The Tallinn Manual (n 76) 18, Rule 2.
ibid 21, Rule 3.
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4.2.2. Cyber operations violating the territorial sovereignty of a
State
This subsection is based on the following question: in what ways can a cyber operation conducted
by a State violate the territorial sovereignty of the targeted State?
A primary distinction must be drawn as some cyber operations may be as a result of an implantation
of malware on the targeted system (4.2.2.2). In other words, the targeted system is penetrated. By
contrast, other cyber operations may be conducted remotely without penetrating the targeted
systems but it results in various effects. DoS attacks are a good example (4.2.2.3). Based on the two
previous cases a third scenario can arise; when the violation of territorial sovereignty by cyber
operations is involuntary and is because of a mistake or negligence (4.2.2.4). Before delving deeper
into each case that potentially violates territorial sovereignty, it is necessary to study the common
features that characterize violations of territorial sovereignty (4.2.2.1).

4.2.2.1.

Only a State can violate the territorial sovereignty of another

A violation of territorial sovereignty can only arise from an action conducted by or attributable to
a State. While Part III deals with the question of attribution of cyber operations to States,584 it is
important to note here that only cyber operations that are attributable to a State can qualify as a
violation of territorial sovereignty. 585
The traditional approach of international law is that only States, and possibly international
organizations, are subjects of international law.586 An international agreement cannot per se create
right and duties for individuals unless the contracting parties have such an intention. This principle
was reiterated by the PCIJ in the Danzig jurisdiction case, according to which:
It may be readily admitted that, according to a well established principle of
international law, the Beamtenabkommen, being an international
agreement, cannot, as such, create direct rights and obligations for private
individuals. But it cannot be disputed that the very object of an international
agreement, according to the intention of the contracting Parties, may be the
adoption by the Parties of some definite rules creating individual rights and
obligations and enforceable by the national courts.587
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See infra 205 et seq.
See supra 137 et seq.
Shaw (n 560) 188.
Jurisdiction of the Courts of Danzig (Advisory Opinion) (1928) Serie B, No. 15 Collection of judgments (PCIJ),
17.
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More and more treaties grant rights and impose durries on individuals and other actors, most
notably in the field of human rights law.588
In the case of territorial sovereignty, however, only the acts of States can constitute a violation of
territorial sovereignty. By contrast, individuals themselves cannot violate territorial sovereignty.
The intrusion of an individual, if capable of being attributed to a State, might constitute a violation
of territorial sovereignty by this State, but not by the individual himself/herself. An individual
illegally entering the territory of a State would almost certainly violate the domestic law of the State.
From this perspective, it must be noted that in cross-border abduction cases, a violation of
sovereignty only occurs if there is evidence indicating State involvement.589
Moreover, according to the principle of due diligence, States are not permitted to knowingly allow
their territory to be used for the perpetration of acts contrary to the rights of other States. Thus, as
will be developed subsequently, a State that allows its territory to be used by non-state actors or
third States for the perpetration of wrongful acts against another State, could see its responsibility
invoked by the victim State on the grounds of due diligence.590

4.2.2.2.

Cyber operations penetrating a foreign system

Some cyber operations need to penetrate the targeted system to be able to operate. For instance,
Stuxnet needed to infect the computer system of the nuclear plant before being able to produce
harm. Conversely, cyber espionage may sometimes be conducted from the territory of the State
where the data is being collected while transiting through the territory. Does a cyber operation
penetrating a foreign system constitute a violation of the territorial sovereignty of the targeted
State?
Literature on this point is scant. Some authors argue, for instance, that cyber operations penetrating
foreign systems do not constitute a violation of the principle of sovereignty.591 Benedikt Pirker
argues that espionage is not forbidden under international law, inferring then that: “[t]he same rules
arguably apply to cyberspace: intrusions into foreign computer systems are thus not per se
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Shaw (n 560) 188. See also infra 172 et seq.
See generally: Prosecutor v Dragan Nikolić (Decision on Defence Motion Challenging the Exercise of Jurisdiction
by the Tribunal) [2002] Case No IT-94-2-PT (ICTY, Trial Chamber II), paras 97-99; Prosecutor v Dragan Nikolić
(Judgment) [2003] Case No IT-94-2-S (ICTY, Trial Chamber II), 7-8, paras 25-26. See on the commentary
in: James Sloan, ‘Prosecutor v. Dragan Nikolic: Decision on Defence Motion on Illegal Capture’ (2003) 16
Leiden Journal of International Law 541, 548.
See infra 191 et seq.
Pirker (n 576); Heinegg von Heintschel (n 576).
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prohibited, espionage being also a very common practice among States”.592 I agree with the first
part of this argument, and as developed earlier in this dissertation; there is no general prohibition
of either espionage or cyber operations. It seems, however, farfetched to infer that the intrusion of
cyber operations into foreign systems do not constitute a violation of territorial sovereignty. The
absence of a general prohibition of cyber operations does not mean that every act undertaken by
spies is neither prohibited under international law, nor necessarily permitted. Espionage conducted
by State agents on the territory of a foreign State violates its sovereignty.593 It is clear that any
unauthorized act by a State on the territory of the targeted State violates the territorial sovereignty
of the latter.594 The following examples show that the same conclusion is equally applicable to cyber
operations.
The 2008 BND scandal constitutes an interesting case study. In 2008, the German foreign
intelligence service, the Bundesnachrichtendienst (BND), spied on the communications between the
Afghan Minister of Commerce and Industry and a journalist at the German newspaper Der Spiegel
between June and November 2006.595 To do so, the BND planted Trojan horse spying software in
the computer network of Afghanistan's Ministry of Commerce and Industry. It is clear that the
spying on a German journalist and an Afghan Minister did not per se constitute an internationally
wrongful act. On the other hand, planting a Trojan horse into an Afghan governmental network
clearly constitutes a violation of Afghanistan’s sovereignty.596
In light of this example, it is now clearly established that the simple act of trespass by inserting a
foreign satellite into the State’s airspace constitutes a violation of territorial sovereignty.597
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Pirker (n 576) 202. This article refers to the previous article, which however adopts a more nuanced approach:
Heinegg von Heintschel (n 576).
Lafouasse, ‘L’espionnage en droit international’ (n 526) 76; Lafouasse, L’espionnage dans le droit international (n
526) passim; Schaller (n 524), para 3. In addition to the principle of sovereignty, it may as well constitute a
violation of the principle of non-intervention: Wright (n 540).
Jan Willisch and Manfred Feldsieper Gross Rudolf Meimberg, Richard, State Responsibility for Technological
Damage in International Law (Duncker & Humblot 1987) 74.
‘BND Scandal: How German Spies Eavesdropped on an Afghan Ministry’ Spiegel Online (28 April 2008)
<http://www.spiegel.de/international/germany/bnd-scandal-how-german-spies-eavesdropped-on-anafghan-ministry-a-550212.html>; Pierre Bocev, ‘Le patron de l’espionnage allemand est sur la sellette’
LeFigaro.fr
(29
April
2008)
<http://www.lefigaro.fr/international/2008/04/29/0100320080429ARTFIG00010-le-patron-de-l-espionnage-allemand-est-sur-la-sellette.php>.
Lafouasse, L’espionnage dans le droit international (n 526) 168–169.
For instance, it was claimed by Canada after the crash of the Soviet satellite Cosmos 954 on its territory, ‘Claim
against the Union of Soviet Socialist Republics for Damage Caused by Soviet Cosmos 954’ (1979) 18
International Legal Materials 899, 907, para 21 (‘[t]he intrusion of the Cosmos 954 satellite into Canada’s air
space and the deposit on Canadian territory of hazardous radioactive debris from the satellite constitutes a
violation of Canada’s sovereignty. This violation is established by the mere fact of the trespass of the satellite,
the harmful consequences of this intrusion, being the damage caused to Canada by the presence of hazardous
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Moreover, States regularly claim that there has been a violation of their territorial sovereignty by
airplanes or ships. In the vast majority of cases, the simple act of entering an area under territorial
sovereignty without previous permission suffices to be a violation; a specific act or damages do not
need to occur.598 For instance, by only detecting an unauthorized foreign submarine in the territorial
water of a State, this would amount to a violation of territorial sovereignty.599 In 1986, after the
Greenpeace ship Rainbow Warrior sank in the port of Auckland, New Zealand considered this act
to be a “serious violation of [its] sovereignty and of the Charter of the United Nations”.600 Crossborder abduction by a State on the territory of another might also constitute a violation of the
sovereignty. For instance, in 1960, Argentina submitted a complaint to the United Nations Security
Council claiming that the abduction of Adolf Eichmann on its territory violated its sovereignty.601
This conclusion can be extended to cyber operations. If a cyber operation penetrates the cyber
infrastructures in the territorial sovereignty of a foreign State, this would irrefutably constitute a
violation of territorial sovereignty.602 Conversely, a cyber espionage operation that consists in

598

599

600

601

602

radioactive debris and the interference with the sovereign right of Canada to determine the acts that will be
performed on its territory.’).
In the Nicaragua case, the ICJ stated that the “principle of respect for territorial sovereignty is also directly
infringed by the unauthorized overflight of a State's territory by aircraft belonging to or under the control of
the government of another State.”: Nicaragua (Merits) (n 77) 128, para 251.
See also: Oliver J Lissitzyn, ‘The Treatment of Aerial Intruders in Recent Practice and International Law’
(1953) 47 American Journal of International Law 559; RC Hingorani, ‘Aerial Intrusions and International
Law’ (1961) 8 Netherlands International Law Review 165; See also various examples from recent cases:
Suzette V Suarez, ‘Korean Air Lines Incident (1983)’, MPEPIL (2007); see also: Jean-Pierre Stroobants and
others, ‘Les provocations calculées des vols militaires russes’ Le Monde (2 July 2015)
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Submarine’ (the Guardian, 20 October 2014) <http://www.theguardian.com/world/2014/oct/20/russianvessel-hunted-by-swedes-likely-midget-sub>; James Reynolds BBC News and Istanbul, ‘Turkey Downs
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(PressTV.ir,
15
March
2013)
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‘Confirmed Submarine in the Stockholm Archipelago’ (Försvarsmakten (Swedish Armed Force), 14 November
2014)
<http://www.forsvarsmakten.se/en/news/2014/11/confirmed-submarine-in-the-stockholmarchipelago/>.
‘Case Concerning the Differences between New Zealand and France Arising from the Rainbow Warrior
Affair’ (1990) 19 Reports of International Arbitral Awards 199, 201.
‘Letter Dated 15 June 1960 from the Representative of Argentina Addressed to the President of the Security
Council, UN Doc. S/4336 (1960)’. The UN Security Council also qualified it as a violation of sovereignty:
Question relating to the case of Adolf Eichmann (UNSC Resolution S/RES/138 (1960)).
Heinegg von Heintschel (n 576) 128–129 (‘It could be argued, however, that damage is irrelevant and the
mere fact that a State has intruded into the cyber infrastructure of another State should be considered an
exercise of jurisdiction on foreign territory, which always constitutes a violation of the principle of territorial
sovereignty.’); Kozik (n 576) 99. See contra: Pirker (n 576).
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spying on the data transiting via the territory of the spying State would not violate the territorial
sovereignty of another State.603
Following this assertion, most cyber operations would constitute a violation of the territorial
sovereignty of the targeted State. Similar to situations involving espionage, States may not
characterize and publicly qualify each situation as such. This does not change the fact, however,
that this situation may constitute a violation of the principle of territorial sovereignty. The reasons
why a State may or may not qualify a specific situation are political, rather than legal.

A.

State exercising its power on the territory of another State

In the Lotus judgement, the PCIJ ruled that a State exercising its power in the territory of another
State would constitute a breach of international law. The PCIJ held:
[…] the first and foremost restriction imposed by international law upon a
State is that – failing the existence of a permissive rule to the contrary – it
may not exercise its power in any form in the territory of another State.604

Cyber operations may offer an easy way for States to exercise their authority on the territory of
another State; however, this would constitute a violation of sovereignty. The two following
scenarios are illustrative.
At first, a State may be tempted to resort to cyber operations given that law enforcement activities
are limited to its own jurisdiction. A State that unsuccessfully requests another State to take action
against an individual located within the latter’s territory may in some cases be frustrated by the lack
of action taken by the hosting State. However, cyberspace offers various means to act remotely
against a person located in the territory of another State. Any governmental acts, including cyber
operations, perpetrated on the territory of a foreign State without its consent constitute a violation
of territorial sovereignty. For instance, a State could disrupt or destroy the computer of a hacker
located abroad in order to prevent him from carrying out further cyber operations. Similarly, a State
could kill a person, such as the leader of a terrorist organization, who is located abroad by tampering
the control system of his car and causing a car accident.605
A second situation can be deduced from the jurisprudence of the ICJ. In the Corfu case, the United
Kingdom was conducting extraterritorial enforcement measures to seize evidences within Albanian
territorial waters. The Court held the actions of the British Navy constituted a violation of Albanian
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Kozik (n 576) 99.
Lotus (n 556) 18.
On car hacking, see generally: Andy Greenberg, ‘Hackers Remotely Kill a Jeep on the Highway—With Me in
It’ WIRED (21 July 2015) <https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/>.
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sovereignty.606 Recourse to cyber operations in order to seize evidences on servers located on the
territory of another State would also constitute a violation of its sovereignty.
In brief, cyber operations penetrating a foreign system constitute a violation of the infected State’s
territorial sovereignty, irrespective of the purpose of the cyber intrusion.

B.

The absence of a damage requirement

Another issue can be deduced from the Tallinn Manual:
A cyber operation by a State directed against cyber infrastructure located in
another State may violate the latter’s sovereignty. It certainly does so if it
causes damage. The International Group of Experts could achieve no
consensus as to whether the placement of malware that causes no physical
damage (as with malware used to monitor activities) constitutes a violation
of sovereignty.607

According to this approach, cyber operations are distinguishable, depending on whether or not
they produce physical effects.608 However, no threshold of damages can be found in the
jurisprudence or practice concerning the violation of the principle of territorial sovereignty.609 As
explained earlier, the simple fact that a satellite, a ship or an airplane penetrates an area under the
territorial sovereignty of a State can constitute a violation of territorial sovereignty. Moreover,
according to the Commentary to the Articles on State Responsibility, violations of sovereignty can
manifest in wrongful acts that solely produce non-material injury.610 This implies that a violation of
sovereignty does not need to produce damages in order to be unlawful.
Although a requirement of damages would necessitate the existence of a physical effect as a result
of the intrusion, no grounds exist for such requirement, as we just saw. State practice may confirm
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Corfu Channel (Merits) (n 90) 35. See also: United States Diplomatic and Consular Staff in Tehran (United States of
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wrongful act of a State causes non-material injury to another State. Examples include […] violations of
sovereignty or territorial integrity […]’); the ILC refers in footnote to the Rainbow Warrior arbitration.
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or modify the existing law on this question. It is clear that cyber operations producing physical
damage are more likely to qualify than those that do not produce any physical damage or no damage
at all. From a pure theoretical point of view, all of them constitute a violation of the territorial
sovereignty of the State. However, political considerations are the basis on which a State may or
may not qualify a situation as a violation of its territorial sovereignty. Such decisions are generally
not established on legal considerations.
For now, there is little State practice on state-sponsored cyber operations, and what does exist
makes no reference to international law. Some evidence can be found in the recent statement by
Vladimir Putin, President of the Russian Federation, who declared that cyber espionage constitutes
a violation of sovereignty.611 However, this statement far from constitutes a consistent State
practice, which could be relied upon to draw a definitive conclusion.
Moreover, there might be a practical reason, which is more a political argument than a legal one,
to refuse the requirement of damages. If cyber intrusions into foreign system not producing any
damage do not violate international law, each State could then lawfully penetrate the system of
others. As a preliminary measure, a State could with total impunity infect foreign computer systems
with malwares, such as preparing the battlefield by installing backdoors and logic bombs, but it
would be only when the State actually uses them that a violation of the principle of territorial
sovereignty occurs. If we draw an analogy in the real world, the installation of time bombs on a
foreign State territory does not violate territorial sovereignty; however, once triggered and blasted
the territorial sovereignty has been violated. This situation, however, would be too permissive and
dangerous for international relations.

C.

The nature of the target and means of infection

In the real world, a violation of territorial sovereignty occurs when someone, who is acting on the
behalf of another State, crosses the border of another State. Territorial sovereignty extends to ICT
infrastructures located in the territorial sovereignty of the State.612
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In cyberspace, actually identifying when the border is crossed is a difficult task. At first, there is no
visible or identifiable border in cyberspace and data are constantly travelling from server to server,
which also cross physical borders.
It is clear that a state-sponsored cyber operation directly infecting any ICT infrastructure within
the territory of another State violates the territorial sovereignty of the latter, irrespective of its
effects. Here it is necessary to distinguish between mere transit and the actual penetration into the
system. The present paragraph focuses on the latter. The unlawful penetration only violates the
territorial sovereignty of the State where the computers or servers are located. It does not, however,
violate the territorial sovereignty of another State that owns the data on the targeted servers. For
instance, in the case of State A having its data stored on a server located on State B’s territory, the
cyber operations sponsored by State C infecting this server would only violate the territorial
sovereignty of State B. It would, therefore, not constitute a violation of the territorial sovereignty
of State A. Similarly, the fact that the data will be made inaccessible for States D, E or F or users
from these States does not violate the territorial sovereignty of these States. Only the location of
the server matters, and by extension so does the data. The issue of ownership is irrelevant.
The situation is more complicated when the penetration is indirect. For instance, in the Stuxnet
case the infection of the nuclear plant computer seems to have been made via an infected USB
stick. In 2008, the US Department of Defense suffered a major encroachment on its military
computer networks as a result of an infected USB stick, which was found in a parking lot of a US
military base.613 In both cases, although it seems that the penetration was indirect, the cyber
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The major breach suffered by the US Department of Defense military computer networks was qualified as
“the most significant breach of U.S. military computers ever”. In a nutshell, a USB flash drive infected with
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operations targeted the affected foreign system. It can be argued then that in these cases there is a
violation of the territorial sovereignty of the victim State.
Another possible scenario is when a person, whether a State agent or not, travels abroad, connects
his computer to the computer system of a foreign country, which gets infected by a virus, and then
he spreads the virus in the network of his home country on his return. Two imperfect analogies
could be made: firstly, it could be compared to a person abroad who is infected by a disease in a
third State, and when he returns to his home country, he spreads the infection. Secondly, a person
goes abroad and purchases a bomb, which he then blows up in home country. In both scenarios,
it seems difficult to establish whether this amounts to a violation of the territorial sovereignty by
one State against another. Applied to cyber operations, it leads to various possible scenarios with
different conclusions.
Firstly, in the case of a private person from State A, who knowingly or not acquires from a private
person in State B a device or software infected with a malware that then spreads throughout
computers in its home country. This situation would not qualify as a violation of the territorial
sovereignty as the perpetrator is not a State, even if the malicious code has been created by a State.
The situation would be different if it can be proven that the perpetrator acted under the control of
State B (third scenario).

<http://www.wired.com/2008/11/army-bans-usb-d/>; Noah Shachtman, ‘Hackers, Troops Rejoice:
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<http://www.wired.com/2010/02/hackers-troops-rejoice-pentagon-lifts-thumb-drive-ban/>. See more
specifically on the question of attribution: Ellen Nakashima, ‘Cyber-Intruder Sparks Response, Debate’ The
Washington Post (6 December 2011) <http://www.washingtonpost.com/national/national-security/cyberintruder-sparks-response-debate/2011/12/06/gIQAxLuFgO_story.html> (‘Almost from the beginning,
U.S. officials suspected that Russia’s spy service created Agent.btz to steal military secrets. In late 2008, Russia
issued a denunciation of the allegation, calling it ‘groundless’ and ‘irresponsible’. Former officials say there is
evidence of a Russian role in developing the malware, but some doubt whether the spy service created
Agent.btz to infiltrate U.S. military computers.’); Noah Shachtman, ‘Insiders Doubt 2008 Pentagon Hack Was
Foreign Spy Attack (Updated)’ WIRED (25 August 2010) <http://www.wired.com/2010/08/insidersdoubt-2008-pentagon-hack-was-foreign-spy-attack/> (‘members of the military involved in Operation
Buckshot Yankee are reluctant to call agent.btz the work of a hostile government — despite ongoing talk that
the Russians were behind it.’).
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Secondly, in the same scenario, if the purchaser is State A, or an agent acting on its behalf, and the
seller is a private person, then the situation would not constitute a violation of territorial
sovereignty.

Thirdly, if a private person from State A acquires from State B or from a person acting on the
behalf of State B, the qualification of violation of State territorial sovereignty seems plausible. The
perpetrating State voluntarily sold an infected device or software, most probably with the objective
to see it spread or target systems within the targeted State. A line of defence of State B might centre
on the awareness of the buyer, which in such a scenario may render the qualification of a violation
of the territorial sovereignty of State A more complicated.

Fourthly and finally is the situation where State A acquires from State B a device or software that
has been infected by State B, without State A knowing. This may constitute a violation of State A
by State B when the malicious programme starts to act on ICT infrastructures located within
State A’s territory. In this case, the violation of territorial sovereignty is qualified only if State A
was not aware of the presence of the malicious code. In some circumstances, a State could
voluntarily buy a device or software infected with malicious code for various purposes but this
would exclude any qualification of a violation of its territorial sovereignty committed by the selling
State, even if the infection spreads within its system.
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All these scenarios illustrate the variety of potential situations and various ways a State’s computer
networks can be infected by a malicious code of another State.

D.

Concluding remarks on cyber operations penetrating the targeted
system

This subsection asserts that any unauthorized state-sponsored cyber operation constituting an
intrusion into a foreign system constitutes a violation of the territorial sovereignty of the foreign
State. It is important to remember that only a State can violate the territorial sovereignty of another
State.
It is true that in some cases States do not condemn foreign agents found on their territory as a
violation of international law, and a fortiori as a violation of their territorial sovereignty. This is,
however, motivated by political reasons rather than a contestation of the principle of sovereignty.614
We can expect the same to apply to cyber operations, especially as most States are currently building
important cyber capabilities and using them. It is clear that they might not invoke State
responsibility for a violation of territorial sovereignty each time they discover a foreign penetration
in their computer systems. However, when it comes to questions of damages, then it might become
relevant.615 States might be more inclined to invoke a violation of territorial sovereignty when a
cyber operation produces damages, a fortiori damages to sensitive infrastructures. In this situation,
this does not affect the legal qualification of the operation as a violation of the principle, but it
provides further political reasons for a State to invoke the violation.
As a last remark, it seems important to distinguish the situation where the infection is made by a
few bits of code without any real consistency and when the infection is by an actual software or
malware. A software or malware is indeed more likely to qualify as an intrusion when compared to
a few bits of code that do not constitute any actual threat to the system.

4.2.2.3.

Cyber operations not penetrating a foreign system

Some cyber operations do not need to penetrate the targeted system to produce their effects. For
instance, DDoS attacks consist in flooding an ICT infrastructure with requests in order to make it
unavailable. In this situation each individual request is neither unlawful nor harmful but it is the
large amount of simultaneous requests that disrupts the normal functioning of the targeted system.
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As there is no penetration of the targeted system, and thus no penetration of territory, does this
conduct qualify as a violation of territorial sovereignty of the targeted State? Any unauthorized act
of a State taking place on the territory of another violates the territorial sovereignty of the latter
State. Traditional violations of territorial sovereignty were identified when an agent, such as a spy,
or a ship or an airplane that belong to the violating State crossed the border. The mere detection
of an unauthorized submarine, airplane or ship within the territorial sovereignty of a State suffices.
Presently, there is no intrusion per se given that no malicious code is injected into the ICT
infrastructure of the targeted State. However, DDoS attacks produce effects that take place within
the territorial sovereignty of the targeted State. For instance, they might make a server slow down
or make it unavailable. It would seem, therefore, that they can be considered to be unauthorized
acts violating the territorial sovereignty of the targeted States because they produce effects on their
territory.
The occurrence of effects on the targeted infrastructure, even if low scale, renders it easy to detect
the DDoS attacks by the targeted States. There is clearly no threshold of intensity, or any
requirement of physical damage, for the qualification of a violation of territorial sovereignty, which
was discussed earlier.616 The intensity or existence of physical damages may, however, be a factor
that prompts a State to loudly and publicly expose the violation of its sovereignty perpetrated by
another State. In my judgment, we can extend this conclusion to the case of DDoS attacks,
especially when we take into account that physical effects are more likely to trigger the qualification
of violation of territorial sovereignty than cyber operations with non-physical effects.
Territorial sovereignty can be only violated by a State, either by its own acts or acts conducted by
individuals under its control. To qualify as violation of territorial sovereignty, a DDoS attack needs
to be attributable to a State.617 This task might be very complicated, if not impossible, as in most
cases they are conducted simultaneously by a multitude of persons and zombified computers from
various locations. For instance, the large scale DDoS attacks against Estonia, Georgia and Lithuania
were identified as emanating from numerous different countries at the same time.
Moreover, DDoS attacks are generally conducted by individuals with a common objective and
coordinated via forums and chats, with no level of organization most of time. For instance, in 1998,
the Anonymous Digital Coalition (ADC) called for a virtual sit-in against some Mexican websites,
calling on ‘all netsurfers with ideals of justice’ to connect their browsers to one of the indicated
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websites and to manually hit the ‘reload’ button every few seconds for the hour aiming to block
these websites. 618 ADC, together with the Electronic Disturbance Theatre (EDT), created software
designed to conduct DDoS attacks, Flood Net, and made it available online. They called on users
to download the software and conduct DoS attacks against the US White House website and the
Mexican Secretaria de Gobernacion. These actions were aimed at supporting the Zapatista Army of
National Liberation (ZANL). It seems impossible to characterize the numerous perpetrators of the
DDoS attacks – who downloaded software and followed some basic instructions on a website – as
organized. According to this hypothesis, then a State would be the creator of a movement against
another State, by inciting individuals to conduct DoS attacks against the targeted State; however, it
seems somewhat farfetched to argue that these perpetrators acted under its control. On this basis,
it seems difficult to claim that the whole DDoS attack was conducted or sponsored by a State.
Consequently, it seems very unlikely to consider the State that motivated such action is responsible
for violating the territorial sovereignty of the targeted State.
There can, however, be cases where a DDoS attack is conducted by State agents, or people acting
under the control of the State, where it can be proven that the operation is attributable to that
State. Then in this case, it is likely to amount to a breach of the territorial sovereignty of the victim
State.
In the case of DDoS attacks of a mixed character, conducted by both a State – by its agents or
controlled people – and individuals, the situation might be trickier. It seems, however, arguable
that if the victim State can identify that a proportion of the DoS attacks were conducted under the
control of a State, then this would then be identified as a violation of the victim State’s territorial
sovereignty, even if it constitutes only a small part of the whole cyber operations affecting the
targeted State.

4.2.2.4.

Involuntary violation of territorial sovereignty

The previous paragraphs established the circumstances in which a cyber operation may constitute
a violation of territorial sovereignty. Is there is any difference if the violation of sovereignty is as a
result of a mistake or negligence? The following paragraphs demonstrate that the answer is
negative.
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Anonymous Digital Coalition, ‘NetStriking for Zapata’ (18 January 1998).
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The aerial and maritime realms offer several example of a violation of sovereignty by mistake or
negligence. For instance, on 22 June 2012, the Syrian Armed Force intercepted a Turkish military
aircraft above Syrian’s territorial water resulting in the shooting down of the aircraft and the death
of the two pilots.619 The aircraft entered involuntarily Syrian airspace for a very short period of
time. This, however, did not prevent the qualification of a violation of the territorial sovereignty.
There are regularly airplanes and ships violating territorial sovereignty of various States without any
response from the affected States. Here again, the lack of response is due to political considerations,
and does not constitute a waiver of the wrongfulness of the conduct. The previous example
concerning the Turkish-Syrian incident that led to the shooting down of the aircraft should be seen
as exceptional.
The crash of the Soviet satellite Cosmos 954 constitutes another example supporting this assertion.
The violation of the Canadian territorial sovereignty was not voluntary. Despite the involuntary
character of the violation, it constitutes a violation of its territorial sovereignty.620
The cyber realm offers plenty of examples of malware that spreads involuntarily across the world,
or at least spreads without targeting specific computer systems. For instance, Stuxnet was designed
to adversely affect an Iranian nuclear plant but it spread all over the world. The other States affected
could definitely claim that their sovereignty had been violated by the spread of this malware in
computer systems located within their territorial sovereignty. Does it matter that the infected
systems, and thus the affected State, were not the target when trying to establish if the principle of
sovereignty has been violated? It is clear that this factor does not alter the qualification of this
situated.
The involuntary character of the penetration may, however, be taken into account by the victim
State when considering the various options available in response to the perpetrating State.
Moreover, the perpetrating State may also respond differently depending on whether the cyber
operations penetrated the system and caused effects voluntarily or not. In the case of an involuntary
penetration or damages, the perpetrating State is likely to acknowledge its wrongful conduct and
negligence as well as to issue an apology. Such measures by the perpetrating State may also affect
the reaction of the victim State.
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Jim Muir, ‘Syria Says It Downed Turkish Jet’
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These examples lead to another question: does mistake or negligence constitute circumstances
precluding the wrongfulness of the territorial sovereignty violation? Force majeure and fortuitous
events could amount to good candidates that might preclude the wrongfulness in such cases. Force
majeure precludes the wrongfulness of an act that is due to “the occurrence of an irresistible force
or of an unforeseen event, beyond the control of the State, making it materially impossible in the
circumstances to perform the obligation”.621 It seems possible that some cyber operations may
result from ‘an unforeseen event’. It is, however, clear that force majeure cannot preclude the
wrongfulness of an act resulting from the conduct of the State that attempts to invoke it,622 which
was specified in the Commentary to the Articles on State Responsibility. According to the
Commentary, it does not “cover situations brought by the neglect or default of the State concerned,
even if the resulting injury itself was accidental and unintended”.623 Consequently, the involuntary
spread of a malware would constitute a violation of State sovereignty of the affected States.624

A.

Toward a duty of vigilance of the potential involuntary effects of
cyber operations

The previous conclusion, that the involuntary spread of a malware would constitute a violation of
State sovereignty of the affected States, may have some interesting side-effects on state-conducted
or state-sponsored cyber activities. If the international community treats the involuntary spread of
malwares as a violation of sovereignty, this might prompt States to be more cautious and careful
when conducting cyber operations. This could be reinforced by holding the negligent State
responsible for any potential damage that involuntarily affects other State with malwares. It might
create some kind of duty of vigilance625 with regard to the potential spreading and side-effects in
the cyberspace. It currently remains a highly hypothetical scenario, which only can be confirmed
by State practice. The following paragraphs aims at justifying and developing this assertion.
In international environmental law, States have an obligation to prevent the use of their territory
for activities causing injury or damage in the territory of another State as well as a duty to prevent
transboundary harm from hazardous activities. The first obligation was introduced in the Trail
Smelter arbitration. In this case, the aerial pollution of a Canadian smelter located near the border
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Articles on State Responsibility (n 116), Article 23(1). See infra 186 et seq.
ibid, Article 23(2)(a).
‘Commentary to the Articles on State Responsibility’ (n 115) 76–77, commentary to Article 23, para 3
(footnotes omitted).
Woltag (n 234) 155–156.
On the duty of diligence, see infra 191 et seq.
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with the United States damaged trees and crops located in American territory. The Tribunal noted
that:
under the principles of international law, as well as of the law of the United
States, no State has the right to use or permit the use of its territory in such a
manner as to cause injury by fumes in or to the territory of another or the
proper- ties or persons therein, when the case is of serious consequence and
the injury is established by clear and convincing evidence.626

The principle has been since restated and reinforced by the ICJ, notably in the Corfu Channel
judgement and the Nuclear Weapons Advisory Opinion.627 It has also been reaffirmed in treaties.628
The second obligation, the duty to prevent transboundary harm from hazardous activities629 has
been codified by the ILC in 2001 and 2006.630 Article 3 of the Draft Articles on Prevention of
Transboundary Harm from Hazardous Activities, reads:
The State of origin shall take all appropriate measures to prevent significant
transboundary harm or at any event to minimize the risk thereof.631

A similar duty of diligence with regard to the effects of conduct exists in international space law.632
The duty of diligence stipulated in international environmental law or international space law
cannot be transposed directly to the cyber realm given that the situations are different. It shows,
however, some interesting paths that could be taken in order to develop a duty of diligence that
could potentially arise in State cyber activities.

4.2.3. Conclusion on territorial sovereignty
This section demonstrated that cyber operations can violation the territorial sovereignty of the
targeted State. State-sponsored acts can constitute such a violation even if they do not produce
physical damage, or no damages at all, or if the penetration is involuntary. The mere penetration
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Trail smelter case (United States, Canada) (1938) 3 RIAA 1905, 1965.
Corfu Channel (Merits) (n 90) 22; Nuclear Weapons (Advisory Opinion) (n 91) 241-242, para 29.
Shaw (n 560) 619.
ibid 624–625.
The ILC divided its study on International liability for injurious consequences arising out of acts not
prohibited by international law into two projects: on the one hand, prevention of transboundary damage from
hazardous activities, and on the other hand, international liability in case of loss from transboundary harm
arising out of hazardous activities. The ICL adopted Draft Articles on the former in 2001: ‘Draft Articles on
Prevention of Transboundary Harm from Hazardous Activities’.; and in 2006 on the latter: ‘Draft Principles
on the Allocation of Loss in the Case of Transboundary Harm Arising out of Hazardous Activities’.
‘Draft Articles on Prevention of Transboundary Harm from Hazardous Activities’ (n 630), Article 3.
Convention on International Liability for Damage Caused by Space Objects (adopted on 29 March 1972,
entered into force on 1 September 1972) 961 UNTS 187, 24 UST 2389, 10 ILM 965 (1971).
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into a foreign system, or alternatively the mere production of effects on this system, suffices to
constitute a violation of sovereignty. The scale and effects of the penetration determine the gravity
of the breach, and its consequences, which are important considerations when delineating the
State’s responsibility.
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4.3.

Cyber operations and the principle of non-intervention and
non-interference

The principle of non-intervention generally encompasses two different principles. On the one
hand, the principle of non-interference which prohibits the interference by a State in the internal
or foreign affairs of another State. On the other hand, the prohibition of the violation of the
territory of another State.633 This latter principle has already been dealt with in the previous section.
These two principles tend to be considered as two sides of a same coin – labelled as the principle
of non-intervention – and are generally confused. The confusion of these two principles as well as
the terminology used is matter of controversy in the literature.634 For instance, the definition of the
principle of non-intervention developed by the ICJ in the Nicaragua case encompasses both
aspects.635 For the purpose of the present section, the principle of non-intervention is used to refer
to the prohibition of interference by a State in the internal or foreign affairs of another State.
The principle of non-intervention applies to cyber operations.636 The present section is divided into
two parts: the first part focuses on the definition of the content of the principle of non-intervention
(4.3.1) and the second part studies its application to cyber operations (4.3.2).
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For Gaetano Arangio-Ruiz the words ‘interference’ and ‘intervention’ are equivalent: Gaetano Arangio-Ruiz,
‘Human Rights and Non-Intervention in the Helsinki Final Act’ (1977) 157 RCADI 195, 257, see more
specifically footnote 93. See also: Terry D Gill, ‘Non-Intervention in the Cyber Context’ in Katharina
Ziolkowski (ed), Peacetime regime for state activities in cyberspace (NATO Cooperative Cyber Defence Centre of
Excellence 2013) 217–218.
Dupuy and Kerbrat (n 578) 130 et seq.; see also: Kunig (n 104); Sean Watts, ‘Low-Intensity Cyber Operations
and the Principle of Non-Intervention’ (2015) 14 Baltic Yearbook of International Law 137, 144; another
version of this article has been published in: Sean Watts, ‘Low-Intensity Cyber Operations and the Principle
of Non-Intervention’ in Claire Finkelstein, Jens David Ohlin and Kevin Govern (eds), Cyber War: Law and
Ethics for Virtual Conflicts (Oxford University Press 2015) 249–270.
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Ziolkowski (n 608) 164.
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4.3.1.

The principle of non-intervention and non-interference

Generally speaking, the principle of non-intervention is closely related to the prohibition of the use
of force and State sovereignty.637 This principle of customary international law638 is based on the
respect of a State’s territorial sovereignty and the sovereign equality of States.639

4.3.1.1.

The content of the principle

The principle of non-intervention is enshrined in Article 2 of the UN Charter. The first paragraph
of this Article affirms the sovereign equality of the UN members, from which the principle of nonintervention can be drawn as a corollary. The fourth paragraph prohibits the use of force against
the territorial integrity or political independence of any state, which also covers unlawful
intervention involving use of force. Finally, Article 2, paragraph 7 prohibits certain forms of
interference by the United Nations.640
In the Nicaragua case, the ICJ clarified the content of the principle of non-intervention:
[…] the principle forbids all States or group of States to intervene directly or
indirectly in internal or external affairs of other States. A prohibited
intervention must accordingly be bearing on matters in which each State is
permitted, by the principle of State sovereignty, to decide freely. One of these
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On the principle of non-intervention, see generally: Shaw (n 560) 832–841; Dupuy and Kerbrat (n 578) 130–
139; Antonio Cassese, Diritto internazionale (Il Mulino 2003) 66–69; Antonio Cassese, International Law in a
Divided World (Clarendon Press 1986) 143–148; Pellet and others (n 111) 486–488; Arangio-Ruiz (n 633) 252–
332; Kunig (n 104); Maziar Jamnejad and Michael Wood, ‘The Principle of Non-Intervention’ (2009) 22
Leiden Journal of International Law 345; Rosalyn Higgins, ‘Intervention and International Law’ in Hedley
Bull (ed), Intervention in World Politics (Clarendon Press 1984); Paul Bastid, ‘La Révolution de 1848 et Le Droit
International’ (1948) 72 RCADI 167, 238–259, the fourth chapter of his course is dedidated to ‘L’intervention
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32 RCADI 607.
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International Legal Theory 33, passim.
Some authors argue that the principle of non-intervention is a norm of jus cogens, see generally: the Separate
opinion of Judge Sette-Cama, Nicaragua (Merits) (n 77) 199; Cassese, International Law in a Divided World (n
637) 147; Jianming Shen, ‘The Non-Intervention Principle and Humanitarian Interventions under
International Law’ (2001) 7 International Legal Theory 1, 2 et seq.; Dupuy and Kerbrat (n 578) 132, para 119.
Nicaragua (Merits) (n 77) 106, para 202.
The wording of Article 2, paragraph 7, is confined to the intervention of the United Nations but some authors
argue that it also prohibits intervention by other States, see for instance: Eduardo Jiménez de Aréchaga,
‘International Law in the Past Third of a Century’ (1978) 159 RCADI 1, 112. See contra: Gilbert Guillaume,
‘Article 2, Paragraphe 7’ in Jean Pierre Cot, Alain Pellet and Mathias Forteau (eds), La charte des Nations Unies:
Commentaire article par article (3rd edn, Economica 2005) 490–494; Georg Nolte, ‘Article 2 (7)’ in Bruno Simma
and others (eds), The Charter of the United Nations: a commentary (Oxford University Press 2012) 284–285.
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is the choice of a political, economic, social and cultural system, and the
formulation of foreign policy. Intervention is wrongful when it uses methods
of coercion in regard to such choices, which must remain free ones. The
element of coercion, which defines, and indeed forms the very essence of,
prohibited intervention, is particularly obvious in the case of an intervention
which uses force, either in the direct form of military action, or in the indirect
form of support for subversive or terrorist armed activities within another
State.641

In short, this principle prohibits direct or indirect intervention in matters, which each State is
permitted to freely decide, such as the choice of a political, economic, social and cultural system,
and the formulation of foreign policy.642 Three main characteristics of a prohibited intervention
can be identified in the extract from the Nicaragua case:643 firstly, an intervention must be carried
out by a State acting against another State.644 An act carried out by a private individual or group
could also qualify as long as it is attributable to a State. Secondly, the prohibited intervention
concerns matters in which the targeted State is permitted to decide freely, encompassing external
or internal affairs.645 Thirdly, the element of coercion constitutes an essential component of a
prohibited intervention. A prohibited intervention must constitute an attempt to coerce the
targeted State by directly or indirectly interfering in the internal or external affairs of this State.646
The principle of non-intervention has been reaffirmed in different treaties647 and declarations,648 as
well as resolutions of the United Nations General Assembly, such as the Draft Declaration on
Rights and Duties of States,649 the Declaration on the Inadmissibility of Intervention in the
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Domestic Affairs of States and the Protection of Their Independence and Sovereignty,650 the
Declaration on Principles of International Law concerning Friendly Relations and Cooperation
among States in accordance with the Charter of the United Nations,651 the Resolution on the Noninterference in the internal affairs of States,652 as well as the Declaration on the Inadmissibility of
Intervention and Interference in the Internal Affairs of States.653
Despite its customary status, the principle of non-intervention is not absolute.654 The exceptions
to the principle are, however, very limited. In the Nicaragua case, for instance, the ICJ listed the
exceptions to the principle of non-intervention used by States to justify their conduct. The
exceptions are: humanitarian intervention,655 and ‘pro-democratic’ or ‘ideological’ intervention. 656
The existence of a right of humanitarian intervention or other exceptions to the principle of nonintervention is highly controversial and heavily debated, not only among scholars but also in State
practice.657
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President of the Russian Federation V. Putin on 12 February 2013, Unofficial Translation Available on the
Website
of
the
Russian
Ministry
of
Foreign
Affairs)’
<http://archive.mid.ru//brp_4.nsf/0/76389FEC168189ED44257B2E0039B16D> (‘It is unacceptable that
military interventions and other forms of interference from without which undermine the foundations of
international law based on the principle of sovereign equality of states, be carried out on the pretext of
implementing the concept of ’responsibility to protect‘;’).

162

THE LAWFULNESS OF STATE-SPONSORED CYBER OPERATIONS

4.3.1.2.

The various forms of intervention

An unlawful intervention is constituted by three elements: an act conducted by a State against
another one (1) aiming at coercing the latter (2) on its ability to freely decide (3). The unlawful
intervention might take a variety of forms, such as a use of force, subversive intervention,
diplomatic intervention, political interference, extraterritorial enforcement jurisdiction, economic
coercion, and diplomatic coercion.658 An intervention involving a use of force would violate both
the principle of non-intervention and the prohibition of the use of force.659
The intervention of a State in a civil war or in support of rebels constitutes one of the most
common examples of unlawful intervention.660 Civil wars and relations between a State and rebels
located on its territory are considered to be internal affairs.
An unlawful intervention can be characterized as such even if there is no use of force or a violation
of the territory of the targeted State.661 They do not constitute necessary conditions. For instance,
economic coercion does not normally imply either a violation of territory or a use of force.

4.3.1.3.

The practice before the ICJ

The ICJ already condemned intervention in the Corfu Channel case, and reaffirmed its position in
the Nicaragua case and the Armed Activities case. 662
In the Corfu Channel case, the unlawful intervention was constituted by the Royal Navy’s collection
of evidence concerning the existence of a minefield in the Corfu Channel and its mine clearance
operation.663 The ICJ also ruled that the fact that the intervention was conducted in order to
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preserve evidence and to ensure compliance with international law did not preclude its
wrongfulness.
In the Nicaragua case, the ICJ provided a series of different examples that could or could not qualify
as an unlawful intervention. For instance, the ICJ considered that “the support given by the United
States, up to the end of September 1984, to the military and paramilitary activities of the contras in
Nicaragua, by financial support, training, supply of weapons, intelligence and logistic support”
qualified as a prohibited intervention.664 Furthermore, the arming and training of armed opposition
forces and the mere supply of funds amounted to unlawful interventions.665 Conversely, the ICJ
ruled that “the cessation of economic aid in April 1981; the 90 per cent reduction in the sugar quota
for United States imports from Nicaragua in April 1981; and the trade embargo adopted on 1 May
1985” did not constitute a violation of the principle of non-intervention.666
In the Armed Activities case, the Court characterized the Ugandan military and paramilitary activities
and active economic, military and financial support to irregular forces operating in the Democratic
Republic of Congo, as a violation of the principle of non-intervention and an unlawful recourse to
force.667
Following this presentation of the characteristics of the principle of non-intervention, the following
subsection deals with the application of this principle in the cyber realm.

4.3.2. Cyber intervention
This section analyzes examples of cyber operations in the light of the three elements of an unlawful
intervention: an act conducted by a State against another one (1) aiming at coercing the latter (2)
on its ability to freely decide (3). Cyber operations seem to be a good tactic to coerce a State, as
will be demonstrated in the following examples.
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4.3.2.1.

The principle of non-intervention and existing examples of cyber
operations

The hacking of the DNC (A) and Sony Pictures Entertainment (B), Stuxnet (C) and the cyber
operations conducted against Estonia (D) are the three examples presented in the following
paragraphs to analyze the principle of non-intervention.

A.

Cyber operations against the Democratic National Committee

In 2015 and 2016, the governing body of the United States Democratic Party, the Democratic
National Committee (DNC), has been targeted by different cyber operations aiming at penetrating
its computer network and computer systems and carrying out data theft. These cyber operations
are considered to be part of a series of cyber operations targeting US political organizations in the
context of the 2016 presidential campaign.668
The Russian Federation is allegedly responsible for these cyber operations. It has, however, denied
involvement in these cyber operations.669 In a nutshell, two Russian intelligence agencies are alleged
to be the perpetrators of these cyber operations, the Main Intelligence Agency (GRU) and the
Federal Security Service (FSB), while a ‘lone hacker’ using the pseudo-name ‘Guccifer 2.0’ claimed
responsibility for breaching DNC networks.670
The various cyber operations targeting the DNC had different targets and purposes. Some accessed
the database of the opposition’s research carried out on the GOP presidential candidate Donald
Trump.671 Others stole tens of thousands of emails and documents, which were publically released
online by WikiLeaks.672 The website of WikiLeaks indicates:
Today, Friday 22 July 2016 at 10:30am EDT, WikiLeaks releases 19,252
emails and 8,034 attachments from the top of the US Democratic National
Committee -- part one of our new Hillary Leaks series. The leaks come from
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the accounts of seven key figures in the DNC: Communications Director Luis
Miranda (10770 emails), National Finance Director Jordon Kaplan (3797
emails), Finance Chief of Staff Scott Comer (3095 emails), [Finance] Director
of Data & Strategic Initiatives Daniel Parrish (1472 emails), Finance Director
Allen Zachary (1611 emails), Senior Advisor Andrew Wright (938 emails) and
Northern California Finance Director Robert (Erik) Stowe (751 emails). The
emails cover the period from January last year until 25 May this year.673

One of the outstanding questions is: what is the purpose of these cyber operations?674 It can be
argued that they aim at influencing or manipulating the 2016 US Presidential campaign.675 One of
the hypotheses is that the objective is to facilitate the election of Donald Trump as the next US
President,676 as he is preferred by Vladimir Putin and the Russian Government over Hillary
Clinton.677 Interestingly, Donald Trump called on Russia to release the other emails they may have
stolen if they are behind the hack.678 Such a call by Trump on Russia may be interpreted by external
commentators as an invitation to support him in the presidential race. Moreover, some experts
sound the alarm, predicting further cyber threats on the elections: the next step could be cyber
operations that directly target electronic voting machines.679
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This dissertation does not attempt to answer the various hypotheses emanating from the cyber
operations against the DNC nor does it offer a comprehensive analysis of the case. This case and
the various hypotheses triggered were presented because they offer interesting insight into the study
of the principle of non-intervention.
Does the interference of political activities constitute a violation of the principle of nonintervention? This question can be answered positively.680 A State interference into the election
process constitutes a form of coercion by one State on the ability of another State to freely decide
its internal organization and government. It must, however, be acknowledged that interference in
foreign elections is relatively common681 and it not always considered to be a form of unlawful
intervention. The mere expression by the head of a foreign State of its preference for one candidate
over another is common place; it may constitute an unlawful intervention but is unlikely to be
publically condemned as such. In the present example, this is the case regarding the various
declarations of Vladimir Putin in favour of Donald Trump.682 Conversely, if the foreign
interferences into the elections take on a more intrusive dimension; for example, if the Russian
Federation intelligence community hacked and published stolen data, this would clearly constitute
unlawful interventions.683 Similarly, the manipulation of voting machines in order to change the
results of an election clearly constitutes an unlawful intervention.684

B.

Sony picture

In 2014, Sony Pictures Entertainment, the American subsidiary of the Japanese conglomerate Sony
Corporation, was hacked resulting in the theft of a significant amount of data from the company,
which was publicly released by the hackers in November 2014. The hackers demanded the
cancellation of the planned release of the film The Interview, a comedy about the assassination of
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North Korea leader Kim Jong-un. United States officials alleged that the attack was sponsored by
North Korea.685 North Korea, however, has denied any involvement.
In a statement released on December 2014, the US Secretary of Homeland Security Jeh Johnson
declared that “[t]he cyber attack against Sony Pictures Entertainment was not just an attack against
a company and its employees. It was also an attack on our freedom of expression and way of life.”686
One could view this statement as criticizing the intervention in the internal affairs of the United
States. Does the hacking of Sony Pictures Entertainment, and the resulting situation, constitute a
violation of the principle of non-intervention?
Firstly, to constitute an intervention, it must have been carried out by one State against another. In
the present case, it is not clear whether North Korea conducted the hacking as the identity of the
creator of the cyber operations remains unclear. We can however consider, on a hypothetical basis,
that this cyber operation was conducted by a State and thus fulfils the first necessary criterion of
an unlawful intervention. Concerning the victim, only a State can be a victim of a violation of the
principle of non-intervention. It has, however, been accepted that the intervention can be indirect,
and a State acting against a foreign company might be considered to be indirectly interfering in the
internal affairs of another State, and thus violates the principle of non-intervention.687
Secondly and thirdly, to constitute an unlawful cyber intervention, it must have been conducted in
order to coerce a State on matters in which it is normally permitted to decide freely. The freedom
of expression and way of life could be considered to constitute part of the freedom to decide the
organization of the State. Conversely, it is difficult to consider these cyber operations against a
private company would constitute a direct, or more likely an indirect, coercive act against the
United States. The cyber operations resulted in the release of internal correspondence of the
company, some delay in the release of movies, the illegal online release of movies and ultimately a
certain economic hardship for the company. It had, however, no direct or indirect coercive effect
on the United States.
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Based on the facts of the case and the criteria of non-intervention, the hacking of Sony
Entertainment Pictures does not constitute a violation of the principle non-intervention.

C.

Stuxnet

Stuxnet infected and disrupted the Iranian nuclear programme in 2007 and most notably resulted
in the physical destruction of several centrifuges. Stuxnet is generally considered to be the only case
to date that could constitute a use of force. Could it also constitute a violation of the prohibition
of intervention?
Firstly, the author of Stuxnet has not been clearly identified. Generally, it is assumed and alleged
that it was designed and launched by the United States and Israel, maybe with the help of other
countries. The main victim of Stuxnet was an Iranian nuclear facility.
Secondly and thirdly, Stuxnet was allegedly aimed at coercing Iran to modify its nuclear programme
and cease any military nuclear ambitions. Allegedly, the Iranian nuclear programme had both civil
and military objectives. The energy and military policies of a State can be considered to belong to
the internal affairs of a State, even if some recent treaties limit such activities. Consequently, if the
alleged State paternity is confirmed, it would seem that Stuxnet could amount to a case of unlawful
intervention by States against another State in order to coerce the latter to change its domestic
energy and military policies.688

D.

Estonia

Likewise, the 2007 cyber operation against Estonia is another good example. A Russian perpetrator
was alleged to have carried out the attack, following the relocation of a Soviet-era statue from the
centre of Tallinn to another place. If the State sponsorship and authorship are confirmed, this
cyber operation was carried out by a State in order to interfere with the internal affairs of another.
Thus, it can be considered as an unlawful intervention.689
In light of the discussion of the violation of territorial sovereignty,690 it is worth recalling that DDoS
attacks are generally conducted by several actors simultaneously. Given the multiplicity of actors
and the time dimension, it could be difficult to determine the participation of a State from a purely
technical point of view.
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4.3.2.2.

Cyber intervention during a civil war

The intervention of a State in a civil war or in support of rebels constitutes one of the most
common examples of an unlawful intervention. Civil strife, wars and the relations between a State
and rebels located on its territory belong to the internal matters of a State.
A State conducting cyber operations against another State in support of rebels might amount to an
unlawful intervention. The fact that these cyber operations remain below the threshold of cyber
warfare does not preclude their wrongfulness as unlawful intervention.
Cyber operations offer a variety of possibilities for a State that is willing to carry out activities in
support of rebels fighting against another State. For instance, it could target and disrupt the
communications system of the State in order to create an advantage for the rebels. A low intensity
cyber operation disrupting the communications system of another State would clearly not
constitute a use of force; however, it is highly likely to constitute an unlawful intervention.
The 1999 Kosovo War offers potential insight into this type of situation.691 During the armed
conflict in Kosovo in 1999, the Kosovo Liberation Army benefitted from NATO air support
against the military forces of the Federal Republic of Yugoslavia. Moreover, US Air Force was
alleged to have conducted cyber operations, which aimed at taking the control of Serbian
communications networks and against computers containing sensitive data on Serbian militaries
and officials. Notably, they used satellite and specially transformed aircrafts to get to Serbian
telecommunication networks.692 These cyber operations might be seen as constituting a violation
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of the principle of non-intervention as they amount to support by foreign States – the members of
the NATO – to rebels during a civil war.

4.3.2.3.

Cyber espionage and the principle of non-intervention

Cyber espionage, which is principally the collection of data, does not per se constitute a violation of
the principle of non-intervention.693 The mere collection of data by one State of another State does
not by itself constitute a coercive act that aims at affecting the freedom of decision of the targeted
State. The conclusion remains the same whether the espionage is conducted within the territory of
the targeted State – constituting then a violation of its territorial sovereignty – or not. The collected
data may, however, be used to coerce the targeted State and can therefore perpetrate an unlawful
intervention.

4.3.3. Concluding remarks on the principle of non-intervention
The principle of non-intervention aims at safeguarding the right of States to maintain their
territorial integrity and sovereignty, and to freely exercise their lawful prerogatives and policies.
This section demonstrated that cyber operations are in some circumstances likely to constitute an
unlawful form of intervention. It also demonstrated that the three cumulative characteristics of an
unlawful intervention – an act conducted by a State against another one, aiming at coercing the
latter on its ability to freely decide – are not challenged by cyber operations. In short, these criteria
apply to cyber operations, similar to their application to any other kind of State conduct.

693

(2010) 62 Research Paper, NATO Defense College, Rome 1, 4; Jason Healey, ‘Cyber Attacks Against NATO,
Then and Now’ (Atlantic Council, 6 September 2011) <http://www.atlanticcouncil.org/blogs/newatlanticist/cyber-attacks-against-nato-then-and-now>.
Gill (n 633) 225–226; Lafouasse, L’espionnage dans le droit international (n 526).

171

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

4.4.

Cyber operations and human rights

As discussed comprehensively in the previous sections of this chapter, generally state-sponsored
cyber operations may breach the rights of other States. They may also, in certain circumstances,
violate the rights of individuals and groups enshrined in international law. In other words, cyber
operations can violate human rights.
This section provides a brief overview of the various forms of state-sponsored cyber operations
and how they may breach human rights. This section only skims the surface in order to introduce
the reader to the topic of human rights and state-sponsored cyber operations. Given the
significance, this question deserves further and extensive attention; however, given the scope of
this dissertation, a brief presentation of interface between state-sponsored cyber operations and
potential human rights violations will be provided here.
The objective of this section is twofold. Firstly, it endeavours to demonstrate that even if the right
to privacy was deemed to be the main threat caused by cyber espionage, the impact of cyber
operations on other human rights should not be underestimated. Secondly, it demonstrates how
the right to privacy is not the only human right that is potentially violated by cyber espionage and
other types of state-sponsored cyber operations. In some circumstances, the right to life, the right
to healthcare, the right to social security, the right to freedom of speech, and the right to property
may be affected and breached. Thus, the two last subsections of the present section deal with the
right to privacy (4.4.1), and other human rights that may be affected by state-sponsored cyber
operations (4.4.2).
The primary objective of this analysis is to expose the ways in which cyber operations may interfere
with the exercise of human rights. From the outset, it should be emphasized that not every cyber
operation, which interferes with norms regulating human rights, constitutes an actual violation of
these rights.694 Identifying a case of interference together with a norm of human rights is only the
first step in making an assessment of a possible violation of the specified human rights norm by
the cyber operation. Then, the second step is to analyze whether this interference is lawful under
domestic law, international law or a combination of both. This analysis depends on two interrelated
questions. Firstly, whether this interference is necessary, that is to say whether it pursues a
legitimate aim, such as national security? And secondly, whether the interference with the human
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rights norm caused by the cyber operation is proportionate? The present section focuses
predominantly on the first part of the question; the other part dealing with the question of
proportionality is generally left aside. How to balance the human rights interference caused by a
cyber operation with the principles of legality, necessity and proportionality should be further
developed in a separate study.
Before examining how cyber operations may interfere with human rights, it is necessary to analyze
the applicability of human rights law, in particular human rights treaty law, to state-sponsored cyber
operations (4.4.3) Cyber operations have a transnational dimension because they frequently target
and affect people and devices located abroad. Therefore, the extraterritorial applicability of human
rights norms has been developed to cater for this transnational aspect.

4.4.1.

The applicability of human rights law to cyber operations

Three scenarios need to be distinguished from one another. The first scenario is: State A conducts
a cyber operation against another State that interferes with the human rights of individuals located
on its own territory. The second scenario is: State A conducts a cyber operation against another
State that interferes with the human rights of individuals located within its jurisdiction. The third
scenario is: State A conducts a cyber operation against another State that interferes with the human
rights of individuals located outside both its territory and jurisdiction.
The first and second scenarios refer to the applicability of human rights law on the territory of the
State and within its jurisdiction. A State has the obligation to respect, as well as ensure and secure,
the human rights of individuals located within its territory or under its jurisdiction, such as its
nationals located abroad. This is the general approach concerning the applicability of human rights
law.695 It must be noted, however, that the notion of territory is easy to define, while the notion of
jurisdiction has multiple meanings. Jurisdiction tends to be understood more broadly as referring
to the extraterritorial activities of States. A State has the obligation to respect the human rights of
foreigners located abroad but only if they are under the ‘effective control’ of its agents, thereby
falling under its jurisdiction.696 In the same vein, a State may have extraterritorial jurisdiction when
it exercises some ‘public powers’ over a foreign territory at the invitation, with the consent or by
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acquiescence of the territorial State.697 Despite these extensions of the notion of jurisdiction and,
therefore, the obligation to respect human rights, most individuals affected by cyber operations
can still be regarded as falling outside the jurisdiction of the perpetrating States.
This traditional approach concerning the applicability of human rights law is usually followed by
States conducting programmes of cyber surveillance.698 These States commonly argue that human
rights law only applies, and thus limit their surveillance capacity, to individuals located on their
territory, regardless of their nationality, and to their citizens located abroad or more broadly to
individuals under their jurisdiction. Concerning the surveillance programmes of the United States,
for instance, the Foreign Intelligence Surveillance Act (FISA) prohibits surveillance over any
person known to be located in the United States and of any US citizen located abroad.699
The main challenge is, in fact, that States are developing more and more extraterritorial activities,
including cyber operations, which also target or affect individuals outside their jurisdiction.700 In
other words, most cyber operations may interfere with the human rights of individuals located
abroad and outside the jurisdiction of the perpetrating State. Does this mean that these
interferences do not constitute unlawful interferences of human rights norms? No clear-cut answer
can be given to this question. This constitutes one of the biggest challenges, especially in relation
to the applicability of human rights in the age of cyber operations and drone strikes. Based on the
current interpretation of international human rights law, the affected individuals are outside the
spatial model - as they are not on the territory of the perpetrating State - and are outside the
personal model - as they are neither nationals of the perpetrating State nor fall under its jurisdiction.
The limits of applicability of human rights law have begun to collapse in the recent years. The
spatial model was deemed to be the most restrictive. However, as rightly noted by Marko
Milanovic, the spatial model tends to collapse into the spatial model, and the spatial model itself is
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stretched in a way that turns it into a limitless extraterritorial application of human rights.701 This
limitless application does not currently exist but this could be only a matter of interpretation, which
will see the applicability of human rights treaties further expand in the future. As an alternative,
Milanovic proposes another model of ‘positive and negative obligations’ where he distinguishes
between positive obligations of the State to ensure and secure human rights and negative
obligations to respect human rights.702 Positive obligations would apply within the limits of a State’s
jurisdiction, while negative obligations would be limitless. Again, this is only a proposal on how
human rights obligations could be interpreted, which has not been accepted by States or courts.
The proposed model is interesting as it would solve issues concerning the applicability of human
rights to the modern practice of cyber surveillance. It would also help resolve issues concerning
the application of human rights in extraterritorial drone strikes and cyber operations. Similarly,
Peter Margulies argues that States have an obligation to respect the rights arising out of the
International Covenant on Civil and Political Rights (ICCPR), which should apply extraterritorially.
This extraterritorial application of the ICCPR only concerns the obligation to respect and not the
duty to ensure such rights.703 He also argues that, in the context of cyber surveillance, the notion
of ‘effective control’ for the purpose of jurisdiction is too narrow, and he suggests replacing it with
‘virtual control’. Under the virtual control test, a State would be considered to have jurisdiction by
the sole control over an individual’s communications, without territorial or physical control of this
person.704 Margulies’ proposals aim at making human rights law applicable to surveillance
programmes, and offer an interesting basis for further reflection on this question.
In sum, most cyber operations may interfere with human rights of individuals located abroad and
outside the jurisdiction of the perpetrating State. This implies that, in the current stage of
international human rights law, such interference may not be considered to be an unlawful violation
of the rights of these individuals. The development of States’ extraterritorial activities may,
however, lead to quite a broad interpretation of human rights law, which would extend the
qualification of an unlawful violation of human rights to such conduct in the future. This is,
nevertheless, only a speculative thought at the present
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4.4.2. Privacy in the digital age
The human right that is most susceptible to violation by cyber operations is the right to privacy. In
2013, the public exposure of the mass surveillance programmes conducted by the US National
Security Agency (NSA) and the UK’s Government Communications Headquarters (GCHQ) in
cooperation with Australia, Canada and New Zealand, evidenced espionage practices in the cyber
age. International organizations, States, NGOs and academics expressed concerns about violations
of international law and human rights law, mainly the right to privacy, that were committed through
these programmes.705
The right to privacy is a complex umbrella concept, which is closely related to the liberal concept
of freedom.706 The content of the right to privacy is not strictly defined and may include different
substantive elements.707 The overarching right to privacy generally covers the protection of various
aspects of one’s life, such as family, correspondence, home, honour and reputation. The right to
privacy is protected, in various forms, by the main international instruments on human rights such
as Article 12 of the Universal Declaration of Human Rights (UDHR),708 Article 17 of the ICCPR,709
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See generally: Anne Peters, ‘Surveillance Without Borders? The Unlawfulness of the NSA-Panopticon’
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Margulies (n 703) 2137 et seq.; Dan Schiller, ‘Géopolitique de l’espionnage’ Le Monde diplomatique (1 November
2014) 10; Georgieva (n 698) 104–107; Milanovic, ‘Human Rights Treaties and Foreign Surveillance’ (n 694)
81–82; Ashley Deeks, ‘An International Legal Framework for Surveillance’ (2015) 55 Virginia Journal of
International Law 291.
See also The right to privacy in the digital age, UNGA Res 68/167 (18 December 2013) UN Doc
A/RES/68/167; Human Rights Council, ‘Panel Discussion on the Right to Privacy in the Digital Age’ (24
March 2014) A/HRC/25/L.12 12.
Martin Scheinin, ‘Core Rights and Obligations’ in Dinah Shelton (ed), The Oxford Handbook of International
Human Rights Law (Oxford University Press 2013) 535; Ineta Ziemele, ‘Privacy, Right To, International
Protection’, MPEPIL (2009) para 1.
Maria Grazia Porcedda, Martin Scheinin and Mathias Vermeulen, ‘Report on Regulatory Frameworks
Concerning Privacy and the Evolution of the Norm of the Right to Privacy’ (SurPRISE FP7 Project
Deliverable D32 2013) passim; David Robertson, A Dictionary of Human Rights (2nd edn, Europa 2004) 179–
180.
Universal Declaration of Human Rights, UNGA Res 217A (III (10 December 1948).
International Covenant on Civil and Political Rights, UNGA Res 2200A (XXI), 21 UN GAOR Supp. (No.
16) at 52, UN Doc. A/6316 (1966); 999 UNTS 171; 6 ILM 368 (1967); see also: UN Human Rights
Committee, ‘General Comment No. 16 - Article 17 (The Right to Respect of Privacy, Family, Home and
Correspondence, and Protection of Honour and Reputation)’ (Adopted at the Thirty-second Session of the
Human Rights Committee 1988).
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Article 11 of the American Convention on Human Rights (ACHR),710 and Article 8 of the
European Convention on Human Rights (ECHR).711
Technological developments have since the very beginning raised concerns in relation to the right
to privacy.712 Already at the end of the 19th century, the development of so-called ‘instantaneous
photographs’ raised concerns about privacy. In an article published in 1890 by the Harvard Law
Review, Louis D Brandeis and Samuel D Warren noted that:
[i]nstantaneous photographs and newspaper enterprise have invaded the
sacred precincts of private and domestic life; and numerous mechanical
devices threaten to make good the prediction that ‘what is whispered in the
closet shall be proclaimed from the house-tops.’ For years there has been a
feeling that the law must afford some remedy for the unauthorized
circulation of portraits of private persons; and the evil of the invasion of
privacy by the newspapers, long keenly felt, has been but recently discussed
by an able writer.713

In the cyber realm, the right to privacy has found a particular echo.714 In highly digitalized and
connected societies, more and more personal data are stored on computers and exchanged via
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Deliverable D47 2014) 4.
Louis D Brandeis and Samuel D Warren, ‘The Right to Privacy’ (1890) 4 Harvard Law Review 193, 195.
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between the right to privacy and data protection, but also important differences notably on the scope of both
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2015) 15–25; Cristina Blasi Casagran, Global Data Protection in the Field of Law Enforcement: An EU Perspective
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States does not have a general framework, but rather numerous rules applying specifically to each sector and
form of data. See for instance Jan Dhont and María Verónica Pérez Asinari, ‘New Physics and the Law: a
Comparative Approach to the EU and US Privacy and Data Protection Regulation’ in François van der
Mensbrugghe (ed), L’utilisation de la méthode comparative en droit européen (Presses universitaires de Namur 2003)
67–97; Maria Grazia Porcedda, ‘Transatlantic Approaches to Cybersecurity and Cybercrime’ in Patryk Pawlak
(ed), The EU-US security and justice agenda in action (EU Institute for Security Studies 2011) 41–54; Tania Abbas,
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Human Rights 2014) passim; Serge Gutwirth, Ronald Leenes and Paul De Hert (eds), Data Protection on the
Move: Current Developments in ICT and Privacy/Data Protection (Springer 2016) passim.
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computer networks. Thus, this data has become accessible to third parties – including States,
companies and other individuals – with or without the consent of their owner, and are used most
notably for surveillance purposes.715 Two main forms of data collection should be distinguished:
mass data collection, on the one hand, and targeted collection of data, on the other.716 Mass data
collection for surveillance is usually carried out by collecting the data transiting through Internet
cables and infrastructures.717 Examples of bulk collection of data can be found in State practice,
such as the surveillance programmes conducted by the United States and the ONYX programme
conducted by Switzerland. Mass data collection has the potential to constitute a mass violation of
the right to privacy, as it concerns the collection of data from numerous individuals at the same
time.718 These practices have raised important concerns as they indiscriminately interfere with the
right to privacy of numerous persons.719 The targeted collection of data infringes with the right to
privacy of the targeted individuals as well as other individuals whose data may be collected together
with the targeted data.
The right to privacy can also be breached by cyber operations outside the realm of surveillance.
The right to privacy may be easily infringed on by bulk collection of data for mass surveillance or
espionage targeting specific individuals. Nevertheless, cyber espionage is not the only form of stateconducted or state-sponsored cyber activities that can breach the right to privacy and other human
rights. Due to the interconnected nature of the Internet, individuals and groups not specifically
targeted by a cyber operation may see their human rights violated by this operation. The hacking
of Sony Pictures Entertainment720 offers an interesting illustration on how a cyber operation not
aiming at spying may, however, interfere with the right to privacy. The perpetrators of the hacking
indiscriminately collected data from Sony’s servers that they released publically, including private
emails and data of the employees. In this example, despite not having the aim of spying on the
employees of Sony Picture Entertainment, this cyber operation still interferes with their right to
privacy.
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In some other cases, the interference with the right to privacy may be less easy to identify at first
sight. For instance, a complex cyber operation that involves a reconnaissance phase or data
recording while the cyber operation is on-going. Malware that spreads indiscriminately from
machine to machine may, however, release its payload only when encountering a specific system.
One technique to identify the right system is to collect data from the infected system and transmit
them to a server for analysis. This was, for instance, the case with Stuxnet, which spread
indiscriminately, while looking for programmable logic controllers by using a specific programme.
When it found the right confirmation, it injected the malicious code and then it recorded the data
from the infected system throughout the cyber operation.721 Such data collection may interfere with
the right to privacy of individuals.
These examples show how a cyber operation without a surveillance purpose can nevertheless
collect data, and may interfere with the right to privacy. After this brief presentation on the
relationship between cyber operations and the right to privacy, it seems appropriate to analyze
other human rights that may be affected.

4.4.3. Other human rights
Cyber operations may produce a wide range of consequences, ranging from no consequences at
all, consequences limited to cyberspace (data theft, destruction of data, and so forth), to physical
consequences such as damage or destruction of property as well as loss of life and injury. The most
telling example would be a cyber operation disturbing or even shutting down the power grid of a
city or a State, leading to the malfunction of the transportation system, water supply, sewage
treatment, food supply, as well as no electricity.722 Such situation may have grave consequences
over the life and health of people affected by the black-out. These consequences may by themselves
constitute interferences with specific norms of human rights.
Firstly, cyber operations may cause destruction and damage to property, such as the physical
destruction of centrifuges in a nuclear plant, as well as non-physical damage or destruction, such
as the removal or corruption of data stored on a hard drive. The stolen, damaged or destroyed data
may belong to natural or legal persons, who may or may not be linked to the targeted State. The
same observation applies to the property that may be destroyed or damaged by a cyber operation.
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Nation Unprepared, Surviving the Aftermath (Crown 2015).
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In these cases, the cyber operation may interfere with the property right of the owner of the data
or property. The protection of private property under international law is based on several
doctrines, most notably the customary international norms on the protection of aliens and human
rights law. The right to property is recognized by Article 17 of the UDHR. The right to own
property has generally been relied on in cases of expropriation. Only future State practice will show
if this right extends to the case of damage and destruction caused by cyber operations. Data theft,
corruption or destruction can be considered to also interfere with the right of privacy.
Cyber operations resulting in casualties – loss of life or injuries to persons – may interfere with
human rights norms regulating human life and security.723 No cyber operation so far has resulted
in injury or loss of life; nevertheless, it is a possible outcome of future cyber operations. The right
to life is considered to be one of the most important human rights,724 which has been enshrined in
major human rights instruments, including Article 3 of the UDHR, Article 6 of the ICCPR, Article
2 of the ECHR, Article 4 of the ACHR, Article 4 of the African Charter on Human and Peoples’
Rights (AChHPR)725 and Article 6 of the Convention on the Rights of the Child.726 The right to
security of the person is closely related to the right to life, and is recognized by some human rights
instruments, notably Article 3 of the UDHR and Article 5 of the ECHR.
In sum, this section outlined how, in some limited circumstances, cyber operations may interfere
with certain human rights. These human rights include the right to life, the right to security, and
the right to property. The practice of cyber operations in the future may also reveal how they may
interfere with other human rights.
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4.4.4. Concluding remarks on cyber operations and human rights
This section analyzed the relationship between state-sponsored cyber operations and human rights
norms. The two main findings of this section are: firstly, espionage is not the only form of cyber
operation that can interfere with human rights norms; secondly, the right to privacy (or data
protection) is not the only human right to be potentially affected. It is necessary to go beyond the
obvious – in other words, to go beyond the violation of the right to privacy by cyber espionage –
and to understand and analyze the complexity of the relationship between state-sponsored cyber
operations and human rights.
The conduct of cyber operations as well as their effects may also indirectly affect other human
rights, like those involving due process or the presumption of innocence. This last point is
particularly important when enforcing and implementing human rights.
Another important point developed in this section concerns the applicability of human rights law
to cyber operations. In actual fact, this section outlined how cyber operations may interfere with
certain human rights. But in most cases rights-holders are frequently located outside the territory
and jurisdiction of the perpetrating State. At present, this current situation renders it impossible to
qualify such interferences as an actual violation of human rights norms.
An interference with a human right may be lawful, if it respects the principles of legality, necessity,
and proportionality. This observation was made at the outset but was not further developed.
Similarly, the question of the enforcement of human rights norms regarding cyber operations has
not been elaborated on any further.727 Moreover, in some specific circumstances such as armed
conflicts,728 some human rights norms may be inapplicable or of a limited application; this point is
voluntarily left out of this section. The main goal of this section was merely to provide the reader
with a foundational overview of the various questions and challenges for human rights that arise
out of the development of state-sponsored cyber operations. These questions and challenges merit
further critical examination and an in depth-study in its own right.
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4.5.

Concluding remarks on the lawfulness of state-sponsored
cyber operations

This Chapter demonstrated that despite a wide variety of nature and form, most cyber operations
constitute internationally wrongful acts. Generally, they can violate the territorial sovereignty of the
targeted State as well as that of a third State, or breach the principle of non-intervention in the
internal affairs of the targeted State, or even both principles of international law at the same time.
Cyber operations, by their effects and consequences, may also breach norms of human rights even
if their extraterritorial nature renders it difficult to characterize these violations and to invoke the
responsibility of the perpetuating State.
The nature of the target, and in particular whether affected computers and networks belong to
critical infrastructures or they constitute themselves critical information infrastructures,729 does not
have any consequence on whether the cyber operation breaches the territorial sovereignty of a
State. The mere penetration into a computer system located on the territory of a foreign State
constitutes a violation of the territorial sovereignty of this State, irrespective of the nature of the
infected computer system. The nature of the target may, however, be taken into consideration by
the victim State when making a decision on whether or not to qualify it as a violation of its
sovereignty and to invoke the responsibility of the perpetrating State. A State will be probably more
prompt to respond to a cyber operation targeting a critical infrastructure due to the potential
consequences of such conduct.
Concerning the principle of non-intervention, a cyber operation targeting a critical infrastructure
is more likely to amount to an unlawful intervention. Generally, critical infrastructures are essential
for the maintenance of vital societal functions or bear an important risk for the population. These
essential and sensitive infrastructures are thus closely related to the ability of a State to decide freely
when exercising its prerogative and implementing policy matters. A cyber operation targeting these
infrastructures is likely to be viewed as aiming to coerce the State on sovereign matters.
The lawfulness or unlawfulness of cyber operations is not absolute. The next Chapter analyzes
circumstances in which the wrongfulness of cyber operations may be precluded. It also
demonstrates that in most cases the wrongfulness of cyber operations is unlikely to be precluded.
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5.
Circumstances precluding or attenuating
the wrongfulness of unlawful cyber
operations
The wrongfulness of a conduct, which would otherwise constitute a breach of an international
obligation of the responsible State, can be precluded if perpetrated in some specific circumstances.
Such circumstances do not terminate or annul the international obligation but justify or excuse the
specific conduct.730 If cyber operations may constitute an internationally wrongful conduct, as
developed previously, then it is then necessary to analyze in which circumstances this wrongfulness
could be precluded or attenuated.
The Articles on State Responsibility adopted by the ILC in 2001 sets out six circumstances
precluding wrongfulness, which are: consent, self-defence, countermeasures, force majeure, distress
and necessity.731 This list reflects the main circumstances but is still debated doctrinally and the
choice to include or exclude certain circumstances remains controversial.732 The work of the ILC,
and the identified circumstances, are generally accepted as reflecting customary international law
and will be developed in this dissertation. The present chapter introduces each circumstance and
focuses on the situations when they are invoked as a justification for state-sponsored cyber
operations.
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Generally, two categories set the circumstances precluding wrongfulness apart: on the one hand,
situations in which the conduct is not considered to be wrongful, due to an external cause, such as
consent and force majeure. On the other hand, the conduct constitutes a breach of an international
obligation but is ‘excused’733 by external circumstances, like distress and necessity, or a previous
wrongful conduct of the other party, like self-defence and countermeasures.734 Qualifying such
conduct as ‘circumstances precluding wrongfulness’ is debatable.735 Firstly, in some circumstances
the conduct does not at all constitute a wrongful conduct, and thus there is no reason to preclude
a non-existing wrongfulness. This is the case, for instance, when consent is given in advance.736
Secondly, when the conduct constitutes an actual breach of international law, the effects might be
distinguished between those actually precluding the wrongfulness of the conduct and those limiting
or precluding the responsibility of the perpetrating State.737 This debate is motivated by the fact
that even if an act is made lawful by a circumstance, compensation for the material loss is still
possible.738
Jus cogens is related to circumstances precluding wrongfulness in two different ways. On the one
hand, the respect of peremptory norms may constitute per se a circumstance precluding
wrongfulness – as jus cogens constitute a superior and non-derogable norm.739 On the other hand,
circumstances precluding wrongfulness are dismissed if the breached obligation arises from jus
cogens.740
This chapter, as mentioned earlier, analyzes the main circumstances precluding wrongfulness on
the basis of the work of the ILC. Hence, it focuses on consent (5.1), force majeure (5.2), distress (5.3)
and necessity (5.4). Force majeure, distress and necessity, characterize situations in which a State is
compelled to commit an act not compatible with its international obligations. The difference
between force majeure and distress or necessity is the absence of the element of free choice in the
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former. While in case of distress or necessity, the State benefits from a certain degree of choice.741
Cyber operations conducted as a form of reprisal, either in self-defence or as countermeasures, will
be dealt with in the last part of this dissertation.742

5.1.

Cyber operations conducted with the consent of the affected
State

The consent of a State to conduct that would otherwise constitute an internationally wrongful act
makes this conduct lawful.743 The consent must be given prior to or at the time when the conduct
occurs.744 If the consent is given after the conduct occurs, then such conduct remains unlawful but
it would attenuate or waive the responsibility of the perpetrating State.745 The consent cannot waive
the wrongfulness of a conduct violating jus cogens.746 The qualification of consent as a ‘circumstance
precluding wrongfulness’ is debatable given that the consent makes the conduct lawful and
therefore, there is no wrongfulness to be precluded or excused. 747
The invitation by a State to another State to militarily intervene on its territory, or the authorization
of transit through the internal waters, territory or airspace of a State, or the authorization granted
by a State to another to arrest someone or collect evidences on its territory, constitute textbook
examples of consent that makes such conduct lawful.
The shift into the realm of cyberspace does not challenge consent as a circumstance that precludes
the wrongfulness of a conduct.748 The same requirements concerning the timing of the validity
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applies to the consent given for conduct in the real world and in cyberspace.749 Cyber operations
conducted by a State on servers and computers located within the territory of another State are
unlawful unless the latter State gave its consent to such conduct. An example to illustrate this
situation is when Georgia was a victim of several cyber operations during the Russo-Georgian
armed conflict in 2008. The Georgian government benefited from international cooperation to
fight against these cyber operations. In such circumstances, the Georgian government might have
given its consent to foreign country to act on servers located within its territory. Cyber operations
conducted with such consent had to be considered lawful, which would otherwise have constituted
a violation of Georgian sovereignty.

5.2.

Force majeure

Force majeure as a circumstance precluding wrongfulness means that the occurrence of the wrongful
act was unavoidable. In other words, it was the result of an irresistible force or of an unforeseen
event, beyond the control of the perpetrating State.750 There are three cumulative elements for the
use of force majeure as a circumstance precluding wrongfulness: irresistibility, unpredictability, and
externality.751 The conduct must be involuntary or at least involving no element of free choice.752
The shift into cyberspace does not challenge force majeure as a circumstance precluding the
wrongfulness of a conduct.753 In his book, Johann-Christoph Woltag questions “whether a State
could invoke force majeure in cases where the virus spreads in an uncontrolled manner, infecting
systems not originally targeted”.754 The answer is clearly negative; the perpetrating State cannot
invoke force majeure to a situation caused by the conduct of the State invoking it.755
Force majeure mainly concerns the non-performance of an obligation, rather than the actual
performance of an action, which in the latter situation implies an element of free choice in the

749

750

751

752
753
754
755

See generally on the validity of the consent: ‘Commentary to the Articles on State Responsibility’ (n 115) 73,
commentary to Article 20, para 4; Mansour (n 730) 441–445; Crawford, State Responsibility (n 730) 284–289;
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execution of the conduct. Consequently, it appears unlikely that the perpetration of a cyber
operation constitutes an ‘involuntary’ conduct or at least involves ‘no element of free choice’.
Therefore, the qualification as force majeure appears highly unlikely.

5.3.

Distress

Distress precluding the wrongfulness of an act conducted by an individual, but attributable to a
State, constitutes the only reasonable way to save the perpetrator’s life or the life of other persons
under his/her care.756 In contrast to force majeure, distress involves a degree of free choice “even
though the choice is effectively nullified by the situation of peril”.757 Distress is very similar to
necessity. However, in the case of distress, the conduct of an agent is to save his/her life or the life
of other persons. While in the case of necessity, it concerns the conduct of a State in order to
protect legitimate interests.758
The violation of State sovereignty by an aircraft or vessels in situations of bad weather or in
mechanical or navigational difficulties constitute examples that are considered to amount to distress
precluding wrongfulness.759
The shift into cyberspace does not seem to transform the notion of distress.760 It seems, however,
unlikely that a cyber operation would offer an agent the most reasonable way to save his life or
those of persons under his care. Consequently, such scenario seems unlikely but it cannot be ruled
out.

5.4.

Necessity

To qualify as an act of necessity, the conduct must be the only means for a State to safeguard an
essential interest against a grave and imminent peril. 761 The State benefits from an important degree
of choice in acts of necessity. There are four cumulative elements arising from Article 25 of the
Articles on State Responsibility: firstly, an essential interest; secondly, threatened by a grave and
eminent peril; thirdly, the act of necessity is the only way to safeguard this interest and should
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constitute a breach of international law in other circumstances; fourthly, the interest safeguarded
must be of a greater value than the one violated.762 Moreover, necessity cannot be invoked if the
State contributed to the situation, or if the obligation in question excludes this possibility, or if it is
a norm of jus cogens.
Cyber operations might be able to qualify as acts of necessity in specific circumstances. For
instance, a victim State of DDoS attacks conducted by individuals from the territories of another
State, which endangers an essential interest, could fight back with cyber operations, arguing that
they are justified as an act of necessity. Similar to force majeure and distress, the shift into cyberspace
does not challenge necessity as a circumstance precluding the wrongfulness of a conduct.763
A more controversial case arises if a State victim is subject to aggressive speculative attacks on its
currency, and, therefore, resorts to using cyber operations against them. For instance, on 16
September 1992 George Soros’ fund sold more than 10 billion dollars in pounds, compelling the
UK to withdraw from the European Exchange Rate Mechanism and to devalue its currency.764 If
such a situation occurred today, whereby a State is affected by the decisions and actions taken in a
foreign stock exchange not under its control, then it may be tempted to deploy cyber operations
to shut down the market and limit the damage of speculative attacks. This State could use a line of
defence that these cyber operations constitute an act of necessity for the purpose of safeguarding
an essential interest – for example, its currency and economy - from a grave and eminent peril. This
line of defence seems barely defensible and it is unlikely that other States would accept it.

5.5.

Concluding

remarks

on

circumstances

precluding

wrongfulness
This section focused on four circumstances precluding wrongfulness, as identified by the ICL,
which are consent, force majeure, distress and necessity. It highlighted that a State can clearly give its
consent to a cyber operation conducted by another State and then it can preclude its wrongfulness.
It demonstrated that force majeure and distress are highly unlikely to constitute a viable justification
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for wrongful cyber operations. Conversely, a State might in certain circumstances be able to make
a case justifying the conduct of cyber operations on the grounds of necessity. To sum up, it seems
that most cyber operations that a State may sponsor or conduct would be unable to be justified by
such circumstances.
Conversely, cyber operations could easily subject the victim State to a situation of force majeure,
distress, or necessity. For instance, a cyber operation targeting the navigation system of a military
aircraft might cause distress justifying a violation of a State’s territorial sovereignty to save the life
of the pilot and the passengers. In the same manner, in the case of a cyber operation targeting a
nuclear plant, leading to its malfunctioning and potentially blowing up, the State may be justified
in taking a measure of force majeure or necessity.
In Chapter 11, the two last circumstances precluding wrongfulness, namely self-defence and
countermeasures, will be fully developed.765
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See infra 323 et seq.

189

6.
Due diligence
The principle of due diligence is an obligation on States not to knowingly allow the use of their
territory for the perpetration of acts contrary to the rights of other States.766 The duty of diligence
was referred to by the ICJ in the Corfu Channel case: every State has the “[…]obligation not to allow
knowingly its territory to be used for acts contrary to the rights of other States”.767 It is an old
principle already used in 1872 in the Alabama arbitration concerning the duty of neutrality of the
United Kingdom during the American Civil War.768 It derives directly from the principles of
territorial sovereignty and the sovereign equality of States, as recalled by Max Huber in the Island of
Palmas arbitration:
Territorial sovereignty […] involves the exclusive right to display the
activities of a State. This right has as corollary a duty: the obligation to protect
within the territory the rights of other States, in particular their right to
integrity and inviolability in peace and in war, together with the rights which
each State may claim for its nationals in foreign territory.769

Due diligence is an obligation of conduct and not one of result.770 A State will incur responsibility
not because it did not achieve the expected result but because it manifestly failed to take measures
to prevent the act from happening.771 The attribution of the act does not matter; it can be
perpetrated by a State or a non-state actor.772 The only matter of concern is the fact that the
concerned State allows its territory to be used for the perpetration of acts contrary to the rights of
another State.773
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The principle of due diligence recently found favourable grounds in international environmental
law, diplomatic law, and the protection of aliens.774 Due diligence obligations have, however,
developed in various other branches of international law.775 In international jurisprudence, such
obligations have been identified regarding, inter alia, the duty of neutrality during the American Civil
War,776 the obligation to notify ships of the existence of mines in their waters,777 the obligation to
protect the diplomatic and consular premises and staff of a foreign State,778 the duty to tackle the
flow of arms crossing the territory of a State,779 the duty to take action against rebel groups acting
from the territory of a State,780 the duty to prevent and punish the unlawful acts of armed groups,781
and even the duty to prevent genocide.782
The duty of diligence can be transposed to cyber activities. This would mean that it imposes a duty
on States not to allow their territory to be used for the launch or the transit of cyber operations
targeting another State.783 The UN Group of Governmental Experts on Developments in the Field
of Information and Telecommunications in the Context of International Security integrated cyber
due diligence in its 2013 Report as a norm of behaviour, and again in its 2015 Reports. The report
stated that “States should seek to ensure that their territories are not used by non-State actors for
unlawful use of ICTs”.784 Similarly, the experts involved in the Tallinn Manual process agreed on
the application of the principle of due diligence. However, they disagreed on the particular features
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of this duty.785 Rule 5 of the Tallinn Manual deals specifically with the principle of due diligence and
reads:
A State shall not knowingly allow the cyber infrastructure located in its
territory or under its exclusive governmental control to be used for acts that
adversely and unlawfully affect other States.786

The application of the principle of due diligence to the cyber realm remains, however, a
controversial issue. Some States are reluctant to extend this principle to cyberspace because of the
corresponding obligations it would impose on them.787 Moreover, another difficulty arises
concerning the distinction between States from which the cyber operation is launched and States
of transit, that is to say States through which the cyber operation is routed. The present section
asserts that the principle of due diligence is applicable to cyber operations, and analyzes how it
applies and what are the corresponding obligations that it imposes on States. The duty of cyber
due diligence may be seen as a coin with two faces; on the one side, there is the duty to prevent the
use of its cyber infrastructure (6.1) and on the other side, there is the obligation to take measures
to terminate a cyber operation that has been detected (6.2).

6.1.

Does a duty to prevent the use of its cyber infrastructures
exist?

Does a State have a general duty to prevent the use of its cyber infrastructure for the perpetration
by another State, or by non-state actors, of a cyber operation against another State? Such obligation
would imply a duty on the State to monitor all Internet traffic emanating from and transiting via
its territory. There is no general duty to monitor and control the Internet traffic emanating and
transiting from the territory of State. In any case, this is unlikely to happen for two reasons: firstly,
it may constitute a justification for mass surveillance programmes and it is also irrelevant for the
objective pursued (6.1.2), and secondly, there is no obligation for a State to know everything about
what is happening on its territory (6.1.1). Finally, it is necessary to distinguish between situations

785

786

787

See the commentary to Rule 5 in Schmitt, The Tallinn Manual (n 76) 26–29; see also: Michael N Schmitt, ‘In
Defense of Due Diligence in Cyberspace’ (2015) 125 The Yale Law Journal Forum 68, 70–71.
Schmitt, The Tallinn Manual (n 76) 26, Rule 5. In addition, the Tallinn Manual states that a neutral State to an
international armed conflict should not allow its cyber infrastructure to be used by the belligerent parties: ibid
252, Rule 93. On due diligence and IHL in general, see: ILA Study Group on Due Diligence in International Law First Report (n 766) 11–14.
Schmitt, ‘Due Diligence in Cyberspace’ (n 785) 71, 73.

193

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

where cyber operations only use the cyber infrastructures of a State and situations where there is
also a physical dimension on the territory of the State (6.1.3).

6.1.1.

A State has no obligation to have absolute knowledge of all
events and activities on its territory

Under international law, a State is not obliged to have absolute knowledge of all events and
activities happening on its territory. As recalled by the ICJ in the Corfu Channel case:
it cannot be concluded from the mere fact of the control exercised by a State
over its territory and waters that that State necessarily knew, or ought to have
known, of any unlawful act perpetrated therein, nor yet that it necessarily
knew, or should have known, the authors.788

The fact that the cyber operation emanates from or transits through the computer networks located
on the territory of a State does not render this State responsible nor does it transfer the burden of
proof on this State.789
A State is under the obligation to take all feasible measures to prevent the use of its territory for
activities that breach the rights of other States. Again, as already mentioned, it is an obligation of
conduct – to take measures – and not of result. In the cyber realm, does this obligation impose a
duty on the State to monitor the Internet traffic emanating from and transiting via its cyber
infrastructure? The next section demonstrates why the question should be answered negatively.

6.1.2.

The slippery slope of justifying mass surveillance

A general duty to know what is happening on the computer networks of a State would imply mass
and indiscriminate surveillance of these networks by the State. Thus, such a duty would serve as a
justification for mass surveillance. Not only does it risk a slippery slope in terms of civil liberties
and human rights but it would be irrelevant for the duty of diligence.
The mass surveillance programme of the NSA was, at its best, able to monitor 75% of the US
Internet traffic.790 Thus, it was not able to monitor all the traffic emanating or transiting through
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the State. Even if it was possible to monitor all the Internet traffic, the treatment of the monitored
data would necessitate too much work to be relevant or even attainable. Indeed, in the case of the
mass surveillance programme, the objective is generally to filter specific communications or the
use of specific words. In other words, there is something to look for. In the case of cyber
operations, they can take a wide variety of forms and it would be almost impossible to identify
specific filters that would allow them to be detected. Monitoring the metadata would not suffice.
It would be necessary to undertake a deep inspection of each packet of data to determine their real
content and the purpose of this content. Moreover, it is not very difficult to embed a malicious
code into another code of legitimate software; therefore, it would be necessary to be able to
distinguish which part of the code belongs to the malware from the rest. The perpetrators would
also sooner or later understand how the filters operate and would be able to adapt the structure of
their malicious code to address the new situation, therefore always managing to find cracks in the
system and to fall between them. From this perspective, it can be noted that States having mass
surveillance programmes, such as the US, are still unable to prevent cyber operations from entering
their networks and damaging their cyber infrastructure. On the top of all these difficulties and as a
final remark, most cyber operations take place within very short laps of time, often only a few
seconds. By extension, this means that those monitoring and identifications processes have to take
place within a very short time-frame.791 This is almost unachievable, given the current state of
technology. Because the objective is to prevent the transit of a cyber operation in the infrastructure
of State, the response must take place at the same time as the identification. Perhaps the
technological evolution, which is unfolding rapidly in the cyber realm, can offer us new solutions
to these difficulties, which can improve the technical appropriateness and abilities in such
monitoring techniques.792 Irrespective of these new developments, it would however not change
the legal problems that they trigger. In addition to this, as noted by Michael N. Schmitt, “[t]here
appears to be an emerging consensus among scholars and state legal advisers against the existence
of obligations either to monitor cyber activities on one’s territory or to prevent malicious use of
cyber infrastructure located within one’s borders”.793 I believe that all these reasons demonstrate
the irrelevance of implementing mass monitoring in the cyber infrastructures of a State for the
purpose of due diligence.
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One may argue that the surveillance activities of a State are limited by human rights law and
domestic law,794 which would limit the possible negative consequences. Yet, taking this approach
would be a very slippery slope with almost no interest to prevent cyber threats from using the
computer networks of a State.
As often noted already, the duty of diligence is only an obligation of conduct and not of result.
Nonetheless, a requirement to monitor the Internet traffic would then transform into a justification
for mass surveillance programmes without actually making much contribution to fulfilling this duty.
The duty of diligence must not constitute an excessive burden on the State, and the implementation
of such monitoring would represent a twofold excessive burden on the State’s capacities and
human rights law. Thus, such an obligation would be considered unreasonable.
The situation may differ if such monitoring capacities already exist. In such cases, does the State
with monitoring capacities have an obligation to use them in order to comply with its due diligence
obligations? The short answer is yes. The State has an obligation to use any means at its disposal
to comply with its due diligence duty. Thus, the duty of diligence does not oblige the State to
implement a monitoring programme for Internet traffic, but when such capacities already exist,
then the State has to use them. The content of the duty of diligence depends on the capacity of
each State. The ILA’s first report on due diligence highlighted this point regarding due diligence in
human rights law and international environmental law.795 It stressed that it was necessary to
differentiate the treatment between developed and developing States, as they may not have the
same capacity to control and to comply with their due diligence duty. Similarly in cyberspace, not
all States are equal and some may be better equipped to comply with their obligation,796 in particular
when a mass surveillance programme already exists, then it may be used to monitor cyber activities.
The burden of the duty of diligence must be reasonable, however. It cannot exceed the State’s
capacity.
In sum, the duty of diligence does not impose a duty on States to monitor the Internet traffic of
cyber infrastructures located on their territory, unless they already developed the required
capabilities to conduct such monitoring programmes.
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6.1.3.

Distinction between State of transit and State of launch

It is impossible to completely separate cyber operations from the physical world. A cyber operation
that is simply transiting through the territory of a State only requires electronic impulses via cables
and devices. Conversely, the launch of a cyber operation from the territory of a State would take
more than just a few electronic impulses. It would also integrate a physical dimension in most cases.
Two situations should be distinguished from one another: firstly, the launch of a cyber operation
via a cyber infrastructure that is remotely under the control of the perpetrator; secondly, the launch
of a cyber operation from the territory of a State.
A cyber operation can be launched via a cyber infrastructure located on the territory of one State,
but be infected and controlled by the perpetrators located abroad. This is, for instance, the case
with bots, also known as ‘zombified’ computers, which are used to perpetrate DDoS attacks. The
perpetrators of a DDoS attack targeting State A may be located in State B, using a botnet of
‘zombified’ computers located in States X, Y, and Z. In this situation, what obligation arises in
terms of due diligence of States X, Y, and Z? Here again, they have no obligation to monitor their
Internet traffic nor to know of all events and activities happening in the cyber infrastructure on
their territory. The situation may be different if, as we will see in the next section, they know or
should know about the malicious use of the controlled infrastructures on their territory.
In the case of a cyber operation launched directly from the territory of a State, for example by an
organized group located on its territory, the duty of diligence applies. The territorial State has, in
such cases, means other than solely cyber to be aware of such use. In the case of highly
sophisticated cyber operations, the preparatory phases that often involve physical input may be
detectable by the State. For instance, it may be visible that something is under preparation or
already happening owing to an increase of activity of a specific group already under scrutiny by the
State.

6.2.

The duty to take measures to terminate an unlawful cyber
operation using its infrastructure

Another principal component of the principle of due diligence is the obligation for a State that is
aware of an unlawful cyber operation, which is using its cyber infrastructure, to take all feasible and
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reasonable measures to terminate the operation.797 The resulting obligation has three dimensions:
firstly, knowledge of the cyber operation by the territorial State (6.2.1); secondly, balancing the
feasibility and reasonableness of the measures that should be taken (6.2.2); and finally, the
distinction between cyber operations merely transiting via the State and those emanating from the
territory of the State (6.2.3).

6.2.1.

Knowledge of the territorial State

As a prerequisite, the territorial State has to be aware that a cyber operation is using its cyber
infrastructure. Two situations should be distinguished from one another. Firstly, the victim State
of a cyber operation has to notify the territorial State and ask it to take measures to terminate it. In
such cases, there is no doubt that the territorial State is aware of the cyber operation and thus is
obliged to take all feasible and reasonable measures against it. Secondly, the territorial State may
also know about it even in the absence of notification by the victim State. In such circumstances,
the burden of the proof that the territorial State knows or should have known about the cyber
operation is on the victim State. There is no transfer of the burden of proof as the territorial State
has no obligation to have absolute knowledge of everything taking place on its territory.798 When a
State has actual knowledge, then it is without a shadow of a doubt bound by the duty of diligence.799
Is constructive knowledge sufficient? In other words, is the fact that a State should have known
about the cyber operation enough? The experts of the Tallinn Manual process were split on this
point.800 On the one hand, the territorial State “cannot evade such a request by limiting itself to a
reply that it is ignorant of the circumstances of the act and of its authors. The State may, up to a
certain point, be bound to supply particulars of the use made by it of the means of information
and inquiry at its disposal”.801 On the other hand, the standard of proof would be very high for the
State invoking its responsibility to prove that the territorial State should have known. Ultimately,
the State invoking non-compliance with the duty of diligence would have to prove that the
territorial State actually knew, rather than should have known.
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6.2.2. The measures to terminate the cyber operation
A State that knows its territory is being used for the perpetration of an unlawful cyber operation
must take all feasible and reasonable measures to terminate it.802 As an obligation of conduct and
not of result, the State is expected to undertake its ‘best efforts’ to terminate the cyber operation,
but would not bear responsibility only because it failed to terminate it.803 Conversely, if the State
did not use all means at its disposal, and did not take all feasible and reasonable measures, the State
would not have fulfilled its obligation under the duty of diligence.
In several cases, the speed of cyber operations may render the principle of due diligence almost
inapplicable. Some cyber operations only take milliseconds to launch, transit, and produce effects,
and thus the territorial State would not have enough time to identify them and respond
accordingly.804 Already in the Corfu Channel case, the ICJ highlighted the significance of the time
dimension.805 An instantaneous reaction is not expected from the territorial State, which must have
enough time to made aware and react. The speed of certain cyber operations renders it even more
complicated. This is, however, not true of all cyber operations. Some cyber operations have a
continuing character, at least for some of the time. DDoS attacks, for instance, need to last over a
period of time to be effective. Similarly, complex cyber operations, such as Stuxnet, last for several
years, during which they may continuously communicate with their perpetrator and thus use cyber
infrastructures located in various countries, such as remotely controlled servers. In such cases, the
duty of diligence is particularly relevant. In the case of an ongoing DDoS attack, for instance, the
victim State may make a request to the States, in which the zombified computers and the
controlling servers are located, to take action against them. It may not halt the DDoS attack but it
may diminish its scale and effects.

6.2.3. Distinction between State of transit and State of launch
Does the duty of diligence apply to cyber operations that are only transiting through the territory
of a State? In other words, does the territorial State have an obligation to take measures to terminate
the transit of a cyber operation via the computer networks located on its territory? The experts
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taking part to the Tallinn Manual process were split on this point.806 Karine Bannelier-Christakis
rightly highlights that “there is no legal reason to consider that transit States do not have a duty of
diligence”.807 The State of transit has, in theory, the obligation under the duty of diligence to take
all feasible and reasonable measures to terminate the transit of a cyber operation via the computer
networks located on its territory.
The technical reality is an important limitation to this duty. The Internet has been conceived in a
way that the packets should arrive to their destination even if the path they use is no longer
available. If the paths used by the packets to reach their target is not available, they will use another
one. Although this reality makes the duty to terminate the transit difficult to implement, it is not
impossible. It would probably slow down or even temporarily block the perpetration of a cyber
operation, or diminish the scale of a DDoS attack, but it would never constitute a panacea.
The balancing of reasonableness is important in such cases. For instance, it appears unreasonable
to expect the transit State to shut down all Internet traffic transiting via its territory in order to end
a cyber operation. What should be expected from the State is not its shut down, but rather the
implementation of filters capable of blocking specific packets that embed malicious code from
transiting through their networks when they are aware of it. Again, the speed of most of cyber
operations may render this operation irrelevant as the time needed to implement these filters may
exceed the length of the actual cyber operation.
In short, the duty of diligence extends to the State of transit, but the technical reality of the
operations of computer networks and the transit of cyber operations render such duty almost
impossible to implement. This reality does not prevent the transit State from taking measures if
possible nor does it excuse its inaction.

6.3.

Concluding remarks on cyber due diligence

The obligation of due diligence is an obligation of conduct, and not of result. States are under a
duty to both prevent the use of cyber infrastructure and to take all feasible and reasonable measures
to terminate cyber operations emanating from or transiting through the computer networks located
on their territory. This duty does not include an obligation to monitor all Internet traffic within the
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computer networks on the territory of the State. Similarly, the duty of diligence can only be invoked
during an ongoing unlawful action, such as a cyber operation.808
In the same tenor as ad impossibilia nemo tenetur, or ‘nobody is held to the impossible’, the measures
adopted by the territorial State must be assessed in light of the test of reasonableness and feasibility.
They must not represent an overly onerous burden on the State. Thus, the measures must be
commensurate to its capacity, which may differ from State to State. The State is free to choose the
measures to be taken, which can take various forms such as technical, political or legal.809 The duty
of diligence cannot impose a duty to enact specific legislation as this would then shift from an
obligation of conduct to an obligation of result.810 It may, however, constitute a strong incentive to
integrate some specific legislative measures into the domestic legal order for the purposes of
compliance.
In a limited number of cases, the victim State of the cyber operation would be entitled to invoke
the responsibility of the territorial State for not complying with its duty of diligence, and even to
compel the territorial State to take appropriate measures.811
Part III is dedicated to the question of attribution. Due diligence may constitute an interesting
palliative to the problem of attribution. Most cyber operations that have taken place are almost
impossible to attribute to a State or actor with any certainty. In several cases, the victim State will
have a strong suspicion that one or more States are responsible for the cyber operation; however,
often it will not have any definitive material proof to support such allegations. In some cases, if the
victim State is able to prove that the cyber operation was launched from or transited through the
territory of a State, then it could thus invoke the territorial State’s responsibility for the nonfulfilment of its obligation of due diligence. This would offer a basis for the victim State to invoke
the responsibility and take measures against the State that is allegedly responsible. The remedies
and measures to be taken by the victim States against the responsible State must be proportionate
and necessary. Clearly, they will be of less intensity in cases involving the non-fulfilment of due
diligence than in cases involving a definitive attribution of an unlawful cyber operation.

808
809
810
811

Schmitt, ‘Due Diligence in Cyberspace’ (n 785) 75.
Ziolkowski (n 608) 169.
Bannelier-Christakis (n 773) 33–35.
Part IV of this dissertation deals specifically with State responsibility and measures of self-help to be taken by
the victim State against the responsible State, see infra 287 et seq. See also: Schmitt, The Tallinn Manual (n 76)
29, commentary to Rule 5, para 13; Schmitt, ‘Due Diligence in Cyberspace’ (n 785) 76–79.
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Conclusion of Part II
Part II of this dissertation dealt with the lawfulness of state-sponsored cyber operations outside
the realm of cyber warfare. Part I demonstrated that most cyber operations do not reach the
threshold of cyber warfare, and thus another legal framework comes into play. This was the
purpose of the Part II, which demonstrated that the vast majority of cyber operations may breach
the principle of non-interference, State sovereignty, and human rights. It thus demonstrated the
circumstances in which cyber operations constitute an internationally wrongful act, which is one
of the two main elements of State responsibility. The second main element is the question of
attribution; the cyber operation needs to be attributed to a State, which was developed in the next
section. Finally, the last chapter focused on due diligence and analyzed the duties that it imposes
on States.
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PART III.
ATTRIBUTION
Attribution refers to the process of attributing an act or conduct to its perpetrator. In other words,
it aims at answering the question ‘who did it?’. State-sponsored cyber operations, generally
identified as cyber warfare, constitute a real challenge for international security and international
law. One of the main issues is the extreme difficulty and sometimes impossibility, at least to date,
of identifying clearly the perpetrators of cyber operations, either individuals or State agents, and of
determining whether their conduct is attributable to States or other subjects of international law.
The present part focuses on the attribution process from the international law perspective, and
thus aims at answering the question: how to attribute a cyber operation to an alleged sponsoring
State? This question is essential as most responses to cyber operations cannot be deployed without
attribution. For instance, defensive measures and countermeasures cannot be taken nor can the
responsibility of the perpetrating State be invoked without attribution. The identified perpetrator
– a machine, a person or a State – will determine the possible technical or legal responses.
The attribution, also referred to as the imputation, is the legal operation aiming at determining that
an act or omission is to be characterized as an act of the State under international law. This research
question is based on the observation that most cyber operations generally alleged to be statesponsored have not, in fact, yet been clearly attributed to a State – for instance the DDoS attacks
against Estonia, the cyber operations against Georgia in the context of the Russo-Georgian armed
conflict, the malware Stuxnet, the hacking of Sony Entertainment as well as some cyber operations
taking place in the context of the on-going Ukrainian and Syrian civil wars. In most cases where
attribution has been possible, it is because the State in question claimed responsibility for the cyber
operation, which was the case regarding Iran that admitted to hacking an American drone
(RQ - 170) in 2011.
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The process of attribution is at the same time legal, factual and technical.812 There are several
dimensions of attribution when it comes to cyber operations that are generally grouped into three
categories: firstly, the attribution to the machines from which the cyber operation was prepared,
launched or transited; secondly, the attribution to the person who conducted the cyber operations;
and thirdly, the attribution to an aggregate entity, usually a State.813 It is, however, important to note
that each of these three dimensions is distinct and independent, and it is sometimes possible to
identify the responsible State even without any knowledge of the perpetrating machine or
individuals involved.
Furthermore, before considering the process of attribution, it is necessary to clearly identify the
cyber operation, its nature and consequences.814 This procedure is, of course, not limited to cyber
operations but rather applies to all investigations. The International Court of Justice highlighted
this point in the Nicaragua case, holding:
One of the Court's chief difficulties in the present case has been the
determination of the facts relevant to the dispute. […] Sometimes there is no
question, in the sense that it does not appear to be disputed, that an act was
done, but there are conflicting reports, or a lack of evidence, as to who did it.
The problem is then not the legal process of imputing the act to a particular
State for the purpose of establishing responsibility, but the prior process of
tracing material proof of the identity of the perpetrator. The occurrence of
the act itself may however have been shrouded in secrecy. In the latter case,
the Court has had to endeavour first to establish what actually happened,
before entering on the next stage of considering whether the act (if proven)
was imputable to the State to which it has been attributed.815

The problem of conduct ‘shrouded in secrecy’ is even more relevant in the case of cyber operations.
The victim State has first to establish that it is the victim of a cyber operation, and to determine
what is actually happening. In the case of Stuxnet, for instance, the premature wear of the
centrifuges of the Natanz nuclear facility may have been first attributed to a malfunction or to a
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Tsagourias (n 197) 233; Matt Tait, ‘On the Need for Official Attribution of Russia’s DNC Hack’ (Lawfare, 28
July 2016) <https://www.lawfareblog.com/need-official-attribution-russias-dnc-hack>.
Susan Landau and David D Clark, ‘Untangling Attribution’, Proceedings of a workshop on deterring cyberattacks:
informing strategies and developing options for U.S. policy (National Academies Press; Committee on Deterring
Cyberattacks: Informing Strategies and Developing Options 2010) 37; Clark, Berson and Lin (n 21) 58; Marco
Roscini, ‘Evidentiary Issues in International Disputes Related to State Responsibility for Cyber Operations’
(2015) 50 Texas International Law Journal 233, 240; this article has been republished with minor changes in:
Marco Roscini, ‘Evidentiary Issues in International Disputes Related to State Responsibility for Cyber
Operations’ in Claire Finkelstein, Jens David Ohlin and Kevin Govern (eds), Cyber War: Law and Ethics for
Virtual Conflicts (Oxford University Press 2015).
Susan W Brenner, ‘“At Light Speed”: Attribution and Response to Cybercrime/Terrorism/Warfare’ (2007)
97 The Journal of Criminal Law and Criminology (1973-) 379, 380 and 405.
Nicaragua (Merits) (n 77) 38-39, para 57.
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defect of the centrifuges rather than to a malware. Identifying the cyber operation and its effect is
a preliminary step in the attribution process.
The State is an abstract entity. Thus, it can only act by the medium of one or more persons, which
are considered for the purpose of the attribution to a State as the means by which the State acts.
This question cannot be studied without dealing with questions of imputation of cyber conduct to
computers or individual perpetrators. The attribution to a machine or a person is mainly based on
technical and forensics methods, while the attribution to a State is mainly based on international
law and factual evidence. It is clear that international law cannot resolve the technical problem of
attribution. The attribution of a cyber operation to a State depends on the available factual
evidence, and thus it may depend on the identification of the machine or individual responsible.
Consequently, Part III details the three components of attribution, with an emphasis on the
question of attribution from an international law perspective.
The structure of Part III revolves around three dimensions of attribution: firstly, attribution to a
machine (Chapter 7), secondly, attribution to a human (Chapter 8), and thirdly, and finally,
attribution to an entity, focusing mainly on the attribution to a State as the main subject of
international law (Chapter 9).
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7.
Attribution to a machine
Computers obviously play the central role in the perpetration of cyber operations. They are used
to create, launch and for the transit of cyber operations. One cyber operation may involve, affect
or concern various computers. Some of these computers might be used without the acceptance, or
even the knowledge, of their owner or legitimate user. The attribution of a cyber operation to a
computer is important; however, it might not always be useful for the attribution to the human
perpetrator or the State sponsoring it.816 The attribution to the human perpetrator and the State
sponsoring the cyber operation are developed in the following two chapters of this part dedicated
to attribution.817
Identifying the computer used to launch a cyber operation might have different purposes, such as
prevention, mitigation or retribution of a cyber operation. The timing of the identification is very
important: firstly, identifying the computer that might be used to launch a cyber operation before
it actually does so enables the potential victim to protect the targeted system. Identification before
the perpetration of a cyber operation might be useful mainly for technical purposes, notably for
the adaptation of the protection of the targeted system. Secondly, identifying the source of a cyber
operation during its perpetration makes it possible to take measures to mitigate the cyber operation
and to limit its effects. Identification during the occurrence of the cyber operation may have a
mixed purpose: it enables the victim to take technical measures to mitigate the effect of the targeted
system, as well as to take measures of self-defense or countermeasures against the responsible State
if authorized by international law.818 Thirdly, the identification after the end of the cyber operations
is useful for retaliation or retribution,819 and thus has mainly legal and political purposes.
Identifying the computer may make it possible to identify the owner of the computer, although the
owner might not be the perpetrator of the operation. Furthermore, the identification of the
computer at the origin of a cyber operation might give the location from which the cyber operation
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Landau and Clark (n 813) 37; Jack Goldsmith, ‘How Cyber Changes the Laws of War’ (2013) 24 European
Journal of International Law 129, 132.
See on the attribution to a human infra 227 et seq. and on the attribution to a State infra 235 et seq.
See infra 323 et seq.
Landau and Clark (n 813) 34–35.
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was launched.820 This information might be extremely helpful in the process of identifying the real
perpetrator of a cyber operation821 as well as to invoke the duty of diligence of the State from the
territory from which the cyber operation was launched or transited.822
There are several ways to identify a computer used to perpetrate a cyber operation. The most
straightforward is to identify one of the identification numbers of a computer – such as its serial
number, Media Access Control (MAC) address, or Internet Protocol (IP) address.823 The IP address
is the most probable and also most useful way to identify a computer that is working on the
Internet.824

7.1.

How to identify a machine

The present section details the three main identification numbers that can be used in identifying
the source computer: the serial number (7.1.1), the MAC address (7.1.2), and the IP address (7.1.3).

7.1.1.

Serial number

The serial number or serial code is a unique identification number attributed by the creator of a
product to identify it within a series. For instance, a computer has its own serial number, assigned
by its producer, and all its components have their own serial number assigned by their
manufacturers. Software are also identified with a serial number, also known as a product
identification number. These serial numbers can have various applications, such as, for instance,
identifying the right of a user to use the software.
The serial number is generally carved on hardware items and embedded in the code of software.
For a computer, the serial number can be found carved on its hardware and embedded in the code
running it. The serial number enables the producers of a product to identify it within a series, but
is also used to identify a stolen product. Generally, in the process of attribution of the perpetrator
of a cyber operation, the hardware/machine is not accessible and thus only the embedded serial
number might be accessible.
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David A Wheeler and Gregory N Larsen, Techniques for Cyber Attack Attribution (IDA Paper P-3792, Institute
for Defense Analyses 2003) 1; Landau and Clark (n 813) 33.
Brenner (n 814) 411.
See supra 191 et seq.
Clark, Berson and Lin (n 21) 58.
Landau and Clark (n 813) 26.
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A serial number carved on a manufactured product might be hidden or forged in various ways, for
example, by filing, scraping, polishing or obliterating it.825 The serial number embedded in software
might be falsified or replaced by changing the code.

7.1.2.

MAC address

The Media Access Control (MAC) address, also known as the physical address, is a unique
identification number assigned to any Network Interface Controller (NIC) by its manufacturer.
The NIC is the hardware component connecting a computer to a computer network. Each NIC
has a unique MAC address. A computer might have more than one MAC address; one for each
NIC that it has, such as an Ethernet port, a wireless connection, or a Bluetooth connection.
Consequently, a computer can be identified by the MAC addresses of its NICs.

7.1.2.1.

Definition

Two different formats of MAC addresses exist: a 48-bit number referred to as MAC-48 or EUI48,826 and a 64-bit number referred to as EUI-64.827 EUI-48 is the most common one and is used
to identify every device that connects to the Wi-Fi, Bluetooth and most IEEE 802 networks. EUI64 is mainly used to identify devices that connect to IPv6 or FireWire.
The MAC addresses are regulated by the Institute of Electrical and Electronics Engineers (IEEE).
The IEEE Registration Authority assigns a unique 24-bit identification number known as the
Organizationally Unique Identifier (OUI) to each registered organization (vendor, manufacturer,
or other entity).828
The first three octets829 of a MAC address correspond to the OUI of the manufacturer of the NIC.
MAC addresses are in fact formatted by the concatenation of the 24-bit OUI – the three first octets
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Suzanne Bell, ‘Serial Number Restoration’, A Dictionary of Forensic Science (Online Version, Oxford University
Press 2013).
EUI stands for Extended Unique Identifier.
‘Guidelines
for
48-Bit
Global
Identifier
(EUI-48)’
(IEEE
Standards
Association)
<https://standards.ieee.org/develop/regauth/tut/eui48.pdf>; ‘Guidelines for 64-Bit Global Identifier
(EUI-64)’ (IEEE Standards Association) <https://standards.ieee.org/develop/regauth/tut/eui64.pdf>.
On 1 January 2014, the IEEE introduced a new OUI tier structure, there are now three different size blocks
of MAC address available: a 24-bit identification number called MA-L (including the OUI), a 28-bit
identification number called MA-M, and a 36-bit identification number called MA-S. ‘Guidelines for Use
Organizationally Unique Identifier (OUI) and Company ID (CID)’ (IEEE Standards Association)
<https://standards.ieee.org/develop/regauth/tut/eui.pdf>.
An ‘octet’ corresponds to “[e]ight contiguous bits; an eight bits byte. The term is used instead of byte to
prevent confusion in cases where the term has pre-existing hardware associations, as in machines with 7-bit
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and the last three bytes830 of the address – with 24-bit for EUI-48 – constituting the three last three
octets or the first three bytes of the MAC address –, or 40-bit for EUI-64 – constituting the last
five octets or the first five bytes of the MAC address –, assigned by the holder of the OUI number
and which is specific to each NIC. Consequently, the MAC address of any NIC enables the vendor
or manufacturer of a product to be identified via its OUI. The listing of OUI is public and available
on the website of the IEEE, unless the registered organization paid to not appear on the public
listing.831 For instance, the OUI hexadecimal numbers CC-46-D6, 00-CD-FE and 00-1A-11 belong
respectively to the companies Cisco systems, Apple and Google.
Not all MAC addresses comply with the IEEE standard, and some do not integrate an OUI. The
second bit transmitted on the LAN medium, known as the universally/locally administrated
address bit (U/L bit), indicate whether the MAC address has been assigned universally – value 0 –
, thus complying with the IEEE, or locally, - value 1.832 A locally assigned MAC address does not
comply with the IEEE and thus does not have to include an OUI.
On a Local Area Network (LAN), the connected computers first send Address Resolution Protocol
(ARP) packets before establishing the IP connection. The ARP packets identify the sender by
carrying its MAC and IP addresses.
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bytes, 9-bit bytes, 12-bit bytes.”, Andrew Butterfield and Gerard Ekembe Ngondi (eds), ‘Octet’, A Dictionary
of Computer Science (7th edn, Oxford University Press 2016).
A ‘bit’ is “[e]ither of the two digits 0 and 1 in the binary number system. Bits are used in computing for the
internal representation of numbers, characters, and instructions. The bit is the smallest unit of storage and
hence of information in any binary system within a computer.” Andrew Butterfield and Gerard Ekembe
Ngondi (eds), ‘Bit’, A Dictionary of Computer Science (7th edn, Oxford University Press 2016).
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is often written in full in such cases, as in Mbyte.” Andrew Butterfield and Gerard Ekembe Ngondi (eds),
‘Byte’, A Dictionary of Computer Science (7th edn, Oxford University Press 2016).
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Diagram showing the structure of a MAC-48 network address
Author: Inductiveload, modified/corrected by Kju
Source: https://commons.wikimedia.org/wiki/File:MAC-48_Address.svg

7.1.2.2.

Using MAC addresses for identification

MAC addresses may be used to identify and monitor the user of a device. A device connected to a
Wi-Fi network exchanges packets, called frames in the case of a Wi-Fi network, with an access
point. The payload or body833 of these frames can be encrypted but the headers are always in
plaintext, so they are not enciphered. The MAC address of the NIC used by the device to connect
to the Wi-Fi network is part of the headers of the frames, and are thus available plaintext. Wi-Fi
enabled devices continue to transmit frames even when they are not connected to a Wi-Fi network,
and are thus transmitting their MAC address. Various techniques can be used to track MAC
addresses connected to a network and identify their owners.834
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‘Payload’ ‘body’ refer to “[t]he part of a cell or packet in a network that holds the information supplied by the
end-user for transmission from the sender to the receiver.” Andrew Butterfield and Gerard Ekembe Ngondi
(eds), ‘Payload’, A Dictionary of Computer Science (7th edn, Oxford University Press 2016); Andrew Butterfield
and Gerard Ekembe Ngondi (eds), ‘Body’, A Dictionary of Computer Science (7th edn, Oxford University Press
2016).
Mathieu Cunche, ‘I Know Your MAC Address: Targeted Tracking of Individual Using Wi-Fi’ (2013) 10
Journal of Computer Virology and Hacking Techniques 219; Glenn Wilkinson, ‘Snoopy: A Distributed

213

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

It is possible for governmental agencies, marketing companies and location analytics firms to
collect the MAC addresses of devices connected to a specific network and identify this device and
its location. In an interview, Edward Snowden declared that the NSA has the ability “to map the
movement of everyone in a city by monitoring their MAC address, a unique identifier emitted by
every cell phone, computer, and other electronic device”.835 In London, recycling bins recorded the
MAC addresses of any Wi-Fi connected devices that passed by. The recorded data allowed the
company to identify the persons after the initial recording and who repeatedly passed by their
specific route. The data were then used for advertising purposes.836
The potential implications of such recording and monitoring of MAC addresses have led to privacy
concerns. As a result, some companies have taken action. Apple, for instance, has decided that its
products, running iOS 7 and later, will generate a random MAC address while scanning for
networks.837 Consequently, the device will have a different MAC address at each connection,
making it more difficult to track and monitor.

7.1.2.3.

MAC addresses spoofing

The MAC addresses are meant to be permanent and are hard-coded on the NIC, and are thus
called burned-in addresses. It is, however, possible to spoof the MAC address of a NIC, either by
enabling it to connect to a specific network, or by hiding the real identity of a computer while
connected to a network.838
A MAC address is a useful means of identifying a computer even if it can be forged. However, the
IP address is, as mentioned already, generally a better way to identify the computer-source of a
cyber operation. The next section therefore looks at IP addresses in greater detail.
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7.1.3.

IP addresses

Internet Protocol (IP) addresses are the source most often used to identify the computer
perpetrating cyber operations. As noted by David D. Clark and Susan Landau:
Using IP addresses as a starting point, one can try to derive forms of
attribution other than at the level of the individual. IP addresses are usually
allocated in blocks to Internet service providers (ISPs), corporations,
universities, governments, and the like. Normally, the “owner” of a block of
addresses is a public record, so one can look up an address to see who it
belongs to. This can provide a starting point for investigation and subsequent
fact-finding.839

The present section introduces IP addresses (7.1.3.1), and briefly describes how they can be used
for identification purposes (7.1.3.2). Finally, it exposes the ease with which IP addresses can be
forged or spoofed and should therefore be used with caution (7.1.3.3).

7.1.3.1.

A brief introduction to IP addresses

Any device connected to a network is identified on this network through a network address.
Internet, and numerous other computer networks, generally use the Transmission Control Protocol
(TCP) and Internet Protocol (IP) developed for the DARPA net. Any device connected to the
Internet or any network using the Internet Protocol is identified by an IP address. IP addresses are
different from MAC addresses as they refer to the network interface and not to the host itself.
Indeed, the IP address refers to the network interface of a host – such as a computer – on a network
and not directly to this host. Every IP address belongs to a specific computer network. For instance,
a computer connected to two different networks has two different IP addresses, one for each
network.
The Internet is a network of networks, and the Internet Protocol is the glue holding this structure
together.840 Each network connected to the Internet must send its data as IP packets, as defined by
the Internet Protocol. The transit of data from the sender to the destination machine works as
follows: the data to be sent are divided by the sender into IP packets, which are forwarded by IP
routers on the Internet until they reach their destination. Each IP packet travels independently and
may not follow the same path. The followed path is determined by the IP routing protocols. When
all the IP packets arrive at the destination machine, they are reassembled into the original
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Landau and Clark (n 813) 33.
Tanenbaum and Wetherall (n 21) 438.
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datagram.841 The header of each IP packets integrates the IP addresses of the source and destination
network interfaces.
Two versions of IP addresses are currently being used. The IP address version 4 (IPv4) is composed
of a 32-bit number and is presently the dominant version.842 IPv4 addresses are generally
canonically represented in dot-decimal notation of four decimal numbers ranging from 0 to 255.
Each number is a byte of one octet, representing a group of eight bits. However, the exhaustion of
available IPv4 addresses due to the exponential development of Internet led to the creation and
the deployment of 128-bit IP addresses, the IP address version 6 (IPv6).843 IPv6 addresses are
represented in hexadecimal notation of eight hexadecimal numbers ranging from 0 to ffff (0 to
65535 in decimal).844 Each hexadecimal number represents a group of sixteen bits. IPv4 was initially
deployed on 1 January 1983 and IPv6 in 1999.845
Each IP address is comprised of two portions: the network portion, or prefix, in the top bits and
the host portion in the bottom bits.846 The network portion, or prefix, identifies the network on
which the host847 is connected and is the same for all hosts connected to the same network.
The routers use the network portion of the IP address to forward the IP packet to the destination
network. The host portion is used on the destination network to forward the IP packet to the
destination host connected to this network.
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structure, with a communication subnetwork providing packet switching services for host computers to
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packet or message switch at another.” Andrew Butterfield and Gerard Ekembe Ngondi (eds), ‘Host’, A
Dictionary of Computer Science (7th edn, Oxford University Press 2016).
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172 . 16 . 254 . 1
10101100 . 00010000 . 11111110 . 00000001
One byte of eight bits

Example of an IPv4 address

2002:4559:0000:0000:0000:0000:4559:1FE2
10000000000010 : 100010101011001 : 0 : 0 : 0 : 0 : 100010101011001 : 1111111100010
One byte of sixteen bits

Example of an IPv6 address

The IP addresses are managed by the Internet Assigned Numbers Authority (IANA), a department
of the Internet Corporation for Assigned Names and Numbers (ICANN). The attribution of IP
addresses is hierarchical. The IANA allocates IP addresses to the Regional Internet Registries (RIR)
and to some other institutions.848 There are five RIRs: African Network Information Center
(AFRINIC), American Registry for Internet Numbers (ARIN), Asia-Pacific Network Information
Centre (APNIC), Latin America and Caribbean Network Information Centre (LACNIC), Réseaux
IP Européens Network Coordination Centre (RIPE NCC). The cooperation between the five RIRs
has been institutionalized with the creation of the Number Resource Organization (NRO) in
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For IPv4, see: ‘IANA IPv4 Address Space Registry’ (IANA, 10 August 2015)
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Address Assignments’ (IANA, 28 January 2016) <http://www.iana.org/assignments/ipv6-unicast-addressassignments/ipv6-unicast-address-assignments.xhtml>.
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2003.849 The RIRs allocate IP addresses to National Internet Registry (NIR), local Internet registry
(LIR), Internet Service Providers (ISPs), or directly to end-users within their geographical service
region. These institutions allocate IP addresses to end-users.
For instance, the IP address of a computer connected at the European University Institute starts
with the prefix 192.167.90.0/24. This IP address can be easily traced, as the prefix 192.0.0.0/8
(ranging from 192.0.0.0 to 192.255.255.255) has been assigned by the IANA to the American
Registry for Internet Numbers (ARIN).850 Within this range of IP addresses, the ARIN assigned
the IP addresses with the prefix 192.167.0.0/16 (ranging from 192.167.0.0 to 192.167.255.255) to
the Réseaux IP Européens Network Coordination Centre (RIPE NCC). Finally, the IP addresses
with the prefix 192.167.90.0/24 (ranging from 192.167.90.0 to 192.167.90.255) have been
registered at the RIPE NCC for the European University Institute by its ISP, the Italian academic
and research network (GARR).
Some IP addresses are, however, attributed locally on a private network using TCP/IP which is
not connected to the Internet. They are generally called private IP Addresses. Specific ranges of IP
addresses have been reserved by the IANA for private IP addresses. For IPv4, three blocks of IP
addresses have been reserved for private IP addresses: 10.0.0.0 to10.255.255.255 (10/8 prefix),
172.16.0.0 to 172.31.255.255 (172.16/12 prefix), and 192.168.0.0 to 192.168.255.255 (192.168/16
prefix).851 For IPv6, private IP addresses must be identified by the prefix FC00::/7.852 Private IP
addresses are not globally unique but only locally unique. Such networks can be connected to the
Internet via a router using a Network address translation (NAT).853 This router is the only network
interface with the Internet, having a single IP address, and it will then translate the address
information in the headers of each IP packet transiting through it. This solution became very
popular with the exhaustion of IPv4.
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‘NRO Memorandum of Understanding’ <https://www.nro.net/documents/nro-memorandum-ofunderstanding>.
‘IANA IPv4 Address Space Registry’ (n 848).
Y Rekhter and others, ‘RFC 1918 - Address Allocation for Private Internets’ (IETF 1996)
<https://tools.ietf.org/html/rfc1918>.
R Hinden and B Haberman, ‘RFC 4193 - Unique Local IPv6 Unicast Addresses’ (IETF 2005)
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since 2014, see: ‘Internet Protocol Version 6 Address Space’ (n 848); C Huitema and B Carpenter, ‘RFC 3879
- Deprecating Site Local Addresses’ (IETF 2004) <http://tools.ietf.org/html/rfc3879>.
Pujolle (n 841) 420–427.
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7.1.3.2.

Using IP addresses for identification

The Mandiant report on Chinese cyber espionage units offers a good illustration of the use of IP
addresses for the purpose of identification.854 The report investigated cyber espionage activities
taking place in various countries and apparently coming from computers and servers located in
various countries. The investigation, however, demonstrated that most of these IP addresses were
actually intermediary systems used as ‘hop points’ or ‘hops’ by the perpetrators to hide their identify
and location.855 The perpetrators generally connected to these hot points through Remote Desktop
and FTP, and thus did not connect directly to the targeted systems. Moreover, in some cases, the
investigation showed that the perpetrators were connected to a hop through another hop, and not
directly connected from their Shanghai location.856 The investigators concluded that the
perpetrators were located in Shanghai given that most of the original IP addresses were located in
Shanghai, as summarized in the report:
Although they control systems in dozens of countries, their attacks originate
from four large networks in Shanghai — two of which are allocated directly
to the Pudong New Area, the home of Unit 61398. The sheer number of APT1
IP addresses concentrated in these Shanghai ranges, coupled with Simplified
Chinese keyboard layout settings on APT1’s attack systems, betrays the true
location and language of the operators. To help manage the vast number of
systems they control, APT1 has registered hundreds of domain names, the
majority of which also point to a Shanghai locale. The domain names and IP
addresses together comprise APT1’s command and control framework which
they manage in concert to camouflage their true origin from their English
speaking targets.857

This investigation illustrates the use of IP addresses for the purpose of attribution. The
identification of the IP addresses of the perpetrators did not reveal the true identity of the
perpetrators or their potential link with the People Liberation Army (PLA) of the People's Republic
of China (PRC). It did, however, hint at this in the investigation, especially by identifying Shanghai
as the location from which the cyber operations were launched. The IP addresses also allowed
several servers,858 the computers involved, and the individuals related to them to be identified.859
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Mandiant, ‘APT1: Exposing One of China’s Cyber Espionage Units’ (Mandiant Intelligence Center Report
2013)
Mandiant
Intelligence
Center
Report
<http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf>.
ibid 39.
ibid 40.
ibid 39.
ibid 43.
ibid 51–60.
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The hacking of the Democratic National Committee in 2016860 offers another interesting
illustration of the use of IP addresses for the purpose of identification. Two Russian intelligence
agencies – the GRU and the FSB – are suspected to be the perpetrators of these cyber operations.
Their identification was made possible because they re-used IP addresses, which they had already
used in previous cyber operations. The IP address 176.31.112[.]10 was used for a cyber operation
against the Bundestag in 2015 and is believed to belong to the GRU.861 One of the interesting
aspects of this case is that the identified IP addresses were not the actual ones of the GRU or the
FSB, but were those of servers they already used in previous operations. Thus, in this case, the IP
addresses acted as ‘a set of finger prints’ left by the perpetrators on the crime scene.862 In other
words, they were signatures of their acts. The perpetrator of a cyber operation may use various
techniques to conceal its true IP address, but the use of the same spoofed or forged IP address for
various operations can be used to link these cyber operations. As such, they may constitute
important clues for identifying the perpetrator, which was the case in the DNC hacking incident.
It is important to note, however, that there is also a risk that the perpetrator employs a ‘false flag’,
pointing in the direction of someone else, in order to mislead the attribution.863

7.1.3.3.

IP address spoofing

IP address spoofing consists in replacing the IP address of the sender in the header of an IP packet
with a forged IP address. It has two main goals: firstly, it aims at impersonating the IP address from
which the packet is sent, thus anonymizing the sender. Secondly, it is used to bypass packet filtering
system (firewall) by giving a packet an IP address that enables it to be sent on a specific network.
For instance, a packet sent from a computer external to the network could have its sender IP
address spoofed to look like it comes from the same network as the destination computer, and
thus will not be blocked by the firewall.
The TCP protocol makes the use of spoofed IP addresses trickier. It might, indeed, block spoofed
IP addresses as it requires communication between the recipient and the sender to guarantee
reliable transmission. The recipient has to acknowledge the reception of the IP packet from the
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See supra 165 et seq. and infra 219 et seq.
Rid (n 670); ‘Cyberangriff auf Bundestag: Deutsche Beamte beschuldigen russischen Militärgeheimdienst’
Spiegel (30 January 2016) <http://www.spiegel.de/netzwelt/netzpolitik/deutscher-bundestag-russischergeheimdienst-unter-hacker-verdacht-a-1074641.html>; ‘Findings from Analysis of DNC Intrusion Malware’
(Threat Geek, 20 June 2016) <http://www.threatgeek.com/2016/06/dnc_update.html>.
Rid (n 670).
Hollis (n 683); Kerschischnig (n 187) 12.
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sender, and the sender has to acknowledge its reception of the acknowledgement. With a spoofed
IP address in the source field of the header of the IP packet, the recipient will try to communicate
with the sender on the spoofed address, and communication will not be possible. To bypass this
problem, it is also possible to modify the TCP field in the header. Such modification means that
the IP package with the spoofed IP address will be accepted by the recipient.

A. IP address spoofing and DoS attack
IP address spoofing is particularly useful for denial-of-service (DoS) attacks. DoS attacks generally
consist in flooding the targeted system with requests in an attempt to make it unavailable to its
intended users. Spoofing the IP address of the attackers has two advantages: firstly, it avoids its
localization and makes the identification more difficult. Secondly, it makes the filtering of the DoS
attack more difficult as the various connections will have different source IP addresses.
IP address spoofing is also used for the perpetration of distributed reflection denial-of-service
(DrDoS) attacks.864 In a DrDoS, the attacker will not send its requests to the target but to other
servers, called reflectors, and will forge the source IP address to redirect to the target IP address.
Consequently, all replies will be sent to the target. This has two advantages: firstly, it hides the IP
address of the attackers. Secondly, while the request might be of only a few octets, the replies might
be far bigger, weighting several kilo octets. Thus, the use of reflectors amplifies the attack.865
The Estonian government accused Russia of being behind the 2007 cyber operations but admitted
that they had no evidence to back this allegation.866 Some of the IP addresses actually pointed to
locations in Russia and some allegedly belonged to computers of the Russian government.867 Russia
denied any involvement.868 An investigation carried out showed that the cyber operations did not
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Christian Rossow, Amplification Hell: Revisiting Network Protocols for DDoS Abuse (Internet Society 2014)
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‘Alert (TA14-017A): UDP-Based Amplification Attacks’ (US-CERT, 19 August 2015) <https://www.uscert.gov/ncas/alerts/TA14-017A>.
‘Estonia Has No Evidence of Kremlin Involvement in Cyber Attacks’ (n 230).
Davis (n 242); Peter Finn, ‘Cyber Assaults on Estonia Typify a New Battle Tactic’ The Washington Post (19 May
2007) <http://www.washingtonpost.com/wp-dyn/content/article/2007/05/18/AR2007051802122.html>;
Nate Anderson, ‘Massive DDoS Attacks Target Estonia; Russia Accused’ (Ars Technica, 14 May 2007)
<http://arstechnica.com/security/2007/05/massive-ddos-attacks-target-estonia-russia-accused/>;
Christian Czosseck and Kenneth Geers, The Virtual Battlefield: Perspectives on Cyber Warfare (IOS Press 2009)
186.
Kertu Ruus, ‘Cyber War I: Estonia Attacked from Russia’ (2008) 9 European Affairs (‘Russia denied the
allegation and warned Estonia against making further charges without proof. The Russians have a point: the
IP addresses which the Estonian team tracked down to the Putin administration may well have been hijacked
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come from a single location but from computers located in 178 countries.869 There is almost
impossible that the cyber operation against Estonia involved human perpetrators located in so
many countries. More likely, the perpetrators used various techniques to hide their identity and
location. Firstly, a DDoS attack relies on botnets – networks of compromised computers used
without the permission of their owner – controlled by Command & Control (C&C) servers. The
compromised computers used in the botnets might be located worldwide and this might explain
why so many countries were identified as the source of the attack. Secondly, some attacks might
have taken the form of DrDoS attacks as described earlier, and used reflecting hosts located in
other countries. Finally, it is likely that the perpetrator used techniques such as hop points to
connect to their C&C servers to avoid direct connection and make attribution more difficult. This
example shows the complexity of identifying the perpetrators of a DDoS attack.

7.1.3.4.

Conclusion

IP addresses represent one of the main bases for the technical identification of the computers used
to perform cyber operations or used as intermediary systems. However, as highlighted in this
section, IP addresses are easily forged and thus can be misleading or even useless for the purpose
of identification.870

7.2.

Techniques for the attribution of cyber operations

Many different techniques are used to identify the computer at the origin of a cyber operation. In
most cases, the objective is to reveal the IP address of the source of the cyber operation. The
present research focuses primarily on the legal aspects of attribution of state-sponsored cyber
operations and consequently the technical aspects of attribution techniques are only briefly
introduced.
The different technical approaches can be grouped into various categories. David A. Wheeler and
Gregory N. Larsen, for instance, identify seventeen categories of technique: store logs and
trackback queries; perform input debugging; modify transmitted message; transmit separate

869
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“zombie” computers. Though there are obvious reasons to suspect Russian government involvement, there
is no way to be certain – a classic case of “plausible deniability.”’).
Clover (n 232).
Robert Beverly and others, ‘Understanding the Efficacy of Deployed Internet Source Address Validation
Filtering’, Proceedings of the 9th ACM SIGCOMM Conference on Internet Measurement Conference (ACM 2009)
<http://doi.acm.org/10.1145/1644893.1644936>; Landau and Clark (n 813) 27, 33–34, 37.
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messages (for example, iTrace); reconfigure and observe network; query hosts; insert host monitor
function (for example, hack back); match stream; exploit and force attacker self-identification;
honeypot and honeynet; employ forward-deployed intrusion detection systems; perform filtering;
implement spoof prevention; secure hosts and routers; surveil attacker; employ reserve flow; and
combine techniques.871 Such classification, which is based on techniques, permits us to distinguish
them according to their specific technical features, making it possible to identify which ones might
breach international law.
From a legal perspective, it is important to identify attribution techniques that penetrate into
another system. For instance, the technique of inserting host monitor functions means that a
querying function is inserted into a computer, which does not already provide such information
and is generally without the permission of the owner.872 Other techniques, such as filtering, do not
necessitate the penetration of another system and thus should not lead to a breach of international
law. Some techniques are implicated in the penetration of other systems, either the one of the
attacker or an intermediary system, in order to trace back the source of the cyber operation or the
source computer itself. If this computer is located in a foreign country, this may constitute an
unlawful violation of the territorial sovereignty of the foreign State.
The unlawfulness of such penetration may, however, be precluded on two grounds: necessity873
and countermeasures.874 The victim State using counter-cyber operations penetrating the system of
foreign States, including the ones of the alleged perpetrator, may argue that such conduct is
necessary to safeguard an essential interest threatened by the initial cyber operation.
Countermeasures may be more difficult to invoke as it can be used only against the perpetrator of
the initial cyber operation, which is already attributable to the perpetrating State. A State may also
decide to resort to counter-cyber operations to establish the perpetrator of the original operation,
and then subsequently justifies these counter actions, even if they are against States that are not
responsible for the initial conduct, on the basis of necessity, and take countermeasures against the
identified perpetrator.
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Wheeler and Larsen (n 820) 9–43.
ibid 23–24.
See supra 187 et seq.
See infra 330 et seq.
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7.3.

Difficulties in the process of attribution

Many different techniques might be used by the perpetrator of a cyber operation to make the
attribution more difficult, such as spoofing the perpetrator identity (for example, IP address
spoofing); using reflector hosts; using the protocols to hide the identity of the perpetrator; using a
laundering host (for example, stepping stone); perpetrating very short cyber operations (for
example, a few milliseconds).875 Moreover, there is a clear risk of misidentification, which occurs
when identification and action is taken against a computer or an individual not involved in the
cyber operation.876 In this respect, the collection of evidence and its use must be carried out
carefully.877

7.3.1.

Multi-stage cyber operations

Multi-stage cyber operations constitute one of the main challenges in the identification process of
cyber operations.878 Many different forms of multi-stages cyber operations exist. The perpetrator
can, for instance, use hop points as intermediary connections to connect indirectly to the targeted
system.879 In the case of DDoS attacks, the perpetrator might use several zombie computers
(gathered in a botnet) against its target, and control these botnets via intermediary (C&C) servers.
In the case of DDoS attacks, two different types of victims must be distinguished: on the one hand,
there is the targeted system, and on the other, there are various computers compromised and used
to perform the attack.880 At first glance, the cyber operation appears to be performed by several
different systems and such multi-step attacks make attribution more difficult, as the victim would
have first to identify the zombie computers, then from these identify at least one C&C server, and
finally find the perpetrator controlling it. This ‘cascade attribution’ is necessary in the case of multistage cyber operations as the intermediary systems must be identified for the purpose of tracing
these operations back to the perpetrator of the cyber operation.881 Multi-stage cyber operations
make the identification process significantly more difficult.
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7.3.2. Conclusion
This section introduced the process of identification of the computers involved in cyber operations.
Identification numbers – such as serial numbers, MAC addresses and IP addresses – can be used
for the identification of the computer. However, they might be forged, which makes them useless
or misleading for the process of identification. It is important to recall that the identification of the
computer, or computers, involved in a cyber operation does not constitute a prerequisite for the
identification of the human perpetrator or the attribution to a sponsoring State, as will be
demonstrated in the following two chapters (8 and 9).
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8.
Attribution to a human
There is always a human perpetrator behind a cyber operation even if some parts of the process
might be automatized. The attribution to the human aims at answering the question ‘who carried
out the cyber operation?’.882
The identification of the computer used to design and launch a cyber operation is not a necessary
prerequisite when identifying a human perpetrator. Each dimension of attribution – attribution to
a machine, to a human, and to an entity – is separate and independent. The identification of the
computer system might not help identify the human perpetrator or the State sponsoring the cyber
operation.883 In some cases, the identification of the human behind a cyber operation is the first
step to identifying the sponsoring State but it is not a prerequisite. Having a clear picture of who
did it, meaning which individuals were involved, is fundamental in order to be able to analyze their
relationship with the alleged responsible State. This point is developed in the next chapter.884 In
some other cases, the collected information might be able to identify a State with enough precision
without specifically identifying the human perpetrator of a cyber operation. This can be argued in
the case of Stuxnet, for example. In addition to this, a State might acknowledge its involvement in
a cyber operation, without revealing the identity of the perpetrators. When Iran claimed that the
Electronic Warfare Unit of the Iranian army hacked a US Unmanned Aerial Vehicle RQ-170
Sentinel, for instance, it withheld all the names.885
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The human behind a cyber operation can be identified using many different techniques. The
technical attribution of a cyber operation may also reveal the location of the perpetrator and help
with the identification of the individual.886 Technical attribution, or scientific attribution in the case
of the murder, is not the only means to identify the person responsible. In some circumstances,
the perpetrator might voluntarily or involuntarily acknowledge their involvement. The technical
information that can be used to identify the human perpetrator is not limited to the identification
of the machine. The computer code, email addresses if available, and the actual mode to perform
the cyber operation might also deliver important snippets of information about the identity of the
human perpetrator.
External factors and evidence not belonging to the cyber realm might also help in identifying the
perpetrator.887 Compared to the real world situations, like in a murder case, it is not always necessary
to establish a clear link between the suspect and the bullet which killed the victim in order to
convict him or her of the crime.
The gathered information must be carefully used as it may point in the direction of the suspected
wrongdoer. Moreover, the real perpetrator might have voluntarily left incorrect information to
distract the investigators and to thwart any attempts aimed at identifying them.
Five examples are provided in order to illustrate the human attribution: hacking the DNC (8.1),
the Mandiant report that exposed the PLA Unit 61398 (8.2), the spying tool Babar (8.3),
Stuxnet (8.4), and the DDoS attacks against Estonia (8.5).

8.1.

Cyber

operations

against

the

Democratic

National

Committee
The hacking of the DNC is alleged to have been perpetrated by the Russian Federation, through
two Russian intelligence agencies: the Main Intelligence Agency (GRU) and the Federal Security
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Service (FSB).888 The Russian Federation has, however, denied any involvement in the incident.889
Given that this case has already been dealt with,890 the present section focuses solely on the question
of attribution.
After the DNC was hacked, it hired the cybersecurity firm CrowdStrike, which identified two
groups of perpetrators acting independently and were codenamed ‘Cozy Bear’ and ‘Fancy Bear’.891
These two groups were already well-known by cybersecurity experts due to their previous cyber
operations targeting various institutions and companies around the world, and are usually referred
to as ‘APT 28’ for Fancy Bear, and ‘APT 29’ for Cozy Bear. For instance, APT28 was publically
held responsible for cyber operations against the German Bundestag892 and the French television
network TV5 Monde.893 But, who is behind APT 28 and APT29? They are generally suspected to
be Russian intelligence agencies: the Main Intelligence Agency (GRU) for APT28 and the Federal
Security Service (FSB) for APT29.894
The identification of these two groups was possible because they reused IP addresses that had been
already identified in previous cyber operations.895 For instance, APT28 reused the IP addresses
45.32.129[.]185 and 176.31.112[.]10, which has been used by its X-Tunnel network tunnelling tool
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and a command and control server.896 The IP address 176.31.112[.]10 was known previous to the
DNC attack, as it had been used for a cyber operation against the Bundestag.897
After the findings were published by CrowdStrike, an individual by the nickname ‘Guccifer 2.0.’
claimed credit for hacking the DNC networks in a blogpost.898 In a separate blogpost, Guccifer 2.0
denied having any relationship with Russian intelligence agencies, stating:
A lot of people are concerned if I have any links to special services and
Russia?
I’ll tell you that everything I do I do at my own risk. This is my personal
project and I’m proud of it. Yes, I risk my life. But I know it’s worth it. No one
knew about me several weeks ago. Nowadays the whole world’s talking about
me. It’s really cool!899

Who is Guccifer 2.0?900 To date, the identity of Guccifer 2.0 remains undisclosed. He or she
admitted that they are from Eastern Europe, possibly from Romania. More generally, Guccifer 2.0
is believed to be connected to the Russian GRU and despite his/her attempts to detract attention
and any accusations being leveraged against Russia. As pointed out by Thomas Rid: “the Guccifer
2.0 account claimed confidently, and with no supporting evidence, that the breach was simply a
“lone hacker”—a phrasing that seems designed to deflect blame from Russia”.901

8.2.

PLA Unit 61398

The Mandiant investigation revealed that the human perpetrators used Chinese simplified keyboard
layout settings, suggesting that those involved were Chinese-speakers.902 This information, together
with the geographical location of the IP addresses in Shanghai,903 strongly suggests that the
perpetrators were Chinese-speakers located in Shanghai.904
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The Mandiant report exposed the identity of three perpetrators codenamed: ‘Ugly Gorilla’,
‘’DOTA’, and ‘SuperHard’.905 They were identified because of “poor operational security choices,
facilitating our research and allowing us to track their activities”.906 They actually left a series of
clues behind, such as email addresses, online profiles, and phone numbers, which were later used
to identify them.

8.3.

Babar and snowglobe

The investigation conducted by the Communications Security Establishment Canada (CSEC) on a
malware discovered in 2009, which was initially codenamed ‘Snowglobe’, offers another interesting
case study.907 The investigation revealed that the malware was codenamed ‘Babar’ by its creator and
that the developer’s username was ‘titi’.908 These two pieces of information suggests that the
malware was created by French nationals, as Babar is a famous French fictional character for
children909 and ‘titi’ is a common nickname in France and is also the diminutive for the name
Thierry.910 Moreover, the language and vocabulary used in the computer code suggests that it was
written by a French-speaker: firstly, it uses English “BUT phrasing and word choice are not typical
of a native English speaker”; secondly, the use of ‘ko’ (kilo-octet) instead ‘kB’ (kilo-byte) was
considered by the CSEC as “a quirk of the French technical community”; thirdly, some local
language options, generally defining the user preferences, are set to ‘fr_FR’ (French language and
France). It has also been pointed out that there were some English mistakes in Babar’s code and
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ibid 51.
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Spiegel 2011) <http://www.spiegel.de/media/media-35683.pdf>; Martin Untersinger and Jacques Follorou,
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<http://www.lemonde.fr/international/article/2014/03/21/quand-les-canadiens-partent-en-chasse-debabar_4387233_3210.html#cDQ3L4RRCulKOQZI.99>.
See generally on Babar: CSEC CNT / Cyber CI (n 907); Untersinger and Follorou (n 907); Marion
Marschalek,
‘Shooting
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(2015)
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the related Malware EvilBunny.911 All this information suggests that the developers of Babar were
French-speakers and were most probably located in France.

8.4.

Stuxnet

Stuxnet offers two interesting examples in which technical information might be useful for the
attribution process. First, in the driver file, the following project path was found:
b:\myrtus\src\objfre_w2k_x86\i386\guava.pdb. The term ‘myrtus’ is interpreted as

referring to the Biblical Jewish Queen Esther, as summarized in the Symantec report on Stuxnet:
In addition, according to Wikipedia, “Esther was originally named Hadassah.
Hadassah means ‘myrtle’ in Hebrew.” Esther learned of a plot to assassinate
the king and “told the king of Haman’s plan to massacre all Jews in the
Persian Empire...The Jews went on to kill only their would-be executioners.”
Symantec cautions readers on drawing any attribution conclusions.
Attackers would have the natural desire to implicate another party.912

Moreover, one of the markers used by Stuxnet has the value 19790509. Symantec suggests that this
value may correspond to 9 May 1979, the date when Habib Elghanian was executed. It states:
according to Wikipedia “Habib Elghanian was executed by a firing squad in
Tehran sending shock waves through the closely knit Iranian Jewish
community. He was the first Jew and one of the first civilians to be executed
by the new Islamic government. This prompted the mass exodus of the once
100,000 member strong Jewish community of Iran which continues to this
day.”913

Read together, these two pieces of information suggest that Stuxnet was created by Jewish or Israeli
developers, or even by the State of Israel itself.914 As cautiously highlighted by Symantec, however,
this information can serve as the basis for any conclusion of attribution and it could also have been
used to mislead the attribution process and falsely implicate another party.
The second piece of technical information useful for the attribution process is the fact that two
separate platforms had been used to create Stuxnet and the related malicious codes. The Flamer
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platform used to develop the Flame spy tool, and the Tilde-d platform used for Duqu.915 Stuxnet
was first developed on the Flamer platform (Stuxnet version 0.5) and later on the Tilde-d platform
(Stuxnet versions 1.x).916 The switch probably occurred for the coding of the 2010 version of
Stuxnet.917 Moreover, the targets and modus operandi of Stuxnet changed in parallel with the change
of platform; Stuxnet 0.5 targeted the valve systems of the nuclear facility, while the different
versions of Stuxnet 1.x modified the speed of the centrifuges.918 This information might be
important for the question of attribution; indeed, the difference between the two platforms
suggests that two different groups of developers were involved.919 This two-party involvement has
been used to corroborate the hypothesis that Stuxnet was first developed by the United States
(Stuxnet 0.5) and then jointly by the United States and Israel (Stuxnet 1.x).920
Stuxnet also offers an interesting illustration concerning the ‘acknowledgement’ of involvement.
The Israeli Lieutenant General Gabi Ashkenazi, former chief of staff of the Israel Defence Forces
(IDF), is believed to have been involved in the cyber operation against Iran. Indeed, a video
showing his operational successes played at his retirement party included a reference to Stuxnet.921
Neither the involvement of Gabi Ashkenazi or the IDF have been confirmed or proven, however.

8.5.

DDoS attacks against Estonia

The cyber operations against Estonia in 2007 have not yet been clearly attributed to any State.
Dmitri Galuškevitš, a 20-year-old Estonian belonging to the Russian minority, has been the only
perpetrator identified so far and convicted for his participation in the DDoS attacks that blocked
the website of the Estonian Reform Party.922 Dmitri Galuškevitš was readily identified because he
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acted from Estonian territory, which enabled the Estonian authorities to gather evidence against
him, which subsequently led to his conviction.923
The participation of two other persons has been publicly acknowledged; however in the absence
of any evidence to support these assertions, no further prosecution has ensued.924 Firstly,
Konstantin Goloskokov, a member of the Russian Nashi group (Наши) admitted his participation
in cyber operations against Estonia in 2007 and also named other members involved in the same
movement.925 Secondly, Sergei Markov, a member of the Russian Parliament, claimed that his
assistant had carried out cyber operations against Estonia in 2007.926

8.6.

Conclusion

The present section presented the attribution process for the identification of the human
perpetrators involved in cyber operations. One of the major challenges when it comes to the
identification of the perpetrators of state-sponsored cyber operations is the jurisdiction issue. The
information necessary for identification might be located in another State, maybe in the sponsoring
State, where the victim State has no jurisdiction. The victim State can request these sponsoring
States to cooperate, but without any guarantee that they will comply with their request. For
instance, Estonia made a request to Russia to legally cooperate in the identification of the
perpetrators of the 2007 cyber attacks but Russia refrained from cooperating.927
The identification of the human perpetrators of state-sponsored cyber operations might be the first
step in the attribution process when it involves a State. Knowing with certainty who carried out
the cyber operation makes it possible to analyze the relationship between the perpetrators and the
potential sponsoring State.

923

924
925
926
927

Dmitri Galuškevitš [2007] Harju County Court (Estonia) No 1-07-15185; Katri Lindau, ‘Cyber Security in
Estonia: Lessons from the Year 2007 Cyberattack’ (Tallinn University 2012); Rain Ottis, ‘Analysis of the 2007
Cyber Attacks Against Estonia from the Information Warfare Perspective’, Proceedings of the 7th European
Conference on Information Warfare and Security, Plymouth (2008).
Tikk, Kaska and Vihul (n 242) 23–24.
Clover (n 232).
Leyden (n 233); ‘Behind The Estonia Cyberattacks’ (n 233).
Eneken Tikk and Kadri Kaska, ‘Legal Cooperation to Investigate Cyber Incidents: Estonian Case Study and
Lessons’, 9th European Conference on Information Warfare and Security, Thessaloniki, Greece (Academic Publishing
Limited 2010).

234

9.
Attribution to a State
This chapter focuses on attribution from an international law perspective, that is to say the
attribution of a conduct to a State or another subject of international law. The attribution, also
referred to as the imputation, is the legal operation aiming at determining whether an act or
omission is to be characterized as an act of the State under international law.928
The State is an abstract entity and thus can only act through the medium of one or more persons,
who are considered for the purpose of the attribution, as the means by which the State acts. In
other words, as affirmed by Dionisio Anzilotti, “the activity of a State is nothing but the activity of
individuals that the law imputed to the State”.929 The attribution to individuals has been dealt with
in the previous chapter.930
The attribution of conduct to a State is an important question in international law.931 For instance,
a State cannot be held responsible for the activities of all entities acting on its territory or within its
jurisdiction.932 In the same way, the nationality of the perpetrators, or the fact that a company is
incorporated in or even owned by a State, does not constitute sufficient grounds for the attribution
of their conduct to the State.933 In the context of the law of State responsibility, for instance, the
State bears responsibility for an act if three criteria are fulfilled: firstly, the attribution of this
conduct to the State; secondly, the conduct constitutes an internationally wrongful act; thirdly, the
absence of circumstances precluding wrongfulness.934 The present chapter focuses on the first
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criterion, the attribution of the conduct, while the two other criteria were dealt with in Parts I and
II.935
The attribution of conduct is, however, not only relevant in the context of State responsibility, and
thus concerns other branches of international law, such as individual responsibility or treaty law.936
The present chapter deals with the attribution of cyber operations to States. Its structure is based
on the Articles on State Responsibility, which reflect the norms of customary international law on
State Responsibility.937 The Second Chapter of the Articles on State Responsibility is devoted to
the attribution of conduct to a State, and comprises eight articles. These eight Articles make up the
eight subsections in this Chapter, which are: Article 4, conduct of organs of a State (9.1.1); Article
5, conduct of persons or entities exercising elements of governmental authority (9.1.2); Article 6,
conduct of organs placed at the disposal of a State by another State (9.1.3); Article 7, excess of
authority or contravention of instructions (9.1.4); Article 8, conduct directed or controlled by a
State (9.2.1); Article 9, conduct carried out in the absence or default of the official authorities
(9.2.2); Article 10, conduct of an insurrectional or other movement (9.2.4); and finally, Article 11,
conduct acknowledged and adopted by a State as its own (9.2.3).
These eight subsections are subsequently grouped into two sections: attribution of cyber operations
conducted by State organs and entities authorized to exercise governmental authority (9.1), and
attribution of cyber operations conducted by private individuals (9.2).
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9.1.

Attribution of cyber operations conducted by State organs
and entities empowered to exercise governmental authority

Cyber threats are considered one of the rising challenges for international security and thus
constitute an important matter of concern for States as well as a potential military tool and
advantage. Most States are thus developing a cybersecurity strategy, including the perpetration of
defensive and offensive cyber operations.938 These national cybersecurity strategies need to be
implemented, and the natural actors to do so are the organs of these States (9.1.1 and 9.1.3) and
entities they authorized to exercise governmental authority (9.1.2). The conduct of such entities is
attributable to the State even if these acts are ultra vires (9.1.4).

9.1.1.

Organs of State

State organs are the main medium through which States act. The increasing involvement of States
in cyberspace will therefore be accompanied by the development of State organs devoted to or
involved in cyber defense and offense systems. State-conducted cyber operations are carried out
by organs, and most probably by the ones already dealing with military and security questions, such
as the army and, national security and intelligence agencies. Other organs may, however, also be
involved in cyber operations; for example, they might engage in the collection of data. For this
reason, it is necessary to detail what a State organ is and how its activities are attributed to the State,
which is the purpose of the present section.
The conduct of any organ of a State is attributable to this State,939 even if it constitutes an ultra vires
act.940 The ICJ confirmed the customary status of the rule of attribution of the acts of State organs
to the State.941
The concept of ‘State organ’ is understood very broadly in Article 4 of the Article on State
Responsibility, which includes “organs of government of whatever kind or classification, exercising
whatever functions, and at whatever level in the hierarchy, including those at provincial or even
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local level”.942 The mere ownership by a State does not qualify an entity as a State organ.943 An
entity identified as an organ of the State by municipal law is considered as such under international
law.944
The function exercised by the organ does not matter; it can exercise “legislative, executive, judicial
or any other functions”.945 Firstly, the legislature is the body exercising the legislative power, that
is to say the body having the power to make law. Secondly, the judiciary organs have the power to
interpret and apply the law of a State.946 The activities conducted by the legislative and judiciary
powers do not encompass the conduct of cyber operations. Thirdly, the executive executes and
enforces the law. The executive power might be involved in the conduct of cyber operations. The
army and the police are parts of the executive power, and are considered State organs.947 As a
consequence, cyber operations conducted by either the military or the police are attributable to the
State.948
The military organs in charge of cyber security, such as the US Cyber Command, are State organs.
In the same way, the Estonian National Cyber Defense League is part of the Estonian Defense
League, which acts as “a voluntary national defence organisation operating in the area of
government of the Estonian Ministry of Defence” according to The Estonian Defence League Act
adopted in 2013.949 Some States have also created agencies responsible for cybersecurity, such as
the French Network and Information Security Agency (ANSSI). These agencies are also State
organs.950
When it comes to cyber security, Computer Emergency Response Teams (CERTs), also known as
Computer Security Incident Response Teams (CSIRTs), play an important role. CERTs can be
either governmental or private entities, and it is important to distinguish them; not all CERTs can
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be considered State organs.951 For instance, the Governmental Computer Emergency Response
Team (GOVCERT.LU) created by the Grand Duchy of Luxembourg in 2011,952 is clearly an organ
of this State. This is also the case for the US-CERT, which is part of the Department of Homeland
Security of the United States.953 Conversely, the Corporate Security Incident Response Team BNP
Paribas is a private CERT and not a State organ.954 Consequently, when it comes to analyzing the
acts of a CERT or CSIRT, it is necessary to adopt a casuistic approach to determine whether the
Response Team in question is an organ of State.955
The level of the organ in the State hierarchy does not matter; it can act at the governmental,
provincial or local level.956 The internal organization of the State does not matter either: whether
the State is unitary or federal, or whatever the level of autonomy of its regions, Länder, or whether
it is a group of federated States does not affect the attribution of the acts of its organs to the State.957
For instance, the acts of the organs of Hong Kong, which is an autonomous Special Administrative
of China,958 are attributable to the PRC.
It is important to note that not only State organs created for cyber security purposes, and a fortiori
to conduct cyber operations, are concerned. For instance, in the scenario of a tax administration
breaking into computer servers located in another State,959 this conduct is attributable to the State
as State organ conduct and might thus constitute a violation of the sovereignty of the affected
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State. It would be the same even if the cyber operation was conducted by a provincial or local tax
office.

9.1.1.1.

De facto organs of a State

Article 4(2) of the Articles on State Responsibility specifies that the category of State organ includes
the de jure organ in accordance with the municipal law of the State.960 It must, however, be noted
that the acts of both de jure or de facto State organs are attributable to the State. A State cannot avoid
the responsibility for the acts of an organ “merely by denying it that status under its own law”.961
The attribution of the acts of a de facto State organ must be distinguished from the attribution of
acts committed under the direction or control of the State, which are developed later in this
dissertation.962 Any act of a de facto organ is attributable to the State; conversely, the attribution of
acts committed under the direction or control of the State must be determined for each particular
act.963 As highlighted by the ICJ, “conduct of persons — or groups of persons — who, while they
do not have the legal status of State organs, in fact act under such strict control by the State” are
considered as de facto organ and their conducts are attributable to the State.964 While the category of
de facto organ of States is still contested by some authors,965 it seems that the majority of the doctrine
as well as the practice have adopted it.966
The ICJ, in the Nicaragua case, used two tests for the attribution of conduct of non-state actors: the
‘strict control’ test for the determination of agency relationship,967 and the ‘effective control’ test
for the attribution of some conduct when the agency relationship has not been proven. The first
test is to be used for the identification of de facto organs, as it is the case with Article 4 of the Articles
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on State Responsibility, while the second test concerns the situation dealt with in Article 8.968 The
subsequent jurisprudence – the Armed Activities case969 and the Bosnian Genocide case970 – of the ICJ
relied on these two tests, and thus confirmed the existence of the ‘strict control’ test for the
qualification of the agency relationship used for de facto organs. For the ICJ, the de facto organ must
act in ‘complete dependence’ on the State, being thus “ultimately merely the instrument” of that
State.971 In the Nicaragua case, the Armed Activities case and the Bosnian genocide case, the ICJ did not
qualify any entity as a de facto organ of a State.972 This actually demonstrates the rarity of this
definition’s application, as noted by the ICJ in the Bosnian genocide case, it “must be exceptional, for
it requires proof of a particularly great degree of State control”.973
In the Tehran Hostage case, the ICJ held the Iranian government responsible for the seizure of the
US embassy and detention of its personnel by the militants because the Iranian government
encouraged and approved these acts in various statements.974 It could be argued that this ruling
constitutes a basic application of the de facto organ test;975 it is, however, more convincing to analyze
it as an endorsement a posteriori of the conduct by a State.976
The ICTY also had to deal with the question of agency relationship in the Tadić case. The ICTY
had to determine whether the Bosnian Serb forces were de facto organs of Federal Republic of
Yugoslavia (FRY).977 The Appeal Chamber analyzed and finally discarded the approach developed
in the Nicaragua case.978 It appears, however, that the Appeals Chamber misread the Nicaragua case,
and thus used both the ‘strict control’ and ‘effective control’ tests for the identification of a de facto
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Marko Milanovic, ‘State Responsibility for Genocide’ (2006) 17 European Journal of International Law 553,
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Armed Activities (Judgment) (n 87) 226, para. 160.
Bosnian genocide (Judgment) (n 771) 204-206, paras. 390-395.
Nicaragua (Merits) (n 77) 62-63, para 109-110; Bosnian genocide (Judgment) (n 771) 205, para 392.
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Nicaragua (Merits) (n 77) 62-63, para 110; in the second case, the Court concluded that the Congo Liberation
Movement (MLC) was neither a de jure nor a de facto organ of Uganda: Armed Activities (Judgment) (n 87) 226,
para 160; finally, in the third case, the ICJ concluded that neither the Republika Srpska, the VRS nor the
‘Scorpions’ were acting in ‘complete dependence’ on FRY: Bosnian genocide (Judgment) (n 771) 205-206, paras
394-395.
Bosnian genocide (Judgment) (n 771) 205, para 393.
Tehran Hostages (Judgment) (n 606) 35, para 74.
See for instance the analysis of this case from this perspective in Kreß (n 936) 102–103.
See infra 269 et seq. See generally: ‘Commentary to the Articles on State Responsibility’ (n 115) 52–54,
commentary to Article 11, paras 4, 6, and 9; Stephan Wittich and Isabelle Buffard, ‘United States Diplomatic
and Consular Staff in Tehran Case (United States of America v Iran)’, MPEPIL (2008) para 20.
Tadić (Appeals Chamber) (n 415) 35, para. 87.
ibid 40, para. 99 et seq.; see also: Cassese, ‘The Nicaragua and Tadić Tests Revisited’ (n 425) 653–655; Milanovic,
‘State Responsibility for Genocide’ (n 968) 579–580.
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organ of State, while only the first one was relevant in this context.979 Indeed, the second test, the
effective control test, does not aim to identify a de facto organ of a State but rather to analyze the
attribution of some acts when the agency relationship has not been established. The relationship
between the ICJ’s effective control test and the ICTY’s overall control test is discussed later in this
dissertation.980 However, as this test was developed to qualify a de facto organ of State,981 it needs to
be examined briefly in the present section.
The ICTY, unsatisfied with the two tests of the Nicaragua case, developed its own approach,
distinguishing between two degrees of control depending on whether it concerned ‘private
individuals’ or ‘organized and hierarchically structured groups’.982 In the case of private individuals,
to attribute an act to a State it is necessary to prove that this State gave specific instructions for the
performance of this very act.983 The ‘specific instruction’ test applies to both single individuals and
unorganized military groups.984 This test clearly differs from the strict control test of the ICJ, and
requires a lower degree of control. As observed by Antonio Cassese, “this was clearly the ‘effective
control’ test set out by the ICJ in Nicaragua”,985 however wrongly applied to the agency relationship.
Conversely, in the case of organized and hierarchically structured groups, the Chamber adopted
the ‘overall control’ test. In this case, only overall control by a State over the group is sufficient,
and there is no need for instruction for the performance of each specific act to render them
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Tadić (Trial Judgement) (n 506) ‘Separate and Dissenting Opinion of Judge Mcdonald Regarding the
Applicability of Article 2 of the Statute’, 288; André de Hoogh, ‘Articles 4 and 8 of the 2001 ILC Articles on
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Republic of Yugoslavia’ (2002) 72 British Yearbook of International Law 255, 290; Milanovic, ‘State
Responsibility for Genocide’ (n 968) 581; Talmon (n 966) 507.
See infra 254 et seq.
See generally: Kreß (n 936) 131; Talmon (n 966) 506–507.
Tadić (Appeals Chamber) (n 415) 47, para. 117; For a comprehensive analysis see: Cassese, ‘The Nicaragua and
Tadić Tests Revisited’ (n 425) 655–663.
Tadić (Appeals Chamber) (n 415) 48, paras. 118-119; reads: (‘One situation is the case of a private individual
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or, especially in times of war, carrying out acts of sabotage). In such a case, it would be necessary to show
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similar situation may come about when an unorganised group of individuals commits acts contrary to
international law. For these acts to be attributed to the State it would seem necessary to prove not only that
the State exercised some measure of authority over those individuals but also that it issued specific instructions
to them concerning the performance of the acts at issue, or that it ex post facto publicly endorsed those acts.’).
ibid 60, para. 141.
Cassese, ‘The Nicaragua and Tadić Tests Revisited’ (n 425) 657.
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attributable to the State.986 This test is completely new and cannot be linked to the ICJ’s approach.
It requires a lower degree of control than the test applied by the ICTY for private individuals, and
is clearly lower than the two tests of the ICJ.
The European Court of Human Rights (ECtHR) also dealt with the question of the attribution of
acts of non-state actors to a State. In the Loizidou v. Turkey case, it had to examine two questions:
firstly, whether northern Cyprus was within the jurisdiction of Turkey due to the presence of a
large number of Turkish troops in this area; secondly, whether the acts and omissions of the
authorities of the Turkish Republic of Northern Cyprus (TRNC) were attributable to Turkey.987
The ECtHR, basing its reasoning ‘on relevant principles of international law governing State
responsibility’988, ruled that:
It is not necessary to determine whether […] Turkey actually exercises
detailed control over the policies and actions of the authorities of the
"TRNC". It is obvious from the large number of troops engaged in active
duties in northern Cyprus […] that her army exercises effective overall
control over that part of the island. Such control, according to the relevant
test and in the circumstances of the case, entails her responsibility for the
policies and actions of the "TRNC" […]. Those affected by such policies or
actions therefore come within the "jurisdiction" of Turkey for the purposes
of Article 1 of the Convention (art. 1).989

The Court developed its own test, the ‘effective overall control’ test, which seems to diverge from
the tests developed by the ICJ. The ECtHR did not, however, refer to the jurisprudence of the ICJ.
The ECtHR requires a lower degree of control for the qualification of an agency relationship.990 It
must, however, be highlighted that the argumentation of the Court is not fully developed,991 and is
thus of little help for the present dissertation.
Nowadays, it is generally difficult to distinguish state-sponsored cyber operations from cybercrime.
As in a lot of cases, even if the perpetrating group is alleged to be controlled or sponsored by a
State, the difficulty of attribution makes it almost impossible to clearly establish their relationship.
For instance, the Russian Business Network (RBN) was involved in cyber operations that targeted
Georgia before and during the Russian military intervention in 2008.992 The high threshold
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established by the ICJ might be too restrictive in certain circumstances, leading other courts and
tribunals to adopt less restrictive thresholds.993 Cyber operations might present a new challenge for
the agency test, and the rigidity of the strict control test might be called into question.994
These groups operating in the shadows might, however, slowly become State organs as States are
increasingly interested in developing cyber armies. A parallel might be drawn here with the legal
situation of the Guardians of the Revolution in the Islamic Republic of Iran: they were first a group
of private individuals, which became a de facto organ of the new government after the revolution,
and finally a de jure organ of the State.

9.1.2.

Entities empowered to exercise elements of governmental
authority

The acts of private entities authorized by a State to exercise elements of governmental authority
are attributable to this State.995 These entities are not State organs but entities that are:
empowered by the law of the State to exercise functions of a public character
normally exercised by State organs, and the conduct of the entity relates to
the exercise of the governmental authority concerned.996

These entities can be, for instance, private or state-owned corporations as well as parastatal entities.
Their status does not matter for the purpose of attribution, only whether they are sanctioned to
exercise elements of governmental authority.997 The authorization to exercise governmental
authority must have been granted in accordance with municipal law.998 All acts of entities exercising
governmental authority are attributable to the authorizing State only if they relate to the delegated
governmental functions, even if they constitute ultra vires acts.999 The ICJ mentioned this ground
for attribution in both the Bosnian Genocide case and the Armed Activities case, but without either
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ibid, commentary to Article 5, para 3; see generally, Momtaz (n 227) 244–246; Crawford, State Responsibility (n
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using it or detailing it.1000 Neither Article 5 of the Articles on State Responsibility nor its
Commentary give a definition of what constitutes ‘governmental authority’.
Non-state actors exercising governmental authority are performing functions of a public character,
which is normally exercised by the State through its organs.1001 The Commentary to the Articles on
State Responsibility also gives some examples of exercise of governmental authority by non-state
actors, such as the power of identification of property and seizure,1002 the power of detention and
discipline pursuant to a judicial sentence, and finally powers in relation to immigration control or
quarantine.1003 The Commentary specifies that the definition of ‘governmental authority’ depends
on “the particular society, its history and traditions”.1004 The ILC, however, sets out four criteria on
which the identification of the exercise of ‘governmental authority’ depends: firstly, the contents
of the powers; secondly, the way in which they are conferred on an entity; thirdly, the purposes for
which they are to be exercised; and fourthly, the extent to which the entity is accountable to
government for their exercise.1005
Cyber operations might be conducted by an entity in exercise of governmental authority. Generally,
private military and security companies (PMSCs)1006 exercising certain specific functions, such as
combat or detention functions, constitute the main example of private actors exercising
governmental authority.1007 Cybersecurity companies might thus exercise similar functions, such as
conducting on the behalf of one State cyber operations against another. To be attributable to the
State, in the context of Article 5, the exercised function must fulfil three criteria. Firstly, it must
have been conferred by the State. Secondly, the conferral cannot be implicit and must have been
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made through a law, an executive order,1008 a statute or contract.1009 Thirdly, not every function is
covered; it needs to constitute in some ways an exercise of sovereign functions of the State or be
related to such an exercise. In that context, international law distinguishes between the acts of a
State conducted in its sovereign capacity (acta jute imperii) and acts conducted in its private capacity
(acta jure gestionis). The exercise of governmental authority predominantly, albeit not exclusively,
concerns the first category of acts.1010

9.1.3.

Organs placed at the disposal of another State

In certain unusual circumstances, a State might place one of its organs at the disposal of another
State; this organ consequently acts for and under the authority of the latter State. According to
Article 6 of the Article on State Responsibility, the acts of an organ of State A, placed at the disposal
of State B for which it is exercising elements of governmental authority, are attributable to State B
and not to State A.1011 Article 6 does not define the meaning of ‘placed at the disposal’, however,
the Commentary specifies that:
Not only must the organ be appointed to perform functions appertaining to
the State at whose disposal it is placed, but in performing the functions
entrusted to it by the beneficiary State, the organ must also act in conjunction
with the machinery of that State and under its exclusive direction and
control, rather than on instructions from the sending State. Thus article 6 is
not concerned with ordinary situations of inter-State cooperation or
collaboration, pursuant to treaty or otherwise.1012

Furthermore, the Commentary identifies two additional criteria: firstly, only an organ of a State can
be placed at the disposal of another State; secondly, this State organ must exercise elements of the
governmental authority of the receiving State.1013
Such a situation can be found in the case of a State placing its consulate in a foreign State at the
disposal of a third State.1014 Only acts conducted under the authority of the receiving State, and
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constituting an exercise of the governmental authority of this State, are attributable to the receiving
State. The other acts of the loaned organ remain attributable to the sending State.
The most plausible case scenario in cyberspace would be a situation in which State A places some
cyber units under the authority of State B, to help the latter in dealing with an important wave of
cyber attacks. It is important that the loaned organ, the cyber units in the present scenario, is placed
under the authority of the receiving State and not only sent to help but remains under the authority
of their own State.1015 Only in such circumstances could the acts of the loaned organs be attributed
to State B. Only some acts of the loaned organs might be concerned and not all acts, the others
remaining attributed to State A. Finally, and most importantly, in the context of cyber operations,
there is no need for the physical transfer of the State organ. Consequently, the loaned organ can
be still acting from the territory of State A on the behalf of State B.
The 2008 Russo-Georgian War offers an interesting example to illustrate this point. Prior to and
during this conflict, Georgia has been the victim of several cyber operations.1016 In order to help
Georgia deal with the situation, two information security specialists were sent by Estonian
CERT.1017 This situation cannot be qualified as an Estonian State organ placed at the disposal of
Georgia, as the two experts were sent only to assist and were not placed under the authority of
Georgia.

9.1.4.

Ultra vires cyber operations

A State is held responsible for the acts of its organs or persons sanctioned to exercise elements of
the governmental authority even if they act beyond their proper competences. However, these acts
must have been conducted on behalf of the State, and not in the private capacity of the agent.1018
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These acts are generally qualified as ultra vires, which amount to acts conducted outside of the
authorized power of the actor.1019 This customary rule has been regularly reaffirmed,1020 and is
enshrined in Article 7 of the Article on State Responsibility.1021
To be considered in the context of Article 7, a cyber operation must have first been attributed to a
State organ or an entity exercising elements of governmental authority. An interesting example can
be found in the 2007 Estonian case. Sergei Markov, a member of the Russian Parliament,
confirmed that his assistant carried out cyber operations against Estonia in 2007 by declaring that
“[a]bout the cyberattack on Estonia... don't worry, that attack was carried out by my assistant. I
won't tell you his name, because then he might not be able to get visas”.1022 While the veracity of
this statement or its content remain highly questionable, if his assistant at the Duma was actually
involved in cyber operations against Estonia, this could be amount to the involvement of a State’s
agent. Sergei Markov clarified that his assistant “decided on his own initiative” to act.1023 If his
assistant was actually an agent of the Russian Federation, the fact that he probably acted outside of
his competence does not preclude the attribution of the act to the State. However, it clearly appears
that he carried out the act in a private capacity, and not on behalf of a State. Consequently, the
cyber operations of the assistant of Sergei Markov are not attributable to the Russian Federation
on the grounds of Articles 4, 5, 6 and 7 of the Articles on State Responsibility.
Ultra vires acts are attributable to the State only if they are conducted by organs or agents of a State,
and not in the case of other individuals or entities. The following section deals with this latter
situation: the attribution to a State of acts of private individuals or entities.
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9.1.5.

Conclusion on cyber operations conducted by State organs
and entities empowered to exercise governmental authority

State organs and entities empowered to exercise governmental authority are already involved in
conducting cyber operations. A cyber operation attributed to such an entity will be automatically
attributed to the State even if ultra vires, unless the agent acted in a private capacity. In many
situations, however, the status of State agents of the perpetrators might be difficult to establish.
Moreover, most of the alleged state-sponsored cyber operations appear to have been conducted
by non-state actors. It is thus necessary to analyze the attribution process to a State of cyber
operations conducted by non-state actors.

9.2.

Attribution of cyber operations conducted by private
individuals

Private individuals, acting alone or in groups, are increasingly involved in State activities. The fact
that the acts are conducted from the territory of a State1024 or conducted by citizens of a State is
not sufficient reason to attribute these acts to the State.1025 In certain circumstances, however, the
conduct of individuals is attributable to the State, notably if they act under the instructions,
direction or control of the State (9.2.1), if they use public power in the absence or default of the
State (9.2.2), and finally if the State endorses a posteriori their conduct (9.2.3).

9.2.1.

Cyber operations conducted under the instructions,
direction or control of the State

The process of attribution of a cyber operation conducted by a de facto organ of a State and a nonstate actor acting under the instructions, direction or control of a State must be distinguished
(9.2.1.1). The former has already been dealt with, and thus the following paragraphs focus on the
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latter case. The attribution of conduct perpetrated under the instructions, direction or control of a
State led to various interpretations and debates that need to be analyzed (9.2.1.2) prior to identifying
how it would apply in the cyber context (9.2.1.3).

9.2.1.1.

Distinction between de facto organ of the State and acts perpetrated
under the instructions, direction or control of the State

The situation of acts conducted under the instructions, direction or control of the State is also
sometimes labelled as acts of de facto organ of the State,1026 but must be distinguished from the
situation of de facto organs previously studied.1027 The use of the label de facto organs to refer to two
different situations is confusing. In the case of a de facto organ of the State, understood as a State
organ not qualified as such under municipal law, all the conduct of this de facto organ can be
attributed to the State, even if they amount to ultra vires acts. In the present situation, the individuals
are not qualified as State organs, and thus not all their acts are attributable to the State; a case-bycase analysis is necessary to determine which acts were actually conducted under the instructions,
direction or control of the State and thus attributable to this State.
The reasoning of the ICJ in the Bosnian genocide case might be the best illustration of the distinction
between these various tests and notions.1028 The ICJ followed a three-step reasoning process for
the question of the attribution of the Srebrenica Genocide to the FRY. Firstly, the Court analyzed
whether the attribution could be made on the basis of conduct by a de jure state organ of FRY, and
came to a negative conclusion.1029 Consequently, the Court analyzed whether the entities involved
in the acts could be considered de facto organs of the FRY, using the ‘complete dependence’ test,
and also here concluded negatively.1030 It was then clear that the Srebrenica Genocide has not been
perpetrated by any State organ, either de jure or de facto, of the FRY. Finally, the Court analyzed
whether these entities had acted under instructions, direction or control of the FRY.1031 This is this
last question, the attribution of acts of entities acting under the instructions, direction or control,
which is dealt with in the present section.
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9.2.1.2.

Diversity of approaches on the attribution of acts conducted under
the instructions, direction or control of the State

The ICJ, the ICTY, and the ILC followed different approaches on the attribution of conduct of
non-state actors acting under the direction, instructions or control of a State, which are analyzed
below.

A.

The ICJ’s Nicaragua case and the ‘effective control’ test

In the Nicaragua case, the ICJ applied two different tests to assess the degree of control of a State
over a non-state actor: the ‘strict control’ test and the 'effective control' test. The first, which
determines whether the non-state actor is a de facto organ of the State, has been analyzed previously
in this dissertation.1032 The second, the ‘effective control’ test, is a subsidiary test when the agency
relationship of the first test cannot be proven.1033 The ‘effective control’ test is generally considered
to be a stricter approach for the purpose of the attribution of acts conducted by non-state actors
under the instructions, direction or control of the State. These two tests have, however, two
different objectives: the first one aiming to qualify a person or a group as a de facto organ and thus
attributing all their acts to the State; the second aiming not to determine an agency relationship but
only to attribute some acts on a casuistic basis when these specific acts are conducted under
sufficient control from the State.1034 The present section summarizes the Nicaragua case and
describes how the Court developed the effective control test, which was has been confirmed by
the ICJ in subsequent jurisprudence.1035
The Nicaragua case before the ICJ arose from the activities of the Contras, a movement of guerrilla
insurgency initiated in 1981 against the Sandinista government of Nicaragua. The Contras were
funded and assisted, covertly and overtly, by the United States. The Court found, inter alia, that the
United States violated their obligations under customary international law to not intervene in the
affairs of another State, to not use force against another State, and to not violate the sovereignty
of another State.
In this case, the Court had to deal with the attribution question to determine whether the acts of
the non-state actors supported by the United States were attributable to this State. It distinguished
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See supra 237 et seq.
Milanovic, ‘State Responsibility for Genocide’ (n 968) 577, 583; Talmon (n 966) 502.
See however the contrary view expressed in Cassese, ‘The Nicaragua and Tadić Tests Revisited’ (n 425) 650.
The Court followed the same reasoning in two steps, first the ‘strict control test’ and second the ‘effective
control test’ in both Armed Activities (Judgment) (n 87). and Bosnian genocide (Judgment) (n 771); see infra 260
et seq.
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two situations arising from the facts of the case: firstly, persons supported, financed and armed by
a State organ and acting under its control; secondly, persons armed and financed by a State but
retaining a certain degree of independence in the conduct of their operations, as in the case of the
Contras.1036
The ICJ had to first deal with a series of events not conducted by the Contras, but which Nicaragua
alleged to be the direct action of either US military personnel or UCLAs.1037 These events, such as
the mining of Nicaraguan ports or waters, involved, so Nicaragua claimed, the responsibility of the
United States “in a more direct manner”.1038 The Court focusing on some incidents established that:
Although it is not proved that any United States military personnel took a
direct part in the operations, agents of the United States participated in the
planning, direction, support and execution of the operations.1039

Consequently, it appears that the participation of the agents of a State in the “planning, direction,
support and execution” of acts is enough to hold this State responsible for these acts.
Secondly, the Court had to determine whether all the conduct of the Contras was attributable to the
United States. The Court started by analyzing whether the US was responsible for all acts of the
Contras. The ICJ answered negatively, as it found that the Contras were not an organ of the United
States.1040 The Court based its reasoning on the ‘complete dependence’ test, also called the ‘strict
control’ test, which has been developed above in this dissertation.1041
As the Contras were not an organ of the United States, the ICJ further inquired whether some of
their acts were, nonetheless, attributable to the US. Indeed, the acts of non-state actors might be
attributed to a State if they are conducted under a sufficient degree of control by this State.
For this purpose, the Court then used the subsidiary ‘effective control’ test, used by the ICJ when
the requirements of the strict control test are not fulfilled.1042 This test does not seek to qualify a
person or a group as organ of a State, but rather to determine if a single act has been conducted
under the effective control of a State and is thus attributable to this State. For the effective control
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Cassese, ‘The Nicaragua and Tadić Tests Revisited’ (n 425) 642–655.
‘UCLA’ stand for ‘Unilaterally Controlled Latino Assets’ and refers to “persons of the nationality of
unidentified Latin American countries, paid by, and acting on the direct instructions of, United States
military or intelligence personnel”. This acronym borrowed from the CIA’s vocabulary was used by the ICJ
in the Nicaragua case. Nicaragua (Merits) (n 77) 45, para. 75.
ibid.
ibid 51, para 86.
ibid 62-65, paras 109-110, 115.
See supra 237 et seq.
Milanovic, ‘State Responsibility for Genocide’ (n 968) 577; Talmon (n 966) 502.
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test, a general degree of control or dependence of the group is insufficient; it is necessary to prove
the effective control over each specific act concerned.1043
In the case under discussion, the Court had to determine whether the United States had effective
control of the military or paramilitary operations of the Contras involving violations of human rights
and humanitarian law. If so, then this would give rise to legal responsibility on the part of the
United States.1044 The ICJ answered negatively, ruling that these violations of human rights and
humanitarian law were the acts of the Contras that were not imputable to the United States.1045 To
be imputable to the United States, this State should have “directed or enforced the perpetration of
the acts contrary to human rights and humanitarian law alleged by the applicant State”1046 which
was not the case in this instance. Antonio Cassese commented on these two criteria of direction as
follows:
It seems clear from these words that by ‘effective control’ the Court intended
either (1) the issuance of directions to the contras by the US concerning
specific operations (indiscriminate killing of civilians, etc.), that is to say, the
ordering of those operations by the US, or (2) the enforcement by the US of
each specific operation of the contras, namely forcefully making the rebels
carry out those specific operations.1047

In relation to the acts of the Contras, the ICJ had to deal with the attribution question a third and
last time. Nicaragua claimed that the United States had violated the prohibition of the use of force
by being engaged in the:
recruiting, training, arming, equipping, financing, supplying and otherwise
encouraging, supporting, aiding, and directing military and paramilitary
actions in and against Nicaragua.1048

In order to answer this claim, the Court had to determine whether the ‘recruiting, training, arming,
equipping, financing, supplying and otherwise encouraging, supporting, aiding and directing’ were
sufficient conditions to render the acts attributable to the United States. The ICJ was ultimately
asked to analyze whether the acts constituted a use or threat of force. The Court had to first
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Talmon (n 966) 502; Elena-Laura Álvarez Ortega, ‘The Attribution of International Responsibility to a State
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Nicaragua (Merits) (n 77) 65, para. 115.
ibid 65, para. 116. The Court found however the United States responsible for their own conduct in relation
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determine whether the acts were attributable to a State, and then analyze if they constituted a
violation of the prohibition of the use of force by this State. The ICJ distinguished two forms of
support and ruled that the arming and training of a guerrilla group engaged in hostilities against
another State could be defined as a threat or use of force, whereas the mere supplying of funds to
this group could not:
In the view of the Court, while the arming and training of the contras can
certainly be said to involve the threat or use of force against Nicaragua, this
is not necessarily so in respect of all the assistance given by the United States
Government. In particular, the Court considers that the mere supply of funds
to the contras, while undoubtedly an act of intervention in the internal affairs
of Nicaragua, as will be explained below, does not in itself amount to a use of
force.1049

The Court found that the US was responsible for their ‘arming and training’ and thus, their actions
constituted an unlawful use of force by this State.
To conclude on the Nicaragua case, the ‘effective control’ test developed by the Court is generally
considered as a strict standard.1050 The reasoning develop along two tracks – firstly analyzing the
‘strict control’ test and secondly applying the subsidiary ‘effective control’ test – has been reused
by the ICJ in its subsequent cases dealing with attribution of non-state actors’ acts to a State.1051
The approach developed in the Nicaragua case was also the basis of the ICTY’s reasoning in the
Tadić case,1052 which will be developed in the following paragraphs.

B.

The ICTY’s Tadić case and the ‘overall control’ test

In the Tadić case, the Appeals Chamber of the ICTY adopted another approach called the ‘overall
control’ test.1053 This approach is generally considered to be looser and more flexible than the
‘effective control’ test developed by the ICJ in the Nicaragua case.1054
The ICTY had to determine whether the conduct of a non-state actor was attributable to a State.
The question was, however, not to determine the responsibility of a State for its conduct, but to
identify the applicable law by determining whether an armed conflict was of an international or a
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Chamber IT-95-14/2-T 32, para. 112. See also Shaw (n 560) 575; Klabbers (n 1025) 129.

254

ATTRIBUTION TO A STATE

non-international character.1055 This divergence of objectives is one of the main bases for criticism
of the approach adopted by the Appeals Chamber of the ICTY in the Tadić case.1056
In this case, the ICTY tried Duško Tadić, a Bosnian Serb, for numerous offences committed during
1992 at the Omarska, Keraterm, and Trnopolje camps, and other locations in the Prijedor
municipality in Bosnia-Herzegovina. After the takeover of Prijedor and the attack launched against
the town of Kozarac in 1992, non-Serb civilians were detained in these camps, where they were
mistreated, sexually assaulted, tortured, and killed.
The Second Trial Chamber, and then the Appeals Chamber, had to determine whether the acts of
Duško Tadić were in violation of Article 2 of the ICTY Statute.1057 This Article concerns ‘Grave
breaches of the Geneva Conventions of 1949’, and thus conduct during an armed conflict of an
international character.1058
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committed grave breaches of the Geneva Conventions of 12 August 1949, namely the following acts against
persons or property protected under the provisions of the relevant Geneva Convention:
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An international armed conflict existed between Bosnia-Herzegovina and the FRY until 19 May
1992, when the Yugoslav People's Army withdrew from the former’s territory.1059 The Chamber
had thus to determine whether after this date – that is when the examined conducts took place the armed conflict was still of an international character or had taken on a non-international
character. The Chamber famously ruled that “an armed conflict is international if it takes place
between two or more States”,1060 and thus it had to determine whether the Bosnian Serb forces
were de facto organs of FRY.1061
The Appeals Chamber decided to rely on the rule of State responsibility to examine the ‘notion of
control by a State over individuals’ acting as de facto organs, as IHL does not deal with this
question.1062 The Chamber conducted an extensive and critical analysis of the approach adopted by
the ICJ in the Nicaragua case.1063 The Chamber noted, however, that it does not hold the Nicaragua
test to be ‘persuasive’,1064 because it considers it to be, on the one hand, ‘unconvincing’ on the
grounds of “the very logic of the entire system of international law on State responsibility”,1065 and,
on the other hand, “at variance with international judicial and State practice”.1066 It seems, however,
that the Appeals Chamber based its analysis on a wrong interpretation of the effective control test
of the Nicaragua case.1067 The ICTY refers notably to various cases to support this assertion: the
Stepens case before the Mexico-United States General Claims Commission,1068 the Yeager case of the
Iran-United States Claims Tribunal,1069 the Loizidou v. Turkey case before the European Court of
Human Rights,1070 and finally the Jorgić case before the Oberlandesgericht of Düsseldorf.1071 Some
authors have, however, challenged the Chamber's reading of these cases, and do not support its
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approach.1072 Ultimately, the Chamber decided to adopt its own approach, diverging from the
approach of the ICJ.1073
The Chamber examined the rationale of attribution to a State of the acts of private individuals and
noted that “States are not allowed on the one hand to act de facto through individuals and on the
other to disassociate themselves from such conduct when these individuals breach international
law”.1074 In the determination of the necessary degree of control for attribution, the Chamber ruled
that it may vary according to the factual circumstances and the nature of the relationship. The
Chamber thus distinguished between two degrees of control: ‘private individuals’ and ‘organized
and hierarchically structured groups’.1075
In the case of private individuals, to attribute an act to a State it is necessary to prove that this State
gave specific instructions for the performance of this very act.1076 The ‘specific instruction’ test
applies to both individuals and unorganized military groups.1077 As observed by Antonio Cassese,
“this was clearly the ‘effective control’ test set out by the ICJ in Nicaragua”.1078
Conversely, in the case of organized and hierarchically structured groups, the Chamber adopted
the ‘overall control’ test, which differs from the Nicaragua case’s ‘effective control’ test. Once it has
been established that a State has overall control of an organized group, there is no need to analyze
each specific act to render them attributable to the State.1079
The effective control test is fulfilled if the State has equipped, financed, trained or provided
operational support to the group; the overall control test integrates looser forms of control such
as coordinating and helping in general in the planning of military or paramilitary activity.1080 There
are two parts in the test developed by the ICTY: on the one hand, “[t]he provision of financial and
training assistance, military equipment and operational support”; and on the other hand,
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“[p]articipation in the organisation, coordination or planning of military operations”. This has been
confirmed in subsequent jurisprudence of the ICTY.1081 The ICTY confirmed, nevertheless, that
the mere provision of assistance, be this military, economic or any other form, is not sufficient.1082
The Appeals Chamber found that the conduct of the armed forces of the Republika Srpska was
attributable to the FRY, and thus that the conflict was of an international character.1083 This finding
reverses that of the Trial Chamber, which applied the ‘effective control’ test enunciated in the
Nicaragua case by the ICJ and found that it was not a de facto organ and thus that the conflict was
not of an international character.1084
It appears that there has been a misunderstanding between the ICTY and the ICJ. The ICJ in the
Nicaragua case developed two tests: the ‘strict control’ test for the determination of agency
relationship (as in Article 4 of the Articles on State Responsibility), and the ‘effective control’ test
for the attribution of some acts when the agency relationship was not proven (as in Article 8). Thus,
the second test, the effective control test, is not aimed at qualifying a de facto organ of a State.1085
The ICTY focused on the question of agency relationship and thus misinterpreted the ‘effective
control’ test and used it in the wrong context.1086 The ‘overall control’ test developed by the ICTY
focuses, indeed, on the same situation as the ‘strict control’ test developed in the Nicaragua case,
the determination of agency relationship, and not on situation where this test has already been
answered negatively as for the effective control test of the ICJ. This confusion has, however, misled
both the ICJ and the ILC, which refers to the ‘overall control’ test in the context of Article 8 of
the Articles on State Responsibility (attribution when the agency relationship was not proven),1087
and not in the context of Article 4 (agency relationship test) as it should be.1088 This confusion and
its consequences necessitate an analysis of the ‘overall control’ test in the context of both the
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determination of an agency relationship and the attribution of some acts when the agency
relationship was not proven.1089

C.

The Articles on Responsibility of States

The Articles on State Responsibility also deals with the attribution of acts to a State for the purpose
of State responsibility. Article 8 ‘Conduct directed or controlled by a State’ reads:
The conduct of a person or group of persons shall be considered an act of a
State under international law if the person or group of persons is in fact
acting on the instructions of, or under the direction or control of, that State
in carrying out the conduct.1090

The three alternative criteria of ‘instructions’, ‘direction’, and ‘control’ of the ILC differ from the
Nicaragua and Tadić tests. The ILC’s approach seems less restrictive than the approach followed by
the ICJ, 1091 and has been considered as “a good compromise, in the sense that it is sufficiently
vague to allow different interpretations”.1092 It appears, however, that the ILC favoured the
‘effective control’ test of the ICJ over the ‘overall control’ test of the ICTY.1093
It must be noted that the ILC did not follow the distinction between, on the one hand, single
individuals and unorganized groups, and on the other, organized groups, developed by the ICTY.
Its approach applies, without distinction, to any individuals or groups.1094
The ILC adopted the three disjunctive and alternative criteria of ‘instructions,’ ‘direction’ and
‘control’.1095 These criteria can actually be aligned in two categories, as noted in the Commentary
to the Articles on State Responsibility: “[t]he first involves private persons acting on the
instructions of the State in carrying out the wrongful conduct. The second deals with a more general
situation where private individuals act under the State’s direction or control”.1096 The instruction
criterion is clearly the ‘effective control’ and ‘specific instruction’ tests developed by the ICJ and
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the ICTY. The direction and control criteria go beyond the ICJ’s approach but are not as broad as
the ICTY’s overall control test. The degree of direction and control required depend on the facts
of the complained conduct, and therefore need to be determined on a casuistic basis.

D.

The Armed Activities and Bosnian Genocide cases: restating the
‘effective control’ test

After the Tadić case of the ICTY and the adoption of the 2001 ICL’s Articles on State
Responsibility, the ICJ examined this question on two more occasions: firstly, in 2005 in the Armed
Activities case and; secondly, in 2007 in the Bosnian Genocide case.1097 In both cases, the ICJ based its
reasoning on the Articles on State Responsibility, and reused the ‘effective control’ test previously
developed by the ICJ in the Nicaragua case.

(i).

The Armed Activities case

In the Armed Activities case, the ICJ had to determine whether the conduct of the Congo Liberation
Movement (MLC) was attributable to Uganda. In this case, only one paragraph deals with the
question of attribution and the Court did not elaborate to any great extent on this question.1098 The
Court followed the same reasoning as in the Nicaragua case, analyzing successively the two main
aspects of attribution. Firstly, it analyzed whether the MLC could be considered an organ of
Uganda or an entity exercising elements of governmental authority on its behalf, on the basis of
Articles 4 and 5 of the Articles on State Responsibility. The first aspect being negative, it then
looked at whether the conduct of the MLC was on the instructions of, or under the direction or
control of Uganda, on the basis of Article 8 of the Articles on State Responsibility. The Court
answered negatively to both questions and concluded that the conduct of the MLC could not be
attributed to Uganda.1099
In the context of the present study, the interest of this case is limited, as the Court did not develop
to a large extent the question of attribution. It is, however, important to note that it analyzed the
attribution question without using or referring to the approach adopted in the Tadić case. The Court
solely referred to its previous jurisprudence, namely the Nicaragua case.
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(ii).

The Bosnian Genocide case

More recently, in the Bosnian Genocide case, the ICJ again reaffirmed the approach it adopted in the
Nicaragua case. In this case, conversely to the Armed Activities case, the Court analyzed the approach
adopted by the ICTY in the Tadić case. It, however, discarded the overall control test and referred
back to the effective control, previously used by the ICJ.1100
In this case, the Court had to determine whether the massacres perpetrated at Srebrenica were
attributable to Serbia and Montenegro.1101 The Court determined that only the massacres
committed by the army of VRS at Srebrenica constituted acts of genocide in violation of the
Genocide Convention.1102 It had then to determine if these acts of the VRS were attributable to
Serbia and Montenegro, the respondent in the case, and thus if this State was responsible for them.
The Court noted on the attribution question that:
This question has in fact two aspects, which the Court must consider
separately. First, it should be ascertained whether the acts committed at
Srebrenica were perpetrated by organs of the Respondent, i.e., by persons or
entities whose conduct is necessarily attributable to it, because they are in
fact the instruments of its action. Next, if the preceding question is answered
in the negative, it should be ascertained whether the acts in question were
committed by persons who, while not organs of the Respondent, did
nevertheless act on the instructions of, or under the direction or control of,
the Respondent.1103

The Court analyzed first whether the VRS was a de jure organ of Serbia and Montenegro, and
answered negatively.1104 As pointed out above, it also considered whether it constituted a de facto
organ of this State applying the ‘complete dependence’ test developed in the Nicaragua case,1105 and
again answered negatively.1106
As the VRS was neither a de jure nor a de facto organ of Serbia and Montenegro, the Court analyzed
whether the VRS was acting on the instructions of, or under the direction or control of, this
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State.1107 The Court based its analysis on Article 8 of the Articles on State Responsibility,1108 which
enshrines the applicable norm of customary international law. The Court analyzed the ‘overall
control’ test developed in the Tadić case, and found that the:
logic does not require the same test to be adopted in resolving the two issues,
which are very different in nature: the degree and nature of a State’s
involvement in an armed conflict on another State’s territory which is
required for the conflict to be characterized as international, can very well,
and without logical inconsistency, differ from the degree and nature of
involvement required to give rise to that State’s responsibility for a specific
act committed in the course of the conflict.1109

Moreover, the Court criticized the approach followed by the ICTY by saying that:
It must next be noted that the “overall control” test has the major drawback
of broadening the scope of State responsibility well beyond the fundamental
principle governing the law of international responsibility: a State is
responsible only for its own conduct, that is to say the conduct of persons
acting, on whatever basis, on its behalf.1110

Consequently, the ICJ did not follow the ‘overall control’ test, but decided to return to the approach
it developed in the Nicaragua case, the ‘effective control’ test. In this respect, the Court noted that
“it is on the basis of its settled jurisprudence that the Court will determine whether the Respondent
has incurred responsibility under the rule of customary international law set out in Article 8 of the
Articles on State Responsibility”.1111
It concludes that there is not a sufficient factual basis to establish that the acts were conducted
under the direction or control of the FRY.1112

E.

Analyzing and navigating the various approaches

The previous sections have described the various approaches adopted by the ICJ, the ICTY, and
the ILC. These different approaches can be summarized as follows:
Any act conducted by any single individual, unorganized group or organized group under the
specific instructions of a State for the perpetration of this very act, is attributable to this State; the

1107

1108

1109
1110
1111
1112

ibid 207, para 397; the analysis of the question of attribution on the basis of direction or control is dealt
with at 206-214, paras. 396-412.
ibid 207, para 397; see the critical analysis of the reasoning of the Court on Article 8 of the Articles on State
Responsibility in: Griebel and Plücken (n 936). Marco Milanović criticized the interpretation made by these
authors in Milanovic, ‘State Responsibility for Acts of Non-State Actors’ (n 1091).
Bosnian genocide (Judgment) (n 771) 210, para 405.
ibid 210, para 406.
ibid 210–211, para 407.
ibid 214, para 412.

262

ATTRIBUTION TO A STATE

ICJ, the ICTY and the ILC agreed on this point. This is the ‘effective control’ test adopted by the
ICJ and the ‘specific instructions’ test adopted by the ICTY.
Conversely, the situation is more complicated when it comes to acts conducted without the specific
instructions of a State. The three juridical institutions adopted divergent approaches.
For the ICJ, the lack of effective control prevents the attribution of the conduct to a State, whether
perpetrated by single individuals, unorganized groups or organized groups.
In such circumstances, the ICTY determines whether the acts are conducted by organized armed
groups, or, instead, by single individuals or unorganized groups. In the first scenario, an overall
control over the organized group perpetrating the conduct is sufficient to attribute it to the State
according to the ICTY; this is the overall control test developed in the Tadić case. Conversely, in
the second scenario, an act perpetrated by single individuals or unorganized groups cannot be
attributed to the State without its specific instruction; this complies with the ICJ approach.
The ILC seems to lean towards the second approach by using the alternative criteria of direction
and control.1113 It does not distinguish between conduct that is perpetrated by a single individual,
an unorganized group or an organized group. Having a certain degree of control or direction over
the perpetrator in relation to the conduct would be enough to attribute the conduct to the State.

9.2.1.3.

Applying the various approaches to cyber operations

State-sponsored cyber operations are often conducted by non-state actors. This situation triggers
the question of attribution, and in particular how to attribute their conduct to the State. First of all,
it is undisputed that the rules on State responsibility governing attribution apply to cyber
conduct.1114
Cyber operations, and more generally the ubiquitous character of the Internet, appear to be
particularly challenging for the existing rules governing the law of State responsibility, and in
particular attribution. I assert that, in some cases, the degree of control required by the ICJ might
amount to a too high threshold to be applicable and relevant to the use of new technology.1115 We
should also be wary, nevertheless, of lowering the threshold too significantly. Reflection is thus
needed in order to define the most appropriate threshold to cater for attribution in cases of cyber
operations. The following paragraphs discuss the two principal reasons for this approach; the first
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concerns the use of the Internet in general, not solely concerned with cyber operations, and the
second centres on cyber operations.
Firstly, the Internet offers the easiest way to coordinate activity with a lesser degree of organization.
The cyber operations conducted in 1998 by various actors in support of the Zapatista Army of
National Liberation (ZANL) clearly illustrate this point. The Electronic Disturbance Theater
(EDT), a group of cyber activists established in 1997 in the United States, and the Anonymous
Digital Coalition (ADC), a group of political activists from Italy, conducted cyber operations
against the US and Mexican governments in support of the ZANL. They not only conducted theses
operations but they also designed them, made an online tool (Flood Net) available to conduct them,
and called on any interested individuals to participate in their online actions. These actions were
well-coordinated with a low degree of organization. In a similar manner, the actions of Anonymous
show how an unorganized group is able to conduct widespread coordinated cyber operations; the
same can be said of the Russian Business Network.1116
These examples do not directly concern the question of whether the acts of non-state actors are
attributable to a State. However, a State could just as easily coordinate cyber operations, and involve
non-state actors in these actions, without necessarily having a very high degree of control over
them. The State might then have a sufficient degree of control to achieve its goals without the risk
of being held legally responsible for these acts, given the very high threshold that is required for
attribution.
Secondly, cyber operations offer an easy means to act and to incentivize others to act. For instance,
standard ‘arming and training’ means the physical delivery of weapons and the sending of agents
to train the individuals on how to use these weapons. In cyberspace, the same objective can be
achieved much more easily. Would posting online of a ready-to-use malware, or software, for the
conduct of cyber operations, such as FloodNet, amount to ‘arming’ the final users? This crude
comparison between real arming and training and cyber arming and training might seem farfetched,
but the end result could easily be the same. Similarly, ‘training’ might be carried out through online
instructions. This example illustrates how analogous situations in the real world and in cyberspace
might end up having divergent legal qualifications and effects.
Finally, the lack of cooperation between States is an important challenge for the question of
attribution involving any kind of cyber operation, and a fortiori when it involves alleged statesponsored ones. In most cases, the necessary information and evidence required to identify the
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computers and human involved, as well as any sponsoring State, might be located in a foreign
country. The identification and attribution processes depend on the good will and cooperation of
the foreign State. In the case of Estonia, for instance, the country made unsuccessful requests
seeking Russia’s legal cooperation to assist with the identification of the perpetrators of the 2007
cyber attacks.1117 Unsurprisingly, no Russian perpetrators were thus identified, and the only
perpetrator identified was an Estonian, Dmitri Galuškevitš, who acted from Estonia’s territory and
thus the Estonian authorities were able to gather evidence that led to his identification and
conviction.1118 The lack of cooperation constitutes an important challenge for the attribution of
cyber operations.
To give a concrete illustration of the application of attribution in the realm of cyberspace where a
State directs or controls individuals, we will now consider its application in the context of the 2007
cyber operations against Estonia.

A.

2007 Estonia DDoS Attacks

The Estonian government accused Russia of being behind the 2007 cyber operations, but admitted
that they had no actual evidence to prove Russia’s involvement.1119 However, members of a Russian
movement acknowledged their involvement:
Russia has consistently denied any involvement. Yesterday, however,
Konstantin Goloskokov, a "commissar" in the youth group [Nashi], which
works for the Kremlin, told the Financial Times that he and some associates
had launched the attack, which appears to be the first time anyone has
claimed responsibility.1120

Moreover, Sergei Markov, a member of the Russian Parliament, confirmed that his assistant had
carried out cyber operations against Estonia.1121 Dmitri Galuškevitš, a 20-year-old Estonian from
the Russian minority, has been the only perpetrator identified and convicted for the cyber
operations that blocked the website of the Estonian Reform Party.1122
The following paragraphs will not discuss the question of the veracity of this claim, or the legal
characterization of these cyber operations. The analysis will solely focus on establishing the
necessary conditions to attribute these cyber operations by non-state actors to Russia.
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I will first briefly restate the facts. The cyber operations against Estonia can be divided into two
phases: the first phase was predominantly “emotionally motivated” and took place from 27 to 29
April 2007; the second phase was more coordinated and sophisticated and lasted from 30 April to
18 May 2007.1123 The first phase consisted mainly of DoS attacks against governmental and media
websites, coordinated through various online forums and chats. The second phase consisted in
more coordinated and sophisticated cyber operations that had more harmful consequences. In the
DoS attacks that were replaced by sophisticated DDoS attacks using large-scale and sophisticated
botnets, the perpetrators rendered the question of attribution more difficult by using proxy servers
in various countries and spoofing their IP addresses. In addition to DoS and DDoS attacks, cyber
operations also took the form of defacement, targeting websites and comments, and email
spamming.
The following deductive reasoning is based on the limited facts and information made publicly
available and does not thus constitute a comprehensive or final analysis of the case. It seems clear
that most of these cyber operations were carried out by non-state actors, supporting the Russian
minority living in Estonia. A natural question to ask is: what degree of control would Russia have
had to have exercise over these cyber operations in order to be held responsible?
The cyber operations seem to have been coordinated through various online chats and forums.
Consequently, the non-state perpetrators appear to be disorganized, and therefore do not
constitute a single organized group. Instead, the perpetrators seem to be overwhelmingly single
individuals or unorganized groups that decided to conduct cyber operations in support of a cause,
which led them to collect information on the targets and develop means to conduct the online
cyber operations.
If this were the case, it would be difficult to say that any one individual had effective control over
all the cyber operations, and thus a fortiori to claim a State was exercising such control. This is a
general conclusion given the nature and the variety of actors involved in these cyber operations. It
does not preclude the consideration that some of those involved might have actually acted on the
specific instructions from Russia.
Consequently, it appears that the ICJ would clearly find these cyber operations were not attributable
to Russia because the effective control test would fail to be satisfied. The State obviously exercised
a lesser degree of control than in the case where the State arms and trains, or even funds, the group.
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The ICTY would adopt the same approach concerning single individuals and unorganized groups.
The first alternative criterion of ‘instruction’, formulated by the ILC, would clearly not be satisfied.
Two possible grounds for attribution remain unresolved: the attribution to organized groups on
the basis of the ‘overall control’ test of the ICTY, and the criteria of direction and control set down
by the ILC. Concerning the overall control test, it encompasses a wider degree of control over the
group without requiring specific instructions for each individual act; it could, for instance, refer to
no more than funding. As noted already, we cannot axiomatically maintain that these perpetrators
constitute an organized group; however, some of them might have belonged to organized groups.
It seems that even in such a scenario, the degree of control is still too trivial. Indeed, even if Russia
was actually behind some of the forums or chats inciting people to perpetrate these cyber
operations, which it must be pointed out has not been established to date, and subsequently gave
instructions on how to carry these acts, this form of control or direction appears to be clearly below
the threshold of the ‘overall control’ test and the ICL criteria.
As mentioned already, this analysis does not provide a comprehensive or final answer to the
question of attribution concerning the cyber operations that were perpetrated against Estonia. It
demonstrates, however, that even if more information and evidence were available, the attribution
to Russia would be extremely difficult to establish in international law.
The degree of control necessary to encourage non-state actors to conduct cyber operations can, as
has already pointed out, be particularly low. If States increasingly rely on cyber operations and
ultimately a case is brought before an international court or tribunal, it seems plausible that the
judges would ask the question whether a lower threshold should be necessary, or at least
conceivable, in such scenarios. However, it is important to not lose sight of the risk of lowering
the threshold too low, which would open the floodgates to excessively loose criteria for attribution
that would result in misinterpretation and mistaken attribution.

B.

Private cybersecurity companies

The conduct of private cybersecurity companies can be attributed to a State on various grounds,
notably if they are de facto organs of State or permitted to exercise governmental authority.1124 In
such cases, all their acts are attributed to the State even if they are ultra vires.1125 Most private
cybersecurity companies may, however, fall outside these categories and thus their acts would not
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be automatically attributable to the State. When they are not de facto organs, some of their acts
would be attributable if they are exercised under a certain degree of control of the State, as
described above.1126
The question of private cybersecurity companies can be studied in conjunction with the broader
notion of PMSCs. PMSCs are increasingly employed by States to conduct functions previously
exercised by armed forces, raising many legal questions.1127 On the attribution of PMSCs’ conduct
to a State, the ‘effective control’ test of the ICJ seems too restrictive. The ‘overall control’ test of
the ICTY seems conversely more appropriate. These problems have been raised by Francesco
Francioni, who highlighted these two tests in the context of State’s recourse to PMSCs:
Under the Nicaragua test, a PMSC would engage the home state liability for
a violation of human rights only if it was proved that, in conducting the
specific activity which infringed a human right, the company or its employees
were acting under the effective control of the home state. Under the Tadić
test—also known as the Cassese test—it is sufficient that the home state
maintains a general or ‘overall’ control of a political-military nature over the
private military contractors, without being necessary that it has directed the
specific commission of the wrongful act by the private actor.1128

When recruiting private actors to conduct cyber operations, States may only give instructions about
the result while leaving it to the discretion of the private actors to decide on what type of cyber
operation to execute. For instance, if a State asks the private actors to conduct cyber operations in
order to disrupt and cause physical damage to a nuclear plant in another State, this situation may,
according to the ‘effective control’ test, be difficult to attribute to the State, whereas it would be
attributable according to the ‘overall control’ test. The alternative criteria of instructions, direction
or control, as defined by the ICL, would make such conduct attributable to the hiring State.

9.2.1.4.

Conclusion on cyber operations conducted under the direction or
control of States

Cyber operations conducted under the instructions, direction or control of a State may constitute
the main category of state-sponsored cyber operations. The previous developments demonstrated
that the current international legal framework is applicable to the cyber realm; however, using
overly strict criteria might make the attribution process particularly difficult in practice.
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9.2.2. Cyber operations conducted in the absence or default of the
State
In the absence or default of the official authority of the State, the conduct of a person or a group
exercising certain functions of governmental authority are attributable to the State. This rule has
been enshrined by the ILC in Article 9 of the Articles on State Responsibility. There are three
cumulative criteria: firstly, the conduct must constitute the exercise of elements of the
governmental authority; secondly, it must have been carried out in the absence or default of the
State; and thirdly, it must have been carried in “circumstances such as to call for the exercise of
those elements of authority”.1129
The second and the third criteria render this situation exceptional. Indeed, it would be applicable
only in the absence of official authority, which occurs in very specific situations such as armed
conflict or foreign occupation. The collapse of official authority must render necessary that
individuals substitute themselves and act on behalf of the failing State. The shift into cyberspace
does not concern or affect either the second or the third criteria, which means they do not need to
be developed any further in this dissertation.
By contrast, when it involves cyber operations, the first criterion may be affected. Can cyber
operations constitute the exercise of elements of governmental authority? It has been previously
asserted that some cyber operations can in fact constitute the exercise of elements of governmental
authority.1130
In the context of the absence or default of the State, a group conducting cyber operations against
another State to defend State interests might thus be considered to constitute the exercise of
elements of governmental authority. To qualify as such, these cyber operations must have been
carried out in circumstances justifying them as a necessary exercise of governmental authority.
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9.2.3. Cyber operations endorsed by the State
The previous subsections dealt with the attribution of acts based on a relationship between the
perpetrator and the State, which exists at the time of the perpetration of the wrongful conduct.
Conversely, the paragraphs that follow focus on when a State decides to endorse a posteriori an act
committed by private individuals.
The Article on State Responsibility deals with this situation in Article 11 ‘Conduct acknowledged
and adopted by a State as its own’, which reads:
Conduct which is not attributable to a State under the preceding articles shall
nevertheless be considered an act of that State under international law if and
to the extent that the State acknowledges and adopts the conduct in question
as its own.1131

The two conditions arising from Article 11 – the acknowledgement and the adoption of the act by
the State – are cumulative. The fulfilment of these two criteria can be either expressed or inferred
from the conduct of the State.1132
In the context of State succession, the successor State can decide to endorse the conduct of the
predecessor State, and continue to exercise such conduct.1133 In such a case, if the conduct
constitutes an internationally wrongful act, the successor State will be held responsible for its own
conduct as well as the conduct of the predecessor State, which it endorsed. A good illustration to
demonstrate this point is the Affaire relative à la concession des phares de l'Empire ottoman arbitration,
handed down in 1956 by the Permanent Court of Arbitration. It is also referred to as the Lighthouses
arbitration.1134 This case concerns concession rights for maintaining lighthouses in Crete, which
were originally obtained in 1860 by a French company from the Ottoman Empire. Greece gained
sovereignty over Crete in 1913 and decided to expropriate the concession during the First World
War. France sought reparations from Greece for damages due to acts perpetrated by the Ottoman
Empire as well as by the autonomous government of Crete. For the most part, the tribunal ruled
that Turkey was the successor State of the Ottoman Empire and for this reason, Greece could not
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be held responsible for the conduct of the Ottoman Empire.1135 However, an outstanding claim
concerned whether there was a breach of a contractual obligation that arose following the legislative
enactment by local Crete authorities in 1908, which Greece continued to uphold when it gained
sovereignty over Crete in 1913. This in effect meant that Greece continued the wrongful conduct.
The tribunal considered that Greece, “having adopted the illegal conduct of Crete in its recent past
as autonomous State,” was liable for breaching its contractual obligations.1136
The ICJ dealt with the question of a posteriori endorsement of conduct by a State in the Tehran
Hostage case.1137 On 4 November 1979, the US embassy in Tehran was overrun by an armed group
of several hundred militants. The staff of the US embassy were then kept hostage in the embassy
compound. Similar situations occurred at the US consulates in Tabriz and Shiraz on 5 November,
but the personnel had been evacuated prior to its seizure. The hostages were finally released on 20
January 1981. The ICJ had to determine whether the Iranian government could be held responsible
for the seizure of the embassy and the taking of the hostages by the militants. Two phases were
distinguished: firstly, the attacks and seizure of the embassy and consulates by the militants;
secondly, the occupation of the embassy and consulates and the hostage situation. To begin with,
the Court held that the militants were not organs of Iran and thus the attacks against the embassy
in Tehran and the consulates in Tabriz and Shiraz, were not imputable to Iran.1138 The Court then
analyzed the second phase, and found the Iranian government responsible as it endorsed the
occupation and hostage-taking in various statements. The Court ruled:
The policy thus announced by the Ayatollah Khomeini, of maintaining the
occupation of the Embassy and the detention of its inmates as hostages for
the purpose of exerting pressure on the United States Government was
complied with by other Iranian authorities and endorsed by them repeatedly
in statements made in various contexts. The result of that policy was
fundamentally to transform the legal nature of the situation created by the
occupation of the Embassy and the detention of its diplomatic and consular
staff as hostages. The approval given to these facts by the Ayatollah Khomeini
and other organs of the Iranian State, and the decision to perpetuate them,
translated continuing occupation of the Embassy and detention of the
hostages into acts of that State.1139
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The acknowledgement and adoption of the militants’ conduct during the occupation and the
hostage situation must not be confused with mere support or endorsement. The latter situation is
to be read in connection with Article 16 of the Articles on State Responsibility: a State assisting or
aiding another one to perpetrate an unlawful action will be held responsible for its support but not
for the wrongful act itself.1140 Acknowledgement and adoption is distinct from the mere support or
endorsement, and depends on the circumstances surrounding the perpetration of the act.1141
In the Prosecutor v. Dragan Nikolić case, the ICTY had to determine whether the conduct “by
unknown individuals” had been “acknowledged and adopted” by the Stabilization Force (SFOR).
The Trial Chamber based its reasoning on Article 11 of the Articles on State Responsibility and
concluded negatively.1142
Finally, according to the ICL, the seizure of Adolf Eichmann by a group of Israelis in Argentina in
1960 was a plausible example of State practice.1143 In this case, the acknowledgement and adoption
of conduct by a State is inferred rather than expressed, rendering it more difficult to characterize
this as an endorsement.
To date, no cyber operation has been acknowledged or adopted by any State.1144 However, two
cases need to be analyzed in this regard: the malware Stuxnet (9.2.3.1) and the 2007 cyber
operations against Estonia (9.2.3.2).

9.2.3.1.

Stuxnet

Stuxnet is generally believed to have been jointly launched by the United States and Israel against
Iran. While the origins of the operations have not been confirmed, two events involving Americans
or Israelis have been interpreted as indicative of the sources of malware.
In 2011, the White House Coordinator for Arms Control and Weapons of Mass Destruction, Gary
Samore, said “we’re glad they [the Iranians] are having trouble with their centrifuge machine and

1140

1141
1142

1143
1144

Articles on State Responsibility (n 116), Article 16; ‘Commentary to the Articles on State Responsibility’ (n
115) 53, commentary to Article 11, para 6.
Yeager (n 1018); see also: Caron (n 932) 147.
Prosecutor v. Dragan Nikolić (Decision on Defence Motion Challenging the Exercise of Jurisdiction by the
Tribunal) (n 589) para 60-64.
‘Commentary to the Articles on State Responsibility’ (n 115) 53, commentary to Article 11, para 5.
This possibility is however envisaged in Schmitt, The Tallinn Manual (n 76) 34, commentary to Rule 6, para
14.

272

ATTRIBUTION TO A STATE

that we – the US and its allies – are doing everything we can to make sure that we complicate
matters for them”.1145
The same year, at the retirement party of the Israeli Lieutenant General Gabi Ashkenazi, the former
chief of staff of the Israel Defence Forces (IDF), a video showing his operational successes was
played. This video footage included a reference to Stuxnet.1146
These two events are generally raised to support the alleged US-Israeli paternity of Stuxnet.1147
However, the first statement, even if emanating from an US official, is too vague and does not
even make any reference to Stuxnet. In the second case, it seems impossible to attribute this video,
and a fortiori its content, to the Israeli government. Thus, in the context of Article 11 of the Articles
on State Responsibility, the events in both cases clearly do not constitute ‘acknowledgement and
adoption’ by Israel or the United States of the cyber operations.

9.2.3.2.

Estonia

As already mentioned in this chapter,1148 after the 2007 cyber operations against Estonia, the
Estonian government accused Russia for the attacks, but admitted that there was no evidence to
prove this allegation.1149 The Russian Government never acknowledged its involvement nor did it
endorse the 2007 cyber operations against Estonia. However, Konstantin Goloskokov, a member
of the Russian youth group Nashi (Наши) said he was involved in the launch of cyber attacks
against Estonia,1150 and Sergei Markov, a member of the Russian Parliament, confirmed that his
assistant carried out cyber operations against Estonia.1151
However, because both individuals attribute the cyber operations to themselves, and not to Russia,
their statements do not constitute either an expressed or implied acknowledgement on behalf of
the Russian Federation. Moreover, neither individual has the capacity to speak in the name of the
State. Konstantin Goloskokov did not speak as a Russian official or on behalf of the State, and
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Christian Lowe, ‘Kremlin Loyalist Says Launched Estonia Cyber-Attack’ Reuters (13 March 2009); Clover (n
232).
‘Behind The Estonia Cyberattacks’ (n 233).
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thus his declaration could not be attributed to Russia. Sergei Markov was a member of the Russian
Parliament but not a member of the Russian government. Consequently, in the light of the evidence
at hand and on the basis of Article 11 of the Articles on State Responsibility, it seems impossible
to maintain that these statements constitute an endorsement by the Russian Federation of the 2007
cyber operations against Estonia.

9.2.4. Cyber operations conducted in the context of mob violence,
insurrections and civil wars
The conduct of an insurrectional movement, which goes on to become either the new Government
of an existing State or a new State are attributable to this State. Article 10 of the Articles on State
Responsibility, titled ‘Conduct of an insurrectional or other movement’, reaffirms this customary
law rule and reads:
1. The conduct of an insurrectional movement which becomes the new
Government of a State shall be considered an act of that State under
international law.
2. The conduct of a movement, insurrectional or other, which succeeds in
establishing a new State in part of the territory of a pre-existing State or in a
territory under its administration shall be considered an act of the new State
under international law.
3. This article is without prejudice to the attribution to a State of any conduct,
however related to that of the movement concerned, which is to be
considered an act of that State by virtue of articles 4 to 9.1152

Generally, the conduct of an insurrectional movement is not attributable to the State.1153 The
present ground for attribution constitutes an exception to this general rule, where the insurrectional
movement succeeds. As stated in the commentary to Article 10 of the Articles on State
Responsibility,1154 the two rules of attribution enshrined in Article 10 are generally accepted by State
practice, arbitral decisions and the literature.1155
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‘Commentary to the Articles on State Responsibility’ (n 115) 50–51, commentary to Article 10, paras 4-6.
ibid 50–52, commentary to Article 10, paras 3, 12-16.
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The condition for Article 10 is the successful takeover of an existing State or the creation of a new
State by the insurrectional movement; however, the character or nature of the conduct is irrelevant.
Consequently, the fact that the concerned conduct is a cyber operation does not change the
situation for the question of attribution in the context of Article 10, and thus there is no need to
develop any further this ground for attribution.

9.3.

Autonomous cyber operations

Similar to the developments in cyberspace and cyber operations a few decades ago, autonomous
cyber operations have succeeded in escaping the realm of science-fiction imaginary and entered
our reality. Before concluding this chapter on the attribution of cyber operations to a State, it is
necessary to examine the attribution of cyber operations that have an autonomous character.
The promises of artificial intelligence influence numerous aspects of our daily lives and
contemporary society, including the ways by which States conduct their military operations. The
development of Lethal Autonomous Robots (LARS) and Lethal Autonomous Weapons Systems
(LAWS) raises a number of questions that also touch on the legal dimensions of their use.1156
Concern is raised about their future deployment and many doubt their capacity to comply with the
requirements set down in international humanitarian law and international human rights law. Thus,
the questions analyzed in the present section on autonomous cyber operations should be
considered within the broader context of the development of LARS and LAWS, and the legal
questions accompanying this promised revolution in military affairs.
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Autonomous cyber operations are cyber operations that, once activated, can select and engage
targets without further intervention by a human operator.1157 One of their many features is to gather
information and analyze an important amount of information in short lapses of time, and then to
take decisions based on this information.1158 The ability to analyze a significant amount of data is
condensed to a very limited amount of time, in order to give the best response as quickly as
possible, which is an increasingly challenging aspect in human-based cyber defence.
In brief, autonomous cyber operations differentiate themselves from the rest of cyber operations
because of their ability to recognize, track, select and engage targets without human intervention.
It remains a developing area, and there may be various levels of autonomy, including humansupervised autonomous cyber operations. Autonomous cyber operations are mainly used in
defence, but they can also, in some instances, be used in offensive operations.1159 As of today, fully
autonomous cyber systems do not exist and are still in their infancy but rapid technological
developments invite us to consider these questions.1160

9.3.1.

Hypothetical examples of autonomous cyber systems

The two following paragraphs present hypothetical examples of autonomous cyber systems to be
deployed for defensive or offensive purposes.
In offensive operations, the operator launching an autonomous cyber operation defines a final
target and objective, but the malware independently determines the way to achieve its end-goal as
well as the intermediate steps and targets to infect and affect. For instance, Stuxnet was not an
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autonomous cyber operation1161 but if it was, then the operator would just have to define the final
target: the Iranian centrifuges in this hypothesis. Next, the malware would autonomously conduct
the reconnaissance phase in order to identify which computer networks and systems were
connected to the targets, how they could be penetrated and what consequences would arise due to
the disruption or disconnection. It would then decide autonomously which computer systems and
networks to infect and to target in order to achieve its overall objective.
Defensive autonomous cyber systems aim at detecting an intrusion into a computer system, and
then protect the system by fighting against the cyber intrusion. Some may remain within the limits
of the computer system or network they protect. Others may trace the cyber operations and target
the computer systems of the perpetrator. The malware allegedly developed by Fujitsu for the
Japanese government is a good example; it aimed at identifying the intermediary systems used by a
cyber operation and its sources to disable them.1162 Similarly, the NSA is allegedly working on a
programme called MonsterMind. Supposedly, it can respond autonomously to cyber operations by
monitoring and identifying unusual Internet traffic patterns, and thus detects intrusion and
subsequently blocks incoming traffic from the identified sources of the cyber operations.1163
The development of offensive and defensive autonomous cyber systems raises several questions,
mainly concerning attribution and liability, as well as questions concerning compliance with
international law.

9.3.2. Attribution to the launching State
The following question arises: does the autonomous character of a cyber operation affect the
question of attribution to a State? The answer is negative. Against our imaginary illusions created
by science-fiction, it is important to remember that autonomous cyber operations do not unfold in
the shadows of cyberspace without any human intervention. In actual fact, such cyber operations
are designed, coded, and launched by human operators. Thus, if the operation of coding and
launching an autonomous cyber operation is attributable to a State, then the autonomous actions
of this computer programme are also attributable to a State. For instance, a State is responsible for
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the actions of an autonomous cyber operation launched by its army, or by cybersecurity firm acting
under its instructions, direction or control.
Attribution, and more generally questions of responsibility and liability, of autonomous cyber
operations are heavily debated in the literature.1164 The autonomous character of the cyber
operations does not challenge the attribution of conduct to a State, which has been developed in
the two previous sections. This conclusion only concerns the question of attribution under the law
of State responsibility, and is without prejudice to questions of civil and criminal liability. These are
different questions that fall outside the scope of this dissertation and are not analyzed.

9.3.3. Legal questions surrounding the use of autonomous cyber
operations
One of the main focuses of the debate surrounding autonomous weapon systems is their capacity
to comply with the obligations enshrined in international humanitarian law.1165 Put differently, are
the operators of autonomous cyber operations able to translate the laws of war into a code that
can be uploaded into the autonomous systems? While IHL is beyond the scope of this dissertation,
this question leads to a broader issue that falls within the scope of this dissertation: the ability of
autonomous cyber operations to comply with international law.
This requirement is particularly important in the context of defensive autonomous cyber
operations. Actions taken by a defensive autonomous system constitute measures of self-help taken
by the victim State against the perpetrating State. The three main forms of self-help – retorsion,
countermeasure, and self-defence – must be adopted within a specific legal framework. In
particular, the measures taken by the autonomous systems in response to a cyber operation must
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be proportionate and necessary,1166 and thus tailor-made regarding the specific features and effects
of this cyber operation. One could argue that it is impossible to programme these autonomous
systems to enable them to assess the legality and intensity of a cyber operation, which would then
allow them to adopt the most appropriate response and thus comply with the necessity and
proportionality requirements. I disagree with this position. I would argue that it is technically
possible but it is currently beyond the grasp of research and the state of the art is lagging behind
the technical advances.
The assessment conducted by the autonomous system should first determine whether the cyber
operation for intruding the system is unlawful. Then it has to determine its intensity, in order to
decide on what response should be taken (from a technical perspective) and could be taken (from
a legal perspective). This assessment may be difficult to carry out but is not impossible.
Here two possible forms of response should be distinguished: whether the counter cyber operation
takes place only within the defended system or if it necessitates tracing the first intrusion and thus
penetrating a foreign system. If the measures are confined to the limits of the infected computer
systems – that is to say the computer system defended by the autonomous system – it may be able
to take any form of action against the intrusion. Conversely, if the measures take place outside this
system, any intrusion of a foreign system may amount to a breach of territorial sovereignty.
Conversely, in making a determination on whether a cyber operation amounts to an armed attack,
triggering the right of self-defense, the assessment may be more complicated. In the current state
of jus contra bellum, a cyber operation amounting to an armed attack should have caused physical
damage. However, it seems more difficult for the autonomous cyber system to be able to assess
this damage without human intervention. Moreover, even if the system may be aware of the
physical destruction, it may be difficult for it to assess the scale and intensity, which are necessary
in order to adjust the counter-cyber operations.
Another important legal observation is whether a breach of an international law norm by an
autonomous cyber operation does not preclude wrongfulness. This is particularly important
regarding the violation of territorial sovereignty. An offensive autonomous cyber operation may
need to infect several computer systems related to its target during its reconnaissance phase in
order to gather information. Each infection into foreign computer systems may constitute a
violation of the territorial sovereignty of the hosting State.
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Similarly, an autonomous defensive cyber operation, which first traces back the intermediary
systems used in the initial operation and then infects them to reach the source, also violates the
principle of territorial sovereignty. The State responsible for the defensive autonomous cyber
operation may, however, use necessity as a ground to justify these intrusions. These intrusions may
in fact be necessary to identify the source of the cyber operation in order to disable it. Moreover,
they may be of a very low intensity; for example, if it can be proven that the counter cyber operation
intrusion only collected evidence to find the next node used by the cyber operation, without any
further intervention on the intermediary system. In such cases, States may decide not to qualify the
low intensity violation of their computer systems as a violation of their sovereignty. Only future
State practice can settle whether States will characterize such intrusions as breaches of international
law, and whether necessity would be a sufficient ground to preclude wrongfulness.

9.3.4. Concluding remarks on autonomous cyber operations
This section introduced the current development and possible future deployment of autonomous
cyber systems. International law does not prohibit or specifically regulate autonomous cyber
systems or operations. As demonstrated in this section, this development may challenge some
specific rules of international law developed in other parts of this dissertation. These challenges
may be difficult to work out but, in my judgment, it is not beyond the realm of possibility, both
technically and legally.

9.4.

Conclusion on the attribution of cyber operations to a State

This section analyzed the international law applicable to the attribution of cyber operations to a
State. The first subsection focused on cyber operations conducted by State organs, either de jure or
de facto, and entities sanctioned to exercise governmental authority. States are increasingly involved
in cyber activities and are developing cyber capabilities, leading to the creation and development
of State organs that are engaged in or devoted to cyberspace activities. The second subsection
focused on the attribution of acts by non-state actors, which were not covered by the first
subsection.
Private actors appear to play an important role in States activities in cyberspace. They do not
constitute a unique category, as there is a multitude of non-state actors that might be involved and
thus they have various kinds of relationships with the State. These non-state actors can be, for
instance, private companies involved in cyber activities, private security companies contracted by
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a State to perform some part of its cyber activities, individuals and groups contracted by a State or
acting independently with some State support. The variety of relationships necessitates an in-depth
study into the law on State responsibility, especially when dealing with the question of attribution.
The summa divisio within the category of non-state actors must be drawn between those acting as de
facto State organs and those sanctioned to exercise governmental authority, which can be set apart
from the rest. All the acts of non-state actors falling within the first category are attributable to the
State, even if they are ultra vires. With regard to acts by other non-state actors, not acting as de facto
organs nor sanctioned to exercise governmental authority, they must be analyzed separately. Only
some of them might be attributable to the State. To be attributable to the State, they must have
been conducted: under the direction, control or instructions of the State; in lieu of an absent or
defaulting State; by an insurrectional movement which then becomes the new Government of a
State or gives rise to a new State; or by a State’s endorsement.
Cyber operations conducted under the direction, control or instruction of the State is most relevant
as it can apply to almost all situations. The navigation between the different approaches adopted
by the ICJ, ICTY, and ILC underscore that criteria of attribution are complex and often
contradictory. Moreover, the analysis highlighted the tension between two risks when it comes to
attribution in the cyber realm: on the one hand, using a too high threshold excludes the attribution
of most of cyber operations as cyberspace permits coordination with a lower degree of
organization; on the other hand, lowering the threshold too significantly runs the risk of
misattribution.
To conclude, the international law on State responsibility dealing with attribution appears to be
applicable to state-sponsored cyber operations. In practice, however, States and judicial bodies
must be cautious in their analysis as the shift to the cyber realm might be challenging and could
lead to misinterpretation, or even misattribution.
The attribution to an international organization, and its consequence, has not been developed in
this part, but it leads to important questions that should be developed in a separate study.1167
Nowadays, international organizations are a key actor in the international community and some of
them, such as the UN, the ITU, CoE, SCO and the NATO, are particularly active in the field of
cybersecurity.1168 Some of them are also developing defensive and offensive cyber capabilities.
Owing to their development of cyber capabilities, this might lead to the attribution of cyber
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operations to international organizations, as it has been the case for other forms of conduct.1169 For
a long time, the responsibility of international organizations has been a neglected topic in
international law.1170 The liability issues relating to the United Nations Operation in the Congo
(UNUC) in the 1960s and the bankruptcy of the International Tin Council (ITC) in 1985 stress the
necessity to clearly establish the legal dimension of liability and responsibility of international
organizations. As it did for the responsibility of States, the ILC carried out extensive work on the
responsibility of international organization. In 2011, the ILC adopted the last version of the Draft
articles on the responsibility of international organizations.1171
The responsibility of an international organization is based on the two same cumulative criteria,
which are mandatory for establishing State responsibility: firstly, a breach of an international law
obligation; secondly, the breach must be attributable to an international organization.1172 The
second Chapter of the ILC’s Draft articles on the responsibility of international organizations deals
with the ‘attribution of conduct to an international organization’ (Articles 6 to 9). The conduct, be
it an act or omission, of an organ or agent of the international organization, acting in the
performance of its function according to the rules of the international organization, is attributable
to the international organization.1173 The conduct of an organ or agent of an international
organization, which is placed at the disposal of another international organization, is attributable
to the latter if it exercises effective control over that conduct.1174 In both cases, ultra vires acts are
attributable to the organization on the condition that the “organ or agent acts in an official capacity
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and within the overall functions of that organization”.1175 Finally, an international organization may
acknowledge and adopt any conduct as its own.1176 In brief, a cyber operation may be attributed to
an international organization in two circumstances: firstly, if it is conducted by an organ or agent
of this organization or placed at its disposal by another, and acting in an official capacity and within
its functions. Secondly, if the international organization acknowledges the cyber operation, which
it then adopts as its own.
To date, no cyber operation has been publicly attributed to an international organization. It is,
nevertheless, likely that some of them, most notably those involved in peacekeeping and
international security, may launch cyber operations in the near future.
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Conclusion of Part III
This part analyzed the components of attribution of cyber operations: firstly, attribution to a
machine; secondly, attribution to a human; and thirdly, attribution to a subject of international law,
mainly a State but also possibly an international organization.
An important outcome of this study is that even if they are closely related to each other, the various
dimensions of attribution remain separate and distinct. Even when the identification of the
computer is impossible, the attribution to the State might be nevertheless possible. Thus, in any
exercise establishing a cyber operation, the impossibility, or difficulty, to perform technical
attribution does not prevent attribution to the human perpetrator, or the potential sponsoring
State. Large amounts of information and factors outside of the technical and cyber realms can be
gathered and might lead to attribution.
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PART IV.
REMEDIES AGAINST
STATE-SPONSORED CYBER
OPERATIONS
The State injured by a cyber operation sponsored by another State may be entitled to invoke the
responsibility of the sponsoring State and to seek reparations for the damage caused. The injured
State should first submit a request to the responsible State for the cessation of the wrongful cyber
operation and seek reparations for potential damages. If the responsible State does not comply
with its obligations under the law of State responsibility, the injured State could seek the
implementation of responsibility by judicial or extrajudicial processes.
Parts I and II of this dissertation focused on the norms of international law that may be breached
by state-sponsored cyber operations. They identified how a cyber operation may constitute an
internationally wrongful act. Part III of this dissertation analyzed the attribution of cyber operations
to a State. Thus, we have already studied the necessary basis for State responsibility: a wrongful act
that is attributable to a State.
Part IV aims to analyze how the injured State, or other interested States, may invoke the
responsibility of the liable State and seek reparations for possible damages. Chapter 10 focuses on
the consequences of internationally wrongful acts and the resulting obligations for the responsible
State. The responsible State bears the obligation to cease its wrongful cyber operations and is
obliged to make full reparation for the damage caused. The injured State should first ask the
responsible State to comply with its obligations. The injured State may, if the responsible State
does not comply, have recourse to judicial and extrajudicial processes for the mise-en-œuvre of
responsibility by the wrongdoing State. The judicial processes are not developed in this dissertation.
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Chapter 11 focuses on extrajudicial processes that might be used by the injured State, focusing
mainly on three forms of self-help measures: retorsion, countermeasures and self-defence.
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10.
State responsibility and the
consequences of an internationally
wrongful cyber operation
The existence of secondary rules of responsibility is because of two cumulative elements: a breach
of an international obligation and the attribution of this breach to a State. Thus, responsibility arises
without its invocation by an injured State, as clearly stated by Article 1 of the Articles on State
Responsibility:
Every internationally wrongful act of a State entails the international
responsibility of that State.1177

As a consequence of an internationally wrongful act, the wrongdoing State bears an obligation of
cessation, non-repetition, and reparation of the wrongful act. These consequences are automatic
and do not depend on any action by the injured State.
The injured State is entitled to invoke the responsibility of another State (the responsible State) for
its conduct, or omission, if the latter breaches an obligation owed to the former on an individual
basis. A State may also be entitled to invoke the responsibility of another if the obligation is owed
by a group of States including the injured State or the international community as a whole, and
either specially affects that State or “is of such a character as radically to change the position of all
the other States to which the obligation is owed with respect to the further performance of the
obligation”.1178 If cessation or reparation are denied by the responsible State, the injured State may
take countermeasures to compel the responsible State to comply with its obligations. The
invocation of responsibility is beyond the scope of this dissertation and is not developed any
further. Conversely, countermeasures are discussed in the Chapter 11, together with other measures
of self-help.1179
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The present chapter analyzes the obligations owed by the State responsible for a cyber operation
against another State: firstly, if the cyber operation has a continuing character, the responsible State
is under the obligation to cease the operation (10.1). Secondly, the responsible State may have to
offer assurances and guarantees of non-repetition if required by the circumstances of the case
(10.2). Thirdly, the responsible State has to repair the injury resulting from the cyber operation
(10.3). Finally, it is necessary to examine the question of shared responsibility, which is applicable
when multiple States are involved in the cyber operation (10.4).

10.1. Obligation of cessation
The responsible State of a wrongful cyber operation having a continuing character bears the
obligation to cease. Indeed, a State perpetrating an internationally wrongful act without valid legal
authority is bound to immediately terminate the violation of an international law norm.1180 This
obligation is the direct consequence of the wrongful conduct,1181 and exists even without any
request or action by the injured State.1182 Cessation of an internationally wrongful act may take
various forms depending on the nature of the act, and may consist either in abstaining from certain
conducts – for example, ending its support to an armed group fighting against another State – or
in performing a specific action – for instance, releasing hostages.1183
The obligation of cessation has been confirmed by the ICJ in various cases.1184 As noted by the ILC
in the Commentary to the Articles on State Responsibility, “[t]he function of cessation is to put an
end to a violation of international law and to safeguard the continuing validity and effectiveness of
the underlying primary rule. The responsible State’s obligation of cessation thus protects both the
interests of the injured State or States and the interests of the international community as a whole

1180
1181
1182
1183

1184

Articles on State Responsibility (n 116), Article 30(a).
Catherine Deman, ‘La cessation de l’acte illicite’ (1990) 23 Revue belge de droit international 476, 476.
Francesco Capotorti, ‘Cours général de droit international public’ (1994) 248 RCADI 1, 263.
Tehran Hostages (Judgment) (n 606) 44, para 3 of the operative part (dispositif). In the Rainbow Warrior case,
cessation would have taken the form of the return of the two French agents: Case concerning the difference
between New Zealand and France concerning the interpretation or application of two agreements, concluded on 9 July 1986
between the two States and which related to the problems arising from the Rainbow Warrior Affair (1990) 20 RIAA 215,
270, para 113.
Haya de la Torre (Colombia v Peru) (Judgment) [1951] ICJ Reports 71, 82; Tehran Hostages (Judgment) (n 606),
44, para 3 of the operative part (dispositif); Nicaragua (Merits) (n 77), 149, para. 12 of the operative part
(dispositif); Wall (Advisory Opinion) (n 91), 197, para 150; Jurisdictional Immunities of the State (Germany v Italy:
Greece intervening) (Judgment) [2012] ICJ Reports 99, 153, para 137 (‘the State responsible for an
internationally wrongful act is under an obligation to cease that act, if it is continuing.’).
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in the preservation of, and reliance on, the rule of law”.1185 In practice, cessation may be requested
not only by the injured State, but also by other subjects of international law, most notably the
General Assembly or Security Council of the United Nations.1186
Cessation is generally but not unanimously recognized as an independent obligation. Firstly, it is
sometimes considered to function as part of the duty to comply with the primary obligation
breached by the wrongful conduct.1187 Secondly, the distinction between the obligation of cessation
and the obligation of reparation, explicitly adopted by the ILC in the Articles on State
Responsibility, remains a controversial question in the literature and is not always easy to identify
in practice.1188 For instance, in cases involving the release of hostages or the return of seized objects
or premises, the distinction is impossible as these actions constitute both the cessation and the
reparation of the wrongful conduct. The two obligations have, however, a different content:
cessation means that the State, which is responsible for a continuing wrongful act, is under an
obligation to cease that act. While restitution consists in re-establishing the status quo ante. Generally,
cessation would not equate with the re-establishment of the situation as it existed before the
wrongful act was committed, which is part of the obligation of reparation.1189 Moreover, the
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‘Commentary to the Articles on State Responsibility’ (n 115) 89, commentary to Article 30, para 5.
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(16 June 2000) UN Doc S/RES/1304 the Security Council demands the end of the occupation of
Democratic Republic of the Congo by foreign armed forces; see generally: Olivier Corten, ‘The Obligation
of Cessation’ in James Crawford and others (eds), The Law of International Responsibility (Oxford University
Press 2010) 546; see also: ‘Commentary to the Articles on State Responsibility’ (n 115) 89, commentary to
Article 30, para 4.
Deman (n 1181) 477–478; Pierre d’Argent, Les réparations de guerre en droit international public: la responsabilité
internationale des Etats à l’épreuve de la guerre (Bruylant & LGDJ 2002) 675.
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international public (n 1187) 675; ‘Commentary to the Articles on State Responsibility’ (n 115) 89, commentary
to Article 30, paras 7-8. A minority of commentators maintain that cessation cannot be differentiated from
the restitutio in integrum, see generally: Benedetto Conforti, ‘Cours général de droit international public’ (1988)
212 RCADI 9, 206–207; Massimo Iovane, La riparazione nella teoria e nella prassi dell’illecito internazionale (Istituto
di diritto internazionale dell’Universita di Napoli, A Giuffre 1990) 181; Christian Dominicé, ‘Observations
sur les droits de l’État victime d’un fait internationalement illicite’, Droit International 2 (Institut de hautes
études internationales, Pedone 1982) 17–31; republished in: Christian Dominicé, ‘Observations sur les droits
de l’État victime d’un fait internationalement illicite’ in Jeanne Belhumeur and Luigi Condorelli (eds), L’ordre
juridique international entre tradition et innovation : recueil d’études (Publications de l’Institut de hautes études
internationales, Presses universitaires de France 1997) 261–316.
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rights by France’, Christine Gray, ‘The Different Forms of Reparation: Restitution’ in James Crawford and
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State Responsibility (n 730) 466; see also contra: ‘Commentary to the Articles on State Responsibility’ (n 115)
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Jurisdictional Immunities (Judgment) (n 1184) 153, para 137.
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distinction between cessation and reparation is also important as cessation is not bound by the
same limitations as reparation. For example, cessation is not bound by the requirement of
proportionality.1190
The obligation of cessation has two cumulative criteria: firstly, the wrongful conduct has a
continuing character; secondly, the breached obligation is still in force at the time of the order of
cessation.1191 The second criterion does not need further elaboration, given that it is unchallenged
by the shift into the cyber realm. The obligation breached by cyber operations must be still in force
when requiring the cessation of the wrongful conduct. The first criterion, conversely, calls for some
analysis: the wrongful acts need to be continuing or repeated on a series of occasions implying the
possibility of future repetition.1192 The resultant question for this study is: in which circumstances
may cyber operations constitute a continuing wrongful act? It is important to highlight that in most
cases the wrongful cyber operations will continue to breach the international obligation as long as
they last. It is not only the launching of a cyber operation that constitutes, for instance, a violation
of the principles of sovereignty or non-intervention or the prohibition of the use of force.

10.1.1. Distributed Denial of Service attacks
DDoS attacks generally attempt to make an online service unavailable, or cause a disruption by
overwhelming it with traffic from multiple sources. The attribution of DDoS attacks is a difficult
exercise, as they are generally conducted by several perpetrators simultaneously, sometimes also
relying on intermediary systems to advance and amplify their attacks.
In 2007, for instance, Estonia was targeted by a wave of DDoS attacks that caused several websites
and communication systems to malfunction which apparently came from countries from all over
the world. Similarly, the 2008 DDoS attacks against Georgia, coinciding with the Russia-Georgian
war, had similar effects and were apparently launched from multiple locations.
DDoS attacks usually have a continuing character, as their effects will last as long as the attack is
perpetrated and will end with it. Thus, as soon as the DDoS attack cross the threshold of legality,
the responsible State, or the partially responsible State when there are multiple perpetrators,
automatically and instantaneously bears the obligation to cease. The responsible State is subject to
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‘Commentary to the Articles on State Responsibility’ (n 115) 89, commentary to Article 30, para 7.
Rainbow Warrior (n 1183) 270, para 114.
Deman (n 1181) 480–483; ‘Commentary to the Articles on State Responsibility’ (n 115) 89, commentary to
Article 30, para 3; see the analysis of what constitutes a ‘violation of an obligation on a series of occasions’
in: Crawford, State Responsibility (n 730) 462–463.
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the obligation to cease its DDoS attack on the targeted State, even if the latter has neither identified
the attack and its perpetrator, nor has taken any action.

10.1.2. Intrusion of a malware
The intrusion of a malware into the computer system of another State constitutes another
interesting case regarding the obligation of cessation. Generally, as asserted previously in this
dissertation, the intrusion of a malware into the computer system of another State violates the
territorial sovereignty of the targeted State.1193 The intruded malware may serve various purposes
and actions: it may constitute a backdoor and remain dormant until its creators decide to use it; it
may spy on the infected system; or it may lead to the malfunction of the infected system producing
various kinds of effects. As long as the malware is present in the infected system, whether operating
or ready to operate for its creator, it unequivocally constitutes a continuing internationally wrongful
act. Thus, the obligation of cessation applies.
The question arises as to what does the obligation of cessation imply? Does it imply the removal
of the malware by the perpetrator or the victim? Or simply, ending the communication and thus
the control of the perpetrator? The specific nature of cyber operations makes it challenging and
requires some creativity and flexibility when interpreting the obligation of cessation. Firstly, it is
the presence of the malware in the victim system that constitutes the breach of territorial
sovereignty and not only its use. Secondly, when an aircraft, a ship or an agent violates the territorial
sovereignty of a State, its exit from the area under the territorial sovereignty of the injured State
constitutes the end of the violation. The situation is different in the cyber context, however. The
malware does not have to exit; it just needs to be deleted from the system of the victim. Thirdly, it
makes no sense for the victim to grant and permit the perpetrator additional access to its system in
order to remove the malware.
The obligation of cessation in the case of the intrusion of a malware is a reminder of the
abovementioned debate over the distinction between the obligation of cessation and the obligation
of restitutio in integrum, and more generally of reparation.1194 The removal of the malware from the
infected system is likely to constitute both the cessation and the reparation, as the targeted system
may then recover to its pre-infection situation. However, I contend that cessation should be
understood more broadly and encompasses situations in which the malware has not yet been
removed from the infected system. I propose two cumulative criteria to identify the compliance of
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the responsible State with its obligation of cessation concerning the malware infection: firstly, the
end of any use, communication and control of the malware by its perpetrator. The malware would
then become a dormant piece of code lost in the targeted system. Secondly, the perpetrator must
communicate all the necessary information to the targeted State for the complete and definitive
removal of the malware from the infected system, and thus end the intrusion. This implies the
communication of the used vulnerabilities in the targeted system. Thus, cessation would not equate
to re-establishing the status quo ante, as would be the case in restitutio in integrum, but would furnish
the injured State with all the necessary information to the injured State to re-establish the status quo
ante. It would also grant the injured State the possibility to update its system and remove the
vulnerability exploited by the intruders and thus prevent further possible intrusions through this
same vulnerability.
The two criteria are cumulative. For instance, in the case of a malware seeking to spy on the system
and its user, simply ending any communication and the use of the malware do not suffice. The
malware will remain dormant in the targeted system, and will continue to constitute a violation of
the infected system. Giving all the required information for the removal of the malware will not
stop the intrusion by itself. The victim will have to take active steps within the targeted system to
remove the infection. It seems then sufficient to argue that the perpetrator creates the necessary
conditions in order to end the violation of the breached norm of international law.
This approach differs from the current state of international law. Indeed, as long as the malware is
present in the infected system, even if dormant and useless, it constitutes a violation of territorial
sovereignty. Thus, the wrongful act has not ceased and the obligation of cessation is still pending.
A parallel can be drawn with the ruling of the ICJ in the Wall Advisory Opinion, in which the Court
concluded that the obligation of cessation imposes three conditions: firstly, the halting of the
construction of the wall; secondly, the dismantling of the existing structure; and thirdly; repealing
or rendering ineffective all legislative and regulatory acts related to the construction of the wall.1195
The shift into the cyber realm challenges this approach, however. Indeed, requiring the removal of
the malware by the perpetrator would allow it to gain further access to the infected system and thus
to learn more about it. Moreover, the action performed by the perpetrator in order to remove its
malware may produce additional damage to the system. It is thus preferable that the legitimate
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Wall (Advisory Opinion) (n 91) 201, para 163 (3) B. On the question of cessation in the Wall Advisory
Opinion, see generally Pierre d’Argent, ‘Compliance, Cessation, Reparation and Restitution in the Wall
Advisory Opinion’ in Malcolm N Shaw and others (eds), Völkerrecht als Wertordnung/Common values in
International Law, Festschrift für Christian Tomuschat/Essays in Honour of Christian Tomuschat (NP Engel Verlag
2006) 467–473.
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owner of the system perform the removal of the malware. For these reasons, I argue that the
obligation of cessation should not depend on the removal of the malware by perpetrator, but
preferably should impose an obligation on the perpetrator to transmit all the information necessary
to remove the malware. This proposition is not de lege feranda, remaining within the limits of positive
international law, as this interpretation is compatible with the current content of the obligation of
cessation.

10.1.3. Concluding remarks on the obligation of cessation
Various forms of cyber operations may have a continuing character, thus constituting a continuing
wrongful act. In such cases, as soon as the cyber operation breaches a norm of international law
and as long as it continues, the perpetrating State bears an obligation to cease the cyber operation.

10.2. Assurances and guarantees of non-repetition
The responsible State may have to offer appropriate assurances and guarantees of non-repetition,
if the circumstances require.1196 Thus, conversely to the obligation of cessation, it is not an
automatic and systematic consequence of a wrongful act and it depends on the circumstances of
the case.1197
The obligation to provide assurances and guarantees of non-repetition can be sometimes confused
with satisfaction, which is a form of reparation.1198 They must, however, be distinguished as they
serve different functions.1199 Satisfaction is backward-looking and concerns the past or current
wrongful conduct, and aims at restoring the status quo ante or at least repairing the consequences
the wrongful act. By contrast, assurances and guarantees of non-repetition are forward-looking and
aim at preventing the perpetration of future violations.1200 Assurances and guarantees aim at
restoring ‘confidence in a continuing relationship’ between the injured State and the responsible
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Articles on State Responsibility (n 116), Article 30 (b).
‘Commentary to the Articles on State Responsibility’ (n 115) 91, commentary to Article 30, para 13; see
generally: Sandrine Barbier, ‘Assurances and Guarantees of Non-Repetition’ in James Crawford and others
(eds), The Law of International Responsibility (Oxford University Press 2010) 557–559; Crawford, State
Responsibility (n 730) 469.
Capotorti (n 1182) 266; Giuseppe Palmisano, ‘Les garanties de non-répétition entre codification et
réalisation jurisdictionnelle du droit: à propos de l’affaire LaGrand’ (2002) 106 Revue Générale de Droit
International Public 753, 781–784; Barbier (n 1197) 555–556.
Christian J Tams, ‘Recognizing Guarantees and Assurances of Non-Repetition: LaGrand and the Law of
State Responsibility’ (2002) 27 Yale Journal of International Law 441, 443.
d’Argent, Les réparations de guerre en droit international public (n 1187) 678–679. See also: Palmisano (n 1198)
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State.1201 In any case, the two obligations may merge in certain circumstances, notably if the injured
State requires assurances and guarantees of non-repetition as a form of satisfaction.1202
In 2001 in the LaGrand case, the ICJ ordered for the first time1203 the responsible State to provide
guarantees and assurances of non-repetition.1204 It has been reaffirmed in subsequent
jurisprudence,1205 and the Court confirmed that the obligation applies only if required:
[W]hile the Court may order, as it has done in the past, a State responsible
for internationally wrongful conduct to provide the injured State with
assurances and guarantees of non-repetition, it will only do so if the
circumstances so warrant, which it is for the Court to assess.
As a general rule, there is no reason to suppose that a State whose act or
conduct has been declared wrongful by the Court will repeat that act or
conduct in the future, since its good faith must be presumed (see Factory at
Chorzów, Merits, Judgment No. 13, 1928, P.C.I.J., Series A, No. 17, p. 63;
Nuclear Tests (Australia v. France), Judgment, I.C.J. Reports 1974, p. 272,
para. 60; Nuclear Tests (New Zealand v. France), Judgment, I.C.J. Reports
1974, p. 477, para. 63; and Military and Paramilitary Activities in and
against Nicaragua (Nicaragua v. United States of America), Jurisdiction
and Admissibility, Judgment, I.C.J. Reports 1984, p. 437, para. 101). There
is thus no reason, except in special circumstances of which the Court is not
aware in the present case, to order [the provision of assurances and
guarantees of non-repetition] such as that requested by Costa Rica.1206

The responsible State would therefore have to provide assurances and guarantees of non-repetition
only when necessary. In the LaGrand case, the United States committed an internationally wrongful
act because it prevented Germany from exercising its consular functions and diplomatic
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Christian J Tams, ‘Les obligations de l’État responsable: le lien manquant?’ in Pierre-Marie Dupuy (ed),
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(2005) 109 Revue Générale de Droit International Public 859, passim.
Land and Maritime Boundary between Cameroon and Nigeria (Cameroon v Nigeria: Equatorial Guinea intervening)
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(Argentina v Uruguay) (Judgment) [2010] ICJ Reports 14, 105, para 278.
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protection1207 of two German citizens who were sentenced to death and executed by the United
States. The ICJ ruled that the satisfaction, in the form of formal apologies, was insufficient and
that the United States had to offer assurances and guarantees of non-repetition of such acts in the
future.1208
The difficulty is in identifying the circumstances that require an offer of assurances and guarantees
of non-repetition. In actual fact, they are exceptional and not automatic, granted only if the
circumstances require such assurances and guarantees.1209 Three factors can be identified in making
this assessment: the risk of repetition, the seriousness of the breach, and the character of the
breached obligation.1210 The risk of repetition is the predominant factor in assessing the necessity
of such assurances and guarantees.1211 The circumstances must be assessed on a case-by-case
basis,1212 thus it would be difficult to identify in advance which situations would require assurances
and guarantees.
Although their interpretation is not completely settled, the norms of international law are applicable
to cyber operations. States may be tempted to resort to cyber operations and repeat these actions
time again so long as their lawfulness remains arguably questionable. This constitutes a
contemporary and future risk of occurrence and repetition of such conduct. Thus, international
courts and tribunals as well as some States may request guarantees and assurances of non-repetition
regarding specific cyber operations to clarify and substantiate the unlawful character of these
operations. It may be particularly interesting in the case of a large-scale DDoS attack, when the
legal qualification may be controversial. In my judgment, requiring guarantees and assurances of
non-repetition against such forms of cyber operations may help settle the question of their
unlawfulness under international law.
Guarantees and assurances of non-repetition may take various forms, including: a verbal and vague
commitment not to repeat the wrongful conduct; a commitment to take specific measures to
prevent same wrongful conduct occurring if the same conditions arose in the future; immediate
and concrete measures.1213 Moreover, the content of these measures concerning a specific type of
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conduct can be divided into two main categories: general measures and specific measures.1214
General measures amount to a commitment by the responsible State that it will not commit the
same wrongful act again, without any specification of these measures. Conversely, specific
measures consist of measures aimed at ensuring that this type of wrongful act will not be
perpetrated again. In the cyber context, for instance, specific measures could mean requiring the
responsible State to amend its national cyber policy for the purpose of integrating the prohibition
of cyber operations that breach international law norms. The obligation may be performed in
various ways and should be considered with a certain degree of flexibility. In the LaGrand case, for
instance, the ICJ highlighted that the ‘choice of means’ belonged to the responsible State.1215
Cessation, and assurances and guarantees of non-repetition are sometimes confused with
reparation, despite the logic and preference to distinguish them in the majority of cases. Having
developed these two obligations, it is necessary to turn to the obligation to make full reparation.

10.3. Obligation of making reparation
The Permanent Court of International Justice, in the Factory at Chorzów case, clearly affirmed that a
breach of a primary obligation gives rise to a secondary obligation to make reparation for the
resulting injury. The Court held:
It is a principle of international law that the breach of an engagement
involves an obligation to make reparation in an adequate form.1216

The well-established obligation to make full reparation has been since reaffirmed and clarified by
the ICJ in several cases.1217 The objective of reparation is to “so far as possible, wipe out all the
consequences of the illegal act and re-establish the situation which would, in all probability, have
existed if that act had not been committed”.1218
The obligation of reparation as a legal consequence of a breach of an international obligation was
recognized in Article 36 of the PCIJ Statute, which was restated in Article 36 of the ICJ Statute.1219
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The obligation to make reparation has been codified by the ILC in the Articles on State
Responsibility. Articles 31(1) states that “[t]he responsible State is under an obligation to make full
reparation for the injury caused by the internationally wrongful act”.1220
Depending on the circumstances and the nature of the breached obligation, the obligations of the
responsible State may be owed to one or more States, as well as to the international community as
a whole.1221 The obligation owed by the responsible State extends to other States, and not just the
injured State, in the case of a breach of an obligation owed to a group of States (erga omnes partes
obligations), or extends to all States for a breach of an obligation to the international community
as a whole (erga omnes obligations).1222 Conversely, only the injured State can benefit from the
obligation to make full reparation.1223 For instance, a State breaching the prohibition on recourse
to force may have its responsibility invoked by any State, as it is violating an erga omnes obligation.
However, only the injured States may be entitled to request the reparation of the injury suffered.1224
The responsible State is obliged to make full reparation to the injured State for the injury caused
by the internationally wrongful act.1225 Thus, before analyzing the forms of reparations (10.3.4), it
is necessary to defines what constitutes an injury (10.3.1) and the necessary causal link between the
wrongful act and the injury (10.3.2) and the duty to mitigate (10.3.3).
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10.3.1. Cyber operations and the notion of injury
The definition of what constitutes an ‘injury’ or ‘damage’ for the purposes of reparation is still a
controversial question among international lawyers.1226 The debate focuses on what is the exact
meaning and content of each term. James Crawford summarized the problem by highlighting that
damage may in some cases be the ‘gist of injury’,1227 and in others not. Moreover, it is possible to
suffer damage without wrongful conduct (damnum sine iniuria). The ICL adopted an inclusive
approach. Article 31(2) reads: “[i]njury includes any damage, whether material or moral, caused by
the internationally wrongful act of a State”.1228 Accordingly, damage can be either material or moral.
‘Material damage’ consists of damage to property or other interests, which is assessable in financial
terms, and is caused to a State or its nationals. ‘Moral damage’ “includes such items as individual
pain and suffering, loss of loved ones or personal affront associated with an intrusion on one’s
home or private life”.1229 The damage does not, in fact, need to be physical in order to exist.1230 The
reparation of the damage is possible only if it is “caused by the internationally wrongful act”.1231
Thus, there must be a causal link between the wrongful act and the injury, which means that not
all damage will be covered.1232

10.3.2. Causality
The responsible State is only under an obligation to make full reparation for injury ‘caused’ by one
of its internationally wrongful acts.1233 Thus, there must be a causal link between the injury and the
internationally wrongful act attributed to the responsible State.1234

1226

1227

1228
1229
1230
1231
1232

1233
1234

James Crawford, ‘State Responsibility’, MPEPIL (2006) para 27; Brigitte Stern argues that there is no
difference between the terms ‘injury’ and ‘damage’: Stern, ‘The Obligation to Make Reparation’ (n 1222)
569; see also: Crawford, State Responsibility (n 730) 485–492.
James Crawford, ‘Fourth Report on State Responsibility, by Mr. James Crawford, Special Rapporteur’
(International Law Commission 2001) DOCUMENT A/CN.4/517 and Add.1 9, para 33; Crawford, ‘State
Responsibility (MPEPIL)’ (n 1226) 27; Crawford, State Responsibility (n 730) 485.
Articles on State Responsibility (n 116), Article 31(2).
‘Commentary to the Articles on State Responsibility’ (n 115) 92, commentary to Article 31, para 5.
See generally: Rainbow Warrior (n 1183), 266–267, paras 107-110.
Articles on State Responsibility (n 116), Article 31(1).
‘Commentary to the Articles on State Responsibility’ (n 115) 92, commentary to Article 31, para 9; see
however the critical analysis of the ILC Articles’ approach on causation in: Stern, ‘The Obligation to Make
Reparation’ (n 1222) 569–570.
Articles on State Responsibility (n 116), Article 31(1).
See generally d’Argent, Les réparations de guerre en droit international public (n 1187) 622 et seq.; Crawford, State
Responsibility (n 730) 492 et seq.
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The reparation awarded to the injured State may be negatively affected by any wilful or negligent
act, or omission, on the part of the injured State or of the person seeking reparation.1235
To sum-up, a perpetrator State has an obligation to make reparation only if two cumulative criteria
are met: firstly, the occurrence of an injury, and secondly, there must be a causal link between this
injury and the internationally wrongful act.1236 Only if these two elements are met is the injured
State entitled to request the reparation for the damage caused. The link between the cyber operation
and the damage caused may be affected by the behaviour of the victim State. In light of this, it may
lead the reader to ask whether the injured State bears an obligation to mitigate the damage. In other
words, it seems that the injured State could be under a ‘duty to mitigate’.

10.3.3. The duty to mitigate
The ‘duty to mitigate’1237 is not an obligation that gives rise to responsibility.1238 Furthermore, it
could not be used to justify another internationally wrongful act owing to the negligence of a
State.1239 This duty can, however, affect and moderate the responsible State’s obligation to make
reparation.1240 However, it only provides a basis for the calculation of damage and the determination
of the appropriate reparation. In the Gabčíkovo-Nagymaros Project case the ICJ defined the duty to
mitigate in the following terms:
It would follow from such a principle [of mitigation] that an injured State
which has failed to take the necessary measures to limit the damage sustained
would not be entitled to claim compensation for that damage which could
have been avoided.1241

To mitigate damage means reducing the loss or injury that results from the internationally wrongful
conduct; the injured State is duty-bound to take all reasonable measures to mitigate its loss.1242 It is
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1239
1240
1241
1242

Articles on State Responsibility (n 116), Article 39.
Brigitte Stern, Le préjudice dans la théorie de la responsabilité internationale (Pedone 1973) 382; d’Argent, Les
réparations de guerre en droit international public (n 1187) 564; Jean Combacau and Serge Sur, Droit international
public (7th edn, Montchrestien 2006) 528–530; Stern, ‘The Obligation to Make Reparation’ (n 1222) 569–
570; Pierre d’Argent, ‘Reparation, Cessation, Assurances and Guarantees of Non-Repetition’ in Andre
Nollkaemper and Ilias Plakokefalos (eds), Principles of shared responsibility in international law : an appraisal of the
state of the art (Cambridge University Press 2014) 220.
The injured State’s duty to mitigate should not be confused with the principle of due diligence applying to
State in the perpetration of their cyber operation, which includes a duty to mitigate the effects of cyber
operations toward third States. On due diligence, see supra 191 et seq.
‘Commentary to the Articles on State Responsibility’ (n 115) 93, commentary to Article 31, para 11.
Gabčíkovo-Nagymaros (Judgment) (n 730) 55, para 80.
Stephan Wittich, ‘Compensation’, MPEPIL (2008), para 21.
Gabčíkovo-Nagymaros (Judgment) (n 730) 55, para 80-81.
The duty to mitigate must be distinguished from the duty of diligence previously analyzed in this
dissertation, on the latter see supra 191 et seq.
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important to note that it is a best-efforts obligation but not an obligation of result; the victim State
has no obligation to successfully repel a cyber operation targeting its system. It must, however, take
any necessary measure to limit the effects of the cyber operation.
The duty to mitigate is of particular interest in the cyber context. It can have two dimensions in
the cyber realm: firstly, a general duty to implement robust cyber security systems to protect the
critical infrastructure of the State; secondly, the duty to take necessary measures to mitigate the
effects of an ongoing cyber operation on a computer system, both of which are specific in nature.
The second dimension is simply a general duty to mitigate but transposed to the cyber realm.
However, the first dimension is unique owing to the specificity of cyberspace. Cybersecurity is an
important challenge for States and private companies, and they are constantly working on ways to
improve the security of their systems and networks. One of the main measures is to regularly update
the systems in order to ensure that they are protected against known vulnerabilities. Vulnerabilities
are frequently discovered and exposed which requires system updating, thereby eliminating any
vulnerabilities. Thus, if the malware used by a state-sponsored cyber operation infected the system
via a known vulnerability, which should have been removed in advance, it can be argued that the
owner of the system failed in its duty to mitigate. This would not prevent the injured State from
seeking reparation, but it might be used as a ground to lower the award of compensation. In the
same way, poor cyber security choices may be used against the injured State when calculating the
level of compensation, especially when it concerns critical infrastructure.1243 The following case
exemplifies this position.
On 25 January 2003, the Slammer worm1244 infected thousands of severs worldwide in less than 15
minutes by exploiting a vulnerability in Microsoft SQL Server. Slammer led to significant disruptive
effects, such as slowing-down and disrupting Internet connection in several countries, shuttingdown thousands of Bank of America’s ATMs, blocking the ticketing system of Continental Airline
and forcing the company to cancel several flights. The objective of the worm, however, was to
infect the system memory and from there to search for other hosts to infect; it did not take control
of the system or affect the data stored on the hard drive. The removal of the worm was an easy
procedure, which entailed closing the point of entry used by Slammer, port 1434, and rebooting
the server. Severs not yet infected could prevent the infection by closing their port 1434. Slammer

1243
1244

On critical infrastructures see supra 51 et seq.
The Slammer worm was not a state-sponsored cyber operation and is used here only as an example of cyber
operation. On Slammer see generally: Ray (n 27); ‘WORM:W32/SLAMMER’ (n 27); Boutin (n 27); Kesler
(n 27) 19–20. See also the analysis in Kerschischnig (n 187) 51–52.
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also infected the computer system of the Davis-Besse nuclear power plant in the United States,
causing disruption to the normal functioning of the Safety Parameter Display System. It is hoped
that the infection of the nuclear plant system did not produce any long-term damage. The computer
systems of the nuclear plant were protected by firewall and should not have been vulnerable to
Slammer. However, the worm was able to bypass the firewall because a consultant had created a
connection behind the firewall between the network of the nuclear plant and the network of his
office. In response to this incident, a firewall has been established between the two networks.
If we consider a similar scenario where a comparable malware is created and launched by a State,
the injured State could ask, inter alia, for compensation on behalf of the company running the
nuclear plant. The compensation would be for the loss of reputation resulting from the
malfunctioning of the nuclear plant as well for the cost to restore a clean and safe computer system.
The responsible State could argue that the injured State had failed to meet its obligation to mitigate
on two grounds. The first ground is due to the unsecure connection established between the
nuclear plant’s network and the consultant’s network. Thus, the nuclear plant was not safely
protected. The second ground rests on the fact that as soon as the vulnerability was known, the
systems should have been updated so as to protect it against the malware. These two grounds are
very fragile and it is not certain if they would be successful. Nonetheless, they are plausible and
could be used to make a case that the injured party failed to mitigate its loss in a future case.
The duty to mitigate is theoretically easy to conceptualize, but might result in very complex
situations in practice. In most cases, cyber infrastructures are not directly owned or managed by
the State but are in the hands of private entities. Hence, it is natural to ask: what is the content of
the duty of the State in the case of a private-owned infrastructure? Take for instance, the case of a
cyber operation by State A targeting and causing physical damage to a factory belonging to the
company C and located on the territory of State B. The physical damage caused to the factory could
have been avoided, or at least largely reduced, if the computer system of the factory was up-to-date
(for example, a patch was available against the vulnerability that could infect the system). In such
situations, is State B’s duty to mitigate affected by the private actor’s lack of robust cyber security?
A positive answer seems somewhat farfetched. A State cannot be held responsible when a private
actor has not installed robust cyber security. Maybe, the State’s lack of incentives to encourage its
companies to take such cyber threats seriously could be taken into consideration. For instance, the
absence of regulatory or legislative measures imposing the implementation of robust cyber security
for the sensitive infrastructure detracts responsibility from the private companies and focuses on
the State. However, such duty seems to impose a disproportionate burden on the State. Thus, the
duty to implement robust cybersecurity may not be practicable in practice, especially as it can only
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directly apply to state-owned cyber infrastructure. Concerning the duty to take necessary measures
to mitigate the effect of an ongoing cyber operation, the same considerations also apply. It would
be disproportionate to hold a State responsible for deficient cyber security of private actors. Ad
impossibilia nemo tenetur – in other words ‘nobody is held to the impossible’ – justifies the limitation
of the duty of mitigation when a State is not in position to comply. These proposals on the
interpretation of the duty to mitigate in the cyber context can be confirmed or discarded by future
State practice. It is likely that States will confirm that the duty to mitigate applies in cyberspace, and
their practice will define the limitations of this duty.
To conclude, it must be remembered that the duty to mitigate is not an absolute duty. Nonetheless,
the behaviour of the injured State may be taken into account in the assessment of reparation owed
by the responsible State. A State cannot bear responsibility because it fails to implement a robust
cybersecurity, or because it fails to take appropriate measures to mitigate the effects of a cyber
operation. Such failure or negligence may, however, be taken into account in the assessment of
damages and the calculations of reparation owed by the responsible State. Finally, it was also
demonstrated how the duty to mitigate can be extremely difficult to apply to real situations due to
the complex structure of computer systems and networks.

10.3.4. The different forms of reparation
The obligation to make full reparation of the injury resulting from an internationally wrongful act
may take the forms, which are: restitution, compensation, and satisfaction.1245 The PCIJ detailed
the obligations of reparation, and two forms it may take – restitution and compensation –, when
addressing the merits of the case in Factory at Chorzów, holding:
The essential principle contained in the actual notion of an illegal act—a
principle which seems to be established by international practice and in
particular by the decisions of arbitral tribunals—is that reparation must, as
far as possible, wipe out all the consequences of the illegal act and reestablish
the situation which would, in all probability, have existed if that act had not
been committed. Restitution in kind, or, if this is not possible, payment of a
sum corresponding to the value which a restitution in kind would bear; the
award, if need be, of damages for loss sustained which would not be covered
by restitution in kind or payment in place of it—such are the principles which
should serve to determine the amount of compensation due for an act
contrary to international law.1246

1245
1246

Articles on State Responsibility (n 116), Article 34.
Chorzów (Merits) (n 1218) 47.
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The primary form of reparation is restitution,1247 which consists of the reestablishment of the status
quo ante. 1248 Restitution might, however, be restricted when materially impossible or when the
burden is disproportionate to the benefit deriving from restitution. When restitution is impossible
or insufficient to ensure full reparation, the responsible State has an obligation to compensate. 1249
The obligation to compensate consists in the payment of financial compensation that “shall cover
any financially assessable damage including loss of profits insofar as it is established”.1250 Finally, if
full reparation cannot be achieved through restitution and compensation, the responsible State is
under an obligation to give satisfaction for the injury caused. 1251 Satisfaction, the last form of
reparation, may be constituted by non-material or moral reparation such as, an apology, expression
of regret, or acknowledgement of the breach.1252
Restitution, compensation and satisfaction are the only forms of reparation possible.1253 The three
different forms of reparation may be invoked separately or in combination in order to satisfy the
obligation of full reparation.1254 For instance, in some circumstances restitution might be
insufficient and thus complemented with compensation.1255 In addition to the three exclusive forms
of reparation – restitution, compensation and satisfaction – interest might be awarded either to
ensure the full reparation as an element of reparation (pre-award interest) or in relation to the
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Primacy of restitution over the other forms of reparation confirmed in: ibid, 47; quoted in: Bosnian genocide
(Judgment) (n 771), 232, para 460; see also: The M/V ‘SAIGA’ (No 2) (Saint Vincent and the Grenadines v
Guinea) (Judgment) [1999] ITLOS Reports, para 170; Award on the Merits in Dispute between Texaco Overseas
Petroleum Company/California Asiatic Oil Company and the Government of the Libyan Arab Republic (Compensation for
Nationalized Property) (1978) 17 International Legal Materials 1, 36, para 109; see also: Gray, ‘Restitution’ (n
1188) 589.
Articles on State Responsibility (n 116), Article 35 requests the re-establishment of ‘the situation which
existed before the wrongful act was committed’, which constitutes the narrowest understanding of
restitution. A broader understanding of restitution would imply the (re)establishment of the situation, as it
would have existed without the perpetration of the wrongful act: ‘Commentary to the Articles on State
Responsibility’ (n 115) 96, commentary to Article 35, para 2.
Articles on State Responsibility (n 116), Article 36(1); as confirmed in the previous extract of: Chorzów
(Merits) (n 1218), 47; see for instance: Affaire des biens britanniques au Maroc espagnol (n 654), 621–625 and 651–
742, in which compensation has been considered after concluding that restitution was impossible.
Articles on State Responsibility (n 116), Article 36(2).
ibid, Article 37(1).
ibid, Article 37(2); the PCIJ did not referred to satisfaction in the Chorzów (Merits) (n 1218), 47, and
mentioned only restitution and compensation as forms of reparation; Satisfaction as been however awarded
in other cases, notably: Corfu Channel (Merits) (n 90)35-36; see also: Rainbow Warrior (n 1183), 272-273, para
122.
Yann Kerbrat, ‘Interaction Between the Forms of Reparation’ in James Crawford and others (eds), The Law
of International Responsibility (Oxford University Press 2010) 573.
Articles on State Responsibility (n 116), Article 34.
Chorzów (Merits) (n 1218) 47–48; The M/V ‘SAIGA’ (No. 2) (Judgment) (n 1247) 65, para 170;
Papamichalopoulos and Others v Greece (Article 50) [1995] ECtHR Application no. 14556/89, No. 330–B Series
A, para 36.
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payment of the awarded summe (post-award interest).1256 The award of interest and its rate are
determined on a case-by-case basis.
The obligation of reparation does have limits, however. For instance, the reparation, either made
by restitution, compensation or satisfaction, should be proportionate to the loss suffered.1257
Moreover, if the injured State or person contributed to the injury, whether wilfully or negligently,
it should be taken into account and limit the reparation.1258
After this brief presentation of the forms that reparation may take, the following subsections focus
on each head of reparation – restitution (10.3.4.1), compensation (10.3.4.2), and satisfaction
(10.3.4.3) – and analyze how they may be appropriate in the context of damage caused by cyber
operations.

10.3.4.1. Restitution
Restitution is the first and principal form of reparation. It consists of reestablishing the status quo
ante; that is to say recreating the situation as it existed prior to the occurrence of the wrongful act.
What may be required as restitution depends on the primary obligation which has been breached.1259
Restitution may not be awarded, however, when it is materially impossible or if the burden is
disproportionate to the benefit deriving from it.1260
The two main forms of restitution are: material and legal. Material restitution is the most common
in State practice.1261 It can take various forms, including “the release of detained individuals, the
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Articles on State Responsibility (n 116), Article 38; Penelope Nevill and Elihu Lauterpacht, ‘The Different
Forms of Reparation : Interest’ in James Crawford and others (eds), The Law of International Responsibility
(Oxford University Press 2010) 613.
For instance, in The Lusitania (1923) 7 RIAA 32, 39 the umpire made clear that ‘[t]he remedy should be
commensurate with the loss, so that the injured party may be made whole. The superimposing of a penalty
in addition to full compensation and naming it damages, with the qualifying word exemplary, vindictive, or
punitive, is a hopeless confusion of terms, inevitably leading to confusion of thought.’; see also: LoayzaTamayo v Peru (Reparations and Costs) (1998) Series C No. 42 Inter-American Court of Human Rights
(iachr), 20, para 87 (‘[t]he reparations ordered in this Judgment must be proportionate to the violations
[…]’).. Accordingly, restitution should not “involve a burden out of all proportion to the benefit deriving
from restitution instead of compensation” (Article 35(b)); compensation “shall cover any financially
assessable damage” (Article 36); and finally, satisfaction “shall not be out of proportion to the injury”
(Article 37(3).”
Articles on State Responsibility (n 116), Article 39 ‘Contribution to the injury’ (‘In the determination of
reparation, account shall be taken of the contribution to the injury by wilful or negligent action or omission
of the injured State or any person or entity in relation to whom reparation is sought.’).
‘Commentary to the Articles on State Responsibility’ (n 115), commentary to Article 35, para 6; see also:
Gray, ‘Restitution’ (n 1188) 594–595.
Articles on State Responsibility (n 116), Article 35.
Gray, ‘Restitution’ (n 1188) 590.
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handing over to a State of an individual arrested in its territory, the restitution of ships or other
types of property, including documents, works of art, share certificates, etc.”.1262 Legal restitution,
sometimes also referred to as ‘juridical restitution’, implies the modification of a legal situation that
violates international law. It might require the amendment or revocation of judicial decisions,
administrative measures, acts of legislation, or constitutional provisions.1263
In practice, restitution appears to be rarely awarded as a form of reparation.1264 Despite the primacy
of the restitutio in integrum as a form of reparation, the ICJ has only awarded it in a few cases. In the
Temple of Preah Vihear case, the ICJ ordered Thailand to “restore to Cambodia any objects of the
kind specified in Cambodia’s fifth Submission which may, since the date of the occupation of the
Temple by Thailand in 1954, have been removed from the Temple or the Temple area by the Thai
authorities”.1265 In the Tehran Hostages case, the ICJ ordered Iran to end the captivity of the US
consular and diplomatic staff as a form of restitution.1266 In the Arrest Warrant case, the ICJ ordered
to Belgium to “cancel the arrest warrant”, 1267 which constituted the full reparation of the damage.
In the Land and Maritime Boundary case, the ICJ ruled that the States were under an obligation to
expeditiously and unconditionally withdraw their administration, military and police force present
on the territory, which fell under the sovereignty of the other State.1268 Finally, in the Avena case,
the US was under an obligation to “provide, by means of its own choosing, review and
reconsideration of the convictions and sentences of the Mexican nationals”, which is also viewed
as full restitution.1269
The possibility to distinguish cessation from restitutio in integrum is a vexing question under
international law, as already mentioned.1270 I previously contended that two conditions must be
cumulatively met for the intrusion of a malware to cease: firstly, the end of any use, communication
and control of the malware by its perpetrator. Secondly, the perpetrator must communicate all the
necessary information for the complete and definite removal of the malware from the infected
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‘Commentary to the Articles on State Responsibility’ (n 115) 97, commentary to Article 35, para 5
(references omitted).
ibid; Gray, ‘Restitution’ (n 1188) 590–591.
Kerbrat (n 1253) 584–586; Gray, ‘Restitution’ (n 1188) 595–596.
Temple of Preah Vihear (Cambodia v Thailand) (Merits) [1962] ICJ Reports 6, 37 (dispositif).
Tehran Hostages (Judgment) (n 606) 44-45, para 3 of the operative part (dispositif).
Arrest Warrant of 11 April 2000 (Democratic Republic of the Congo v Belgium) (Judgment) [2002] ICJ Reports 3,
33, para 3 of the operative part (dispositif).
Land and Maritime Boundary (n 1205) 457, para 5 of the operative part (dispositif).
Avena (Judgment) (n 1205) 72, para 9 of the operative part (dispositif); however, contra the qualification of this
case as restitutio in integrum see generally: Kerbrat (n 1253) 584.
See infra 290 et seq.

307

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

system, and thus end the intrusion. The compliance with these two requirements would allow the
injured State to be restored to the status quo ante, and thus would satisfy both the obligation of
cessation and the obligation of restitution. In such cases, the obligation of restitution would be
therefore satisfied. That does not necessarily mean that full reparation has been made in actual fact,
especially when the cyber operation caused damage.
The damage caused by cyber operations may be either virtual or physical. A cyber operation may
corrupt or delete data, as well as affect the operations of the infected system. The resulting
malfunction may cause physical damage, like with Stuxnet, which physically damaged Iranian
centrifuges. In such scenario, the cessation of the intrusion and of the use of the intruded malware
would not by itself constitute full reparation of the injury. In addition to the cessation of the
intrusion, it is necessary to repair the resulting damage. The same conclusion can be drawn with
regard to DDoS attacks; the cessation of the attack may simultaneously satisfy the obligations of
cessation and reparation, unless damage was caused and needs to be repaired.
In cases of physical destruction or loss of data, the injury cannot be repaired by restitution. Indeed,
the responsible State cannot resituate the damaged or lost items, and thus the injury should be
repaired through other forms of reparation, most likely compensation. Thus, in such a case the
reparation of the damage would include both restitution and compensation.
In some circumstances, the malware may have a spying function and may at the same time have
copied data from the targeted system, which it altered or deleted from the infected system. In this
specific case, the reparation of the damage could be partially achieved through restitution, namely
by providing a copy of the copied and deleted data to the original owner. This situation is, however,
unlikely to happen in reality for three reasons: firstly, it might be useless given that today’s most
important computer systems are backed-up so the owner will be able to restore the deleted or
altered data. Secondly, the perpetrator might easily deny the veracity of the copy and could also
manipulate the data before returning the data. Thirdly, there is a risk that the returned data might
be corrupted. Only State and judicial practice will decide if these assertions are correct.
Moreover, in the case of a malware having copied and downloaded the data, it can be argued that
the restitution could also give rise to the destruction of the copied data in the possession of the
responsible State. Such destruction would be symbolic as it would be almost impossible for the
injured States to know with any certainty if the responsible State has actually deleted all the stolen
data in its possession. After the Snowden leak, the British GCHQ ordered the journalists at the
Guardian to destroy the computers used to store the leaked documents. This example shows the
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uselessness of such requirement, since the journalists had already made several copies of the data
and stored them elsewhere.1271
In sum, in most cases, the cessation of the cyber operation would satisfy both the obligations of
cessation and restitution. However, if damage occurred, it seems that restitution offers little
solution. In this instance, compensation is generally available.

10.3.4.2. Compensation
Compensation constitutes the second form of reparation, which involves payment of a sum in lieu
of restitution when the latter is unavailable or inadequate.1272 The customary international law
principle of compensation1273 as a form of reparation was confirmed and relied on by the PCIJ and
the ICJ,1274 and codified by the ILC in Article 36 of the Articles on State Responsibility.1275
To be eligible for compensation, the damage should be ‘financially assessable’.1276 In the Lusitania
case, the arbitrator made clear that even when the damage is difficult to evaluate in monetary terms
it does not prevent compensation.1277 The ICL, in the Commentary to the Articles on State
Responsibility, provided the following non-exhaustive list of cases involving damage for which
compensation may be sought:
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Luke Harding, ‘Footage Released of Guardian Editors Destroying Snowden Hard Drives’ The Guardian (31
January 2014) <http://www.theguardian.com/uk-news/2014/jan/31/footage-released-guardian-editorssnowden-hard-drives-gchq>.
Wittich (n 1240), paras 10-11.
John Barker, ‘The Different Forms of Reparation : Compensation’ in James Crawford and others (eds), The
Law of International Responsibility (Oxford University Press 2010) 599.
Chorzów (Merits) (n 1218) 27-28 (‘It is a principle of international law that the reparation of a wrong may
consist in an indemnity corresponding to the damage which the nationals of the injured State have suffered
as a result of the act which is contrary to international law.’); Gabčíkovo-Nagymaros (Judgment) (n 730) 81,
para 152 (‘It is a well-established rule of international law that an injured State is entitled to obtain
compensation from the State which has committed an internationally wrongful act for the damage caused
by it.’; Bosnian genocide (Judgment) [n 771] 232-233, para 460.
Articles on State Responsibility (n 116), Article 36.
‘Commentary to the Articles on State Responsibility’ (n 115) 99; The M/V ‘SAIGA’ (No. 2) (Judgment) (n
1247) para 171 (‘Reparation may take the form of monetary compensation for economically quantifiable
damage as well as for non-material damage, depending on the circumstances of the case.’).
The Lusitania (n 1257) 40 (‘That one injured is under the rules of international law, entitled to be
compensated for an injury inflicted resulting in mental suffering, injury to his feelings, humiliation, shame,
degradation, loss of social position or injury to his credit or to his reputation, there can be no doubt, and
such compensation should be commensurate to the injury. Such damages are very real, and the mere fact
that they are difficult to measure or estimate by money standards makes them none the less real and affords
no reason why the injured person should not be compensated therefor as compensatory damages, but not
as a penalty. The tendency of the decisions and statutes of the several American States seems to be to
broaden the scope of the elements to be considered in assessing actual and compensatory damages, with
the corresponding result of narrowing the application of the exemplary damages rule.’).
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Damage to the State as such might arise out of the shooting down of its
aircraft or the sinking of its ships, attacks on its diplomatic premises and
personnel, damage caused to other public property, the costs incurred in
responding to pollution damage, or incidental damage arising, for example,
out of the need to pay pensions and medical expenses for officials injured as
the result of a wrongful act.1278

For instance, in the Corfu Channel case, the United Kingdom sought and obtained compensation
under three different heads of damage: the replacement of the lost destroyer Saumarez, the damage
sustained by the destroyer Volage, and the damage resulting from the deaths and injuries of naval
personnel.1279 Moreover, compensation for personal injury has been dealt with by international
courts and tribunal as well as human rights bodies.1280 For instance, in the M/V ‘Saiga’ case, the
ITLOS awarded compensation for damage suffered by Saint Vincent and the Grenadines as well
as for the personal damage of the crew.1281 The compensation awarded depends on the
circumstances of the case, including the substance of the primary breached norm, the behaviour
of the parties, and the circumstances of the violation.1282
It is important to note that the standard of proof and the calculation of compensation are not
developed in this research given their case-by-case nature.1283 Moreover, generally the burden of
proof is on the claimant but this may be affected by the circumstances of the case. Like in any other
legal dispute, courts, tribunals and arbitrators dealing with cases involving cyber operations will
calculate the appropriate compensation according to the specific facts and circumstances of the
case.1284 The present subsection gives general guidelines on how to assess compensation when it
comes to damage resulting from cyber operations.

A.

Material damage

Material damage is defined by the Commentary to the Articles on State Responsibility as referring
“to damage to property or other interests of the State and its nationals which is assessable in
financial terms”.1285 The damage results in the harm to legitimate interests of the State. Generally,
the legitimate interests of the State that require protection may be grouped into three categories:
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‘Commentary to the Articles on State Responsibility’ (n 115) 100, commentary to Article 36, para 8
(references omitted).
Corfu Channel (United Kingdom of Great Britain and Northern Ireland v Albania) (Assessment of the amount of
compensation) [1949] ICJ Reports 244.
‘Commentary to the Articles on State Responsibility’ (n 115) 102, commentary to Article 36, para 19.
The M/V ‘SAIGA’ (No. 2) (Judgment) (n 1247) paras 170-173.
ibid, para 171.
On the question of proof see notably: Roscini, ‘Evidentiary Issues’ (n 813) passim; Barker (n 1273) 602–611.
Wittich (n 1240), paras 12-14.
‘Commentary to the Articles on State Responsibility’ (n 115) 92, commentary to Article 31, para 5.
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its sovereignty, its properties, and its nationals.1286 The question relevant to this dissertation is: are
cyber operations able to cause such damage? In other words, can cyber operations cause damage
which then evokes the responsibility of the perpetrating State? This subsection provides a positive
answer to this question, which the following paragraphs will demonstrate.
The structure of this subsection is based on the different forms of damage that cyber operations
may cause. In some specific circumstances, cyber operations can produce physical damage, which
makes the qualification of material damage easier (i). Generally, however, cyber operations produce
mainly non-physical damage, which can be also referred to as intangible or immaterial damage.
Then, it must be determined if such damage can amount to material damage (ii).

(i).

Physical damage caused by cyber operations

Cyber operations can produce physical damage in some specific circumstances. Light was shed on
this issue after the 2007 Aurora Generator Test conducted by the Idaho National Laboratory.1287
This test successfully demonstrated how a cyber operation could physically damage the component
of a diesel generator. More generally, the test aimed to show how cyber operations could physically
destroy parts of an electric grid and lead to its malfunction. A few years later, the virus Stuxnet
demonstrated this possibility in a concrete case. Stuxnet infected the computer system of the
Natanz nuclear facility and damaged several centrifuges by causing the fast-spinning centrifuges to
tear themselves apart. As recent as 2014, the Germany’s Federal Office for Information Security
(Bundesamt für Sicherheit in der Informationstechnik) published a report on the situation of cybersecurity
in Germany, which described a cyber operation that caused massive damage to a steel facility in
Germany. It did not disclose its name, however.1288 According to the report, the cyber operation
caused an accumulation of breakdowns of individual components of the control system affecting
entire facilities, rendering a blast furnace impossible to shut down and causing massive damage to
the machinery of an unspecified nature. Inevitably, the massive damage caused to the machinery is
physical, and thus this cyber operation is the second one in history that reportedly caused physical
damage.1289 However, it worth reiterating the vast majority of cyber operations do not produce any
physical damage. Cyber damage is primarily virtual.

1286
1287

1288
1289

d’Argent, Les réparations de guerre en droit international public (n 1187) 595.
See generally the description of the Aurora test in: Zetter, Countdown to Zero Day (n 37) (pages à renseigner);
See also: Jeanne Meserve, ‘Mouse Click Could Plunge City into Darkness, Experts Say’ CNN (27 September
2007) <http://edition.cnn.com/2007/US/09/27/power.at.risk/index.html>.
Germany (n 212) 31.
Kim Zetter, ‘A Cyberattack Has Caused Confirmed Physical Damage for the Second Time Ever’ WIRED
(8 January 2015) <https://www.wired.com/2015/01/german-steel-mill-hack-destruction/>; Robert M
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The nature of the infrastructure physically damaged by a cyber operation can also be taken into
account when assessing reparation. Damage caused to a critical infrastructure1290 may be considered
more serious, and thus necessitating a larger amount of reparation. Given its nature, I would argue
that the victim State of a cyber operation, which damages a critical infrastructure, could request
reparation in two forms: firstly, the reparation of the actual physical damage caused to the
infrastructure, more likely to be made by compensation. Secondly, this reparation may be
completed by satisfaction. The potential grave consequences of disruption or damage to critical
infrastructure could, indeed, lead the victim State to call the perpetrating State to acknowledge its
misbehaviour, apologize, and offer guarantees of non-repetition of such conduct.1291
The physical damage resulting from cyber operations would be assessed in the same way that other
physical damage is assessed. Generally, as the damaged properties cannot be returned, the
responsible State will have to offer compensation. The quantity of damage will vary depending on
the primary obligation breached and the specific facts of the case.1292 Thus, the assessment of the
compensation will be made on a case-by-case basis.

(ii).

Non-physical damage caused by cyber operations

Most cyber operations produce non-physical damage, such as the alteration or destruction of data
or making data inaccessible. Might such damage constitute a material damage that is assessable in
financial terms?
It is clear nowadays that data and software should be treated like property under international law,
which reflects the situation in other areas of law. In domestic law, most national legislators
recognize the property status of data and software, which mainly falls under the framework of
intellectual property law and copyright law. Likewise, computer data seems to be protected at the
international level. In WTO law, for instance, computer programmes enjoy protection but this does
not extend to data.1293 The 2001 Budapest Convention on Cybercrime criminalizes, inter alia,
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offences against the confidentiality, integrity and availability of computer data and systems.1294 No
international law treaty or international judicial or tribunal decision recognizes the property rights
of States over their data. Nevertheless, we can reasonably infer that computer data constitute
‘property or other interests’. This assertion can only be confirmed by State practice, which ought
to provide a definitive answer on this question.
The second question that arises is whether data alteration, inaccessibility or destruction are
assessable in financial terms? Data and software are properties regularly exchanged and sold, and
thus their value can be easily calculated. The financial assessment of virtual damage resulting from
a cyber operation is therefore possible.

(iii).

Compensation for the cost resulting from the removal of a
malware

The removal of a malware from a computer system may entail significant costs for the victim State
or private actors. In addition to the damage as a result of the cyber operation, the injured State
would bear the costs for the removal of the malware from its system and, in some cases, for the
restoration of the system, including its security. Does the responsible State have to cover these
costs as part of its obligation to make full reparation?
An analogy can be drawn with the costs resulting from the cleaning of pollution. For instance, on
January 1978 a Soviet satellite – Cosmos 954 – crashed on Canadian territory. Canada sought
compensation for the Soviet satellite’s intrusion into its airspace and the deposit of hazardous
radioactive debris from the satellite on Canadian territory.1295 The second claim included the
expenses incurred for the locating, removing, testing and cleaning up the radioactive debris from
the affected area.1296 Canada obtained compensation for both claims when the parties agreed to
settler the case in 1981.1297
Similar awards of compensation could be made for the costs to clean up a computer system and to
completely remove the effects that arise as a result of a State-sponsored cyber operation.
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Convention on Cybercrime 2001 (signed at Budapest 23 November 2001, entered in force 7 January 2004,
ETS 185) Article 2 ‘Illegal access’, Article 3 ‘Illegal interception’, Article 4 ‘Data interference’, Article 5
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B.

Moral damage

Moral damage may transpire separately or together with material damage. Moral damage is injury
not associated with the actual damage to property or persons. Hence, it is generally not financially
assessable.1298 Moral damage might be repaired through satisfaction given that it is generally not
financially assessable, but reparation may also be made through compensation in certain
circumstances.1299 In the Diallo case, for instance, Guinea claimed reparation for material and nonmaterial damage resulting from the arbitrary arrest, detention and expulsion of its national from
the Democratic Republic of Congo. The ICJ identified the non-material damage caused by the
wrongful act of the Democratic Republic of Congo resulted in significant psychological suffering
and loss of reputation,1300 and awarded US$85,000 in compensation for this non-material
damage.1301
Cyber operations might cause moral damage. For instance, website defacement – that is to say
changing the visual appearance and content of a website – may qualify as an offence to the honour,
dignity and prestige of the website’s owner.1302 During the wave of cyber operations in the RussoGeorgian War in 2008, several official and commercial websites were defaced and taken down. For
instance, the website of the Presidency of Georgia (www.president.gov.ge) was the target of DDoS
attacks, which caused the website to be taken down for 24 hours. A few days after this incident,
the website of the Georgian president was defaced and images were posted, in which the Georgian
President was compared to Adolf Hitler.1303 This could amount to moral damage as it constitutes
an offence to the dignity and prestige of both the Georgian State and its President. It seems unlikely
that any court or tribunal would award compensation for the non-material damage suffered in
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relation to the President’s website, however. In this case, satisfaction would be a more appropriate
form of reparation.
By contrast, it seems more likely that a court or tribunal would award compensation for the nonmaterial damage resulting in the loss of reputation caused by the defacement and taking down of
private or commercial websites due to a state-sponsored cyber operation. As part of the cyber
operations against Estonia in 2007, several websites and services belonging to the Estonian
government, media, private companies and banks were targeted and affected. For instance, the
services of Hansapank and SEB Eesti Ühispank, the main commercial banks of Estonia, were
rendered unavailable for an hour and half on 9 May and 15 May respectively.1304 Similarly, the cyber
operations against Lithuania and Georgia in 2008 targeted and affected privately owned websites
and servers.1305 In such cases, compensation appears to be the most appropriate means to repair
the injury suffered.
In conclusion, it must be noted that the damage, whether physical or non-physical, caused by a
cyber operation may often be financially assessable and thus compensation would constitute the
main form of reparation in these cases.

10.3.4.3. Satisfaction
Satisfaction is the third and last form of reparation available when the damage cannot be fully
repaired by restitution and compensation.1306 Satisfaction is primarily used for damages that are not
assessable financially and that cannot be compensated, which is generally the case concerning moral
and legal damage.1307 The commentary to Article 37 of the Articles on State Responsibility gives
several examples of such damage:
State practice also provides many instances of claims for satisfaction in
circumstances where the internationally wrongful act of a State causes nonmaterial injury to another State. Examples include situations of insults to the
symbols of the State, such as the national flag, violations of sovereignty or
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territorial integrity, attacks on ships or aircraft, ill-treatment of or deliberate
attacks on heads of State or Government or diplomatic or consular
representatives or other protected persons and violations of the premises of
embassies or consulates or of the residences of members of the mission.1308

Satisfaction may include non-material or moral reparation, such as an apology, expression of regret,
or acknowledgement of the breach.1309 Moreover, there are limits to reparation by satisfaction as it
should not be disproportionate or humiliate the responsible State.1310
This study intends to determine when satisfaction can be awarded for the injury resulting from
cyber operations. The violation of sovereignty by cyber operations, as developed earlier in this
dissertation, is the ideal situation for awarding satisfaction as a form of reparation. A violation of
territorial sovereignty amounts to non-material damage, which is not assessable financially. Because
of the absence of material damage, restitution and compensation are inapplicable. Satisfaction as a
form of reparation for the violation of territorial sovereignty has already been awarded, most
notably in the Corfu Channel case and the Rainbow Warrior case.1311
Given that the international legal regime of cyber operations is not yet fully settled, satisfaction
could serve as a useful tool by requesting the responsible State to recognize the unlawfulness of its
cyber conduct. It could be requested together with guarantees and assurances of non-repetition of
unlawful cyber operations of the same nature.
In the section dedicated to restitutio in integrum, I argued that requiring the destruction of the hard
drive with the data stolen by the cyber operation would be useless because the perpetrators can
easily have made copies of the data. Such measures may, however, fulfil satisfaction. In such case,
the destruction of the hard drive could serve a political purpose. Firstly, it could act as a sign that
the responsible State is willing to terminate its wrongful conduct and to surrender the information
and any potential advantage it could obtain from the stolen data. Secondly, it could also have an
impact on public opinion in both States, by showing the restoration of the normal relations and
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the end of the conflict related to the stolen data. In sum, the destruction of the hard drive could
serve as a form satisfaction.
The nature of the target of a cyber operation could also urge the victim State to ask for satisfaction.
Cyber operations targeting critical infrastructures may have particularly serious consequences.1312
In such cases, the form of satisfaction could amount to a request to the perpetrating State to
acknowledge its misbehaviour, apologize for it, and offer guarantees of non-repetition of such
conduct. This assertion is only hypothetical and does not reflect current State practice; however, in
my judgment, it offers a way to address the specific character and risks of cyber operations, which
cause damage to critical infrastructures.
The appropriate form of satisfaction cannot be prescribed in advance and will depend on the
circumstances of each case. Consequently, this research cannot settle which form of satisfaction
should be awarded in every scenario. It must be decided on a case-by-case basis.

10.3.4.4. Concluding remarks on the forms of reparation
This section on the forms of reparation showed that the damage caused by cyber operations may
be difficult to repair through restitution. In most cases, compensation constitutes the most
appropriate form of reparation.

10.4. Shared responsibility
In some circumstances, more than one State may be responsible for the injury suffered by the
victim State.1313 Two situations involving multiple States that are responsible for an injury can be
distinguished.1314 On the one hand, the responsible States may have committed different
internationally wrongful acts, which caused injury to the victim State.1315 For instance, a national
from State C may have been abducted by State A and then transferred to State B, which tortured
him. Thus, the injury suffered by the national of State C has been caused by two distinct wrongful
acts; the abduction by State A and the mistreatment by State B. On the other hand, the responsible

1312
1313

1314
1315

On critical infrastructures, see supra 51 et seq.
Articles on State Responsibility (n 116), Articles 47. See generally: Crawford, State Responsibility (n 730) 648–
650; Andre Nollkaemper and Ilias Plakokefalos (eds), Principles of Shared Responsibility in International Law : An
Appraisal of the State of the Art (Cambridge University Press 2014) passim.
d’Argent, ‘Reparation, Cessation, Assurances and Guarantees of Non-Repetition’ (n 1236) 210–211.
ibid 213 et seq.

317

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

States may have jointly perpetrated an internationally wrongful act, which harms the victim State.1316
Such a scenario generally happens in the case of jointly conducted wrongful act.

10.4.1. An injury caused by a plurality of internationally wrongful
acts of several States
In the case of a plurality of States perpetrating different wrongful acts, each State is responsible for
its own acts. Thus, each State owes an obligation to cease and provide assurances and guarantees
of non-repetition, if circumstances require so. However, these obligations pertain to its own acts
only and not for the acts of other States. Regarding the obligation to make full reparation, it is
necessary to assess the causal link between each internationally wrongful act and the injury.1317 A
State would have to repair the damage where it has a sufficient direct and certain causal link with
its internationally wrongful act. Pierre d’Argent builds an illuminating hypothetical case, which is
based on the ICJ’s Genocide case. If State A breached its obligation to prevent genocide but genocide
was committed by State B, it might be difficult to establish a ‘sufficient direct and certain causal
link’1318 between the wrongful act of State A and the genocide committed by State B.1319 Thus, State
A would owe reparation for the breach of the obligation to prevent genocide while State B would
owe reparation for the crime of genocide itself.
Two situations may be distinguished: on the one hand, wrongful acts that give rise to damages
which are ‘complementary’ in causing the injury; on the other hand, only the accumulation of the
wrongful acts create the injury, which are said to be ‘cumulative’. In the case of complementary
wrongful acts, each State will owe reparation for the consequences of its own acts.1320 Conversely,
in the case of cumulative wrongful acts, each act taken separately did not cause an injury and only
their accumulation created the condition necessary to cause the injury suffered by the victim State.
Two approaches are available; either to identify one act as the main source of the injury and thus
request reparation from its author, or to consider any of the wrongdoing States fully responsible
for the injury.1321
Such a situation could easily arise in cyberspace. Take for example the situation where State A
infects the computer system of State V with a malware, which serves as a backdoor for further
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access to the infected system. State A gives access State B to this backdoor, which decides to exploit
it in order to infect the system of State V with damaging malware. In such a scenario, both State A
and B are responsible, but State A owes reparation for the first infection only, while State B owes
reparation for the damage caused by the second malware. Thus, the reparation could be as follows:
State A owes reparation for its breach of State V’s sovereignty, and in all likelihood would repair it
through satisfaction. Conversely, State B owes reparation for the damage, which can be generally
repaired through compensation.

10.4.2. An injury caused by a joint internationally wrongful act of
several States
In the case of multiple States that jointly perpetrate a wrongful act, each State is held responsible1322
and their responsibility may be invoked jointly or separately.1323 The injured State can receive
compensation, but only within the limit of the amount of the damage, from one or more
responsible States. Thus, the damage cannot be fully compensated twice by two different
responsible States.1324
Stuxnet is generally considered to be a joint cyber operation by two States, the United States and
Israel. In such case, both States would be held responsible for one joint internationally wrongful
act, and would both owe full reparation for the damage caused.
The joint commission of an internationally wrongful act may take various forms and the
participation of each State may not have the same impact. In some circumstances, participation
may be limited to the mere provision of aid or assistance to the actual perpetrating State. A State
which aids or assists another in the commission of an internationally wrongful cyber operation is
responsible if two cumulative criteria are met: firstly, it does so knowingly; secondly, the cyber
operation would also be unlawful if the act is actually perpetrated by the helping State itself.1325 The
aiding State is responsible only for aid or assistance that it provided for the commission of the
unlawful cyber operation, but not for the cyber operation itself.
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Such provision of aid or assistance could take numerous forms in the cyber context. For instance,
State A may place at the disposal of State B some computer experts to assist it launch a cyber
operation against State C.1326 In such case, State B would be responsible for the cyber operations
and their consequences, while State A would be responsible for only having assisted State B. The
selling of access to a backdoor in the computer systems of a third State or information of
vulnerability may also amount to a form of assistance. For instance, in the case of State A selling
State B access to a backdoor, which it planted in the system of State C, State A would be responsible
only for planting the backdoor and the assistance it provided to State B. It would not be responsible
for the cyber operation conducted by State B, which used the purchased backdoor. It is necessary
to clarify, however, that in this situation we are not dealing with a joint cyber operation (and a
fortiori a joint wrongful act) but two difference cyber operations. Therefore, each State is responsible
for its own cyber conduct only.1327 This last example also shows that it is sometimes difficult to
demarcate the lines between joint commission of an internationally wrongful act and an injury
resulting from multiple internationally wrongful acts.
Each form of aid or assistance that may be provided by a State for the perpetration of a wrongful
cyber operation by another State may not be treated in the same manner. Only future State practice
will settle the legal regime governing how to deal with each form of assistance. In some cases, the
assisting State will be responsible only for the aid that it provided. In other cases, however, the aid
or assistance provided may be seen as a form of co-authorship and thus the State would be
responsible not only for the provision of assistance but also for the wrongful cyber operation and
its consequences.
It is important to note the provision of aid or assistance must be distinguished from the duty of
diligence.1328 The State has the duty to prevent the use of its territory for the commission of a
wrongful act against another State. This is an obligation of action; it is not an obligation result. The
transit of a cyber operation through the computer network of a State is not tantamount to the
provision of aid or assistance by the State. Conversely, the fact that a State allows another State to
use its cyber infrastructure to launch a cyber operation clearly amounts to a form of provision of
aid or assistance for the commission of a wrongful cyber operation.
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10.4.3. Concluding remarks on shared responsibility
States may have an interest to cooperate in the perpetration of large-scale or highly-complex cyber
operations, such as Stuxnet, and the rules of shared responsibility would be particularly relevant in
these kinds of operations.

10.5. Concluding remarks on state responsibility and the
consequences of an internationally wrongful cyber operations
This chapter analyzed the responsibility of States perpetrating internationally unlawful cyber
operations. For a State to be responsible for the perpetration of a cyber operation, two conditions
must be met: the cyber operation must constitute an internationally wrongful act and it must be
attributable to the State. The question of the lawfulness of cyber operations under international
law has been dealt with in Parts I and II of this dissertation,1329 while the question of attribution
was dealt with in Part III.1330
The responsible State has several obligations under the law of State responsibility. Firstly, it has to
cease its wrongful conduct if it has a continuing character. Secondly, it has to provide assurances
and guarantees of non-repetition in certain circumstances. In addition to these two criteria, the
third criterion stipulates that when the wrongful cyber operation causes damage, then the
responsible State owes an obligation to make full reparation. This reparation can take three
different types of forms: restitution, compensation and satisfaction. In some circumstances, the
wrongdoing State may also have to satisfy reparation by paying interest to the injured State.1331 This
chapter demonstrated that in most cases, compensation is the most appropriate form of reparation,
which is followed by satisfaction.
The injured State may have recourse to judicial or extrajudicial measures to compel the wrongdoing
State to fulfil its obligations, that is to say to terminate its cyber operation and make full reparation
if it caused damage. Chapter 11 focuses on measures of self-help that can be taken by the injured
State as extrajudicial measures to compel the wrongdoing State to comply with its obligation under
the law of State responsibility.
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11.
Measures of self-help against statesponsored cyber operations
The victim State of an unlawful cyber operations may have recourse to extrajudicial measures to
compel the wrongdoing State to fulfil its obligations. This chapter analyzes the main forms of selfhelp that may be used by the victim State, namely retorsion (11.1), countermeasures (11.2), and
self-defence (11.3).
The international community can be characterized by the lack of a central, compulsory judicial and
enforcement mechanism. Therefore, self-help measures constitute an important means for the
enforcement of international law. Today countermeasures constitute one of the main forms of selfhelp. This situation arose after World War II when the international community ruled out the use
of force as a means of dispute settlement, which is enshrined in Article 2, Paragraph 4, of the UN
Charter and the Declaration on Principles of International Law concerning Friendly Relations and
Cooperation among States in accordance with the Charter of the United Nations, adopted by the
UN General Assembly in 1970.1332 The two exceptions are: the right of self-defence and the use of
force authorized by the UN Security Council. The right of self-defence is, however, inapplicable in
most cases involving state-sponsored cyber operations, which the third section will demonstrate.
Consequently, countermeasures are the most likely form of self-help at the disposal of a State in
response to unlawful cyber operations by other States.
Generally, the literature dealing with self-help and cyber operations focuses on self-defence. The
conclusion that most cyber operations fall short of an armed attack has led some scholars to
alternatively consider the possibility of countermeasures as a response to state-sponsored cyber
operations.1333 The approach should be reversed, and countermeasures should be considered the
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Declaration on Principles of International Law Concerning Friendly Relations and Cooperation among
States in Accordance with the Charter of the United Nations, UNGA Res 2625 (XXV) (24 October 1970).
Thilo Marauhn and Torsten Stein, ‘Völkerrechtliche Aspekte von Informationsoperationen’ (2000) 60
Zeitschrift für ausländisches öffentliches Recht und Völkerrecht 1, 26; Sklerov (n 340) 36 et seq.; Roscini,
‘World Wide Warfare’ (n 149) 113; Dinniss (n 151) 105; Roscini, Cyber Operations (n 149) 104–107; Robin
Geiß and Henning Lahmann, ‘Freedom and Security in Cyberspace: Shifting the Focus Away from Military
Responses towards Non-Forcible Countermeasures and Collective Threat-Prevention’ in Katharina
Ziolkowski (ed), Peacetime Regime for State Activities in Cyberspace. International Law, International Relations and

323

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

primary and preferred form of self-help against cyber operations. This would then mean that selfdefence is only considered in exceptional cases. The argument is not that self-defence should be
totally discarded, but applying it primary form of remedy should be avoided. Only in some limited
cases might self-defence constitute the best, if not the only, option available to the victim State of
a cyber operation.

11.1.

Retorsion

Measures of retorsion are lawful but unfriendly. More precisely, despite their lawful character, they
are measures of an unfriendly, discourteous, rigorous, unkind, unfair, inequitable, or prejudicial
character. A victim State takes such measures against another State that is liable for the injurious
activities.1334 In addition, they are not limited to respond to lawful conduct; a State can resort to
retorsion against an internationally unlawful conduct or even an armed attack.1335 Retorsion must
thus be distinguished from countermeasures, which amount to unlawful measures but whose
unlawfulness is precluded.1336 Indeed, retorsion neither constitutes an unlawful act nor mainly aims
at responding to an internationally wrongful act.
By adopting measures of retorsion, a State expresses its disagreement with the activities of another
State within the limits of the law. Such measures may take a wide variety of forms, including:

1334
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Diplomacy (NATO Cooperative Cyber Defence Centre of Excellence 2013) 632–33. See also: Katharine C
Hinkle, ‘Countermeasures in the Cyber Context: One More Thing To Worry About’ (2011) 37 The Yale
Journal of International Law Online 11, 11; Hathaway and others (n 135) 857 et seq.; O’Connell, ‘Cyber
Security without Cyber War’ (n 7) 204; Michael N Schmitt, ‘“Below the Threshold” Cyber Operations: The
Countermeasures Response Option and International Law’ (2014) 54 Virginia Journal of International Law
697, 697–699. However, Sheng Li considers the regime of countermeasures as non-adapted for active cyber
defence for three reasons: first, it does not offer sufficient protection for vulnerable States as only the
injured State can take countermeasures; second, the recourse to countermeasures might erode the
prohibition of the use of force; thirdly and finally, it does not offer a solution for the threats arising from
non-state actors: Sheng Li, ‘When Does Internet Denial Trigger the Right of Armed Self-Defense?’ (2013)
38 Yale Journal of International Law 179, 211–215.
This definition of retorsion is based on the two well-known definitions provided in Alphonse Rivier,
Principes du droit des gens, vol 2 (A Rousseau 1896) 189 <http://gallica.bnf.fr/ark:/12148/bpt6k5724168d>
(‘Un État à l’égard duquel un autre État a pris une mesure qui, tout en étant légale et licite, est discourtoise,
rigoureuse, dommageable, peut prendre à son tour, à l’égard de celui-ci, des mesures ayant le même
caractère, afin de l’amener à composition. Ce moyen de contraire s’appelle la rétorsion.’); Lassa Oppenheim,
International Law: A Treatise, vol 2. War and neutrality (Longmans 1905) 31 (‘Retorsion is the technical term
for the retaliation of discourteous or unkind or unfair and inequitable acts by acts of the same or a similar
kind. Retorsion has nothing to do with international delinquencies, as it is a mess of compulsion not in the
case of legal differences, but only in the case of certain political differences.’). See also: Salmon (n 41) 1007;
Math Noortmann, Enforcing International Law: From Self-Help to Self-Contained Regimes (Ashgate 2005) 43; Pellet
and others (n 111) 1054, para 572; Shaw (n 560) 818.
Noortmann (n 1334) 43.
Retorsion is excluded from the Articles on State Responsibility, as such measures “fall outside of the scope
of the […] Articles”. ‘Commentary to the Articles on State Responsibility’ (n 115) 128, commentary to Part
III, Chapter II, para 3.
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severance or interruption of diplomatic relations or of other forms of contacts; expulsion of
diplomats, journalists or other citizens of the targeted States; travel restrictions; restrictive control
of aliens; reduction or interruption of economic aid programmes; various forms of economic and
commercial restrictions; and embargo.1337
Acts of retorsion must be lawful, which is its only legal limitation. The responding State is legally
free to take measures of retorsion,1338 but must ensure that such a measure does not cross the
threshold of legality. An exception to this is if it can be justified as a countermeasure taken in
response to an internationally wrongful act.1339 The question of the justification of retorsion is not
a legal one but rather a political one.1340 The responding State must be aware of the potential
consequences of this act, as it might lead to the severance of the diplomatic ties between the States
and risk escalation.
Political justifications of retorsion is an important question. The UN General Assembly has
condemned, for instance, States use of “economic, political or any other type of measures to coerce
another State in order to obtain from it the subordination of the exercise of its sovereign rights or
to secure from it advantages of any kind”.1341 Based on these examples, it is possible to argue that
measures of retorsion pursuing an unlawful objective, for instance intervention in the internal
affairs of another State, may be unlawful but such a conclusion seems a somewhat far-fetched.1342

11.1.1. Cyber retorsion
Cyberspace provides a useful medium for retorsion. For instance, a State, which is dissatisfied with
the act of another State, may decide to express its dissatisfaction by encouraging individuals to
conduct cyber operations, mainly DDoS attacks, against the latter State. This situation can be
illustrated with some examples. In the two following subsections, the cyber operations against

1337
1338

1339
1340
1341

1342

ibid; Shaw (n 560) 818; Pellet and others (n 111) 1057–1058, n°573.
Oscar Schachter, ‘International Law in Theory and Practice : General Course in Public International Law’
(1982) 178 RCADI 1, 185.
See infra 330 et seq.
Oppenheim (n 1334) 32.
Declaration on the Inadmissibility of Intervention in the Domestic Affairs of States and the Protection of
Their Independence and Sovereignty; UNGA Res 2131 (XX) (21 December 1965); Declaration on
Principles of International Law Concerning Friendly Relations and Cooperation among States in
Accordance with the Charter of the United Nations, UNGA Res 2625 (XXV) (24 October 1970); Charter
of Economic Rights and Duties of States, UNGA Res 29/3281 (12 December 1974) UN Doc
A/RES/29/3281, Article 32; Declaration on the Inadmissibility of Intervention and Interference in the
Internal Affairs of States, UNGA Res 36/103 (9 December 1981) UN Doc A/RES/36/103.
Schachter (n 1338) 185–187; Pellet and others (n 111) 1056, para 573.
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Estonia and Georgia (11.1.1.1) and the Operation Ababil (11.1.1.2) are analyzed through the prism
of retorsion. Before that, it is necessary to make an important disclaimer: these examples are used
only as basis for argument and the analysis does not constitute a final conclusion. Moreover, not
all the facts of these cases are fully accessible, which approximations and hypothesis are necessary
in order to make the argument.

11.1.1.1.

Estonia and Georgia

The 2007 cyber operations against Estonia and the 2008 cyber operations against Georgia mainly
took the form of DDoS attacks, which were apparently conducted by several different perpetrators
coordinated through various online forums and chats. In both cases, the Russian Federation was
alleged to have conducted the cyber operations or at least was suspected to have some involvement
in them. These allegations or suspicions have never been confirmed.
In both cases, the targeted States had committed disagreeable measures against Russia without
violating any rights under international law. In the case of Estonia, Russia expressed its opposition
to its decision to remove and relocate a bronze war memorial of a Soviet soldier from the era of
World War II.1343 In the case of Georgia, Russia protested against the Georgian large-scale military
offensive in South Ossetia against separatist provocations; in this case, however, Russia went
further and conducted military operations against Georgia. In both cases, the targeted States did
not commit an internationally wrongful that injured Russia.
The alleged Russian involvement, which has not been proven, may have taken two different forms,
which need to be distinguished. Firstly, Russian agents may have conducted some of the DDoS
attacks. Secondly, worthy of consideration is the hypothetical scenario where some Russian agents
were involved in the online incitement of the DDoS attacks, notably by posting messages in
support of Russia and against the targeted States as well as giving advice on how to conduct DDoS
attacks. In this hypothesis, the Russian agents would not have conducted the DDoS attacks
themselves.
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Landler and Markoff (n 286); ‘Cyberwar: War in the Fifth Domain’ (n 15); Tikk, Kaska and Vihul (n 242)
14–34; Ian Traynor, ‘Russia Accused of Unleashing Cyberwar to Disable Estonia’ (the Guardian)
<http://www.theguardian.com/world/2007/may/17/topstories3.russia>; ‘Estonian DDoS Attacks – A
Summary to Date’ <http://www.arbornetworks.com/asert/2007/05/estonian-ddos-attacks-a-summaryto-date/>.
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In the first scenario, Russia would have breached the principle of non-intervention. The DDoS
attacks conducted by its agents would indeed constitute an internationally wrongful conduct aimed
at coercing the targeted States. This scenario is thus not relevant for the question of retorsion.
In the second scenario, the Russian agents are not directly conducting the DDoS attacks, but they
are merely facilitating and inciting them. In such case, Russia would not be responsible for the
DDoS attacks. It is clear that the online incitement, which constitutes a form of propaganda,1344
lies on the margins of international legality, notably under the principle of non-intervention. The
lawfulness of measures of retorsion must be distinguished from the lawfulness of their objective.
In other words, the acts of the Russian agents taken in isolation are undoubtedly lawful. They have,
however, an unlawful objective as they aim at coercing another State with regard to its internal
affairs, which would constitute a violation of the principle of non-intervention. As mentioned
earlier, it is generally admitted the fact that measures of retorsion pursue an unlawful objective does
not make them automatically unlawful.
For these reasons, in my judgment, such situations could be argued in both ways: the measures are
not unlawful and constitute lawful retorsion despite their unlawful objective, on the one hand; the
measures are unlawful because it forms part of an unlawful operation, on the other hand. Clearly,
the first interpretation would be favoured by the perpetrating State. The second reading, I believe,
would be most favoured by most States.
In short, arguably incitement to conduct DDoS attacks against another State could amount to
measures of retorsion as they stand on the edge of lawfulness. They are also, however, likely to be
considered unlawful conduct violating the principle of non-intervention.

11.1.1.2.

Operation Ababil

The allegation of retaliation in the aftermath of Stuxnet leads us to another interesting case; this
malware targeted the Iranian nuclear programme and is believed to be an Israeli-American measure
to compromise Iran’s nuclear ambitions. As already developed in this dissertation, if the attribution
to Israel and the United States was proven, clearly they would have committed an internationally
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Eric De Brabandere, ‘Propaganda’, MPEPIL (2012).
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wrongful act against Iran. Iran was accused of retaliatory measures against American banks in
2012.1345 Iran denied any involvement in such retaliatory cyber operations.1346
The cyber operations against the American banks were later claimed by the self-named Izz ad-Din
al-Qassam Cyber Fighters, a group of hacktivists. They acknowledged that they were not related to
the Iranian government.1347 They further acknowledged that their cyber operations against
American banks were conducted in protest against the release of an online video.1348 In light of
these developments it would sees that Iran had no involvement and was not responsible for the
cyber operations. The cyber operations, codenamed ‘Operation Ababil’, materialized in three
phases that took place in September 2012, December 2012, and February 2013 respectively. On
each occasion, the Izz ad-Din al-Qassam Cyber Fighters announced their operations on Pastebin
and called on people to join them in attacking the designated targets.1349 To carry out the DDoS
attacks, they primarily used a toolkit called ‘itsoknoproblembro’. Given the sophistication of the
cyber operations, it suggests that a State was involved, and not solely non-state actors.1350
Based on this information we can draw the conclusion that the group was acting independently
without any support or direction from a State but it deployed a tool created by a State.1351 This
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Ellen Nakashima, ‘Iran Blamed for Cyberattacks on U.S. Banks and Companies’ The Washington Post (21
September
2012)
<https://www.washingtonpost.com/world/national-security/iran-blamed-forcyberattacks/2012/09/21/afbe2be4-0412-11e2-9b24-ff730c7f6312_story.html>; Zahra Hosseinian, ‘Iran
Denies
Hacking
into
American
Banks’
Reuters
(Dubai,
23
September
2012)
<http://www.reuters.com/article/us-iran-cyberattacks-denial-idUSBRE88M06O20120923>.
More
recently, the US Department of Justice indicted seven Iranians considered to be involved in cyber operations
against several American banks: Justin Cosgrove, ‘DOJ Unseals Indictments against 7 Iranian Computer
Specialists’ Jurist.org (24 March 2016) <http://www.jurist.org/paperchase/2016/03/doj-unsealsindictments-against-7-iranian-computer-specialists.php>.
‘Iran Never Responded to Cyber Attacks with Counter Raids: Foreign Ministry’ PressTV (27 November
2015) <http://217.218.67.231/Detail/2015/11/27/439413/Iran-cyber-attack-JaberAnsari-US-Stuxnet>.
al-Qassam cyber fighters (Pastebin account), ‘Phase 2 Operation Ababil’ (Pastebin, 10 December 2012)
<http://pastebin.com/E4f7fmB5> (‘No government or organization is supporting us and we do not wait
for any support as well’).
Noah Shachtman, ‘Bank Hackers Deny They’re Agents of Iran’ WIRED (27 November 2012)
<http://www.wired.com/2012/11/bank-hackers-deny-theyre-agents-of-iran/>.
al-Qassam cyber fighters (Pastebin account), ‘Bank of America and New York Stock Exchange under Attack
Unt’ (Pastebin, 18 September 2012) <http://pastebin.com/mCHia4W5>; al-Qassam cyber fighters
(Pastebin account), ‘Operation Ababil : Second Step over Chase.com’ (Pastebin, 19 September 2012)
<http://pastebin.com/izrLhERu>; al-Qassam cyber fighters (Pastebin account), ‘Phase 2 Operation
Ababil’ (n 1347); al-Qassam cyber fighters (Pastebin account), ‘Phase 3, Operation Ababil’ (Pastebin, 5 March
2013) <http://pastebin.com/kXSsVScS>.
Shachtman, ‘Bank Hackers Deny They’re Agents of Iran’ (n 1348); Antone Gonsalves, ‘Bank Attackers
More Sophisticated than Typical Hacktivists, Expert Says’ CSO (28 September 2012)
<http://www.csoonline.com/article/2132319/malware-cybercrime/bank-attackers-more-sophisticatedthan-typical-hacktivists--expert-says.html>.
A similar hypothesis could also be drawn on the cyber operations that took place during the Russo-Georgian
War. Several websites were inciting to conduct DDoS attacks against a list of designated targets and were
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hypothesis may be exaggerated but it still offers a plausible and interesting case study. Indeed, the
authoring State could have purposely released the toolkit as a form of retaliation knowing that it
would have been used against other States, which had previously conducted cyber operations
against it.
The mere public release by a State of the malicious toolkit does not constitute an internationally
wrongful act. Hence, it could be seen as a form of retorsion against the prior unlawful cyber
operations that targeted this State. In actual fact, measures of retorsion can be taken in response to
an internationally wrongful act; however, it must be noted that the unlawful objective of such
measures of retorsion could be used by the targeted State to argue that they constitute
countermeasures and not measures of retorsion. Nevertheless, such an unlawful objective does not
make them unlawful per se.
Such behaviour may raise questions regarding the responsibility of the distributing State for the
damage caused. Indeed, the State is clearly not responsible for the conduct of non-state groups
because this conduct cannot be attributed to the State. It could be argued, however, that the State
may have breached it duty of due diligence by allowing non-state groups to use its toolkit for
unlawful purposes. This approach has its appeal but it should be discarded. Firstly, because this
would constitute an extension of the principle of due diligence, which in such case the non-state
actors would not have used the territory or infrastructure belonging to the State but merely a piece
of code produced by the State. Secondly, by making an analogy to the real world, does a State
selling weapons bear responsibility for the damage caused by them? The answer is generally
negative. Maybe, the specific features of cyber operations will lead the international community to
treat such situations differently and develop a specific legal framework regulating the release of
‘cyber weapons’, which can be used by another States or non-state actors.

11.1.2. Concluding remarks on retorsion
The present section dealt with retorsion and showed how cyber retorsion could be used by States.
The complexity of cyber operations sometimes renders difficult the assessment of their lawfulness,
and thus counter cyber operations may be spilt between retorsion and countermeasures.

making software available to download and conduct them, see Stefan Kirchner, ‘Distributed Denial-ofService Attacks Under Public International Law: State Responsibility in Cyberwar’ (2009) VIII The IUP
Journal of Cyber Law 10, 13–14.
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11.2. Countermeasures
A victim State of a cyber operation launched by another State may take countermeasures in
response if it considers the cyber operation constitutes an internationally wrongful act.1352
Importantly, the countermeasure taken in response to a cyber operation does not need to take place
in the cyber realm, and it may take a variety of forms. The victim State of a cyber operation may,
for instance, suspend the application of a specific provision of a treaty or impose economic
restrictive measures. In the same way, an injured State may take cyber countermeasures in response
to cyber and non-cyber wrongful acts. This derives from the absence of a reciprocity requirement
between the countermeasure and the breached norms.
Generally, the literature dealing with countermeasures and cyber operations focuses on selfdefense. The conclusion that most cyber operations fall short of an armed attack has led some
scholars to consider the alternative of employing countermeasures in response to state-sponsored
cyber operations.1353 The present dissertation adopts the reverse approach: it considers
countermeasures to be the primary form of self-help against cyber operations.
The term countermeasure generally refers to a measure taken to counteract or offset another
one.1354 This term is, however, used in a large variety of contexts such as law, defence, medicine,
engineering, pollution prevention and computer security. In computer security, for instance, it
refers to the technical measures taken to cope with a computer attack, a vulnerability or a threat.1355
In military terminology, it is used to qualify techniques or devices that aim at impairing the
operational effectiveness of enemy activity.1356 The present section focuses on countermeasures
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See for instance, Schmitt, The Tallinn Manual (n 76) 36, Rule 9.
Marauhn and Stein (n 1333) 26; Sklerov (n 340) 36 et seq.; Roscini, ‘World Wide Warfare’ (n 149) 113; Dinniss
(n 151) 105; Roscini, Cyber Operations (n 149) 104–107; Geiß and Lahmann (n 1333) 632–33; Radziwill (n
15) 156–160. See also: Hinkle (n 1333) 11; Hathaway and others (n 135) 857 et seq.; O’Connell, ‘Cyber
Security without Cyber War’ (n 7) 204; Schmitt, ‘“Below the Threshold” Cyber Operations’ (n 1333) 697–
699; Kerschischnig (n 187) 162–163. However, Sheng Li considers the regime of countermeasures as nonadapted for active cyber defense for three reasons: first, it does not offer sufficient protection for vulnerable
States as only the injured State can take countermeasures; second, the recourse to countermeasures might
erode the prohibition of the use of force; thirdly and finally, it does not offer a solution for the threats
arising from non-state actors: Li (n 1333) 211–215.
Angus Stevenson (ed), ‘Countermeasure’, Oxford Dictionary of English (3rd edn, Oxford University Press
2015).
R Shirey, ‘RFC 2828 - Internet Security Glossary’ (IETF 2000) 44 <https://tools.ietf.org/html/rfc2828>
(‘An action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack by eliminating
or preventing it, by minimizing the harm it can cause, or by discovering and reporting it so that corrective
action can be taken.’).
Denis Alland, ‘The Definition of Countermeasures’ in James Crawford, Alain Pellet and Simon Olleson
(eds), The Law of International Responsibility (Oxford University Press 2010) 1127; Schmitt, The Tallinn Manual
(n 76) 40, commentary to Rule 9, para 13.
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under international law, which are unlawful measures adopted by a State (the injured State) in
response to the commission of an earlier act of another State (the responsible State) and which the
injured State alleges to be an internationally wrongful act.
Countermeasures play an important role in the law of State responsibility as they constitute the
main extrajudicial and decentralized mechanism for securing compliance with international law.1357
Moreover, they are considered to be one of the circumstances precluding wrongfulness of an
internationally wrongful act.1358 Countermeasures are widely accepted by State practice,
jurisprudence1359 and academic literature.1360 The ILC codified the rules on countermeasures in the
Articles on Responsibility of States.1361 As measures of self-help, countermeasures are open to
abuse; hence, the ILC’s codification aims to establish the appropriate conditions and limitations to
limit such a risk.1362
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Crawford, State Responsibility (n 730) 676; Beatrice I Bonafè and Enzo Cannizzaro, ‘Countermeasures in
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2015)
<http://www.oxfordbibliographies.com/view/document/obo-9780199743292/obo-97801997432920159.xml>.
Articles on State Responsibility (n 116), Article 22.
See generally: Responsabilité de l’Allemagne à raison des dommages causés dans les colonies portugaises du sud de l’Afrique
(sentence sur le principe de la responsabilité) (Portugal contre Allemagne) (hereafter The Naulilaa Case) (1928) 2 RIAA
1011; Responsabilité de l’Allemagne en raison des actes commis postérieurement au 31 juillet 1914 et avant que le Portugal
ne participât à la guerre (Portugal contre Allemagne) (hereafter The Cysne Case) (1930) 2 RIAA 1035; Air Service
Agreement of 27 March 1946 between the United States of America and France (1978) 18 RIAA 417; Tehran Hostages
(Judgment) (n 606), para 53; Nicaragua (Merits) (n 77), paras 246-249; Gabčíkovo-Nagymaros (Judgment) (n
730), paras 82-87; Application of the Interim Accord of 13 September 1995 (the former Yugoslav Republic of Macedonia
v Greece) (Judgment) [2011] ICJ Reports 644, 682-692, paras 120-121, 164.
On countermeasures see generally: Charles Leben, ‘Les contre-mesures inter-étatiques et les réactions à
l’illicite dans la société internationale’ [1982] Annuaire français de droit international 9; Omer Yousif Elagab,
The Legality of Non-Forcible Counter-Measures in International Law (Oxford University Press 1988); Elisabeth
Zoller, Peacetime Unilateral Remedies: An Analysis of Countermeasures (Transnational 1984); Linos-Alexander
Sicilianos, Les réactions décentralisées á l’illicité: des contre-mesures á la légitime défense (Librairie Générale de Droit et
de Jurisprudence 1990); Carlo Focarelli, Le contromisure nel diritto internazionale (Giuffrè 1994); Yoshirō Matsui,
‘Countermeasures in the International Legal Order’ [1994] The Japanese annual of international law 1; Denis
Alland, Justice privée et ordre juridique international: étude théorique des contre-mesures en droit international public (A
Pedone 1994); Math Noortmann, Countermeasures in International Law: Five Salient Cases (Gadjah Mada
University Press 2005); Noortmann (n 1334); Mary Ellen O’Connell, The Power and Purpose of International
Law: Insights from the Theory and Practice of Enforcement (Oxford University Press 2008); Elena Katselli Proukaki,
The Problem of Enforcement in International Law: Countermeasures, the Non-Injured State and the Idea of International
Community (Routledge 2010) 68–210; James Crawford, Alain Pellet and Simon Olleson (eds), The Law of
International Responsibility (Oxford University Press 2010) 1127–1214; Crawford, State Responsibility (n 730)
684–712.
Articles on State Responsibility (n 116), Articles 22, 49-54.
‘Commentary to the Articles on State Responsibility’ (n 115) 128, commentary to Part III, Chapter II, para
2; Crawford, State Responsibility (n 730) 686.
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During the 20th century, the notion of countermeasures incrementally replaced the notion of
reprisals.1363 The arbitral tribunal in the Air Services Agreement Case1364 was one of the first to use the
notion of countermeasures in 1978, which was then adopted by the ILC and the ICJ.1365 Historically,
any measure of self-help was encompassed in the generic notion of reprisals.1366 The notion of
reprisals lost its generic character and it refers now to measures taken during an armed conflict,
usually called belligerent reprisals.1367 Unilateral peaceful but unlawful measures of self-help, which
were encompassed by the notion of reprisals in the past, are now called countermeasures.
Conversely, unilateral peaceful but lawful measures of self-help are now called retorsions and must
be distinguished from countermeasures.1368
Before analyzing the main characteristics of countermeasures, it is important to highlight that it is
a multifunctional notion, due to the different types of countermeasures. For instance, Enzo
Cannizzaro identifies a typology of four different functions pursued by the responding State that
resorts to countermeasures, which are: normative, retributive, coercive or executive.1369 Firstly,
countermeasures with a normative function, such as those aimed at reestablishing the normative
balance that has been altered by the wrongful conduct.1370 Secondly, countermeasures with a
retributive function,1371 such as those aimed at inflicting the cost of the injury suffered on the
responsible State.1372 Thirdly, countermeasures having a coercive function, such as those aimed at
compelling the responsible State to cease the wrongful conduct and abide by its obligations.1373
Fourthly, countermeasures having an executive function, such as those aimed at wiping out the
negative effect of the wrongful conduct and unilaterally producing benefits expected from the
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breached rule.1374 There is indeed no unique type of countermeasures, but rather a ‘mosaic’ of
countermeasures.1375 The multifunctional dimension of countermeasures is very important in the
assessment of proportionality, as will be demonstrated in this section.1376

11.2.1. The main characteristics of countermeasures
Despite their importance in international law, no general definition of countermeasures has been
codified in international law. For instance, the Articles on State Responsibility do not include a
definition of countermeasures. After a comprehensive analysis of the main characteristics of
countermeasures, Denis Alland proposes the following definition:
[…] countermeasures are pacific unilateral reactions which are intrinsically
unlawful, which are adopted by one or more States against another State,
when the former consider that the latter has committed an internationally
wrongful act which could justify such a reaction.1377

This definition highlights the main characteristics of countermeasures: unilaterality, peacefulness,
unlawfulness, adopted by one State against another; in response to an act considered to be
internationally unlawful. It must be added that countermeasures must be reversible and are aimed
at compelling rather than punishing.

11.2.1.1.

Unilateral measures

Countermeasures can only be taken in response to an internationally wrongful act of a State.1378 An
internationally wrongful act consists of an action or omission which, on the one hand, is
attributable to a State, and on the other hand, constitutes a breach of an international law
obligation.1379 The attribution of state-sponsored cyber operations has already been developed in
Part III of this dissertation.1380
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ibid 911.
Katselli Proukaki (n 1360) 274.
See infra 342 et seq.; see also: Cannizzaro (n 1369) 899–913; Katselli Proukaki (n 1360) 274–276.
Alland, ‘The Definition of Countermeasures’ (n 1356) 1135. Another definition has been proposed by
Elisabeth Zoller, which reads: “[C]ountermeasures can be defined as law enforcement measures which
consist in a temporary dispensation from complying with the law. In relation to the classic peacetime
unilateral remedies, the term should theoretically encompass measures which go beyond equivalence and
which would in principle be unlawful if they were not resorted to as reactions to an international offense.
[…] As a result, between the two major consequences of an international wrongful act, reparation and
punishment, countermeasures definitely have to be placed within the reparation and outside punishment.”
Zoller (n 1360) 75.
Articles on State Responsibility (n 116), Article 49.
ibid, Article 2.
See supra 235 et seq.
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Concerning the second requirement – that the action or omission constitutes a breach of an
international law obligation – the assessment of the lawfulness of the act leading to the adoption
of countermeasures is left to the injured State. This self-assessment is an important dimension, as
countermeasures are a consequence of the responding State’s conviction that an act committed by
another State constitutes an internationally wrongful act. In other words, countermeasures are
based on a unilateral interpretation by the responding State of the legality of a preceding act.
International case law, State practice and legal scholarship have recognized the self-assessment
character of countermeasures.1381 Parts I and II of this dissertation examined the circumstances in
which state-sponsored cyber operations constitute internationally wrongful acts.1382
The self-assessment of the situation by the responding State might be mistaken in some cases. If
the assessment appears to be incorrect, and thus there was no prior wrongful act justifying the
adoption of a countermeasure, the responding State incurs liability. Indeed, the countermeasure
will no longer be justified under international law, and will amount to an internationally wrongful
act.1383

11.2.1.2. Prior wrongful act
Countermeasures can be taken only in response to an internationally wrongful act. The assessment
of the wrongfulness of the act is left to the responding State. There are two consequences in relation
to the requirement of a previous wrongful act. Firstly, there are no pre-emptive or preventive forms
of countermeasures.1384 A State cannot commit an unlawful act to prevent the commission of a
wrongful act by another State and justify it as a countermeasure.1385 Some States and a minority of
the literature advocate the validity of anticipatory forms of self-defense.1386 Thus this is an
important distinction between countermeasures and measures of self-defense. Secondly, even if
the countermeasures are taken in reaction to a specific wrongful act, there is no requirement of
reciprocity between the two acts. A countermeasure does not need to be based on the same or
closely related obligation, which was affected by the previous internationally wrongful act.1387
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Leben (n 1360) 21–24; Noortmann (n 1334) 53; Alland, ‘The Definition of Countermeasures’ (n 1356) 1129.
See respectively supra 23 et seq. and 127 et seq.
‘Commentary to the Articles on State Responsibility’ (n 115) 130, commentary to Article 49, para 3.
Noortmann (n 1334) 55–56; Ruffert (n 1366) para 11.
This conclusion is without prejudice to any other circumstances that may preclude the wrongfulness of the
anticipatory unlawful act, such as necessity or force majeure, as discussed in Part II of this thesis, see supra 183
et seq.
See the discussion on anticipatory self-defense in this thesis, infra 357 et seq.
Crawford, State Responsibility (n 730) 685.
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11.2.1.3. Inter-state dimension
The inter-state dimension of countermeasures is another important characteristic. This implies two
limitations: first, only States can take countermeasures and, second, they must be directed toward
another State.
The first limitation – that only States can take countermeasures – does not, however, prevent a
State from externalizing the conduct of countermeasures. A State can conduct countermeasures
through its organs or through the medium of private actors.1388 Although only a State can take
countermeasures, it can rely on a private security company to conduct them. To constitute valid
countermeasures under international law, the measures must be attributable to the responding State
according to the international law on attribution, which was addressed in Part III.1389 The measures
must be taken by an organ of the State, a non-state actor acting under the direction, control or
instructions of the State, or the State must endorse the acts. Thus, measures taken by non-state
actors that are not attributable to a State cannot be considered as valid countermeasures, even if
these measures are conducted in support of the injured State.
DDoS attacks are illuminating in this regard. Take for example the case of State A, which is injured
by a measure taken by State B. State A decides to resort to countermeasures in the form of DDoS
attacks against State B. Several individuals and groups decide to support State A’s response and
take part in the wave of DDoS attacks against State B. Only the acts taken by the organs of State
A, or by individuals and groups acting under its control, direction or instructions, or DDoS attacks
a posteriori endorsed by State A, are attributable to State A and may therefore constitute valid
countermeasures. The other DDoS attacks are not attributable to State A, and do not qualify as
countermeasures.
The second limitation – that countermeasures must be directed against the responsible State1390 –
implies that a countermeasure cannot target third States. Only the responsible State can be targeted.
Countermeasures may, however, affect third States. In such case, they might constitute an
internationally unlawful act committed by the responding State against the affected third States.
Their wrongfulness regarding the affected third State is not precluded by the wrongful act of the
first responsible State. For instance, State A takes a countermeasure against an internationally
wrongful act of State B, but this countermeasure also affects State C. The reaction of State A would
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For a similar view see Schmitt, ‘“Below the Threshold” Cyber Operations’ (n 1333) 727.
See supra 205 et seq.
The Cysne Case (n 1359) 1056-1057; Gabčíkovo-Nagymaros (Judgment) (n 730) 55 , para 83; Alland, ‘The
Definition of Countermeasures’ (n 1356) 687.

335

STATE-SPONSORED CYBER OPERATIONS AND INTERNATIONAL LAW

constitute a valid countermeasure against State B and an internationally wrongful act against State
C, permitting the latter to take countermeasures against State A. The relationship between
countermeasures and third States will be developed further on in this section.1391
International law permits countermeasures by a State against another State only. Countermeasures
cannot be directed at non-state actors in response to their conduct.1392 A non-state actor might,
however, be the victim of countermeasures that target a State.1393 For instance, a countermeasure
taking the form of the suspension of provisions of a trade agreement would clearly affect non-state
actors. In the same way, non-state actors might be the main victims of the countermeasure. In the
Air Services Agreement Case, the countermeasure taken by the United States was “to prevent Air
France from operating its thrice-weekly flights to and from Los Angeles and Paris via Montreal”.1394
Clearly, the main victim of the countermeasure was Air France, a French air carrier. Due to the
interconnected character of the Internet, countermeasures taking the form of cyber operations may
affect, or even specifically target, non-state actors, such as Internet companies or online services
users.

11.2.1.4. Reversibility
Countermeasures should be reversible.1395 This is not an absolute condition given that some specific
effects of a countermeasure cannot be reversed.1396 For this reason, Article 49(3) of the Articles on
State Responsibility prescribes that countermeasures should be “as far as possible” reversible,
highlighting the relative nature of this obligation.1397 The suspension of a disposition in a trade
agreement might, for instance, lead to economic losses that are irreversible. In the case of a cyber
countermeasure when the use of a specific server or computer is temporarily blocked, the economic
losses resulting from this unavailability of the device would not be reversible. In the same way,
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See infra 346 et seq.
Either Harrison Dinniss in her book on the law of war applied to cyber warfare gives the example of the
‘electronic countermeasures’ used in 1998 by the US Department of Defense against non-state actors
involved in the Floodnet attacks conducted in support to the Zapatista movement. Such measures may be
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a non-state actor. See: Dinniss (n 151) 108.
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87.
‘Commentary to the Articles on State Responsibility’ (n 115) 131, commentary to Article 49, para 9.
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even if DDoS attacks can be stopped, their effects are not always reversible.1398 The reversibility is
an important element in the light of the objective of countermeasures, given that they aim to
compel the wrongdoing State to comply with its obligations, rather than punish it.

11.2.1.5. Objective of countermeasures
The objective of countermeasures is to compel the responsible State to comply with its obligation
under the law of State responsibility and not to punish it.1399 Inflicting significant damage to the
responsible State would appear to be punitive retaliation and not a measure aiming to compel the
responsible State to comply with its international law obligations. For example, if State A conducts
a cyber operation targeting and damaging industrial infrastructure of State B, and the latter State
takes a cyber countermeasure that aims at producing similar damage to infrastructure of State A.
Such a countermeasure would be irreversible, focusing on avenging the loss rather than compelling
the responsible State, and thus it may be deemed invalid.
Countermeasures seek to make the responsible State comply with its obligations under the law of
State responsibility, leading to the question: what are these obligations? Countermeasures seek to
make the responsible State end its wrongful conduct, guarantee its non-repetition, and make a full
reparation.1400 It is important to note that countermeasures are not limited to seeking the cessation
of the wrongful conduct, which differentiates it from other forms of self-help.1401 Thus, after the
termination of the wrongful conduct by the responsible State, the injured State might be entitled
to pursue countermeasures if the responsible State does not make full reparation for the injury
caused.1402
This can be illustrated by the following example: State A conducts a cyber operation against State
B, violating its territorial sovereignty and causing severe damage to an industrial infrastructure of
the latter. Even after the cessation of the cyber operation, and therefore the wrongful conduct,
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Schmitt, ‘“Below the Threshold” Cyber Operations’ (n 1333) 714.
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State B is entitled to pursue countermeasures in order to obtain full reparation of the injury inflicted
by State A’s cyber operation.
Apart from the non-punitive dimension, countermeasures should not aggravate the existing dispute
between the responsible State and the responding State.1403 Some countermeasures may in fact lead
to an escalation in the dispute, which is a risk that must be taken into account when taking
countermeasures. This is a crucial consideration when it comes to executive countermeasures, and
in particular cyber countermeasures. In addition, in order to make sure that they do not constitute
a measure with the sole aim of causing damage in order to avenge the prior wrongful act, the
responding State should be mindful of the risk of escalation in taking a countermeasure.

11.2.1.6. Non-forcible character of countermeasures
The ancient notion of reprisals also encompassed forcible measures. It is undisputed that
countermeasures must be conciliatory.1404 An injured State cannot adopt a countermeasure
amounting to a use of force, or a fortiori to an armed attack, even if the previous act breached the
prohibition of the use of force. Countermeasures must be distinguished from measures of selfdefence. The prohibition of the use of force has been already analyzed in Part I but the right of
self-defence will be developed subsequently.1405
That being said, a debate has developed in the last thirty years on whether a State should be entitled
to have recourse to forcible countermeasures against use of force, falling short of an armed attack.
This debate, which will be addressed shortly,1406 is closely related to the discussion on the existence
of a gap between the threshold of use of force and the threshold of armed attack.1407
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11.2.2. Procedural conditions
There are two main procedural conditions to be respected by the injured States before taking a
countermeasure: first, an obligation to call upon the responsible State to cease the internationally
wrongful act and make full reparation. Second, an obligation to notify the responsible State on the
decision to take countermeasures and to make an offer to negotiate (11.2.2.1). In some
circumstances, however, the obligation of notification may be set aside if it is necessary to take
urgent countermeasures (11.2.2.2).

11.2.2.1. Call for reparation and notification
The first obligation to be fulfilled before the injured State takes a countermeasure is to call upon
the responsible State to comply with its obligations under the law of State responsibility; in other
words, to cease the internationally wrongful conduct and make reparation.1408 The responsible State
might not be aware of the wrongfulness of its conduct and might willingly comply with its
obligations. Thus, the prior call for reparation guarantees the awareness by the wrongdoer of the
wrongful character of its conduct and facilitates its compliance with the obligations before the
injured State takes any further measures. This requirement, also sometimes referred to as
‘sommation’, has been expressed in the Air Service Agreement case and the Gabčíkovo-Nagymaros Project
case.1409
The second requirement is an obligation to notify the wrongdoing State and to offer to negotiate.1410
This requirement is not absolute. Indeed, in some circumstances the injured State might need to
take urgent countermeasures.
Providing notice prior to the launch of countermeasures makes clear that the responding State
taking countermeasures is acting out of necessity.1411 These procedural requirements impede States
from resorting to abusive countermeasures. They serve to ensure that other modes of settlement
have failed and verify the necessity to take a prima facie unlawful act, such as a countermeasure.
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11.2.2.2. Urgent countermeasures
The injured State, in some circumstances, may need to take urgent countermeasures1412 without
prior notification to the responsible State.1413 Urgent countermeasures are most notably justified
when the success of the countermeasure may depend on the element of surprise.1414 Only the
requirement of notification is waived in such circumstances, and the injured State must still call for
reparation before taking urgent countermeasures.
This possibility, codified in Article 52(2) of the Articles on State Responsibility, aims at offering a
solution to the injured State when prior notification might jeopardize both its rights concerning
the international wrongful act and its consequences, as well as its right to take countermeasures.
The Commentary to the Articles on State Responsibility justifies the recourse to urgent
countermeasures as follows:
Under modern conditions of communications, a State which is responsible
for an internationally wrongful act and which refuses to cease that act or
provide any redress therefore may also seek to immunize itself from
countermeasures, for example by withdrawing assets from banks in the
injured State. Such steps can be taken within a very short time, so that the
notification required by paragraph 1 (b) might frustrate its own purpose.1415

This example emphasizes the relationship between modern conditions of communications and
urgent countermeasures.
Urgent countermeasures may constitute an important part of countermeasures taken in response
to cyber operations. The victim State of an ongoing cyber operation, for example DDoS attacks or
a malware infecting its system leading to its malfunction, may have to conduct unlawful cyber
operations to mitigate the effects of the first cyber operation or to gain the necessary information
in order to do so. The success of such cyber countermeasures may depend to some extent on the
element of surprise. Prior notice of such a cyber countermeasure would give the responsible State
the opportunity to avoid, or at least mitigate, the effects of the countermeasures. To limit such a
risk, the reacting State may prefer to have recourse to urgent countermeasures without prior notice,
as illustrated in the following examples.
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For instance, in the case of a DDoS attack conducted by State B against State A, the latter may
seek to penetrate and disrupt the servers used for the DDoS attacks. These servers are located in
States A, B, C, D and E. It must be recalled that countermeasures must be directed only toward
the responsible State. Thus, penetrating the servers located in States B, C, D and E constitutes an
internationally wrongful act against these States, and only the measure concerning State B
constitutes a countermeasure. In this example, if State A notifies State B that it will take
countermeasures against its servers, State B will be able to direct its traffic to other servers or
change the processes of the cyber operation, making it impossible for State A to mitigate through
counter cyber operations. For instance, State B could migrate from servers located on its territory
to servers abroad to waive the possibility for State A to conduct cyber operations against the servers
under the justification of countermeasures. Consequently, in such case, it seems more likely that
State A would decide to take urgent countermeasures without prior notification to State B.
In the second example, State A is the victim of a malware affecting an industrial infrastructure on
its territory. The malware has been designed and launched by State B and constitutes a violation of
the sovereignty of State A. To mitigate the effect of the malware or even delete it from the infected
system, State A needs first of all to gain more information about the malware. To do so, State A
needs to trace the origin of the malware and infect computers belonging to State B. This unlawful
penetration into State B’s computers could constitute a breach of international law; however, it can
be justified as a countermeasure. In such case, if State A had notified State B of its intention, the
latter might have been able to delete or transfer the data, which State A is searching for.
These two scenarios are arguably more concerned about the necessity of the countermeasure rather
than the countermeasure itself that amounts to a justification precluding wrongfulness. However,
in both cases it can be argued that the penetration of the system is not only necessary, but also acts
as an incentive compelling the responsible State to comply with its obligations under the law of
State responsibility. Moreover, a countermeasure can be valid even if it is not necessary for the
compliance of the responsible State.1416 These two scenarios actually illustrate two forms of
executive countermeasures taking place in cyberspace. The prima facie internationally wrongful acts
described in these scenarios are arguably justified under both necessity and countermeasure, which
amount to circumstances precluding wrongfulness.
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More generally, for most cyber operations, secrecy and thus the element of surprise constitute an
important component for their success. Consequently, when a State considers taking cyber
countermeasures, regardless of whether they are taken in response to a cyber or non-cyber
wrongful act, it would be beneficial not to notify the wrongdoing State.

11.2.3. Substantive conditions
Recourse to countermeasures is restricted by substantive conditions confining their scale and
effects (11.2.3.1 and 11.2.3.2) and their duration (11.2.3.4), as well as prohibiting some specific
forms of countermeasures (11.2.3.3).

11.2.3.1. Necessity
Taking countermeasures is limited by the requirement of necessity. Countermeasures can be taken
when they are necessary to compel the wrongdoing State to comply with its obligations under the
law of State responsibility, specifically its obligation to cease the cyber operation or the obligation
to repair possible damage. The necessity of countermeasures does not end, as already mentioned,
with the termination of the wrongful conduct and they may remain necessary to compel the
wrongdoing State to make full reparation for the damage.1417

11.2.3.2. Proportionality
The principle of proportionality is used in numerous branches of international and domestic law,
including jus in bello, jus as bellum, the law of treaties, human rights law, maritime delimitation law
and the law of State responsibility.1418 This principle generally implies that the acts of a State must
be rational and reasonable regarding the expected outcome. Proportionality is a condition for the
validity of countermeasures. The proportionality requirement of countermeasures has been
recognized in State practice, doctrine and jurisprudence.1419 This requirement was analyzed in the
Naulilaa Case, the Air Service Agreement Case, and the Gabčíkovo-Nagymaros Project Case.1420
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Countermeasures must be proportional, but proportional to what? Is it a quantitative
proportionality, thus focusing on the injury suffered or a qualitative proportionality focusing on
the gravity of the act and the breach of international law? Article 51 of the Articles on State
Responsibility enshrines the requirement of proportionality regarding countermeasures:
Countermeasures must be commensurate with the injury suffered, taking
into account the gravity of the internationally wrongful act and the rights in
question.1421

Thus, proportionality must be assessed taking into account both quantitative and qualitative
elements.1422 It is, however, clear that the degree of pressure necessary to compel the responsible
State to comply with its obligations is not taken into account in the proportionality test.1423 They
must not, however, constitute measures of punishment against the responsible State, and this
should be assessed through the proportionality test.
The test of proportionality can be assessed following two distinct logical operations, distinguishing
between external and internal proportionality, as suggested by Enzo Cannizzaro.1424 External
proportionality assesses the appropriateness of the aim pursued by the responding State in taking
countermeasures. Internal proportionality assesses the appropriateness of the content of the
countermeasures in relation to the result expected by the responding State taking them. In support
of his argument, he analyzes the Tehran Hostage and Gabčíkovo-Nagymaros Project cases of the ICJ,1425
and shows that the Court followed this two-step assessment of proportionality.1426 Furthermore,
he convincingly argues that external proportionality should be assessed on the basis of the
functions of countermeasures, identifying four possible functions: normative, retributive, coercive
and executive.1427
Firstly, the proportionality of normative countermeasures should be assessed taking into account
the equivalence in law between the breach and response (normative standard).1428 The normative
standard generally works with reciprocity, as it compares the response capacity to reach a legal
equivalence with the breach. He notes that due to this overlapping between the two norms, the
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reciprocal character of countermeasures, which are based on the same closely related norms,
generally exhausts the proportionality requirement.1429
Secondly, the proportionality of retributive countermeasures should be assessed taking into
account the effects of the breach and response (retributive standard).1430 The retributive standard
mainly focuses on the quantitative equivalence.
Thirdly, the proportionality of coercive countermeasures should be assessed taking into account
the exigency to produce compliance (coercive standard).1431 In such case, the assessment of
proportionality focuses more on the appropriateness of the countermeasures for their objective
than on the quantitative equivalence between the wrongful act and the countermeasures.1432 In
some cases, the damage produced by the countermeasures may be, for instance, higher than that
of the first wrongful act.1433
Fourthly, the proportionality of executive countermeasures should be assessed by making sure that
the measures employed are necessary and their effects do not outweigh the benefits expected
(executive standard).1434 Enzo Cannizzaro insists that countermeasures, and a fortiori those having
executive function, must not be forcible,1435 nor incur a violation of the territorial sovereignty of
other States.1436
A countermeasure will most likely satisfy the proportionality test if it is based on the same or closely
related obligations.1437 This is, however, not a requirement and a countermeasure can be established
on very different obligations. In such a situation, the assessment of proportionality is more difficult
because the countermeasure still has to be commensurate to the wrongful conduct of the
responsible State. The underlying rationale is that the right of the injured State should not be
restricted by the wrongful conduct of the responsible State.1438 The conduct must be proportionate,
but the responding State remains free to decide which conduct to adopt as a countermeasure.
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Proportionality can only be assessed by approximation.1439 This is even more true when it comes
to comparing countermeasures that affect different obligations than those affected by the initial
wrongful conduct.

11.2.3.3. Prohibited countermeasures
Countermeasures cannot affect any kind of obligation. First of all, countermeasures cannot be
forcible and cannot breach the prohibition of the use of force, as already noted earlier.1440
Countermeasures cannot violate several other obligations, including obligations of fundamental
human rights, obligations of a humanitarian character prohibiting reprisals, or any other
peremptory norms of international law.1441
Furthermore, some treaties include provisions prohibiting countermeasures with regard to specific
norms of international law.1442 Some treaties also prescribe their own system of enforcement, as is
the case of the European Union, or prescribe a specific procedure for the suspension of
countermeasures, like the World Trade Organization (WTO).1443 Extensive literature exists on these
self-contained regimes regulating countermeasures but they will not be detailed here.1444
The responding State that takes countermeasures has also the duty to respect two other sets of
obligations: certain obligations regarding dispute settlement procedures that are applicable between
the responding and responsible States,1445 and obligation to respect diplomatic and consular
inviolability.1446

11.2.3.4. Temporal elements of countermeasures
The cessation of the internationally wrongful act of the responsible State does not mean
systematically that countermeasures are no longer justified and should end. Countermeasures are
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indeed justified for both compelling the wrongdoing State to end its conduct and to comply with
its obligations under the law of State responsibility. Consequently, even when the internationally
wrongful act has ceased, the responsible State might still has to provide full reparation for the
damage resulting from its conduct.1447 The injured State is also entitled to pursue countermeasures
until the wrongdoer makes full reparation and complies with its obligations.
Countermeasures may not be taken, or must cease, in two situations. Firstly, when the
internationally wrongful act ceased and full reparation has been made, or when reparation is
unnecessary.1448 In such circumstances, there is no longer any dispute between the responsible and
responding States, and the countermeasures must end.1449 Secondly, when the internationally
wrongful act ceased and the dispute is pending before a court or tribunal.1450 This last requirement
is satisfied only if the court or tribunal has the authority to take decisions that bind the parties. It
implies that the court or tribunal has been formed in the case of an ad hoc procedure, and that it is
in a position to deal with the case.1451 It also entails the responsible State to implement the dispute
settlement procedures in good faith.1452

11.2.4. Third States and countermeasures
Countermeasures are normally taken by the injured State of an internationally wrongful act that are
geared towards the State responsible for this act. In some circumstances, however, third States may
be affected by countermeasures (11.2.4.1), or they may decide to take measures against the
responsible State of an internationally wrongful act (11.2.4.2).

11.2.4.1. Third States affected by countermeasures
The wrongfulness of countermeasures is only precluded vis-à-vis the responsible State. As a
consequence, countermeasures affecting third States cannot be considered as such and they
constitute themselves internationally wrongful acts toward these States.
For instance, State A is a victim of DDoS attacks conducted by State B, which relying on servers
located in States B, C, and D. Only State B is responsible for the DDoS attacks. If State A decides
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to conduct cyber countermeasures taking the form of a malware targeting the servers in States B,
C and D, the wrongfulness of such measure is precluded only with regard to State B. The measures
affecting States C and D remain wrongful and do not amount to valid countermeasures.
This is an important limitation for countermeasures in response to cyber operations, especially in
the case of cyber countermeasures. An injured State cannot conduct a valid countermeasure by
targeting the infrastructure of a third State to affect the responsible State.1453 Indeed, due to the
interconnectedness of the Internet, the cyber operation conducted by a State may transit through
several servers located in third States before reaching the victim State. The victim State must ensure
that its reaction does not affect these third States nor target the third States directly. It must be
noted that in some specific circumstances, however, the wrongfulness of the measures vis-à-vis third
States may be barred by other circumstances that preclude wrongfulness, such as necessity.1454
In 2012, the Japanese newspaper Yomiuri Shimbun published a report about how Japan contracted
the private company Fujitsu in 2008 in order to develop a malware aimed at tracing the sources of
cyber operations and to disable them. The malware could identify the sources as well as the
intermediary computers used for the transit of the cyber operations.1455 Such a malware, if used,
could penetrate intermediary computers located in third States. Therefore, Japan would violate the
sovereignty of these third States. Moreover, the breach could have been even more serious if the
malware disabled not only the sources of the cyber operation, but also intermediary computers
located in third States. This case illustrates the risk that exists when States resort to automated
technical responses to cyber intrusion.1456
Furthermore, the responding State must be aware and careful of the potential consequences of
affecting third States with a countermeasure. As already mentioned, the unlawfulness of the
measures is not precluded regarding third States, which means that these measures remain unlawful.
Consequently, these States may subsequently take countermeasures against the responding State.
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11.2.4.2. Third States conducting countermeasures
Third-state countermeasures refer to countermeasures conducted by a State other than the injured
State. Can third States take countermeasures? And what are the limits of such measures? The
existence of such possibility for third-States is highly controversial.1457 In order to answer this
question, two situations must be distinguished: on the one hand, solidarity measures taken by a
third State in support of another State injured by an internationally wrongful act (A); on the other
hand, measures taken by a State in response to a violation of an erga omnes obligation (B).

A.

Solidarity measures

Solidarity measures are measures taken by a State other than the injured State against the
responsible State. Clearly, some State practice can be found in which a third State has taken
unlawful measures against a wrongdoing State in support of an injured State.1458 For instance, in
the Nicaragua case, the United States justified their unlawful support to the Contras as a response to
the unlawful support granted by Nicaragua to armed opposition movements in Costa Rica, El
Salvador, and Honduras. Thus, in this case, the injured States were Costa Rica, El Salvador, and
Honduras. Nicaragua was the wrongdoing State. Lastly, the United States was the third State acting
in support of the injured States. The ICJ, however, clearly established that there is no right of
collective countermeasures and that a third State is not entitled to take countermeasures.1459 James
Crawford argues that it would be possible for the Court to reach a different conclusion if the
injured States had requested assistance from the intervening third State.1460
The possibility of third State countermeasures in support of an injured State appears in the 2000
version of the ILC’s Draft Article on State Responsibility. Article 54, paragraph 1 states:
Any State entitled under article 49, paragraph 1, to invoke the responsibility
of a State may take countermeasures at the request and on behalf of any State
injured by the breach, to the extent that that State may itself take
countermeasures under this chapter.1461
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Draft Article 54 was heavily criticized by States and was finally deleted and replaced by a ‘saving
clause’ in the final version of the Articles on State Responsibility.1462 Consequently, the final version
of the Articles on State Responsibility does not entitle a third State to take countermeasures in
support of another State. It must then be concluded that according to the current status of
international law, the injured State is the only beneficiary of the right to take countermeasures and
third States are not entitled to conduct supportive countermeasures.
This conclusion is very important for cyber security. A victim State of an unlawful cyber operation
falling short of an armed attack cannot benefit from other States taking unlawful measures on its
behalf. In other words, a third State cannot take supportive unlawful measures of active cyber
defence against the wrongdoing State. Some scholars criticize the impact of such limitation for
vulnerable States.1463 Sheng Li, for instance, uses the 2007 cyber operation against Estonia as an
example, and stresses that “even if Estonia were authorized to launch active defence
countermeasures against Russian computer networks, the vast gap in terms of size and cyberwarfare capabilities between the two countries means that such efforts are unlikely to produce
noticeable effect”.1464 He further highlights that the right of self-defence does not ‘suffer from this
defect’ since it recognizes a right of collective self-defence. In the Estonian case, it would permit
Estonia to benefit from help of its allies.1465 The argument is appealing but has the potential to
open the floodgates to collective countermeasures in support to an injured State. Thus, this
question needs to be handled with great caution. There is a clear risk that if a right of collective
countermeasures existed, powerful States would actually abuse it in order to coerce other States.
Moreover, the injured State is not abandoned and can request other forms of support from third
States. In 2008, during the Russo-Georgian armed conflict, several cyber operations targeted
Georgia. This country benefited from the support of other States to mitigate the effects of these
cyber operations, including the transfer of Georgian websites to servers located in the United States
and Estonia. Furthermore, the French and Polish CERTs helped Georgia analyze the cyber
operations, and the Estonian CERT sent two specialists to Georgia.1466 All these measures neither
constitute countermeasures nor violate international law.
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To conclude, it must be noted that international law does not entitle third States to conduct
countermeasures in support of an injured State. They are, however, entitled to take lawful measures.
A third State may decide to provide aid or assistance to the victim State that resorts to cyber
countermeasures, without the third State conducting countermeasures itself. The assisting State, as
already developed earlier, would in such case be responsible for only the aid or assistance it provides
but not the cyber operation itself.1467 Whether the aid or assistance provided is lawful is not affected
by the fact that it is provided in support of a valid countermeasure. Thus, if the aid or assistance
provided is unlawful, its unlawfulness is not precluded. As already mentioned, there is nothing to
prevent a State from providing lawful aid or assistance to another State in the perpetration of valid
cyber countermeasures.

B.

Measures in response to a violation of an erga omnes obligation

The existence of a right to take countermeasures to secure collective interest, such as protecting a
collective interest arising from an erga omnes obligation or an erga partes obligation, is an unsettled
and highly controversial debate in international law.1468 As noted in the Commentary to the final
version of the Articles on State Responsibility, the ILC considered State practice to be too
embryonic and refrained from codifying such types of countermeasures.1469 Article 54 of the
Articles on State Responsibility is a ‘saving clause’, which leaves the door open to such measures
and will depend on further development in international law.1470
Article 54, paragraph 2, of the 2000 version of the Draft Articles on State Responsibility provided
such a possibility, stating:
In the cases referred to in article 41 [serious breach by a State of an obligation
owed to the international community as a whole and essential for the
protection of its fundamental interests], any State may take
countermeasures, in accordance with the present chapter in the interest of
the beneficiaries of the obligation breached.1471
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This Draft Article was highly controversial and was heavily criticized by States in their comments
on the ILC’s Draft Articles.1472 Finally, countermeasures of collective interest disappeared from the
final text of the Articles on State Responsibility. Article 54 entitles third States to take lawful
measures and not countermeasures. Indeed, the Articles on State Responsibility permit a third State
to take ‘lawful measures’ against the wrongdoing State breaching erga partes or erga omnes obligations.
Article 48, paragraph 1, stipulates that a third State is entitled to invoke the responsibility of the
wrongdoing State if “the obligation breached is owed to a group of States including that State, and
is established for the protection of a collective interest of the group” (erga partes obligation) or
alternatively if “the obligation breached is owed to the international community as a whole” (erga
omnes obligation).1473 The third State entitled to invoke the responsibility of the wrongdoing State,
is also entitled by Article 54 to “take lawful measures against that State to ensure cessation of the
breach and reparation in the interest of the injured State or of the beneficiaries of the obligation
breached”.

1474

The ILC clarified the use of ‘lawful measures’ in the Commentary, according to

which:
The article speaks of “lawful measures” rather than “countermeasures” so as
not to prejudice any position concerning measures taken by States other than
the injured State in response to breaches of obligations for the protection of
the collective interest or those owed to the international community as a
whole.1475

The ILC’s approach appears to be ambiguous, which Denis Alland highlighted.1476 The
Commentary specifies that Article 54 neither permits nor precludes countermeasures of general
interest. The use of ‘lawful measures’ makes it difficult.1477 Indeed, countermeasures are unlawful
measures whose wrongfulness is precluded (Article 22). The use of ‘lawful measures’ suggests that
only measures of retorsion would be permissible.
Despite this contradiction, the Commentary makes clear that the issue is left open to future
developments in international law.1478 No treaty permits collective countermeasures so it is
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necessary to analyze State practice and opinio juris to identify a potential norm of customary
international law. The analysis of several cases1479 seems to confirm the emergence of an opinio juris
and a consistent State practice in support of the existence of a norm of customary international law
permitting collective countermeasures.1480 However, it appears that States generally prefer to use
lawful measures when they do not have an authorization from the UN Security Council or are not
responding to a grave violation such as genocide, hostage taking, slavery, apartheid, or
aggression.1481
The controversy can be summarized according to two competing interests: on the one hand, the
need for a better enforcement of international law, mainly when it concerns erga omnes obligations
and jus cogens; on the other hand, the risk of abuse of such a right by powerful States as well as the
risk of undermining the authority of the UN Security Council.1482 Elsewhere, it has been argued
that countermeasures of general interest would be inconsistent with the traditional view of the
international law on State responsibility.1483 Martin Dawidowicz analyzed the controversies on
countermeasures of general interest and concluded that “the use of third party countermeasures
has so far proved neither as abusive as many feared nor as effective as many other had hoped”.1484
This dissertation does not attempt to answer whether or not international law has already evolved
in a way that entitles third States to take countermeasures of collective interest, but the previous
paragraphs demonstrate the likelihood of such evolution in the future.
It is unlikely in the current state of both international law and cyber technology, that cyber
operations alone constitute a grave breach of an erga omnes obligation. It actually appears difficult
to perpetrate actions such as genocide, hostage taking, slavery, apartheid, or aggression through
cyber means alone. Conversely, cyber countermeasures may constitute a possible means to impede
the violation of an erga omnes obligation. Cyber operations can severely disrupt the organization of
the government or army of a State and thus slow-down its commission of a grave breach of
international law. The international community is generally seen to be a slow piece of machinery,
so delaying the commission of a grave breach of international law might be valuable.
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11.2.5. Concluding remarks on countermeasures
This section dealt with countermeasures as extrajudicial measures to be taken by a State, injured by
a cyber operation, to compel the perpetrating State to comply with its obligations under the law of
State responsibility. This dissertation began with the observation that the vast majority of statesponsored cyber operations are unlawful but do not reach the threshold of cyber warfare. Based
on this observation, countermeasures would be preferred response, rather than self-defence. The
present sections demonstrated the appropriateness of countermeasures in response to an unlawful
cyber operation. From the same standpoint, the next section on self-defence will also lend
subsidiary support to this claim by demonstrating that, even when it is possible to invoke selfdefence against cyber operations, it may not represent the most appropriate form of response.

11.3. Self-defence
Owing to the disproportionate focus on cyber warfare, the literature and States tend to focus on
self-defence as the main remedy against threats arising from state-sponsored cyber operations.
There is no doubt that cyber operations have the potential to reach the ‘scale and effects’ of an
armed attack, which would in turn give rise to the right of self-defence of the targeted State.1485 To
date, however, no cyber operation has undisputedly fulfilled the criteria of an armed attack nor has
it been publically qualified as such.1486 The other forms of self-help, especially countermeasures, are
generally seen as only a palliative when self-defence is unavailable.1487
The approach should be reversed; countermeasures should be considered the main and preferred
form of self-help against cyber operations. This would mean that self-defence would be considered
in exceptional cases only. The previous section demonstrated that most cyber operations can be
addressed by countermeasures. Complementing what preceded, the present section demonstrates
the inapplicability of self-defence in the vast majority of cases. The argument is not that selfdefence should be discarded, but recommends against viewing it as the main form of remedy.
However, in some very limited cases, self-defence might constitute the optimal, if not the only,
option available to a State victim of cyber operations. This assertion is supported by several
arguments. First of all, only a few cyber operations, the most serious ones, may cross the threshold
of armed attack. Most of them are illicit but fall short of an armed attack. Thus, in most cases
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countermeasures constitute the only valid option. Secondly, the scope and conditions of selfdefence are much more limited, making it more difficult to apply. It is first necessary to analyze the
right of self-defence against cyber operations, also as it constitutes a valid option in some very
limited cases, before concluding why countermeasures are the preferred option.
The UN Charter establishes a system of collective security prohibiting individual recourse to force
by States (Article 2, Paragraph 4). The Charter provides two exceptions to this prohibition: firstly,
recourse to force authorized by the UN Security Council under Chapter VII of the UN Charter;
and secondly, the right of self-defence (Article 51).1488
The condition ratione materiae to self-defence is the occurrence of an armed attack, as enacted in
Article 51 of the UN Charter, which states:
Nothing in the present Charter shall impair the inherent right of individual
or collective self-defence if an armed attack occurs against a Member of the
United Nations, until the Security Council has taken measures necessary to
maintain international peace and security. Measures taken by Members in
the exercise of this right of self-defence shall be immediately reported to the
Security Council and shall not in any way affect the authority and
responsibility of the Security Council under the present Charter to take at any
time such action as it deems necessary in order to maintain or restore
international peace and security.

Resorting to force in self-defence is conditioned on the ability of the victim State to prove that it
has been victim of an armed attack. Indeed, the State invoking the right of self-defence bears the
burden of proof.1489 The armed attack requirement has been confirmed by the ICJ,1490 the ILC1491
and State practice.1492 State-sponsored cyber operations may meet the threshold of scale and effects
of armed attack in limited circumstances, as analyzed earlier in this dissertation, and trigger the
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right of self-defence of the victim State.1493 Thus, this section does not deal with the definition of
‘cyber armed attacks’ but rather focuses on the conditions and modalities of the right of selfdefence against cyber operations. Generally, three conditions must be met in order to constitute a
lawful exercise of the right of self-defence: firstly, the measure must be made in response to an
armed attack; secondly, the measure must be necessary and proportionate; thirdly, the measure
must be reported to the Security Council and must cease when the Security Council has taken
“measures necessary to maintain international peace and security”.1494
Several questions need to be addressed in this regard: firstly, who is entitled to exercise the right of
self-defence and against whom is this right exercised? (11.3.1); secondly, when can the right of selfdefence be exercised against a cyber armed attack? (11.3.2); thirdly, what are the conditions and
modalities that come into play when exercising the right of self-defence? (11.3.3); fourthly, what
are the remedies against cyber use of force falling short of an armed attack? (11.3.4). After
answering these questions and analyzing them in the context of state-sponsored cyber operations,
this section will finally conclude with why countermeasures are preferable to self-defence as a
remedy against cyber operations.

11.3.1. Ratione personae requirement
The right of self-defence is granted only to States in response to an armed attack perpetrated by
other States under the UN Charter system. Moreover, Article 51 of the UN Charter provides that
self-defence may be exercised individually or collectively. There are two conditions for collective
self-defence: the victim State must consider itself the victim of an armed attack, and the third State
should intervene at the request of the victim State.1495
Generally, self-defence deals with an attack by one State against another. However, this does not
mean that the acts of non-state actors are irrelevant. The conduct of non-state actors attributable
to a State and meeting the threshold of an armed attack, constitutes an armed attack on behalf of
the supporting State. Consequently, the victim State is entitled to invoke its right of self-defence
against the sponsoring State.
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Moreover, a segment of the literature advocates the right of self-defence against non-state actors,
even when they do not act with the support of a State.1496 In such case, the measures of self-defence
would be directed against the non-state actors and not against a State. The debate is not settled and
it cannot be affirmed whether the right of self-defence has yet to extend to encompass attacks by
non-state actors not attributable to a State. It is however more than likely to evolve in this direction
in the future. Thus, an armed attack could be the result of the conduct of non-state actors not
acting the behalf of any State.1497 Arguably, Article 51 of the UN Charter does not permit or prohibit
self-defence against non-state actors.1498 The 9/11 terrorist attacks in 2001 and the resulting
American action in self-defence against terrorist groups has brought some supportive practice to
this theory.1499 The ICJ, however, in two cases ruled after the 9/11, namely the Wall Advisory
Opinion and the Armed Activities case, remains reluctant to extend the notion of armed attack to
acts of non-state actors not acting on behalf of any State.1500 The debate is not settled and whether
or not the right of self-defence has extended to encompass attacks by non-state actors, which are
not attributable to a State, has yet to be confirmed.1501
In the cyber context, it may be difficult to establish the relationship between the perpetrating nonstate actor and an alleged sponsoring State. Thus, the extension of the right of self-defence to
threats arising from non-state actors could be seductive in the cyber context; however, this
constitutes a very slippery slope and should be exercised with extreme caution. The experts taking
part to the Tallinn Manual process were split on this point but the majority considered that the right

1496

1497
1498

1499
1500

1501
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of self-defence also applies to non-state actors.1502 Furthermore, a State harbouring non-state actors
involved in cyber operations against another State or allowing its territory to be used to this end,
might breach its obligation of due diligence.1503
The ratione personae requirements of the right of self-defence are not specifically challenged by the
shift to cyberspace. They are thus only briefly introduced in this dissertation, without any further
development. The two main points of interests have been addressed already: attribution of cyber
operations to State and due diligence.1504

11.3.2. Ratione temporis requirement
The right of self-defence can only be exercised on condition of the occurrence of an armed attack.
Based on this affirmation, the question of the ratione temporis application of this right arises, which
involve two interrelated dimensions: when does the right of self-defence begin and when does it
end?

11.3.2.1. Beginning of self-defence
The first question to be answered is: when does the right to self-defence come into play? The
wording of Article 51 of the UN Charter and its travaux préparatoires suggest that the right of selfdefence starts with the occurrence of the armed attack, and not before than.1505 There is no doubt
on this point: as soon as the armed attack begins, the victim State is entitled to exercise its right of
self-defence.
Some commentators and some States argue that a right of anticipatory self-defence exists under
customary international law.1506 This position is incompatible with the text of Article 51,1507 but its
proponents generally assert that the adoption of the UN Charter did not erase pre-existing
customary norms on self-defence, and as such, customary international law continues to prescribe
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See respectively supra 205 et seq. and 191 et seq.
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anticipatory self-defence.1508 The letter from the US Secretary of State Daniel Webster to the British
Ambassador regarding the Caroline incident is generally used to support the validity of anticipatory
self-defence. Webster famously stated that self-defence is permitted when a State faces an imminent
attack giving rise to a “necessity of self-defence, instant, overwhelming, leaving no choice of means,
and no moment for deliberation”.1509 The majority of States1510 and the literature reject anticipatory
forms of self-defence, and it seems difficult to identify consistent State practice to support it.1511
This never-ending doctrinal debate is “dangling over Ius ad Bellum like the Sword of Damocles”,1512
and is menacing the fragile equilibrium of the collective security system of the UN Charter.
The 9/11 terrorist attacks marked a watershed in the debate on anticipatory self-defence.1513 In
September 2002, the United States adopted the US National Security Strategy (NSS), which
strongly advocated in favour of the lawfulness of anticipatory self-defence against imminent
threats:1514
[f]or centuries, international law recognized that nations need not suffer an
attack before they can lawfully take action to defend themselves against
forces that present an imminent danger of attack.1515

The US position was followed by several States, thus rekindling the debate over anticipatory selfdefence.1516 However, numerous States have criticized this approach and still consider anticipatory
self-defence is unauthorized under positive international law.1517 Consequently, there is no
consistent opinio juris among States in favour of anticipatory forms of self-defence. It must,
therefore, be concluded that no de lege lata right of anticipatory self-defence has emerged in positive
international law.1518
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Because the focus of the dissertation is on state-sponsored cyber operations, it does not try to solve
the never-ending debate on anticipatory self-defence. This brief appraisal of the debate
demonstrates that anticipatory self-defence is neither permitted nor expressly prohibited under
Article 51, but that anticipatory self-defence is not part of positive international law. However, the
endless doctrinal debate and the sporadic recognition by some States of anticipatory self-defence
highlights the necessity to deal with the question in relation to state-sponsored cyber operations.
This is justified on two grounds: first, international law might evolve and slowly integrate
anticipatory self-defence even if this seems unlikely given the history and evolution of self-defence.
Second, States may justify some of their actions against state-sponsored cyber threats as measures
of anticipatory self-defence. Most cyber operations do not meet the threshold of armed attack and
thus anticipatory self-defence would constitute a very fragile justification on both the anticipatory
character and scale and effects of the cyber operation. In addition, some of the literature on cyber
operations and international law argue in favour of the right of self-defence against imminent cyber
armed attacks.1519
Anticipatory self-defence is not uniform, and three main forms of anticipatory self-defence can be
identified: interceptive self-defence (A), pre-emptive self-defence (B) and preventive self-defence
(C).1520 The term interceptive, preventive and pre-emptive self-defence refer to self-defence against
the threat of an armed attack that has not yet begun. The different terminology used are not
transparent nor are they always used consistently.1521 In addition to interceptive self-defence, two
different forms of anticipatory self-defence must be distinguished: on the one hand, actions against
an imminent threat that has not yet started, hereafter referred to as pre-emptive self-defence; and
on the other hand, actions against future threats notably in the case of the development of weapons
of mass destruction, hereafter referred to as preventive self-defence. Both pre-emptive and
preventive self-defence are highly controversial under positive international law.
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A.

interceptive self-defence

Interceptive self-defence concerns situations in which the armed attack has started but has not yet
reached nor affected the targeted States.1522 The textbook case is the launch of a vessel; the targeted
State should not have to passively wait for the vessel to hit, and should be able to take interceptive
measures to stop it before it reaches its territory and produces effects.1523 Another example is the
case of a fleet en route to attack but is intercepted before the attack has begun.1524
Interceptive self-defence is the least controversial form of anticipatory self-defence. It is not
completely an anticipatory form of self-defence, since it occurs when the armed attack has already
started but has not yet produced its effects. It lies between self-defence against an actual armed
attack that has occurred and anticipatory self-defence. Interceptive self-defence is neither
prescribed nor prohibited by Article 51 of the UN Charter. However, it is considered to be
compatible with Article 511525, as in this case the armed attack has already started.1526
Cyber operations can take less than a second to transit between the launching system and the
targeted system. Thus, interceptive self-defence would be, at least in the current state of technology,
of little relevance in such cases.1527
In some circumstances, cyber operations are more complex and encompass several phases. An
illustration of a more complex operation would be one designed to target a specific system. The
actual cyber operation producing effects and damage might be preceded by another operation that
aims at gathering information about the targeted system. If the destructive effects of the cyber
operation qualify it as an armed attack, does the armed attack start with the damaging cyber
operation or with the preceding reconnaissance phase? The answer is that the armed attack starts
only when the damage is caused by the cyber operation. In this hypothesis, the attacker must have
crossed the ‘legal Rubicon’,1528 or the point of no return,1529 which is only crossed by the actual
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cyber operation and not by the reconnaissance phase. Any other answer would amount to
recognizing the right of self-defence of a State that identifies a foreign cyber operation spying on
its system. It is thus more a situation of preventive or pre-emptive self-defence than of interceptive
self-defence. The gathered information may be used to conduct a cyber operation with destructive
effects but the spying operation does not by itself suffice to constitute the beginning of the armed
attack.
In some other circumstances, however, the damaging cyber operations may take longer to produce
its effects and in such case, it could be argued that the targeted State may react on the bases of
interceptive self-defence. For instance, the planting of a logic bomb in the targeted system is not
enough to constitute the beginning of the armed attack, it must have started to target the system.
As long as the logic bomb is dormant, it only constitutes a violation of the sovereignty of the
targeted State.1530
A hypothetical example may be drawn from the Stuxnet case. For sake of argument, let’s consider
it constituted an armed attack1531 and that it was attributable to a State. In such circumstances, if
Iran identified the virus in its system before it damaged the centrifuges, it could be argued that it
was entitled to take interceptive self-defence measures to mitigate the cyber operations and prevent
the attacking State from continuing its attack. In this example, the attack had already started but
did not yet produce any damage, but it is likely to constitute an armed attack when the damage
occurs. This scenario must be considered with caution, however. Only the situation where the
cyber operations has reached the point of no return would qualify. Thus, the difficulty lies in
determining whether or not the cyber operation has reached this point. This hypothetical situation
may be considered under both interceptive and preventive self-defence: indeed, if the point of no
return is not clearly reached, the self-defence measures would appear to be more preventive than
interceptive, which is a more controversial justification as will be developed below. The
determining factor would be the fact that the malware has already started its destructive activity;
for example, by changing the speed of the rotors of nuclear centrifuges, without having yet
produced any damage.
Conversely, if it appears that the malware is still in its reconnaissance phase and nothing in its
behaviour shows any destructive aim, it could not be considered that an armed attack has started,
which prevents the justification of interceptive measures of self-defence. While the distinction is
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theoretically clear, it might be blurred in practice. The victim States might find it difficult to
determine with certainty the actual aim of the cyber operation. Against this uncertainty, it would
be easy for the attacking State to deny the cyber operation constitutes an armed attack and to
produce evidence to this end. For instance, in the hypothetical example based on Stuxnet, Iran
would have had to dig into the code of Stuxnet and then identify clearly that the aim was to damage
the centrifuges and that damaging activity had begun before it could invoke its right of self-defence.
Conversely, the attacking States could have easily argued that the malware had a spying purpose
only, and was gathering information on, or possibly testing, the centrifuges. The attacking States’
revelations would clearly expose the unlawfulness of its action, but would also at the same time
diminish or even discard any justification for interceptive self-defence. Thus, if Iran had used its
right of interceptive self-defence against the perpetrator before Stuxnet produced any effects, it is
not certain whether the international community would have considered it to be a valid use of selfdefence.
To constitute a valid form of interceptive self-defence against a cyber operation, two conditions
must be met: firstly, the targeted State has to identify the potential of the cyber operation to cause
damage; and, secondly, it must identify that the damaging activity has started even if it has not yet
produced such effect. If only the first condition is met – a State identifies a foreign malware in its
system – it would constitute a violation of its sovereignty; however, it seems unlikely to constitute
a valid ground for interceptive self-defence. Nonetheless, it is possible to argue that it already
constitutes the first step in a cyber operation and thus could be compared to the example of the
fleet en route for an attack. The situation is clearly different, however. Firstly, the attack has not yet
started and thus the State is not entitled to resort to interceptive self-defence; the validity of this
response on the ground of pre-emptive self-defence will be detailed below. Secondly, and more
importantly, if the State identifies any malware inside its system, the State can take independent
measures to mitigate or delete the malware from its system.1532 Thus, the State would have not have
any grounds to take measures of self-defence against the attacking State. Consequently, measures
of interceptive self-defence against the attacking State would be unnecessary and thus invalid.1533
In conclusion, interceptive self-defence appears to be of little help to repel state-sponsored cyber
operations for two reasons. Firstly, the speed of most cyber operations - as the delay between
launching and the effects is generally non-existent – makes the window of opportunity to act in
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interceptive self-defence very limited, if not impossible.1534 Secondly, the complexity of most cyber
operations and the fact they might not be identified before they produce any effects makes the
adoption of interceptive measures very unlikely and highly complex.

B.

Pre-emptive self-defence

Pre-emptive self-defence refers to the actions against an imminent threat that has not yet started.
The existence of such right is highly controversial, and cannot yet be considered as valid under
positive international law.1535
Identifying an imminent state-sponsored cyber operation amounts to a complicated exercise.1536
Cyber operations are generally not preceded by visible signs, unlike other forms of hostile acts. For
instance, a cyber operation is not preceded by any movement or massing of troops at the border.
Moreover, they are generally covert and are usually only discovered after the victims have been
affected.
To identify the imminence of an armed attack, Michael Schmitt bases his assessment on the
identification of the ‘last feasible window of opportunity’.1537 The Tallinn Manual recognizes the
right of self-defence against an imminent armed attack,1538 and refers to Michael Schmitt’s test of
‘the last window of opportunity’.1539 Yet, ‘the last window of opportunity’ might be very difficult
to identify as demonstrated in the following situations.
The literature has identified two situations in which pre-emptive self-defence appears particularly
relevant in the context of cyber operations: firstly, when a cyber operation indicates the imminence
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of a conventional military operation; secondly, when a cyber operation indicates the imminence of
another cyber operation that is potentially more damaging.1540
The first hypothetical situation builds on the example of Operation Orchard, an Israeli airstrike on
a suspected Syrian nuclear reactor on 6 September 2007.1541 The Israeli aircrafts penetrated the
Syrian airspace without being detected. To do so, the Israelis neutralized Syrian radars using a
combination of conventional precision bombs against some facilities, as well as cyber operations
and jamming. Thus, in this example the cyber operations preceded the airstrike. Even though the
cyber operation taken in isolation could not qualify as an armed attack, the airstrike undoubtedly
met the criteria of an armed attack. Here again, the distinction between interceptive and preemptive self-defence is not easy to distinguish, which makes it is possible to argue both grounds.
The cyber operation could be seen as the preliminary steps of an entire military operation (including
the airstrike), which would have entitled Syria to use interceptive self-defence against Israel as soon
as the cyber operation started to affect its systems. This justification seems plausible retrospectively
but, at the time of the cyber operation, it would have been almost impossible to identify it as the
first step of a larger military operation. For instance, the same cyber operation with the same effect
could have taken place without an airstrike necessarily following in order to show Syria the
determination of Israel. In such scenario, the cyber operation would have constituted a violation
of Syria’s sovereignty. Arguably it could also be viewed as a threat to force, but clearly it was not
an armed attack.
In a similar manner, the Estonian case argues against this hypothesis. The cyber operations
targeting Estonia in 2007 aimed at destabilizing the country and were allegedly sponsored by Russia.
The tense situation between Russia and Estonia could be seen as the first step of an imminent
intervention by Russian against Estonia;1542 however, no invasion or conventional intervention
occurred. Thus, any military response by Estonia against Russia on the grounds of preventive selfdefence would have been unjustified and unlawful, and may have entitled Russia to use military
force against Estonia in self-defence. Even when the cyber operations are followed by a military
intervention, as was the case in Georgia in 2008, it is clear that at the time the cyber operations
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took place, it would have been almost impossible to conclude with certainty whether or not a
military intervention would ensue.
In the light of the above, three factors have been proposed for assessing whether a preparatory
cyber operation may give rise to a right of anticipatory self-defence: firstly, the cyber operation
should be part of an overall operation that might constitute an armed attack; secondly, the cyber
operation must constitute an irrevocable step; and thirdly, the targeted State can act only if it is its
last window of opportunity.1543 Despite the interest in such a test for the assessment of anticipatory
self-defence against preparatory cyber operations, it is clear that it would be almost impossible in
most cases to identify the overall outcome of the imminent operation and thus the test seems very
difficult to apply, if not impossible. Moreover, in both cases, where a State was allegedly responsible
for the cyber operations, it would have been impossible for the targeted State to prove attribution
at the time of the cyber operations in order to then justify any recourse to force on the grounds of
anticipatory self-defence.1544
The second hypothetical situation concerns cyber activities that would indicate the imminence of
a cyber operation. It must be clarified that this hypothesis does not concern the increase of
electronic activity within the computers of the potential attacking State. This would be very
complicated, if not unfeasible, to monitor and it would also be impossible to interpret. This
hypothesis concerns the discovery of a cyber operation affecting a system, which potentially
constitutes the preliminary step of a bigger operation. A fitting example is a cyber spying tool that
recognizes and collects data about a nuclear plant with the objective of creating and launching a
cyber operation that causes damage to this infrastructure.
This situation has already been developed in the case of interceptive self-defence, which concluded
that the cyber operation launched to collect data on a potential target does not constitute the
beginning of an imminent armed attack. Could viruses, like Trojan horses, or other malwares
amount to evidence of the imminence of a cyber armed attack? The answer is clearly negative.1545
Firstly, these spying tools conducting the reconnaissance phase for a potential future cyber
operation would only give information on the target but not on any potential future cyber operation
to follow; neither the imminence, intensity, or effects of the potential future cyber operation may
be inferred from the reconnaissance phase. For instance, a cyber espionage malware collecting data
on the functioning of an airplane may be used for cyber operations aiming at either preventing the
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airplane from flying again or crashing it. The first possibility would not be considered an armed
attack, while the second would.
The malware that could produce a cyber armed attack might have already infected the system but
remains dormant and without producing any effects. A good illustration is the planting of a logic
bomb in the system.1546 In the case of a dormant malware, Michael N Schmitt proposes three
cumulative factors, which must be met before contemplating measures of pre-emptive self-defence:
firstly, the attacker has decided to use the potentially damaging feature of the malware; secondly,
the scale and effects of the malware are likely to amount to an armed attack; and thirdly, the
activation of the malware should be imminent.1547 The proposed test is sound, but anticipatory selfdefence is not justified against dormant malware as it does not fulfil the requirement of necessity.
Indeed, similar to the situation of interceptive self-defence, if a State identifies a cyber operation
inside its systems that is capable of causing damaging effects but has not yet started, this State
would normally be able to remove the malware beforehand. Thus, it is not a question of
anticipatory self-defence but of necessity. This would mean that if the targeted State can take nonforcible measures to remove the malware, then it is not entitled to have recourse to self-defence as
it is not necessary.1548
To conclude, it must be recalled that pre-emptive self-defence is highly controversial and not
accepted by most States or the literature. This dissertation adheres to the view that pre-emptive
self-defence is invalid under positive international law. Moreover, pre-emptive self-defence, even
if it was accepted as a de lege lata right of the targeted State, would be of very little help in the context
of cyber operations.

C.

Preventive self-defence

The highly controversial notion of preventive self-defence is generally relied on to advocate
preventive strikes against future strikes, which are neither imminent nor have fully materialized.1549
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Preventive self-defence, like pre-emptive self-defence, is rejected by the vast majority of States and
the literature.1550
The mere development of ‘cyber weapons’ cannot serve as a basis to justify measures of
anticipatory self-defence.1551 Apart from the support based on the absence of a right of preventive
self-defence in positive international law, this conclusion is also backed by State practice concerning
the development of cyber capabilities. Most States have or are currently developing offensive cyber
capabilities. Some States have publicly expressed their disagreement and concerns about the
potential consequences of a cyber weapons race. Somewhat interestingly, the issue of preventive
self-defence against cyber threats has never been raised by any State.

D.

Concluding remarks on the beginning of self-defence and on
anticipatory forms of self-defence

The right of self-defence begins with the initiation of a ‘cyber armed attack’, whether the armed
attack has already produced any effect or not (interceptive self-defence). The right of self-defence
against an imminent cyber armed attack may be argued, yet it seems difficult to identify an
imminent cyber operation and to identify whether it reaches the scale and effects of an armed
attack. Finally, there is no right of preventive self-defence against a State that is developing cyber
offensive capabilities.

11.3.2.2. End of self-defence
Self-defence measures are taken in response to an armed attack, the right of self-defence
commences with the beginning of the armed attack and ends with its termination. The reaction to
the armed attack should theoretically be immediate. In practice, the requirement of immediacy is
not understood strictly, and a certain degree of flexibility is left to the responding State.1552 The
victim State may in fact need to undertake some preparation before taking measures of selfdefence. For instance, after 9/11 the United States took one month to prepare their action in selfdefence in Afghanistan.1553 The reaction must, however, be taken within a reasonable period;
otherwise it can be seen as a retaliatory measure rather than as a response against an armed
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attack.1554 Measures adopted after too much time might be deemed unnecessary.1555 For instance,
in the Nicaragua case, the ICJ ruled that the measures taken by the United States were not necessary
as they intervened months after the end of the alleged armed attack.1556
In the case of cyber operations, this is an important limitation. Many cyber operations last a few
seconds, which makes the window for reaction very small. The victim State can take measures of
self-defence after the end of the cyber operations within a reasonable period. However, and this is
an important difference between countermeasures and self-defence, measures of self-defence
cannot last after the cyber operation has ended in order to compel the attacking State to provide
full reparation of the damage caused by its cyber operation.
In addition, self-defence measures only constitute a palliative to the collective security system, and
thus they must cease as soon as the Security Council has taken “measures necessary to maintain
international peace and security”.1557

11.3.3. Ratione

conditionis

requirement:

necessity

and

proportionality
To constitute a lawful exercise of the right of self-defence, the measures taken must meet the two
cumulative conditions: necessity (11.3.3.1) and proportionality (11.3.3.2). The criteria of necessity
and proportionality are not enshrined in Article 51 of the UN Charter. These two conditions are,
however, part of customary international law as confirmed by the ICJ in several cases.1558 State
practice is generally consistent regarding recognition and application of these two criteria.1559
Moreover, there is consensus in the literature on the existence of these conditions,1560 which were
repeated by the ILC in the commentary to Article 21 on self-defence of Articles on State
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also the analysis in James A Green, The International Court of Justice and Self-Defence in International Law (Hart
2009) 63 et seq.
Gray, International Law (n 111) 148; Ruys (n 73) 91–95.
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Responsibility1561 and by the Institut de droit international (Institute of International Law) in the
resolution on self-defence adopted in 2007.1562 The requirements of necessity and proportionality
are generally applied separately but are not always easy to distinguish.1563 These requirements are
among the elements that distinguish self-defence from retaliatory measures.1564

11.3.3.1. Necessity
Necessity aims at determining whether a specific measure adopted in self-defence is necessary to
achieve the legitimate purpose of self-defence. In other words, the specific measure must be
necessary to repel the armed attack affecting the responding State. Necessity has two main
implications: firstly, the measures taken in self-defence must be the last resort without any
alternative response possible.1565 The reacting State must have exhausted the non-forcible measures
prior to invoking the right of self-defence.1566 Secondly, the finality of the measure is to repel the
armed attack and thus its target should be selected accordingly. For instance, in the Oil Platforms
case the ICJ qualified the measures taken by the United States as not complying with the criterion
of necessity because of the nature of the targets. Indeed the targeting of the platforms was not
necessary to repel the alleged armed attack.1567 In the Armed Activities case, the ICJ rejected the claim
that Uganda was acting in self-defence and observed that: “the taking of airports and towns many
hundreds of kilometres from Uganda’s border would not seem proportionate to the series of
transborder attacks it claimed had given rise to the right of self-defence, nor to be necessary to that
end.”1568 Moreover, the immediacy of the measures of self-defence is also considered as part of the
necessity requirement.1569
The necessary relationship between the measure of self-defence and the armed attack may
constitute an important limitation for self-defence against state-sponsored cyber operations. The
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first dimension of necessity – that self-defence can be used only as last resort - prevents recourse
to self-defence in most cyber operations. In the majority of cases, non-forcible measures would be
available to repel cyber operations, making self-defence unnecessary. Firstly, the targeted State
might be able to modify the security features of its own system or correct the vulnerabilities
exploited by the cyber operation, and thus self-defence would become redundant. Secondly, the
targeted State should first consider the possibility of taking countermeasures against the targeting
State before contemplating measures of self-defence. This forms part of the requirement of
exhausting non-forcible options before deciding to use force in self-defence. Thus, if the targeted
State has the possibility of taking a cyber countermeasure, like shutting down the computer used
to perpetrate the cyber operation, it is the preferred option over using force in self-defence against
the human perpetrator. Only if all non-forcible options are insufficient to repel the cyber operation,
then the victim State would be entitled to resort to force in self-defence.1570 This requirement
supports the argument to reverse the approach, and that countermeasures should be considered as
the main self-help solution against cyber operations and not just as a palliative when self-defence
is not possible.
The second dimension of necessity requires the responding State to prove that its measures are
necessary to repel the cyber operation. A wide range of measures might still be acceptable, such as
targeting the physical infrastructure used for a cyber operation – like the servers or Internet
infrastructures used for the transit of the cyber operation, or the electric system powering it – as
well as the infrastructure from which the cyber operation was launched.
One of the elements of necessity is mentioned in Article 51: measures of self-defence are authorized
only if the Security Council has not yet taken any measure. As soon as the Security Council has
taken “measures necessary to maintain international peace and security”, the measures of selfdefence are no longer necessary and must cease.
To conclude on necessity, the requirement of exhausting the potential non-forcible measures
before envisaging self-defence significantly limits the possible use of self-defence against cyber
operations. In most cases, non-forcible measures would in fact be available to end the cyber armed
attack.
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11.3.3.2. Proportionality
Proportionality aims at determining the appropriateness of the intensity and duration of the
measure of self-defence taken to achieve the legitimate purpose of self-defence. The assessment of
proportionality presupposes a comparison between the measure self-defence and its purpose. The
measures taken in self-defence should be proportionate in comparison to the legitimate objective
they aim at achieving. Moreover, the measures taken in self-defence should also be proportionate
to the initial armed attack, which they aim to repel.1571 This assessment aims at showing the
appropriateness of the response, and is to be carried out with a certain degree of flexibility.1572
Proportionality does not imply reciprocity. Therefore, there is no need to use the same weapons.1573
Cyber and non-cyber measures can be taken as self-defence in response to a cyber armed attack,
and vice versa.1574 However, the requirements of necessity and proportionality might have an impact
upon which weapons1575 and methods to be used in self-defence as well as the geographical scope
of the response.1576 In the cyber context, sometimes only cyber operations may appear
proportionate and necessary to respond to an cyber armed attack.1577 For instance, with respect to
the legitimate objective to shut down the servers used by the perpetrators of a cyber armed attack,
the victim State has two options to reach this objective: either physically bombing the servers or
sending a cyber operation that would damage or destroy the servers by stopping their cooling
system. In such scenario, using the first option would appear disproportionate and unnecessary as
a less damaging option is available. Nevertheless, in some circumstances only a kinetic response
may be available as the perpetrating State may not overly depend on computer technology or the
cyber capabilities of the defending State are not sufficiently robust.1578
The requirement to favour the less damaging solution may also encourage recourse to cyber
operations as acts of self-defence against non-cyber armed attacks. In some cases, cyber operations
may offer a less damaging option to respond to a kinetic armed attack, implying also less risk of
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escalation. A hypothesis may be drawn from the Stuxnet case. Stuxnet did not constitute an act of
self-defence, as Iran did not perpetrate any armed attack triggering such right.1579 It has been
asserted that the US rejected the Israeli’s option to conduct air strikes against the Iranian nuclear
facility, as they were already engaged in armed conflicts in two neighbouring countries – Iraq and
Afghanistan – and feared potential repercussions for using military force against Iran. Thus, the
creation of a malware targeting the centrifuges appeared to be the less damaging option.1580 As
already mentioned the Stuxnet case falls outside of the scope of self-defence; however, a victim
State of an armed attack may see itself as having to make a similar choice when deciding on whether
or not to invoke its right of self-defence. Cyber operations may thus be preferred because they
offer a less damaging option to compel the responsible State, while there is also less risk of
escalation.
Moreover, a cyber response against a cyber armed attack may be easier to justify than a kinetic
response, and this should be taken into account together with the political and strategic factors
leading to the choice of the measures to be taken in self-defence.1581

11.3.3.3. Concluding remarks on Ratione conditionis requirement
The present subsections analyzed the application of the proportionality and necessity requirements
in the context of the right of self-defense against a cyber armed attack. It demonstrated that in
most cases, these requirements may limit the options available for the responding State, and
strongly impel to react using cyber operations.
These requirements of proportionality and necessity may also make the development and
deployment of autonomous cyber defense systems more problematic, but not impossible.1582 These
autonomous systems will have to be programmed in a way so that they can identify with certainty
whether the cyber operations, which are to be counter-targeted, are unlawful and amount to an
armed attack. Moreover, the reaction of the autonomous system will have to comply with the
requirements of proportionality and necessity.
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11.3.4. Remedies against cyber use of force short of an armed attack
Armed attacks are the ‘most grave’ forms of the use of force,1583 and thus a gap exists between
these two notions, as confirmed by most States and the literature.1584 The following question then
arises. What are the remedies against cyber operations crossing the threshold of the use of force
but falling short of an armed attack? Two debates must be distinguished; on the one hand, recourse
to armed reprisals against use of force short of an armed attack (11.3.4.1) and on the other hand,
the accumulation of several uses of force short of an armed attack (11.3.4.2).

11.3.4.1. Armed reprisals against use of force short of an armed attack
The right of self-defence is permitted against an armed attack only. Thus, cyber uses of force falling
short of an armed attack do not give rise to the right of self-defence.1585 In the Nicaragua case, the
ICJ stated that “[w]hile an armed attack would give rise to an entitlement to collective self-defence,
a use of force of a lesser degree of gravity cannot” and only proportionate countermeasures taken
by the victim State would be justified in such case.1586 Thus, the victim State of a use of force short
of an armed attack is only entitled to take non-forcible countermeasures.
The position of the ICJ has been criticized and it has been argued that countermeasures against use
of force short of an armed attack could imply a use of force, and that the requirements of necessity
and proportionality would be sufficient to prevent unnecessary and disproportionate use of
force.1587 In his Separate Opinion to the Oil Platforms case, Judge Simma famously advocates the
possibility to use defensive measures against use of force short of an armed attack:
In my view, the permissibility of strictly defensive military action taken
against attacks of the type involving, for example, the Sea Isle City or the
Samuel B. Roberts cannot be denied. What we see in such instances is an
unlawful use of force ‘short of’ an armed attack (‘agression armée’) within the
meaning of Article 51, as indeed ‘the most grave form of the use of force’.
Against such smaller-scale use of force, defensive action—by force also ‘short
of Article 51’—is to be regarded as lawful. In other words, I would suggest a
distinction between (full-scale) self-defence within the meaning of Article 51
against an ‘armed attack’ within the meaning of the same Charter provision
on the one hand and, on the other, the case of hostile action, for instance
against individual ships, below the level of Article 51, justifying proportionate
defensive measures on the part of the victim, equally short of the quality and
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quantity of action in self-defence expressly reserved in the United Nations
Charter.1588

Accordingly, the victim State of a use of force short of an armed attack could respond with a
proportionate use of force.1589 The unilateral right of armed reprisals was repudiated by
international law with the adoption of the UN Charter and its general prohibition of the use of
force. Yet, in this instance, it finds a way to resurrect like a phoenix from its ashes.1590 One of the
main bases for this argument is the same with the one regarding the gap between the thresholds of
the use of force and armed attack: that is, the difficulty for the victim State to counter the use of
force short of an armed attack, which falls into the grey area between Article 2, paragraph 4, and
Article 51 of the UN Charter.1591
The question was debated by the members of the Institut de droit international at the Santiago session
in 2007. The issue appeared to be very controversial and no consensus was reached,1592 “[s]ome
members of the Institut supported Simma’s views, and intended to recognize, at least de lege ferenda,
the admissibility of some defensive armed measures [while o]thers insisted on the continued
prohibition of armed reprisals and on the necessity to avoid weakening jus contra bellum in the actual
state of international relations.”1593 Ultimately, the Santiago resolution on self-defence adopted by
the Institut de droit international follows the traditional approach and does not recognize the right of
armed reprisals against uses of force short of an armed attack:
An armed attack triggering the right of self-defence must be of a certain
degree of gravity. Acts involving the use of force of lesser intensity may give
rise to counter-measures in conformity with international law. In case of an
attack of lesser intensity the target State may also take strictly necessary
police measures to repel the attack. It is understood that the Security Council
may take measures referred to in paragraph 3.1594
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Most of the literature and State practice remain opposed to the revival of armed reprisals against
use of force short of armed attack.1595 Moreover, the ILC clarified in its Articles on State
Responsibility that countermeasures cannot affect the prohibition of the use of force.1596
Consequently, the victim State of a cyber operation violating the prohibition of the use of force
but falling short of an armed attack cannot use force in response. In such circumstances, it can
only rely on non-forcible measures, such as countermeasures and retorsion, or refer the situation
to the Security Council of the United Nations.1597

11.3.4.2. Accumulation of cyber operations short of an armed attack
In some circumstances, a State may be victim of a series of cyber operations crossing the threshold
of the use of force but that individually fall short of an armed attack.1598 This situation has been
developed earlier in this dissertation.1599 It has been observed that this approach offers an
interesting solution for most of cyber operations but would be of a limited practical relevance. In
the cases of several cyber operations falling short of an armed attack, the theory on accumulation
of events allows the reality of the ongoing attack to be taken into account, which is composed of
several cyber operations, and helps determine the most appropriate response. However, the
situations in which the accumulation of events theory may be limited of use as it necessitates each
isolated event independently amounts to a use of force.

11.3.5. Concluding remarks on self-defence
Part I of the dissertation demonstrated that most of cyber operations would fall short of an armed
attack,1600 and thus that self-defence would be available in only a very limited number of cases. The
present subsection completed this initial argument by showing that even in the cases in which selfdefence would be available, it does not constitute the most appropriate response on each and every
occasion. From a strict legal and technical point of view, in many cases, countermeasures would be
a more appropriate way to address cyber armed attacks then resorting to self-defence. It must be
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stressed however, that in some cases self-defence would be the most appropriate answer and,
therefore, should not be fully discarded.

11.4. Concluding remarks on measures of self-help against statesponsored cyber operations
This sections analyzed three measures of self-help – retorsion, countermeasures, and self-defence
– that may be taken by a State victim of a state-sponsored cyber operation. It is worth remembering
that cyber and non-cyber measures may be mixed; it is possible to respond to a cyber operation
with a kinetic measures and vice versa.
The main outcome of the section is to demonstrate that countermeasures is the most appropriate
measure of self-help against cyber operations in the vast majority of cases. Self-defence, which is
generally the first form of self-help considered, may be available in a very limited number of cases
and is generally inappropriate. This finding supports the argument developed in the dissertation
that the current approach should be reversed: countermeasures should be considered the main selfhelp solution against cyber operations, and not just as a palliative when self-defence is not possible.
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Conclusion of Part IV
This part examined the remedies available to the State victim of a cyber operation against the
responsible State. This part is based on the findings of the three previous parts. Its first chapter
(Chapter 10) showed that the victim State of a cyber operation is entitled to invoke the
responsibility of the perpetrating State if two cumulative criteria are met: the cyber operation
constitutes an internationally unlawful conduct (Part I and Part II) and it is attributable to the
perpetrating State (Part III). In such circumstances, the victim State is entitled to invoke the
responsibility of the perpetrating State and to obtain full reparation for the damage caused. The
reparation is more likely to take the form of compensation and satisfaction, than restitutio in integrum.
The second chapter of this Part (Chapter 11) examined the measures of self-help that may be used
by the victim State to compel the responsible State to comply with its obligations under the law of
State responsibility. This chapter demonstrated that countermeasures should be considered to be
the main remedy against state-sponsored cyber operations.
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CONCLUSION
Cyber operations have slowly left the realm of imagination and science-fiction and have become a
contemporary reality. They are now unavoidable in our ultra-connected societies and are an integral
part of international relations between States. Scholars and NGOs have been speculating on the
militarization of the Internet, in particular the deployment of military activities in cyberspace. With
speculative time now over, we see most of the world’s armies acquiring cyber capabilities and
cyberspace is considered to be another domain for military activities, which are not limited to land,
sea, air and outer space.
The appraisal of State’s cyber activities should not, however, be confined to military activities and,
a fortiori, the use of cyber force. State-conducted and state-sponsored cyber operations take a mosaic
of forms and serve an array of purposes. Only very few amount to an actual use of force while the
vast majority take other forms. Most States and scholars generally focus on the smallest segment
of state-sponsored cyber operations, which are those crossing the threshold of cyber warfare.
Despite the lack of legal or prescriptive meaning of the term cyber warfare, it leads to a
disproportionate focus on the application of jus contra bellum and jus in bello to cyber operations.
Cyber warfare is, however, only the tip of the iceberg. The objective of this dissertation was to rebalance the focus in order to show the variety of cyber operations, which are accompanied by
numerous applicable legal frameworks. In sum, this dissertation analyzed the legal regime and
consequences of cyber operations above and below the threshold of cyber warfare, the former
constituting the majority of cases which has garnered less attention, especially among scholars.
This doctoral project may be compared to the journey of the navigators during the age of discovery
from 15th to 18th century. In this analogy, the world ocean is international law. The objective of this
dissertation was to navigate the vast ocean of international law to reach and solve the crux of the
problem: to determine and analyze the legal framework applicable to state-sponsored cyber
operations and the legal responses available for the victim States. This journey did not begin with
a completely untouched field. Commentaries, which this project draws on, have explored some
part of this vast ocean, and have already opened up the horizon of the legal framework regulating
state-sponsored cyber operations. The explored, and well-known, part of the ocean has been
preoccupied with the application of jus contra bellum and jus in bello to cyber operations, which has
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been the primary focus in the literature. This focus on ‘cyber warfare’ served as the starting point
for the present doctoral project, which began by re-exploring these areas of international law and
their application to cyber operations in order to map the state of the knowledge and research on
this question. Unlike the standard approaches, this analysis came at these questions in the reverse,
which helped avoid stretching the categories of jus contra bellum and jus in bello to such a degree so
as to render them applicable to cyber operations. In this dissertation, the non-applicability of these
sets of norms was not considered as the end of the journey; it was only its beginning. Given the
inapplicability of the warfare branches of international law led, other branches of international law
were considered, which have been generally treated as a palliative until now. This is especially true
in the case of countermeasures that has been only given due consideration when the right of selfdefence against cyber operations appears impossible. Conversely, this dissertation considered other
branches of international law, beyond the warfare frameworks, as the principal solution.
Based on this first step, the doctoral project moved forward to explore the ocean of international
law and went on to unpack the legal frameworks applicable to cyber operations, which fall below
the threshold of cyber warfare and do not take place during an existing armed conflict. This
question has remained generally untouched and understudied. Thus, this project did not simply fill
a gap in the existing knowledge, but it undertook the task to analyze comprehensively and
simultaneously the various legal frameworks applicable to state-sponsored cyber operations. Such
an approach has been important to complete the final picture, which illustrates both cyber
operations below and above the threshold of cyber warfare, as well as analyzing the interaction
between the different legal frameworks and its consequences.
This doctoral dissertation faced a risk of its own creation: the reader could get distracted and deviate
from the route in the making, or get lost in the great ocean of international law. During this doctoral
journey, a lot of fascinating and appealing islands of international law that are not the main focus
of the dissertation crossed its route. The risk was to deviate from the main focus and end up
providing a comprehensive analysis of these related topics, which would lose sight of the main
focus of the dissertation. For this reason, the dissertation names and describes important related
legal questions but only skims the surface without entering into great detail. These topics can be
viewed as an open door calling for further research. Cyber operations conducted by international
organizations constitutes an important path for new research, which this dissertation only scantily
touched on. Similarly, the relationship between state-sponsored cyber operations and human rights
deserves further extensive analysis. These are the two main new directions for research that have
been introduced in this dissertation and that deserve further exploration in the near and distant
future.
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This dissertation was divided into four parts, which correspond to the four steps of the analysis.
The following paragraphs summarize the findings of each part and the articulation between them,
in order to illustrate how the main argument developed.
Part I of the dissertation focused on the most studied questions of international law and statesponsored cyber operations: the threshold of cyber warfare. This part was grounded on existing
literature, with a focus on the application of jus contra bellum and jus in bello to cyber operations. The
objective was to demonstrate that only a very limited number of cyber operations actually reach
the threshold of cyber warfare. Yet, the application of these sets of norms is the primary
preoccupation. This first part was comprised of two chapters: Chapter 2 dealt with jus contra bellum
and Chapter 3 unpacked the notion of cyber armed conflict and the applicability of jus in bello.
Chapter 2 demonstrated that some cyber operations may constitute a use of force, a threat of force
or even an armed attack, but this remains unlikely in the vast majority of cases. Cyber operations
causing physical damage such as injury, loss of life or damage to property amount to a use of force,
but only the most severe cases could constitute an armed attack. Chapter 3 came to a similar
conclusion regarding the applicability of jus in bello: some cyber operations may be tantamount to
cyber armed conflicts, but this is generally unlikely to happen. On the basis of the findings of
Chapter 2 and Chapter 3, Part I concluded that the vast majority of state-sponsored cyber
operations do not reach the threshold of cyber warfare nor do they take place during an existing
armed conflict. It is thus necessary to analyze other legal frameworks that are more applicable,
which was the objective of the second part of the dissertation.
The focus of Part II was the direct consequence of the outcome of Part I. As most cyber operations
do not constitute a use of force or cyber armed conflicts, it was necessary to analyze other norms
of international law, which may be violated. Chapter 4 established that cyber operations are not
unlawful per se, but they may constitute unlawful conduct depending on the way they are performed
and their consequences. It then concentrated on the three plausible violations of international law
when a State perpetrates a cyber operation: a breach of territorial sovereignty, unlawful
intervention, and interferences with human rights. This chapter concludes that most cyber
operations actually violate territorial sovereignty or the principle of non-intervention, or even both
at the same time. Deriving from the preceding chapter, Chapter 5 showed how the unlawfulness
of certain cyber operations may be precluded in specific circumstances. It demonstrated that force
majeure and distress are highly unlikely to amount to circumstances precluding the wrongfulness of
cyber operations. Conversely, consent and necessity are more likely to be used as valid justifications
for cyber operations. The two remaining circumstances, countermeasures and self-defence, were
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not developed here but were interrogated later in the dissertation. Chapter 6 analyzed the duty of
diligence of the States whose territory is used for the transit or launch of cyber operations.
Together Part I and Part II mapped the lawfulness of state-sponsored cyber operations. The
unlawfulness of the conduct is one of the two cumulative elements of State responsibility. The
other is attribution, which was the focus of the third part.
Part III analyzed the question of attribution when dealing with cyber operations. It unpacked the
question of attribution and independently studied each of the three components: Chapter 7 focused
on the attribution to the machine from with the cyber operation was launched or transited. Chapter
8 outlined the attribution to the human perpetrator. Chapter 9 focused on the core of Part III, the
attribution to the aggregate entity on the behalf of which the cyber operation was conducted,
concentrating mainly on the attribution to States. The first important finding of this part was that
the three dimensions of attribution are closely related but are independent, nonetheless. Attribution
to the machine and the person are not a prerequisite for attribution to a State. The second
important finding was in the case of attribution of the conduct of non-state actors to States, cyber
offers various ways to coordinate cyber operations without a high level of organization. This needs
to be taken into account when assessing the control exercised by a State over a group that
perpetrates a cyber operation.
Part IV was the result of the findings of the three previous parts. An internationally unlawful cyber
operation (Part I and Part II) attributable to a State (Part III) are the two cumulative criteria that
entitles the victim State to invoke the responsibility of the perpetrating State. Chapter 10 examined
the consequences of State responsibility for the preparation of cyber operations and how reparation
may intervene. In addition to being responsible, the perpetrating State has to make full reparation
for the damage caused by its cyber operation. This chapter highlighted that in most cases,
restitution may not be possible while compensation can repair most damage caused by the cyber
operation. Chapter 11 investigated the measures of self-help that can be taken by a victim State to
compel the responsible State to comply with its obligations. The three main measures of self-help
were analyzed, including retorsion, countermeasures and self-defence. An important finding of this
Chapter was that countermeasures, which are generally considered a palliative to self-defence,
should be considered as the main form of self-help against state-sponsored cyber operations. This
conclusion diverges from the existing literature, which generally focuses on self-defence and
considers countermeasures to be incidental to self-defence.
In conclusion, this dissertation analyzed the mosaic of forms that state-sponsored cyber operations
can take and demonstrated that their lawfulness should in the majority of cases be determined
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beyond the frameworks of jus contra bellum and jus in bello. Indeed, cyber operations are more likely
to violate territorial sovereignty or the principle of non-intervention than the prohibition of the
use of force. It also demonstrated that international law does not leave States helpless against cyber
operations, even when the right of self-defence cannot be invoked. Taking into account the various
forms of cyber operations and the diversity of applicable legal regimes enables us to adapt the
answer to every kind of cyber threat.
This dissertation focused on state-sponsored cyber operations. The use of the suffix ‘sponsored’
instead of ‘conducted’ illustrates the exponential involvement of non-state actors in State activities,
including cyber operations. Numerous activities and tasks, previously the exclusive prerogative of
States and their organs, are now performed by non-state actors on behalf of States. The
demarcation and distinction between state-sponsored cyber operations and cyber crime and
terrorism is sometimes blurred. There is, indeed, no fault-line between these notions: non-state
actors – such as individuals, private companies or other forms of organized groups – are routinely
involved in state-sponsored cyber operations, either voluntarily or involuntarily, knowingly or
unknowingly. This situation tends to bridge and blur the distinction between state’s cyber activities,
on the one hand, and, non-state actor’s cyber activities, on the other. State cyber security and private
cyber security are covered by two different legal frameworks, and thus their bridging leads to
important legal questions which were skimmed over in Part III, dealing with the question of
attribution. The questions it raises could be the next to tackle in this research journey, building on
the findings of this dissertation.
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The table on the next two pages applies the finding of this doctoral dissertation to some cyber
operations.
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1998

Use of force

Threat to
force

Armed attack

DDoS attacks conducted by various actors against
Mexican and US companies and institutions in support of
the Zapatista Army of National Liberation.

No

No

No

Cyber operations (mainly DDoS attacks) against Estonia.
Russia is alleged to be responsible.

No

Likely

No

2007

2007

2008

Operation Orchard, cyber operation disrupting the Syrian
air defense systems before an Israeli airstrike against a
Syrian nuclear facility.

Likely

Likely

No
(Yes for the
entire military
operation)

Cyber operations (mainly DDoS attacks and websites
defacement) against Georgia before and during the armed
conflict with Russia. Russia is alleged to be, at least partly,
responsible for the cyber operations.

No

Likely

No

A flash drive believed to have been infected by a foreign
intelligence agency uploaded malicious code onto a
network run by the US military's Central Command.

Likely

Likely

No

Babar, a spying tool discovered in computers of the
Canadian Government. France is alleged to be
responsible.

No

No

No

Stuxnet, a malware that caused physical damage to the
centrifuges of an Iranian nuclear facility. The US and
Israel are alleged to be responsible.

Yes

Likely

Likely

Operation Ababil, cyber operations against American
banks, conducted by non-state actors…

No

No

No

…the toolkit was allegedly created by Iran.

No

No

No

Hacking of Sony Pictures Entertainment, an American
private company and public release of the stolen
document. North Korea is alleged to be responsible.

No

No

No

Cyber operations having caused physical damage to a
German steel facility. No information on the author.

Likely

Likely

Unlikely

Hacking of the Democratic National Committee, a US
political party, and public release of the stolen documents.
Russia is alleged to be responsible.

No

No

No

2008

2009

2010

2012

2014

2014

2016
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Armed
conflict

Territorial
sovereignty

Unlawful
intervention

Wrongfulness
precluded

Potential
form(s) of
reparation

Potential measures
of self-help

No

No
(not statesponsored)

No
(not statesponsored)

-

-

Retorsion

No

Likely

Likely

None

Compensation,
satisfaction

Retorsion
Countermeasures
(likely)

Taking place
during an
armed conflict

Yes

Likely

None

Compensation,
satisfaction

Taking place
during an
armed conflict

Likely

Likely

None

Compensation,
satisfaction

No

Yes

No

None

Compensation,
satisfaction

Retorsion
Countermeasures

No

Yes

Unlikely

None

Compensation,
satisfaction

Retorsion
Countermeasures

Unlikely (IAC)

Yes

Yes

None

Compensation,
satisfaction

Retorsion
Countermeasures
Self-defence (likely)

No

Yes
(if statesponsored)

No

None

Compensation,
satisfaction

Retorsion
Countermeasures (if
state-sponsored)

No

No

Unlikely

None

Compensation,
satisfaction

Retorsion
Countermeasures
(unlikely)

No

Likely

Unlikely

None

Compensation,
satisfaction

Retorsion
Countermeasures

Unlikely (IAC)
No (NIAC)

Yes
(if statesponsored)

No

None

Compensation,
satisfaction

Retorsion
Countermeasures
Self-defence (unlikely)

No

Likely

Likely

None

Compensation,
satisfaction

Retorsion
Countermeasures
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Retorsion
Countermeasures
Self-defence against the
entire operation
Retorsion
Countermeasures
(likely)
Self-defence against the
military operation
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