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SUMMARY 

This thesis addresses the problem of individuals’ lack of control over personal data in the digital world. 

It sheds light on market and regulatory failures that lie behind the status quo and proposes a 

framework to improve regulatory responses. The two regulatory regimes that are at the core of this 

thesis are EU data protection regulation, which protects individuals’ fundamental rights over data, and 

EU competition law, which safeguards the sound functioning of the market and consumers’ economic 

interests. Despite the existence of these two regulatory regimes, individuals do not have sufficient 

control over personal data collected by digital firms, whose control over large datasets is a factor 

contributing to market monopolisation. The thesis argues that one reason for the shortcomings of 

today’s regulatory framework is that the market failure is composed of a combination of factors, which 

are currently addressed by the different regimes relatively independently. This dichotomy hinders the 

development of an effective strategy to tackle the market failure in its entirety.  

The approach taken in this thesis is that by integrating the two regimes, it might be possible to close 

the gaps deriving from a narrow perception of their regulatory spaces. Hence, the thesis formulates a 

holistic approach, encompassing data protection regulation and competition law, designed to increase 

the effectiveness of the regulatory framework as a whole. Different dimensions of the regimes’ 

interrelation are analysed, to uncover new ways to harness their complementarity and minimise their 

inconsistencies and overlaps. The thesis looks at how the regimes can incorporate elements from each 

other to inform their policies and application of their rules, as well as developing a complementary 

enforcement strategy. The holistic framework ultimately allows both regimes to better tailor their 

regulatory responses to the functioning of the digital market and take account of the diverse elements 

that constitute the market failure they seek to correct. 
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INTRODUCTION 

Background 

The starting point of this thesis is the realisation that individuals lack control over what happens with 

their personal data in the digital world. More specifically, they know that in one way or another they 

exchange their data for access to ‘free’ online services, but neither can they estimate the value of their 

data and, consequently, determine whether the terms of such exchanges are fair, nor can they 

influence the terms of these exchanges. This is particularly problematic in light of the increasing shift 

of facets of people’s lives to the online world and no real prospect that they will gain more control 

over their data any time soon. Furthermore, data-driven online markets show a tendency towards 

monopolisation, meaning that fewer and fewer companies will control almost all areas of individuals’ 

daily lives and have the chance to learn the most inner details of their personalities and habits and 

use this knowledge for their financial gain. This risks to create a world in which individuals are 

powerless in the face of the control over their online activities exercised by a handful of tech giants. 

These companies are certainly not left to their own devices when dealing with people’s data; when 

looking at the regulatory landscape, different aspects of this market failure are addressed by 

regulatory frameworks. Firstly, there is data protection regulation, which protects individuals’ 

fundamental rights over data, among other things, by correcting power and information asymmetries 

between digital companies and individuals. Secondly, there is competition law, which promotes the 

sound functioning of the digital market by ensuring that companies do not distort the competitive 

process, and thereby safeguards consumers’ economic interests. However, despite the existence of 

these two regulatory regimes, firms keep extracting and processing vast amounts of individuals’ 

personal data without people’s knowledge and strengthen their market power during this process. 

One reason for the shortcomings of the current regulatory framework is that the market failure results 

from, and is composed by, a combination of factors, which are currently tackled by different regimes 

relatively independently. This derives from the fact that neither of the regimes was put in place to 

solve this specific market failure and they can only cover elements that fall within their competency 

area. Consequently, none of the regimes can approach the problem in its entirety, in order to 

understand it fully and design remedies accordingly. This dichotomy severely hinders the development 

of an effective strategy to tackle the market failure. 

Due to the apparent insufficient regulatory control over these digital companies, there have been calls 

for the introduction of a new regulatory framework and for more powers for competition authorities.1 

Although introducing a new regime might be inevitable at some point in the future, before taking this 

step, it is desirable to identify why exactly it is that the existing regimes are failing and exhaust 

attempts to improve these.2 The approach taken in this thesis is that by combining the regimes, it 

 
1 More on this below, under the point ‘Specific economic regulation and more powers for competition 
authorities’. 
2 As attractive as it may seem, introducing a new regulatory framework also has its downsides. Crucially, it carries 
substantial costs, not only in setting up the framework, but also costs for businesses (which can be hidden). 



          Alessia D’Amico | Law Department | European University Institute  
 

12 
 

might be possible to close some of the gaps derived from a narrow perception of their regulatory 

spaces. Accordingly, this thesis develops a holistic approach encompassing data protection regulation 

and competition law, to find an answer to the following question: How can regulatory responses to 

consumers’ lack of control over personal data in the digital market be optimised? To explain why I 

think this is a worthy endeavour, I will first look at the relevant literature. 

Relevant literature 

Over the past five years, the interrelation between data protection regulation and competition law 

has gained increasing attention by public authorities and in academia. Besides shedding light on how 

the regimes impact each other, various publications have looked at the extent to which the regimes 

can take elements from each other into account and how this integration can make the regimes more 

effective. The main issues explored in the literature, relating to the relationship between competition 

law and data protection regulation, can be divided into the following categories: 

A. The regimes have common goals and are mutually reinforcing 

Various authors have shown that competition law and data protection’s goals are aligned when it 

comes to promoting a well-functioning market and that they can complement each other. Graef, for 

instance, has argued that, although their functions differ, the two regimes are interlinked and, 

ultimately, both protect various aspects of consumer welfare.3 

Kerber illustrates the impact competition has on the level of data protection in the following way: 

it is not surprising that weak competition between platforms with the consequence of 

potentially dominant firms would allow them to collect more data and offer fewer privacy 

options than would be the case within effective competition. The lack of options to switch to 

qualitatively similar other search engines or social networks might also lead users to accept 

very high prices (in the form of collected data) and privacy policies that do not match their 

specific privacy preferences. Therefore the well-known competition problems on the internet 

can also lead to privacy problems and thus harm consumers.4 

Similarly, Newman claimed that “if Google had less dominance of the online advertising field, there 

would be far greater pressure for Google to develop as sophisticated a market for users to be 

compensated for their privacy as the precision of the markets in which it resells that lost privacy to 

 
Furthermore, the effectiveness of a new framework is difficult to predict and it might give rise to uncertainties, 
both for regulatees and regulators, as to how the rules apply in practice and how they relate to existing 
obligations under other regulatory regimes. 
3 Inge Graef, ‘Beyond Compliance: How Privacy And Competition Can Be Mutually Reinforcing’, Computers, 
Privacy & Data Protection Conference (2017); Inge Graef, ‘Blurring Boundaries of Consumer Welfare: How to 
Create Synergies between Competition, Consumer and Data Protection Law in Digital Markets’, in Personal Data 
in Competition, Consumer Protection and Intellectual Property Law: Towards a Holistic Approach? Mor Bakhoum, 
Beatriz Conde Gallego, Mark-Oliver Mackenrodt, Gintarė Surblytė-Namavičienė (eds.) (Springer 2018). 
4 Wolfgang Kerber, ‘Digital Markets, Data, and Privacy: Competition Law, Consumer law and Data Protection’ 
(2016) 11(11) Journal of Intellectual Property Law & Practice 860. 
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advertisers”.5 In line with these two statements, it has been argued that competition enforcement can 

increase the effectiveness of data protection, by increasing competition in concentrated markets and, 

thereby, promote genuine consumer choice.6 

Conversely, a lack of consumer control over the commercial use of their personal data might lead to 

the creation of ‘market for lemons’ and prevent other players from winning consumers over by 

offering better terms.7 In order for a market to function well, consumers must be aware of the terms 

they are getting and consciously accept these, which is what data (and consumer) protection 

regulation is there to ensure.8 The positive effects of data protection regulation on competition are 

also evidenced by the right to data portability, which could, in some cases, counteract user lock-ins in 

digital services, such as social networks.9 In this context, it has been suggested that although 

competition law is independent from other regimes such as data protection, data protection concerns 

can be tackled by competition authorities where relevant. For example, the large amounts of data 

gathered by internet platforms can constitute an abuse under Article 102(a) TFEU, either in form of 

excessive data ‘prices’ or unfair trading conditions.10 

B. Conflicts between the regimes 

In the literature it is also discussed to what extent tensions between the two regimes can arise; one 

of the main differences between the regimes is that competition policy favours the sharing and 

merging of data for economic efficiency reasons, while data protection regulation seeks to minimise 

the multiplication of data.11 This could lead to conflicts when, for instance, competition authorities 

order firms to share data with their competitors, or clear mergers in which the combination of data is 

thought to increase efficiencies. When it comes to competition enforcement that may adversely 

impact individuals’ right to data protection, it has been argued that data protection regulation “can 

impose external limits on the enforcement of competition law, as a result of its status as a 

fundamental right”.12 More specifically, “the right to data protection could, for instance, preclude the 

 
5 Nathan Newman, ‘The Costs of Lost Privacy: Consumer Harm and Rising Economic Inequality in the Age of 
Google’ (2014) 40(2) William Mitchell Law Review 849, p. 865. 
6 Christopher Kuner, Fred H Cate, Christopher Millard and others, ‘When Two Worlds Collide: The Interface 
Between Competition Law And Data Protection’ (2014) 4(4) International Data Privacy Law 247, p. 248. 
7 Inge Graef, EU Competition Law, Data Protection and Online Platforms: Data as Essential Facility (Kluwer Law 
International, Alphen aan den Rijn 2016). 
8 Ibid.  
9 The potential and limitations of data portability are discussed throughout the thesis. See also Inge Graef, Jeroen 
Verschakelen and Peggy Valcke, ‘Putting the Right to Data Portability into a Competition Law Perspective’ (2013) 
Law: The Journal of the Higher School of Economics, Annual Review 53-61.  
10 Viktoria H.S.E. Robertson, ‘Excessive Data Collection: Privacy Considerations and Abuse of Dominance in the 
Era of Big Data’, (2020) 57(1) Common Market Law Review 161. 
11 Inge Graef, Damian Clifford, and Peggy Valcke, ‘Fairness and enforcement: bridging competition, data 
protection, and consumer law’ (2018) 8(3) International Data Privacy Law. 
12 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’ (2017) 54(1) Common Market Law Review 11-50, p. 4. 
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Commission from accepting commitments or remedies from undertakings that would interfere with 

that right”.13 

On the other hand, Gal and Aviv warned that the General Data Protection Regulation (GDPR)14 “limits 

competition in data markets, creating more concentrated market structures and entrenching the 

market power of those who are already strong; and it limits data synergies, thereby preventing the 

creation of some data-based knowledge”.15 According to the authors, it is necessary to re-assess the 

balance between protecting personal data and promoting competition, in order to ensure that overall 

welfare is increased.16 

C. Competition authorities incorporating data protection elements 

Whether and to what extent competition authorities should integrate data protection elements in 

their assessments has probably given rise to most controversies in the literature. While some argue 

that competition law should help further data protection goals,17 others have claimed that keeping 

them separate is of paramount importance. In support of the latter claim, Ohlhausen and Okuliar have 

argued that competition law addresses harm to competition, not to privacy; that competition law 

deals with market-wide effects, not the individual relationships between consumers and companies; 

and that competition remedies are inadequate to tackle privacy issues.18 

Despite the potential for competition to promote data protection as a separate goal, this goes against 

EU competition law.19 There is, indeed, a relatively wide consensus around the assertion that “while 

competition authorities must undoubtedly take the right to privacy into account when applying 

competition law, the right to privacy is not in itself protected through the application of competition 

law”.20 Thus, most of the discussions are centred around why and how competition law should 

incorporate data protection elements to better fulfil its function and achieve its goals. 

 
13 Ibid. 
14 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1. 
15 Michal S. Gal and Oshrit Aviv, ‘The Competitive Effects of the GDPR’ (2020) 16(3) Journal of Competition Law 
and Economics 349, 381. 
16 See also Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended 
Regulation ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-
4042, ISSN 2213-9419. 
17 In this sense, it has been suggested that “data protection considerations should be integrated into a broader 
consumer welfare standard to be pursued under competition law” Christopher Kuner, Fred H Cate, Christopher 
Millard and others, ‘When Two Worlds Collide: The Interface Between Competition Law And Data Protection’ 
(2014) 4(4) International Data Privacy Law 247. 
18 Maureen Ohlhausen and Alexander Okuliar, ‘Competition, Consumer Protection, and the Right (Approach) to 
Privacy’ (2015) 80(1) Antitrust Law Journal. 
19 The European Court of Justice has stated that “any issues relating to the sensitivity of personal data are not, 
as such, a matter for competition law”, in Case C-238/05, Asnef-Equifax [2006] E.C.R I-11125, para. 63. 
20 Torsten Körber, ‘Data, Platforms and Competition Law’ (2018), p. 6, available at  
https://ec.europa.eu/competition/information/digitisation_2018/contributions/torsten_koerber.pdf.  



          Alessia D’Amico | Law Department | European University Institute  
 

15 
 

Firstly, it has been recommended that competition authorities include elements from data protection 

regulation into the assessment of the landscape within which competition takes place. Lynskey 

suggested that “competition authorities need to gain a better understanding of how markets involving 

personal data function in practice to inform their merger analysis. In the absence of such insights, a 

merger risks putting increasing pressure on a regulatory mechanism struggling to achieve its stated 

objectives”.21 Among other things, this means that competition authorities cannot assume that 

consumer demand always reflects their privacy preferences, and they must “look ‘under the hood’ of 

data privacy regulation and gain a better understanding of the constraints on consumer decision-

making”.22 In line with this, Bania claimed that “failure to take account of the (economic and 

regulatory) conditions that determine how data-driven markets work in practice run the risk of 

producing erroneous results, to the detriment of competition, innovation and consumer choice”.23 

Secondly, it has been argued that competition authorities should evaluate to what extent data 

protection terms are linked to market power.24 The German and French competition authorities point 

towards the importance of data protection terms when assessing potential exclusionary conduct of 

dominant firms; they explain that: 

privacy policies could be considered from a competition standpoint whenever these policies 

are liable to affect competition, notably when they are implemented by a dominant 

undertaking for which data serves as a main input of its products or services. In those cases, 

there may be a close link between the dominance of the company, its data collection 

processes and competition on the relevant markets, which could justify the consideration of 

privacy policies and regulations in competition proceedings.25 

Thirdly, it has been suggested that substantive data protection principles can be integrated into 

competition analysis when assessing new forms of commercial conduct.26 In this regard, it has been 

argued that “data protection law – a framework designed to identify and achieve an optimal level of 

personal data protection – can provide the normative guidance that competition law lacks in relation 

to non-price competitive parameters”.27 For instance, data protection principles might be a useful 

benchmark to assess exploitative conduct by dominant players, especially when it comes to the 

 
21 Orla Lynskey, ‘Non-price Effects of Mergers’ OECD Competition committee meeting, 6 June 2018, 
DAF/COMP/WD(2018)70, p. 7. 
22 Ibid, p. 3. 
23 Konstantina Bania, ‘The role of consumer data in the enforcement of EU competition law’ (2018) European 
Competition Journal 31, p. 42. 
24 Nils-Peter Schepp and Achim Wambach, ‘On Big Data and Its Relevance for Market Power Assessment’ (2016) 
7 Journal of European Competition Law and Practice 120. 
25 Bundeskartellamt and Autorité de la Concurrence, Joint paper on Competition Law and Data (May 2016), pp. 
23-24. 
26 Inge Graef, Damian Clifford, and Peggy Valcke, ‘Fairness and enforcement: bridging competition, data 
protection, and consumer law’, (2018) 8(3) International Data Privacy Law. 
27 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’ (2017) 54(1) Common Market Law Review 11-50, 14; see also Konstantina Bania, ‘The 
role of consumer data in the enforcement of EU competition law’ (2018) European Competition Journal, p. 31. 
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conditions around data collection that users have to accept in order to use a service.28 Data protection 

principles “can also be used as normative yardstick for assessing non-price competition in the context 

of merger control”;29 competition authorities could use such yardstick to better evaluate whether a 

merger could lead to a deterioration of quality in terms of data protection terms. Furthermore, data 

protection principles can be used when assessing the level of competition on data protection. This is 

particularly important when it comes to mergers, since “in industries where firms differentiate 

themselves through their approaches to privacy, a merger could reduce the incentive of a merged 

entity to compete on this basis”.30 

D. Data protection authorities incorporating competition elements 

The extent to which data protection authorities should integrate elements from competition policy 

has attracted significantly less attention. The main aspect discussed in this regard is that: 

concepts of market definition and market power could be applied in line with the risk-based 

approach of the GDPR. The stronger the market position of a data controller or processor, the 

more risk the processing activities can be regarded to entail for the individual’s fundamental 

right to data protection.31 

The authors suggest that the concept of market power can help data protection authorities to 

determine the scale of obligations of data controllers and processors under the GDPR.32 

E. Specific economic regulation and more power for competition authorities 

Some commentators have expressed the view that competition and data protection laws might not 

be adequate to address all market failures associated with consumer data and that there may be the 

need for specific economic regulation in certain markets.33 Colangelo and Maggiolino have argued that 

if the problem deriving from a lack of data protection in online platforms is one of market structure, 

 
28 A. Burnside, ‘No Such Thing As A Free Search: Antitrust And The Pursuit Of Privacy Goals’ (2015) Competition 
Policy International; Bundeskartellamt and the Autorité de la Concurrence, joint paper on Competition Law and 
Data, 2016; Torsten Körber, ‘Data, Platforms and Competition Law’, (2018), available at  
https://ec.europa.eu/competition/information/digitisation_2018/contributions/torsten_koerber.pdf.  
29 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’ (2017) 54(1) Common Market Law Review 11-50, p. 20. 
30 Darren Tucker, ‘The proper role of privacy in merger review’ (2015) 2 CPI Antitrust Chronicle. 
31 Damian Clifford, Inge Graef and Peggy Valcke, ‘Pre-Formulated Declarations Of Data Subject Consent – Citizen-
Consumer Empowerment And The Alignment Of Data, Consumer And Competition Law Protections’ (2019) 20 
German Law Journal 679–721, 715. 
32 Ibid, see also Inge Graef, Damian Clifford, and Peggy Valcke, ‘Fairness and enforcement: bridging competition, 
data protection, and consumer law’ (2018) 8(3) International Data Privacy Law, p. 206. 
33 For instance, the Furman Report in the UK recommended the introduction of a digital markets unit, backed by 
new powers in legislation, designed to support greater competition and consumer choice in digital markets; 
‘Unlocking digital competition’ Report of the Digital Competition Expert Panel, 13 March 2019. 
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e.g. resulting from network effects, intervention through economic regulation may be more suitable 

than competition law.34 It has also been suggested that: 

When it comes to ensuring access to data for the purpose of promoting AI in general in order 

to foster innovation – i.e. a form of data access that is unrelated to the business activity of the 

data controller – we believe that a legal regime outside of competition law will be needed.35  

Gal and Rubinfeld claim that, in light of the externalities associated with the collection and use of 

consumer data, which can be positive and negative, a regulatory framework could control how data 

is used, e.g. restrict some forms of data processing that give rise to negative externalities.36 It is also 

interesting to note, in this respect, that the Commission has already adopted regulation in respect of 

data in certain industries: 

Sector-specific legislation on data access has also been adopted in some fields to address 

identified market failures, such as automotive, payment service providers, smart metering 

information, electricity network data, or intelligent transport systems. The Digital Content 

Directive contributed to empowering individuals by introducing contractual rights when 

digital services are supplied to consumers who provide access to their data.37 

The call for a new regulatory framework is often combined with propositions on how to strengthen 

competition law.38 Commissioner Vestager maintained that to ensure that digital technology works 

well for us, “we need a mix of approaches. That includes new regulations, and new competition 

powers. But it also means making full use of the ones we already have.”39 When talking about new 

competition powers, she proposes market investigation powers, which would allow the Commission 

to tackle structural problems and concerns that affect multiple markets at once. With these powers 

the Commission could impose obligations that protect competition, rather than investigating 

individual companies that breach competition rules. Van Hove and Papaefthymiou point out five key 

proposals currently on the table: mandating pro-competitive conduct and prohibiting anti-competitive 

 
34 G. Colangelo and M. Maggiolino, ‘Data Accumulation and the Privacy-Antitrust Interface: Insights from the 
Facebook Case for the EU and the U.S.’ (2018) Stanford Law School and the University of Vienna School of Law 
TTLF Working Paper No. 31/2018, available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3125490.  
35 Crémer, J., Y. de Montjoye and H. Schweitzer, ‘Competition Policy for the Digital Era’ (2019) Report for the 
European Commission, available at https://ec.europa.eu/competition/publications/reports/kd0419345enn.pdf, 
p. 74. 
36 Michal Gal and Daniel Rubinfeld, ‘Data Standardization’ (2019) 94 New York University Law Review 737. 
37 Commission, ‘A European strategy for data’ COM(2020) 66 final (Communication) p. 4. 
38 See Commissioner Vestager’s speech ‘Competition in a Digital Age: Changing Enforcement for Changing Times’ 
ASCOLA Annual Conference, 26 June 2020, available at https://ec.europa.eu/commission/commissioners/2019-
2024/vestager/announcements/competition-digital-age-changing-enforcement-changing-times_en; see also 
the press release of the Dutch government ‘Change competition policy and merger thresholds for better digital 
economy’, 27 May 2019, available at and https://www.government.nl/latest/news/2019/05/27/dutch-
government-change-competition-policy-and-merger-thresholds-for-better-digital-economy. 
39 Commissioner Vestager’s speech ‘Competition in a Digital Age: Changing Enforcement for Changing Times’ 
ASCOLA Annual Conference, 26 June 2020, available at https://ec.europa.eu/commission/commissioners/2019-
2024/vestager/announcements/competition-digital-age-changing-enforcement-changing-times_en. See also 
the Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in 
the digital sector (Digital Markets Act), Brussels, 15.12.2020 COM(2020), 842 final. 
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conduct under an ex ante regulatory regime; leveraging market investigation tools; facilitating the 

burden of proof; adapting existing antitrust tools to the digital era; and introducing ex post merger 

control.40  

My contribution 

This is just a selection of relevant literature, but it should be sufficient to render an idea about the 

current state of the discourse.41 Most of the contributions look at one dimension of the relationship 

between data protection and competition law, mainly at a substantive level, and discuss how it can 

be improved. These are valuable debates, but what is missing is a more comprehensive and systematic 

analysis of the regimes’ interrelation, which brings these individual contributions together. To begin 

with, it is desirable to take one step back and look at how the regimes relate to one another in more 

general terms. Only after having conceptualised the relationship between the regimes is it sensible to 

look at what the interrelation means for specific policies and the application of individual provisions. 

It is useful to do so in a structured manner, which allows to understand what the nature of different 

forms of interrelation is and how these fit within the larger framework. In order to achieve this, the 

thesis clearly separates the analysis of the conceptual, substantive, and enforcement-related 

interrelation between data protection regulation and competition law.42 The framework developed in 

this thesis does not only shed light on yet unexplored ways in which data protection and competition 

law interrelate, but, more importantly, brings structure and coherence to the way in which we think 

about this interrelation. This can help to better understand the existing contributions and, more 

importantly, shape the way we think about this interrelation in the future. 

The idea is that a methodical and holistic approach allows to uncover new and better ways to harness 

the complementarity of the regimes. Besides strengthening the regimes’ mutual reinforcement, such 

holistic approach can help to minimise the regimes’ inconsistencies and overlaps and thereby further 

increase their effectiveness. For instance, it has been suggested that competition authorities could 

use data protection principles as benchmark when assessing anticompetitive conduct; this can 

improve competition enforcement, but at the same time raises questions about the boundary 

between the two regimes. If the boundary is not defined and the regimes start to address the same 

issues, it can lead to inconsistencies and uncertainties (if they approach the issues differently) and 

inefficiencies (if cases are duplicated or brought by an inapt authority). Ultimately, the holistic 

framework should help to close the gaps of the individual regulatory regimes and lead to more 

effective responses to the problem of consumer disempowerment over personal data in the digital 

market. 

 
40 Kris Van Hove and Argyrios Papaefthymiou, in ‘Revising the Competition Law Rulebook for Digital Markets in 
Europe: A Delicate Balancing Act’ Competition Policy International, 11 October 2020, available at 
https://www.competitionpolicyinternational.com/revising-the-competition-law-rulebook-for-digital-markets-
in-europe-a-delicate-balancing-act/. 
41 The relevant literature will be discussed more in detail throughout the thesis. 
42 The conceptual and enforcement parts are particularly interesting, since they have attracted little attention 
in the literature. 
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A crucial aspect of the suggestions made in this thesis is the role of the market functioning, in particular 

its potential to respond to consumer demand, including demand for better data protection. Obviously, 

safeguarding the functioning of the market lies at the core of competition law and is what competition 

law can bring to the table when it comes to formulating a holistic approach. However, the idea pursued 

in this thesis goes beyond showing how competition law can help to make the digital market work 

better. It is argued that the integration of the data protection regulation and competition law can be 

conceived in such a manner so as to lead to both regimes being in a better position to promote and 

protect the functioning of the market. A well-functioning market is what can ensure that the exchange 

between individuals’ data and digital content and services is fair. 

There are, evidently, arguments against bringing the regimes closer together and developing a holistic 

framework. Firstly, putting such framework into place can consume considerable resources, and it is 

not guaranteed that the benefits in terms of the increased effectiveness of the framework will 

outweigh its costs. Secondly, even if it is possible to draw a line between the regimes in terms of case 

allocation, a holistic approach might induce the regimes to include elements in their assessments that 

do not typically belong there and distract them from their main regulatory goal. This can also decrease 

their perceived legitimacy, if it is thought that they stepped outside their mandate. Thirdly, it risks 

making the whole regulatory regime excessively complicated, not only for regulatees, but also for the 

regulators enforcing it. Nonetheless, before being able to judge whether these concerns outweigh 

potential benefits of a holistic framework, it is necessary to have a concrete proposal for such a 

framework. A successful framework will manage to increase the regimes’ effectiveness, while making 

an efficient use of resources, guaranteeing legitimacy and transparency, and ensuring that the 

framework is realistic in terms of how it can be implemented. Moreover, although it is crucial to bear 

these concerns in mind when designing the framework, ultimately a lot is determined by the way the 

framework is applied in practice. While I do consider practical aspects when developing the 

framework, the thesis remains more conceptual in its nature. 

The approach adopted in this thesis can also be criticised for not accounting for the fact that the way 

we are currently looking at this problem might be fundamentally flawed and, consequently, looking 

at answers within the current system might be futile. Shoshana Zuboff and Julie Cohen43 both bring to 

light systemic problems in today’s ‘surveillance/informational capitalism’, which indicate that we need 

a new legal ordering that can respond to the fundamental role that information plays in our society 

and can adequately address the threats posed by modern technology companies. It is certainly crucial 

to investigate to what extent the way we currently regulate companies remains valid in light of social 

and technological changes, and debate possibilities to change the system in its entirety, if needed. 

Nonetheless, these discussions are unlikely to have short-term effects, while more pragmatic solutions 

might be able to improve the system incrementally, despite not necessarily constituting a long-term 

 
43 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of 
Power (PublicAffairs 2019) and Julie E. Cohen, Between Truth and Power: The Legal Constructions of 
Informational Capitalism (OUP 2019).  
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solution. This is what this thesis sets out to do; scrutinise the limitations and possibilities of the existing 

regimes and propose a framework that can improve their effectiveness in the immediate future.  

The thesis focuses on EU law, in particular EU competition law and EU data protection regulation. 

Nonetheless, given that the digital market is global and that some legal regimes around the world are 

based on similar principles and learn from each other, the issues discussed can be relevant for other 

legal regimes as well.44 Furthermore, although legal obligations imposed in the EU are designed to 

protect consumers/data subjects in European markets, due to the globalised economy, they could also 

benefit individuals outside the EU. Most evidently, firms that operate globally may change their 

conduct across-the-board, in order to comply with their obligations in the EU. 

Structure and methodology 

In Chapter 1 I introduce the big data ecosystem, focusing on individuals’ exchanges of personal data 

against online content and services. I then analyse which factors contribute to consumers not having 

an adequate level of control over their data. Different sources are used to examine the market failure: 

existing surveys on consumer preferences and online behaviour; literature from (behavioural) 

economics, legal and policy, and science and technology fields; and publications from national and 

European authorities. After having identified the different elements that contribute to the market 

failure, I discuss how consumers could be harmed, economically and in terms of their fundamental 

rights, by a lack of control over their data. 

In Chapter 2 I look at the role of the relevant regulatory regimes. I study the legal rules that are 

applicable to the market failure and look at how they have been used in the past. I identify the gaps 

of data protection regulation and suggest where competition law steps in. I also examine the role of 

consumer protection regulation in the regulatory landscape and explain why I do not think it is needed 

in order to solve the market failure. Taken together, the first two chapters characterise the problem I 

seek to solve in this thesis; they show why there is a market and a regulatory failure around data in 

the digital market. The chapters also point towards the way in which I intend to approach the problem, 

i.e. by developing a holistic approach encompassing data protection regulation and competition law.  

Having understood why the integration of data protection regulation and competition law could 

represent a way to solve the market failure, in Chapter 3 I take one step back and look at how the two 

regimes interrelate, based on their legal tools and policy goals. I identify three dimensions of their 

interrelation: mutual reinforcement of their policies, opposing policies raising compatibility issues, 

and potential overlaps. The chapter creates the foundation for the development of a complementary 

approach consisting of the two regimes. It demonstrates why it is valuable to combine these two 

regulatory regimes, how to solve their incompatibilities, and where to draw a line between them. 

The last two chapters of the thesis construct the two different, but complementary, spheres of the 

holistic framework. The discussions in these chapters integrate the literature mentioned above and 

 
44 See Anu Bradford, ‘The Brussels Effect’ (2012) 107(1) Northwestern University Law Review, exploring the 
Europeanisation of global regulatory standards, including in data protection and competition law. 



          Alessia D’Amico | Law Department | European University Institute  
 

21 
 

are mostly focused on the analysis of legal rules, enforcement tools, and policies of the different 

regimes. In Chapter 4 I study how the regimes can borrow element from one another, in order to 

improve regulatory responses from a substantive perspective. I divide what the regimes can and 

should incorporate from each other into the following three categories: 1) the regimes can improve 

their understanding of realities impacting their regulatory framework, by taking into consideration 

elements belonging to the other regime; 2) the regimes can use standards or tools developed under 

the other regime to support their own assessments; and 3) the regimes should avoid to unduly 

undermine the other regime, in cases of conflicting goals. 

In Chapter 5 I develop a complementary enforcement strategy encompassing data protection and 

competition law enforcement, with the aim of increasing voluntary compliance, on the one hand, and 

deterrence and incapacitation, on the other. Furthermore, it represents an attempt to take into 

account the market functioning in order to make enforcement more successful. The chapter explores 

how data protection regulations’ enforcement tools can be used in a way to increase voluntary 

compliance, by promoting co-regulatory tools and compliance programmes. It then discusses how 

competition authorities could supplement data protection authorities’ limited powers when it comes 

to mergers and understanding the market functioning. In terms of increasing deterrence, it is 

examined how data protection authorities should choose which cases to bring and how competition 

authorities could contribute to deterrence and incapacitation by intervening against dominant 

companies that secure their competitive advantage through data. 

A note on effectiveness and efficiency  

Effectiveness and efficiency are two key concepts of this thesis, the main question of which is how we 

can optimise regulatory approaches to consumer disempowerment over personal data. To optimise is 

defined as “to make something as good or effective as possible”,45 which I believe includes both 

effectiveness and efficiency considerations. Therefore, I deem it relevant to spend a few words on 

how to understand these terms. Effectiveness is “the quality of being successful in achieving what is 

wanted”,46 while efficiency is “the good use of time and energy in a way that does not waste any.”47  

When talking about the effectiveness of legislation, it has been argued that the assessment “is 

concerned with the causal relations between legislative actions and social reality. It is interested in 

the effects. It examines the extent and consequences of changes in attitude, behaviour and 

circumstances that are potentially or actually due to legislative action”.48 There is, however, no 

consensus on where the threshold for regulatory effectiveness should be set. Zamboni explains that: 

Some scholars (and practitioners), after having left the safe harbour of defining effectiveness 

as the capacity of legislative measures to produced “actual results”, consider a piece of 

 
45 Cambridge Dictionary, available at https://dictionary.cambridge.org/dictionary/english/optimize.  
46 Cambridge Dictionary, available at https://dictionary.cambridge.org/dictionary/english/effectiveness.  
47 Cambridge Dictionary, available at https://dictionary.cambridge.org/dictionary/english/efficiency.  
48 Luzius Mader, ‘Evaluating the Effects: A Contribution to the Quality of Legislation’ (2001) 22(2) Statute Law 
Review 119, 123. 
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legislation effective as soon as it is capable of redirecting the legislative panorama in the 

desired direction. For others, focus should be put on obtaining the desired changes in 

society.49 

Brownsword has pointed out that: 

if we set the bar for regulatory effectiveness at the level of complete control (that is, complete 

achievement of the regulators’ objectives), we will judge that virtually all regulatory 

interventions are ineffective. On the other hand, if we set the bar at a much lower level, we 

will find ourselves declaring that some regulatory intervention is effective when the ex post 

state of affairs merely represents an improvement (relative to the regulatory objectives) over 

the ex ante situation.50 

He claims that “our cognitive interest is in regulatory effectiveness; but, instead of asking whether a 

particular regulatory intervention is or is not effective, perhaps we should ask how effective (or 

ineffective) that intervention is”.51 Following this line of reasoning, when I talk about how to increase 

the effectiveness of regulatory responses, I take a relative approach, meaning that I look at how 

responses can be designed in ways that are better at achieving the expected results than under the 

status quo. 

The concept of regulatory efficiency, on the other hand, is “understood as the optimal gearing of 

regulatory input to effective regulatory output”.52 When compared to the concept of effectiveness, it 

has been suggested that “whilst effectiveness concerns the extent to which stated goals are achieved, 

efficiency is concerned with how cost-effectively they are achieved”.53 Given the limited resources, 

both financial and human, of enforcement agencies, efficiency considerations are pivotal. It will often 

be necessary to find the right balance between effectiveness and efficiency; the most effective 

strategy might involve prohibitive costs, which might mean that less effective, but more efficient 

approaches score higher when comparing the ratio of input to output.54 

  

 
49 Mauro Zamboni, ‘Legislative Policy and Effectiveness: A (Small) Contribution from Legal Theory’ (2018) 9(3) 
European Journal of Risk Regulation, p. 417. 
50 Roger Brownsword, Rights, Regulation, and the Technological Revolution (Oxford University Press 2008), p. 
135. 
51 Ibid. 
52 Ibid, pp. 136-137. 
53 Bronwen Morgan and Karen Yeung, An Introduction to Law and Regulation: Text and Materials (Cambridge 
University Press 2007), p. 221. 
54 Roger Brownsword, Rights, Regulation, and the Technological Revolution (Oxford University Press 2008), p. 
137. 
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1. THE NEED TO COUNTERACT CONSUMER DISEMPOWERMENT 
OVER PERSONAL DATA 

1.1. The online data market 

Digitisation and the technological changes that came with it have drastically reduced the time and 

cost of collecting and analysing data.55 This led to an increase in the magnitude of the data collected, 

the heterogeneity of the datasets, the speed at which data is generated and employed in various ways, 

and its trustworthiness and representativeness; these features, volume, variety, velocity, and veracity 

are characteristic of what today is called big data.56 This development opened the doors to new ways 

of doing business and gave rise to online platforms,57 placing data at the centre of the online market. 

These platforms collect consumer data routinely in all spheres of consumers’ internet usage, from 

internet browsing,58 social media and email services, to online shopping, financial services, mapping 

services and the internet of things.59 The raw data gains its value through big data analytics, “a tool 

with which businesses can analyze large and complex data sets to identify correlations, produce 

business predictions, and monetize the results by trading them as a raw product or using them to 

mitigate risks or increase profits”.60 This process can drive decision-making, by turning “high volumes 

of fast-moving and diverse data into meaningful insights”.61 The acquired understanding can regard 

both collective tendencies and individuals’ preferences and can be used, among other things, to 

increase the effectiveness of advertising62 and improve services in response to the observed 

behaviour. The dynamics of the big data ecosystem are illustrated in Figure 1.1. 

 

 
55 Viktor Mayer-Schonberger and Yann Padova, ‘Regime Change: Enabling Big Data through Europe's New Data 
Protection Regulation’ (2016) 17 The Columbia Science & Technology Law Review, 318. 
56 Doug Laney, ‘3-D Data Management: Controlling Data Volume, Velocity and Variety’ (META Group Research 
Note, 2001) 6, available at http://blogs.gartner.com/doug-laney/files/2012/01/ad949-3D-DataManagement-
Controlling-Data-Volume-Velocity-and-Variety.pdf; Viktor Mayer-Schönberger and Kenneth N. Cukier, Big Data: 
A Revolution Transforming How We Live, Work, and Think (John Murray Publishers 2013); Reihaneh H. Hariri, 
Erik M. Fredericks and Kate M. Bowers ‘Uncertainty in big data analytics: survey, opportunities, and challenges’ 
(2019) 6(44) Journal of Big Data. 
57 A big data platform can be defined as “a (technological) basis for delivering or aggregating digital 
services/content, which can be operated as a multi-sided platform and which can facilitate information exchange 
between or social interaction among end-users”, Olga Batura et al., ‘Online Platforms and the EU Digital Single 
Market: A Response to the Call for Evidence by the House of Lord’s Internal Market Sub-Committee’, 23 
November 2015, 3. 
58 Technologies such as cookies and web beacons follow users from site to site; for an explanation of the 
technologies, see https://www.cookiebot.com/en/website-tracking/. 
59 Oxera Consulting LLP, ‘When algorithms set prices: winners and losers’, Discussion paper 19 June 2017, 24. 
60 Chih-Liang Yeh ‘Pursuing consumer empowerment in the age of big data: A comprehensive regulatory 
framework for data brokers’ (2018) 42 Telecommunications Policy 282–292, p. 283. 
61 Amir Gandomi and Murtaza Haider, ‘Beyond the hype: Big data concepts, methods, and analytics’ (2015) 35 
International Journal of Information Management 137–144, p. 140. 
62 Alessandro Acquisti, ‘The Economics of Personal Data and the Economics of Privacy’, Joint WPISP-WPIE 
Roundtable ‘The Economics of Personal Data and Privacy: 30 Years after the OECD Privacy Guidelines’ OECD 
Conference 2010, Background Paper 3, p. 8. 
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Figure 1.1: OECD – Big data ecosystem63 

 

For consumers, the increased value of data signifies the possibility to trade their personal information 

against digital services and content, transforming it into a commodity.64 As Acquisti explains, 

consumers are directly involved in the transaction, although the exchange of their personal 

information is not always a visible, explicit component of the transaction: while the price for 

services in this type of exchanges may be nominally zero, the customer is effectively 

purchasing the service by selling her data.65  

Figure 1.2, from a study of consumer online preferences, shows that today most consumers see data 

as their property that they can freely trade. 

 

 

 

 

 

 

 
63 OECD, ‘Big Data: Bringing Competition Policy to the Digital Era’ DAF/COMP(2016)14, p. 12. 
64 David S. Evans, ‘The Antitrust Economics of Free’ (2011) 555 Univ. of Chicago John M. Olin Law & Econ., 
Working Paper. 
65 Alessandro Acquisti, ‘From the Economics of Privacy to the Economics of Big Data’, in Julia Lane et al. (eds.) 
Privacy, Big Data, and the Public Good: Frameworks for Engagement (CUP 2014) p. 8. 
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Figure 1.2: Global Data Privacy: What the Consumer Really Thinks66 

 

The consumer data market can be described as an exchange of data based on consumers’ ‘de facto 

right’ over personal data;67 for a consumer this means that: “I have the data and can effectively 

prevent others from accessing the data, therefore I am the owner of all residual rights not explicitly 

assigned away to other parties through specific legal or contractual rights”.68  

The result of this is that “data collection and protection technology, combined with the market power 

of data firms and the willingness of data subjects to incur (opportunity) costs to protect or trade their 

personal data, become the main drivers of data exchanges and market outcomes in data markets”.69 

Consequently, whether data is disclosed or not is determined by the respective assessments carried 

out by the data subjects and the firms interested in acquiring the data. If consumers have a greater 

interest in protecting their data (which also depends on the cost of protection) than firms have in 

getting access to it, the data will not be disclosed.70 This balancing of interests should lead to a 

situation in which the data is in the hands of the entity that values it the most. 

This theory assumes that consumers can make meaningful assessments of the value of their data and 

of what they are getting in return for its disclosure. Consumers’ surveys, however, indicate that this 

balancing exercise does not work well in practice. Consumers repeatedly reveal that they do not feel 

 
66 ‘Global Data Privacy: What the Consumer Really Thinks’ report by GDMA, Acxiom and Foresight Factory (May 
2018), available at  
https://dma.org.uk/uploads/misc/5b0522b113a23-global-data-privacy-report---final-2_5b0522b11396e.pdf 
(The markets included in the survey are Argentina, Australia, Canada, France, Germany, the Netherlands, 
Singapore, Spain, the UK and the USA. In total, 11,474 respondents were surveyed across the 10 markets). 
67 Kenneth C. Laudon, ‘Markets and Privacy’ (1993) Working Paper Series STERN IS-93-21. 
68 Nestor Duch-Brown, Bertin Martens and Frank Mueller-Langer, ‘The economics of ownership, access and trade 
in digital data’ European Commission, JRC Digital Economy Working Paper 2017-01, JRC Technical Reports, p. 18. 
69 Ibid. 
70 Alessandro Acquisti, ‘The Economics of Personal Data and the Economics of Privacy’, Joint WPISP-WPIE 
Roundtable ‘The Economics of Personal Data and Privacy: 30 Years after the OECD Privacy Guidelines’ OECD 
Conference 2010, Background Paper 3 



          Alessia D’Amico | Law Department | European University Institute  
 

26 
 

in control when it comes to their personal data and are concerned about the way their data is used. A 

study conducted in 2016 across 24 countries showed that 84% of respondents felt that they had less 

than ‘sufficient’ control over the way businesses use their personal data.71 In another study, which 

examined consumer attitudes in the personal data market,72 53% of respondents said that they do not 

consider themselves to be in control over the way their data is used; out of these, 39% agreed with 

the following statement: “I know that by agreeing to the terms and conditions I am giving permission, 

but I don’t feel I have a choice”. These results were confirmed by another global study in which 83% 

of respondents stated that they would like to have more control over the personal data they give to 

firms.73 The results of more detailed inquiries into the areas in which consumers feel they lack control 

are shown in Figure 1.3. 

Figure 1.3: Global Data Privacy: What the Consumer Really Thinks74 

 

Since European data protection rules are stricter than the laws in other parts of the world, it could be 

assumed that global surveys do not adequately reflect consumer attitudes in Europe. Nonetheless, 

studies that focused exclusively on Europe reached similar results; for example, a consumer market 

study carried out by the European Commission revealed that: 

Respondents in the consumer survey were most concerned about their personal data being 

used for purposes other than the ones for which it was gathered and/or not knowing with 

 
71 KPMG report, ‘Crossing the line: Staying on the right side of consumer privacy’ (2016); the report details the 
privacy preferences of 6,900 consumers in 24 countries (US, Canada, Brazil, Spain, France, Switzerland, Italy, 
Ireland, UK, Belgium, Netherlands, Germany, Sweden, Finland, Denmark, Russia, Japan, China, New Zealand, 
Australia, India, Malaysia, Singapore and South Africa); available at 
https://assets.kpmg.com/content/dam/kpmg/xx/pdf/2016/11/crossing-the-line.pdf. 
72 MEF’s 4th annual Consumer Trust Study (2017); the study surveyed 6,500 smartphone users in 10 countries 
(Belgium, China, France, Germany, Poland, Romania, South Africa, Spain, UK and USA); available at 
https://mobileecosystemforum.com/programmes/consumer-trust/global-consumer-trust-survey-2017/. 
73 ‘Global Data Privacy: What the Consumer Really Thinks’ report by GDMA, Acxiom and Foresight Factory (May 
2018). 
74 Ibid.  
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whom it might be shared (ranging between 36% and 49% for the three personalisation 

practices [advertisement, ranking of offers and pricing]). Equally, concerns about users’ data 

collected in order to make a profile out of them ranked particularly high (33% - 46%).75 

If, as these surveys indicate, consumers lack control over their data, they are not in a position to make 

informed choices in relation to the terms under which the data disclosure takes place. As a result, in 

the exchange of data for online services, individuals cannot be expected to reap the full value of their 

data. Under these circumstances, the market is tilted in favour of internet companies, which can gain 

access to disproportionate amounts of personal data, unconstrained from users’ preferences.76 One 

of the studies mentioned above concluded that on average 78% of consumers believe that the industry 

benefits more than consumers from data sharing, whereas only 9% believe the opposite.77  

Twenty years ago, Laudon identified this problem, claiming that “there is already today a lucrative 

market in personal information, but ordinary individuals cannot participate in the market …, they are 

completely mystified about how their personal information is used in the market”.78 In light of the fact 

that the developments of the digital market have aggravated this problem and its repercussions, the 

dynamics of data collection and utilisation call for a renewed analysis of the legal tools designed to 

guarantee the sound functioning of this market. In particular, these tools should guarantee that 

consumers can make informed choices about the data protection terms they are willing to accept and 

that the market offers options for them to choose from. In this chapter I lay the foundation for the 

study of possible solutions, by, firstly, analysing the different components of the market failure and, 

secondly, looking at ways it harms individuals. Understanding its roots and how it manifests are the 

first steps towards designing an effective strategy to counteract the market failure. 

1.2. Market failure 

When studying the online market, it appears that a combination of factors is responsible for 

consumers’ lack of control over personal data: information asymmetries and consumers’ bounded 

rationality (which together create a dysfunctional equilibrium) and market concentration (which 

entrenches this equilibrium). 

 
75 European Commission, ‘Consumer market study on online market segmentation through personalised 
pricing/offers in the European Union’, Executive Summary (2018). The consumer survey covered the 28 EU 
Member States (EU28), as well as Norway and Iceland. In total 23,050 respondents completed the survey: 21,734 
in the EU28, 513 in Iceland and 803 in Norway; available at  
https://ec.europa.eu/info/sites/info/files/aid_development_cooperation_fundamental_rights/aid_and_develo
pment_by_topic/documents/exec_summary_online_personalisation_study_en.pdf. 
76 Nathan Newman, ‘The Costs of Lost Privacy: Consumer Harm and Rising Economic Inequality in the Age of 
Google’ (2014) 40(2) William Mitchell Law Review, Article 12. 
77 ‘Global Data Privacy: What the Consumer Really Thinks’ (2018). 
78 Kenneth Laudon, ‘Extensions to the Theory of Markets and Privacy: Mechanics of Pricing Information’ (1997) 
NYU Working Paper No. IS-97-04, p. 2. 
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1.2.1. Information asymmetries in the data market 

The rising opportunities to collect and analyse data lead to a situation in which it is increasingly difficult 

for consumers to establish what data is processed by internet companies and what it means for 

them.79 Given the myriad of instances of data collection, consumers do not really know which of their 

data is collected (since collection is frequently ‘invisible’80 and firms observe or infer information from 

consumers’ online activities)81 and they cannot adequately assess what use will be made of it, with 

whom it will be shared and how it might impact them in the future. What contributes to this difficulty 

is that big data’s value consists in the aggregation of individuals’ data, which can shed light on “some 

deeper and more sensitive knowledge about the individual to whom these records pertain”.82 As 

explained by the Italian authority for communication, while a barrel of petrol has an intrinsic value to 

the point that it is used as a measurement unit to determine the reference price of the good on the 

market, a single piece of data has hardly any economic value by itself; only through the aggregation 

of data and its subsequent analysis can the value of the data be extracted.83 Therefore, assessing the 

value of a single piece of information and the risk of harm that comes with its disclosure is virtually 

impossible.84 The relative insignificance of a single piece of information becomes evident when one 

considers that it is “becoming less and less important for data processors to work with correct and 

accurate data about specific individuals, as long as a high percentage of the data on which the analysis 

is based provides a generally correct picture”.85 The problem is that “consumers have no control over 

how companies that make ‘probabilistic inferences’ and identify patterns from anonymized data will 

treat them. Hence, the artifice of consumer control”.86 

An additional problem consists in the fact that data can flow into the creation of consumer profiles, 

which are composed of a vast amount and variety of associations that can be used to detect 

individuals’ preferences or behaviour patterns. Hence, the disclosure of information “may not only 

reveal information about an individual, but also about other individuals. For instance, if tastes are 

correlated within family or a group of friends then learning about the preferences of an individual also 

 
79 Katherine J. Strandburg, ‘Free Fall: The Online Market’s Consumer Preference Disconnect’ University of 
Chicago Legal Forum 2013, 95-172, p. 132. 
80 Alessandro Acquisti, Laura Brandimarte and George Loewenstein, ‘Privacy and Human Behaviour in the Age 
of Information’ (2015) 247(6221) Science. 
81 Bart van der Sloot and Sascha van Schendel, ‘International and comparative legal study on Big Data’ (2016) 
The Netherlands Scientific Council for Government Policy (WRR) Working Paper 20. 
82 Nadezhda Purtova, ‘Property Rights in Persanal Data: A European Perspective’ (2011) Oisterwijk: BOXPress 
BV, 46. 
83 Autorità per le Garanzie nelle Comunicazioni, ‘Big data: Interim report nell’ambito dell’indagine conoscitiva di 
cui alla delibera n. 217/17/CONS’ (2018), available at 
https://www.agcom.it/documents/10179/10875949/Studio-Ricerca+08-06-2018/c72b5230-354d-444f-9e3f-
5467ca450714?version=1.0.  
84 Daniel Solove, ‘Privacy Self-Management and the Consent Dilemma’ (2013) 126 Harvard Law Review 1880-93. 
85 Bart van der Sloot and Sascha van Schendel, ‘International and comparative legal study on Big Data’ (2016) 
The Netherlands Scientific Council for Government Policy (WRR) Working Paper 20, p. 30. 
86 Stacy-Ann Elvy, ‘Paying for Privacy and the Personal Data Economy’ (2017) 117 Colum. L. Rev. 1369, p. 1415. 
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provides valuable information on her family or friend network”.87 Individuals might be comfortable 

with disclosing a set of information about themselves, but this very information can have an impact 

on other individuals, who were not involved in the initial disclosure and might not even be aware of 

it. Accordingly, individuals cannot assess how their data disclosure might affect someone else and, 

equally, cannot know what kind of profile about them has been built with the aggregation of data 

from different sources. Lessig emphasises the fact that sellers do not need to collect data from each 

individual consumer, but only need to be able to understand how the consumers behave as a group; 

“companies don’t spend money collecting data about you. They want to know about people like 

you”.88 With this in mind, it becomes clear why it is basically impossible for individuals to understand 

what is happening with their data and what the implications of data disclosure are. 

1.2.2. Consumers’ cognitive biases and bounded rationality 

While traditional economics is based on the assumption that individuals act rationally and in their 

personal interest, behavioural economics commands that consumers’ cognitive limits play an 

important role in consumer decision-making. Our limits in acquiring, remembering and processing all 

the information presented to us has as a consequence that our decision-making takes place through 

simplified mental methods and strategies.89 Studies demonstrate “the falsity of the traditional rational 

agent model of human decision-making, as people often decide based on heuristics and the way 

choices are framed”.90 Consequently, even if we had all the information needed, our cognitive limits 

may cause “systematic deviations from theoretically rational decision making”.91  

Individuals have difficulties comparing gains and losses resulting from the approach they assume in 

relation to privacy.92 For this reason, “they typically cast around for cues in their environment to guide 

their behavior, including the behaviour of others and their past experiences”,93 resulting in their 

privacy preferences fluctuating depending on the context. If we are used to sharing data in a given 

circumstance, or we believe that others do so, we are less reluctant to disclose the data than in a new 

context. This is also connected with our status quo bias, especially prominent when it is burdensome 

for us to compare the costs and benefits of different options.94 Furthermore, as consumer, “we not 

 
87 Pierre Larouche, Martin Peitz and Nadya Purtova, ‘Consumer privacy in network industries’ (2016) A CERRE 
Policy Report, p. 30. 
88 Lawrence Lessig, Code: Version 2.0 (Basic Books 2006), p. 217. 
89 Alessandro Acquisti and Jens Grossklags, ‘What Can Behavioral Economics Teach Us About Privacy?’ (2006) 
Digital Privacy 363, p. 369. 
90 Daniel Solove, ‘Privacy Self-Management and the Consent Dilemma’ 1887, referring to Daniel Kahneman, 
Thinking, Fast And Slow (Allen Lane 2011) p. 411. 
91 Alessandro Acquisti, ‘From the Economics of Privacy to the Economics of Big Data’ in Privacy, Big Data, and 
the Public Good: Frameworks for Engagement, Stefan Bender, Julia Lane, Helen Nissenbaum, and Victoria 
Stodden (eds.) (CUP 2014) 76-95, p. 87. 
92 Christophe Lazaro and Daniel Le Metayer, ‘Control over Personal Data: True Remedy or Fairy Tale’, SCRIPT-ed, 
Vol. 12, No. 1, June 2015, p. 11. 
93 Karen Yeung, 'Hypernudge': Big Data as a Mode of Regulation by Design’ Information, Communication & 
Society (2016) 1,19, TLI Think! Paper 28/2016, p. 12, reference to Acquisti, Brandimarte, & Lowenstein ‘Privacy 
and Human Behavior in the Age of Information’ (2015) Science, 347, 509-14. 
94 Christophe Lazaro and Daniel Le Metayer, ‘Control over Personal Data: True Remedy or Fairy Tale’, p. 32. 
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only tend to compare things with one another but also tend to focus on comparing things that are 

easily comparable—and avoid comparing things that cannot be compared easily”95 and we do not 

necessarily take into account the most relevant information, but rely on information that comes to us 

more easily, or that confirms our initial intuition.96 All this skews the outcome of our assessment in 

relation to when and with whom we decide to share our data, provided we even ponder on these 

issues. It is clear that the lack of active decision-making is interrelated with the lack of information; 

little knowledge and understanding of how things work leads to privacy becoming a concept which is 

far away and abstract in our minds.97  

Taking both limitations together, lack of information and cognitive limitations, consumers have 

difficulties carrying out a neutral cost-benefit calculation, because they are unavoidably dominated by 

their immediate desires, which obscure the long-term and uncertain consequences of their conduct. 

In the data market, these limits and biases result in the so-called ‘privacy paradox’; although 

consumers state that they are aware of the risks connected with the disclosure of their data and would 

prefer to protect their personal information, they continuously contradict their stated preference by 

disclosing data.98 Acquisti claims that consumers “act myopically when trading off the short term 

benefits and long term costs of information revelation and privacy invasions”.99 This can be explained 

by a perceived weak link between the disclosure of data and the potential negative consequences; in 

order to enjoy the immediate benefits of free services, consumers disclose data without giving too 

much thought to the long-term losses that come with it.100 Bandaraa, Fernandoa and Aktera similarly 

argue that “when consumers are faced with a value-conflict between privacy and online shopping 

benefits, we contend that abstract central-values (i.e. privacy) is heavily undermined compared to the 

secondary values received from gratification and other benefits”.101  

Another factor in individuals’ behaviour that defies rationality is that the feeling of control leads to 

more risk-taking, as explained in this example: 

People feel safer driving than flying, and as a result substitute road for air travel, in part based 

on the feeling that they have more control when driving. Such feelings are, in fact, often 

merited; people do have greater control over the risks they face in driving than they do over 

the risks they face in flying. However, driving is much more dangerous than flying, even for 

 
95 Dan Ariely, Predictably Irrational (Harper 2010). 
96 Carolan Eoin, ‘The continuing problems with online consent under the EU's emerging data protection 
principles’ (2016) 32 Computer Law & Security Review 462–473. 
97 Ruwan Bandaraa, Mario Fernandoa, Shahriar Aktera, ‘The Privacy Paradox in the Data-Driven Marketplace: 
The Role of Knowledge Deficiency and Psychological Distance’ (2017) 121 Procedia Computer Science. 
98 Andrea Carignania and Vanessa Gemmo ‘New Media and Privacy the Privacy Paradox in the Digital World: I 
Will Not Disclose My Data. Actually, I Will ... It Depends’ (2017) 27(1) International Journal of Computer 201-
212. 
99 Alessandro Acquisti, ‘The Economics of Personal Data and the Economics of Privacy’, Joint WPISP-WPIE 
Roundtable ‘The Economics of Personal Data and Privacy: 30 Years after the OECD Privacy Guidelines’ OECD 
Conference 2010, Background Paper 3, p. 6. 
100 OECD, ‘Big Data: Bringing Competition Policy to the Digital ERA’ 29-30 November 2016. 
101 Ruwan Bandaraa, Mario Fernandoa, Shahriar Aktera, ‘The Privacy Paradox in the Data-Driven Marketplace: 
The Role of Knowledge Deficiency and Psychological Distance’ (2017) 121 Procedia Computer Science, p. 565. 
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those who take exceptional measures to control their driving risks, because there are sources 

of risk that cannot be controlled, such as the larger number of vehicles driven and the behavior 

of other drivers. The ability to control some risks, therefore, seems to, in effect, obscure 

people’s awareness of or attention to other risks that they cannot control.102  

Correspondingly, when people feel more in control over their data, they might end up 

underestimating the potential risk connected with data disclosure and consequently disclose too 

much. Conversely, individuals who feel they lack control may overrate the potential risks and disclose 

less than would be desirable for them.103 This becomes problematic inasmuch as the setting in which 

these exchanges take place is designed by the companies on other side of the transaction. Since these 

companies have information about how consumers respond to differences in the online environment, 

they will design their websites in a manner that encourages consumers to share more information 

than in a neutral setting.104 

1.2.3. Dysfunctional equilibrium 

One basic element of a functioning market is that consumers are able to assess the benefits and costs 

of different products or services and choose the one that best satisfies their needs.105 The more 

transparent the market, the better consumers can gather the necessary information for their decision-

making. Information flow is therefore a vital element of a competitive market and a fundamental 

feature of consumer welfare.106 Not knowing what data is collected by whom and how it is used makes 

it difficult for consumers to choose between competitors. This lack of information, together with 

consumers’ bounded rationality, leads to a ‘dysfunctional equilibrium’107 in the market. Consumers 

“feel powerless and vulnerable, without any meaningful form of participation in the collection and use 

of their information”108 and, thus, generally do not trust the market in terms of treatment of personal 

information. This feeling causes a lack of engagement or a form of resignation when it comes to data 

disclosure. Consumers’ incentive to carry out a cost-benefit analysis is reduced and, consequently, the 

disclosure of personal data might not depend on the privacy offered by a particular firm but is 

predominantly connected with the necessity or desire to use a certain service that requires data. What 

results from this is an arbitrary disclosure, which means that besides disclosing information that might 

harm them in the future, consumer may refuse to use services or disclose information that would 

actually benefit them.  

 
102 Laura Brandimarte, Alessandro Acquisti and George Loewenstein, ‘Misplaced Confidences: Privacy and the 
Control Paradox’ (2012) Social Psychological and Personality Science 4(3) 340-347, pp. 340-341. 
103 Ibid, p. 341. 
104 Alessandro Acquisti, Laura Brandimarte, George Loewenstein, ‘Privacy and Human Behaviour in the Age of 
Information’ (2015) 347(6221) Science 509. 
105 Oren Bar-Gill, Seduction by Contract: Law, Economics, and Psychology in Consumer Markets (OUP 2012), p. 
23. 
106 George J Stigler, ‘The Economics of Information’ (1961) 69 J Pol Econ 213. 
107 Joseph Farrell, ‘Can Privacy Be Just Another Good?’ (2012) 10 Journal on Telecomm. & High Tech. L 251, p. 
257. 
108 Daniel Solove, ‘Privacy and Power: Computer Databases and Metaphors for Information Privacy’ (2001) 53 
Stan. L. Rev. 1393, p. 1398. 
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According to behavioural-economics, the systematic misperceptions that underlie consumers’ choices 

on the market lead to sellers adapting to these biases in their business decisions;109 “the modern 

microeconomic theory of privacy suggests that when consumers are not fully rational or in fact 

myopic, the market equilibrium will tend not to afford privacy protection to individuals…”110 Since 

consumers lack the ability and willingness to assess the privacy afforded to them in the online market, 

firms are not rewarded if they improve their privacy terms. As a result, the market will not offer “a 

competitive array of options that match actual privacy preferences”.111 Consequently, competition in 

this market forces sellers to cater to the biased demand of consumers.112 In this circumstance 

“competition becomes a race to the bottom, where companies profit more in shrouding, rather than 

clarifying, their privacy policies”.113 It also leads to firms competing in exploiting consumers’ imperfect 

rationality and willpower.114 In this market, “even intense competition would not ameliorate the 

behavioural market failure. The competitive forces that remain would work to maximise the perceived 

(net) benefit rather than the actual (net) benefit from the product”.115  

A vicious circle is created; if consumers get the message that ‘there is no privacy, get over it’116 and 

therefore suppose that a firm will always exploit their personal data to the maximum, they will treat 

every transaction as equally potentially harmful, and behave correspondingly. This results in firms not 

having an incentive to adopt more protective policies. In the resulting dysfunctional equilibrium,117 

consumers’ expectations act as a ‘self-fulfilling prophecy’.118 The market is unlikely to escape this 

equilibrium by itself, because consumers’ attitudes and firms’ responses continuously reinforce one 

another, as shown in Figure 1.4. Further, the equilibrium becomes particularly stable, if the market is 

concentrated. For new entrants or small players, it is difficult to adopt more protective policies, 

because they would not shift consumer demand, and it is, therefore, unlikely that they would benefit 

from these policies sufficiently to offset the costs and/or loss of profits resulting from implementing 

them. Large players would have better chances at ending this dysfunctional equilibrium;119 however, 

they are the ones benefitting from it the most and have no incentive to change the status quo. 
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Figure 1.4: The vicious circle 

 

1.2.4. Market concentration 

The lack of incentives to compete on privacy terms is aggravated by the propensity of the market 

towards monopolisation. Data-driven tech companies often benefit from economies of scale/scope, 

network effects, and self-reinforcing positive feedback loops. These market characteristics can create 

entry barriers in online markets and are conducive to market tipping and monopolisation.120 Data-

driven markets “can lead to a ‘winner takes all’ result where concentration is a likely outcome of 

market success”.121 In fact, internet giants, among which we can count Google, Facebook, Amazon and 

Apple, all have a significant degree of market power in one or more markets within the digital sphere. 

These companies have no reason to offer more privacy or transparency than the minimum required, 

because their market power is interlinked with the collection and exploitation of data. As argued by 

Kerber: 

especially the examples of Google and Facebook with their often alleged dominant market 

positions have raised the question whether weak competition might lead to an excessive 

collection of private data and to an insufficient provision of privacy options for fulfilling the 

different privacy preferences of users.122 

The excessive collection of data entrenches dominant market positions, perpetuating the market 

failure. In their 2016 joint report, the German and French competition authorities argued that: 

Provided that access to a large volume or variety of data is important in ensuring 

competitiveness on the market (which is a market-specific question), the collection of data 

may result in entry barriers when new entrants are unable either to collect the data or to buy 

 
120 Rufus Pollock, ‘Is Google the Next Microsoft? Competition, Welfare and Regulation in Online Search’ (2009), 
available at SSRN: https://ssrn.com/abstract=1265521. 
121 OECD, Data-Driven Innovation for Growth and Well-being: Interim Synthesis Report, October 2014, p. 7. 
122 Wolfgang Kerber, ‘Digital Markets, Data, and Privacy: Competition Law, Consumer Law, and Data Protection’ 
MACIE Paper Series Nr. 2016/3, Philipps-Universität Marburg, p. 7. 
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access to the same kind of data, in terms of volume and/or variety, as established 

companies.123 

The report also illustrates how the characteristics of some digital markets are conducive to market 

tipping and ‘winner-takes-all’ markets.124 Figure 1.5 shows the circle that reinforces market 

concentration in data markets; although it is a simplistic version of a complex process and there will 

necessarily be deviations from it, it serves to illustrate how the position of dominant players in 

concentrated markets125 becomes progressively more entrenched. 

Figure 1.5: Circle that reinforces market concentration 

 

 

The winner-takes-all tendency in big data markets can be illustrated by using Google as an example. 

Firstly, Google search’s algorithm uses a trial-and-error approach; hence, it improves with the number 

 
123 Autorité de la Concurrence and Bundeskartellamt, ‘Competition law and data’, Joint Report, 10 May 2016, 
11. 
124 “As it turns out, the economic sectors where the collection and use of data is often seen as particularly 
important, such as search engines or social networking for instance, are often particularly concentrated, with a 
few operators already holding very high user shares. Furthermore, the alleged existence of strong scale and 
network effects in these cases is also described as limiting the intensity of competition. The development of data 
collection and usage on those markets may thus reinforce the market power of leading companies on these 
markets. Also, the marginalization of smaller competitors due to differentiated data access might be self-
reinforcing: access to a larger amount of data may support better services, which in turn attract more customers 
– and more data (“snowball effects”). By contrast, smaller companies might attract fewer consumers and as a 
result have less data. As the gap in market share increases, so might the gap in data collection, which could 
further increase the gap in the quality of services proposed to customers. Finally, the higher revenues earned by 
larger undertakings could fuel higher investments (such as new algorithms, new functionalities, entry on 
adjacent markets, etc.), thereby attracting even more customers and more data. Such a trend could harm 
competition by converging towards a monopolization of data-related markets.”, Autorité de la Concurrence and 
Bundeskartellamt, ‘Competition law and data’, Joint Report, 10 May 2016, p. 13. 
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of searches it receives (scale of search inquiries). Secondly, the more diverse data Google gathers on 

users through other services, such as email, browsers or mapping services, the more complete the 

profile of its users will be and the more it will attract advertisers (scope of data). Thirdly, increased 

advertising revenue allows it to invest more in free services, inducing more consumers to use it and 

improving its position in the market even further (spillover and snowball effect).126 Finally, search 

engines like Google benefit from (unilateral) indirect network effects, since the more users they have, 

the more valuable they become for advertisers. A firm with a competitive edge and, consequently, 

greater access to data, progressively improves its quality and attracts more users and advertisers. 

Respectively, the remaining search engines will not have enough input from users to improve their 

search algorithms and user profiles, which increases the gap between them and the dominant firm. 

Even if multi-homing is possible, which in theory should promote competition, if competitors are not 

able to offer a service of equal quality as the incumbent’s, they will not attract sufficient users to break 

the vicious circle. As a result of this, “consumers have little to no real choice in the matter because the 

dominant services are so superior to also-ran competitors. Dominant firms see little to no reason to 

compete to improve their privacy practices when users are so unlikely to defect”.127 This leaves 

consumers with fewer and fewer alternatives and forces them to keep using the dominant platform, 

even if they are unsatisfied with its privacy policy.  

Direct network effects also are a key factor causing market concentration. One example are social 

media networks like Facebook; the more users such a network has, the more valuable it becomes for 

the existing and potential users, increasing the incumbent’s market power and making switching more 

difficult. While it is relatively easy to switch128 when browsing the web, it is much more difficult to 

switch a social media platform, if all of one’s friends use it. These platforms have additional leeway 

when it comes to abusing their power through invasive data practices. For instance, if you disable 

cookies on a browser, Facebook does not allow you to log into your account. They reasonably assume 

that most users prefer to re-enable cookies, rather than to renounce to Facebook. This clearly 

illustrates how a dominant firm can leverage its market power to obtain personal data against the 

wishes of users. Switching costs are also a problem when it comes to email service providers; although 

feasible, it is inconvenient and time-consuming for consumers to change their email addresses. 

Consumers who are unsatisfied with the data protection terms of their provider might therefore not 

immediately switch. An additional obstacle to switching is that consumers cannot be sure about what 

happens with their data when they leave a service and might not want to share their information with 

an additional provider, since their personal data will only be in more hands. 

Due to the necessity of data to compete with the incumbent, a new entrant can hardly afford to 

provide better privacy protection when it tries to take over the market, because it will lack the data 

required to build a competing service. If it bases its strategy on providing better privacy terms than its 

 
126 Stucke and Ezrachi, ‘When Competition Fails to Optimize Quality: A Look at Search Engines’ (2016) 18 The 
Yale Journal of Law and Technology 70, p. 76. 
127 Frank Pasquale, ‘Privacy, Antitrust and Power’ (2013) 20(4) GEO. MASON L. REV. 1009, p. 1022. 
128 Use several service providers at the same time. 
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competitors, it might be able to attract the category of users who value privacy over quality, as 

DuckDuckGo129 did for internet search, but might not be able to acquire the scale of data needed to 

provide a real alternative to the incumbent’s service.130 Alternatively, it might start with more 

favourable privacy terms to acquire a critical mass of users, but later conform to the existing model, 

in order to succeed in a winner-takes-all market.131 The market, thus, makes it difficult for there to be 

numerous firms offering different levels of privacy to consumers with diverse preferences. Instead, a 

market leader exploits the fact that viable alternatives for consumers are missing and forces 

consumers to accept a low level of privacy, thanks to which it collects and monetises more data and 

further increases the gap between itself and other players. In line with this view, the UK Competition 

and Markets Authority has found that: 

the profitability of both Google and Facebook has been well above any reasonable estimate 

of what we would expect in a competitive market for many years. In 2018 we estimated that 

the cost of capital for both Google and Facebook was around 9%, compared to actual returns 

on capital of over 40% for Google and around 50% for Facebook. This evidence is consistent 

with the exploitation of market power.132 

1.3. Implications of the lack of control over data 

The problem with the market failure is that consumers do not reap the full value represented by their 

data, which is instead captured by internet companies; there is, thus, a shift of welfare from 

consumers to internet platform. Besides this direct economic loss, data can also be used by businesses 

to develop strategies to acquire consumer surplus at later stages. 

Before going further, I will open a brief parenthesis in regard to the welfare standard used in this 

thesis. From an economic perspective, a market failure reduces total welfare, meaning the aggregate 

value created by the economy. Cseres explains that: 

Economists traditionally favour a total welfare standard on the basis that it generates the 

most for society as a whole and strives for the maximisation of efficiency. The total welfare 

standard stands for allocating resources to those who value them most and it takes account 

of both allocative and of productive efficiency. It, furthermore, treats wealth distribution 

between consumers and producers neutrally.133 

 
129 DuckDuckGo is a search engine that claims to be “the search engine that doesn't track you” 
https://duckduckgo.com. According to the information provided on its website, the number of daily average 
search queries increased from just under 80,000 at the end of 2010 to over 60,000,000 in 2020, see 
https://duckduckgo.com/traffic.  
130 These statistics show the steady gap between the search engine market leader Google (92.17%) and 
DuckDuckGo (0.5%) in terms of worldwide market shares (August 2020) http://gs.statcounter.com/search-
engine-market-share. 
131 Both Instagram and WhatsApp adopted this strategy. 
132 CMA, Online platforms and digital advertising market study, Interim report (18.12.19) available at 
https://assets.publishing.service.gov.uk/media/5dfa0580ed915d0933009761/Interim_report.pdf.  
133 K J Cseres, ‘The Controversies of the Consumer Welfare Standard’ (2006) 3(2) The Competition Law Review 
121, 126. 
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If one adopted a total welfare standard to the market failure described in this chapter, one could argue 

that if users disclose excessive data, but firms thereby benefit, the gain to the firms might outweigh 

the loss to consumers, thus increasing total welfare. If, for example, consumer mistrust, deriving from 

the lack of transparency in the market, leads to less (valuable) data being generated and shared than 

what would be the case in a well-functioning market, firms would miss out, potentially reducing total 

welfare. A regulatory response would consider how to correct this market failure, irrespective of 

whether the benefits of such response would be reaped by the firms of consumers.  

An alternative to the total welfare standard is the consumers welfare standard, which focuses on the 

maximisation of consumer surplus, i.e. the part of total surplus that goes to consumers. Consumer 

surplus is “technically, the difference between what each consumer actually pays and what he or she 

would be willing to pay”.134 I chose to narrow my focus on consumer welfare rather than total welfare, 

for two main reasons. Firstly, it is the welfare standard utilised by the Commission when applying EU 

competition law;135 it “guarantees that consumers get a fair share of the economic benefits resulting 

from the effective working of markets and economic and technical progress”.136 Since EU competition 

law is a fundamental component of the framework developed, it is helpful to approach the market 

failure from the same angle. Secondly, embracing a view that focuses on the consumer side of the 

market is compatible with the focus on individuals from a fundamental rights perspective. The lack of 

control over data does not only have economic implications for consumers but is also relevant when 

it comes to individuals’ fundamental rights, in particular the right to privacy and data protection. 

Focusing on consumers’ interests from an economic perspective facilitates the development of an 

approach that is consistent and complementary with the protection of individuals’ intangible rights 

over data. 

I will now examine these various levels of harm, exploring why intervention is justified, and which 

areas of intervention are the most appropriate. 

1.3.1. Economic implication of a loss of control over personal data 

Currently, consumers voluntarily disclose an extensive amount of data in order to get access to 

products or services. While they might think they are not paying, in fact this data has a commercial 

 
134 Christine S. Wilson, Commissioner, U.S. Federal Trade Commission, ‘Welfare Standards Underlying Antitrust 
Enforcement: What You Measure is What You Get’ George Mason Law Review 22nd Annual Antitrust 
Symposium: Antitrust at the Crossroads? (Arlington, VA, 15 February 2019) 4. 
135 See, for instance, Commission, ‘Guidance on the Commission's enforcement priorities in applying Article 82 
of the EC Treaty to abusive exclusionary conduct by dominant undertakings’, (Communication) [2009] OJ C 45/7 
para. 19, “The aim of the Commission's enforcement activity in relation to exclusionary conduct is to ensure that 
dominant undertakings do not impair effective competition by foreclosing their competitors in an anti-
competitive way, thus having an adverse impact on consumer welfare, whether in the form of higher price levels 
than would have otherwise prevailed or in some other form such as limiting quality or reducing consumer 
choice”. See also Philip Lowe, Director former Director-General of Competition, European Commission, 
‘Consumer Welfare and Efficiency - New Guiding Principles of Competition Policy?’ 13th International 
Conference on Competition and 14th European Competition Day (Munich, Germany, 27 March 2007). 
136 K J Cseres, ‘The Controversies of the Consumer Welfare Standard’ (2006) 3(2) The Competition Law Review 
121, 124. 
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value; their lack of understanding and engagement in this process means that they might be 

undercompensated for data they disclose or that they end up paying for services in indirect ways, 

without being aware of it and contemplating it in the decision to share their data. Miller describes this 

phenomenon as ‘distortion of the price system of value allocation’ and claims that:  

Viewing the collection of consumer information as a voluntary exchange for free services and 

commercial benefits ignores the reality that the vast majority of information on consumers in 

the hand of retailers and data brokers comes from sources over which the consumer has no 

knowledge, control, or way to opt-out. It is therefore misleading to think of the market 

advantages as the benefit of a free bargain.137  

One form of economic harm that can result from this distortion is that consumer give up more, in 

terms of the value of their data, than what they are getting in return. Companies use the lack of 

transparency to increase their profits through data, instead of duly rewarding consumers for it (as 

they would probably have to do if the market functioned well). A different problem is that the big data 

ecosystem can lead to the fact that personal data originally disclosed by consumers, while using an 

online service, is later used to extract payment from them in an indirect way, e.g. in form of price 

discrimination, as illustrated by Figure 1.6. 

Figure 1.6: The indirect way consumers pay through data 

  

 

Even if consumers are aware of the occurrence of price discrimination or other strategies, they do not 

know which of their information the seller has access to and have no way of telling if and how it is 

used to tailor prices to them. This is particularly the case due to the fact that the process does not only 

 
137 Akiva Miller, ‘What Do We Worry About When We Worry About Price Discrimination? The Law and Ethics of 
Using Personal Information for Pricing’ (2014) 19 Journal of Technology Law and Policy, p. 93. 
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comprise individual pieces of information but turns around the aggregation of data from all users. 

Since consumers cannot assess how much they are effectively paying for a service when they pay 

indirectly through data disclosure, there is no guarantee that the value they are getting from a 

transaction corresponds to what they potentially end up spending.138 This is not to say that consumers 

never benefit from the exchange of their data against services; in fact, in many cases they will use a 

good quality service for ‘free’ without suffering any negative repercussions. Not all data is used to 

discriminate on prices, and even when it is, price discrimination, by definition, has winners and losers. 

The fact remains, nonetheless, that consumers are vulnerable to exploitation, since the existing model 

requires them to give firms a blank cheque and, what is more, they usually cannot find out what the 

price was, even after the cheque has been cashed. 

Harm can result from subtle forms of manipulation that increase sales, starting from how a website is 

presented, to the timing of the ads or the way the offer is drafted, which drives consumers to make 

more purchases. For instance, firms can target consumers at the right moment, with the right 

suggestions, to exploit situations in which they are more vulnerable to accept certain offers. A variety 

of consumer biases are routinely exploited; commonly observed strategies include price steering (i.e. 

presenting the results online ordered according to what consumers are more likely to purchase); 

decoys (i.e. influencing choice by offering unattractive alternatives); increasing the complexity of 

offers, which exploits consumers’ difficulties in processing information; price dripping (i.e. advertising 

a lower price and adding additional charges at a later stage); and framing effects (i.e. formulating price 

variations in terms of discounts rather than added costs, e.g. offering a discount when paying with 

card A, instead of charging extra for paying with card B, when the result is the same).139 By becoming 

progressively more personalised and effective, this targeting “increases profits by increasing overall 

consumption (by shifting the demand curve to the right and price discriminating) and reducing 

consumer surplus”.140 Although these forms of manipulation can, by themselves, lead to consumers 

spending more, they also lay the foundations for price discrimination, by contributing to making the 

market less transparent for consumers, which, as will be discussed later, facilitates the ability of firms 

to implement personalised pricing strategies. 

Price discrimination is defined as “charging different customers or different classes of customers 

different prices for goods or services whose costs are the same or, conversely, charging a single price 

to customers for whom supply costs differ”.141 In economics, price discrimination is categorised into 

first, second or third-degree. First-degree, or perfect price discrimination, takes place when the price 

of a product is set according to each individual consumer’s willingness to pay for that specific product. 

This form of price discrimination presupposes perfect information about each consumer, which is 

virtually impossible to obtain and the reason why first-degree price discrimination is mainly thought 

 
138 As is discussed later, what contributes to the difficulty of quantifying the value of data is that, at the time of 
the data collection, even data controllers do not always know in which ways the data will be used. 
139 Ariel Ezrachi and Maurice E. Stucke, Virtual Competition: The Promise and Perils of the Algorithm-Driven 
Economy (Harvard University Press 2016), pp. 106-111. 
140 Ibid. 
141 Case C-209/10 Post Danmark A/S v Konkurrencerådet [2012] ECR I-172, para. 30. 
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of as a theoretical concept. Nonetheless, in the big data market, personalised prices can approximate 

perfect price discrimination, since it becomes easier to take into account information about each 

consumer’s intimate characteristics, when setting prices.142 In the case of second-degree price 

discrimination, the consumers themselves choose how much they are willing to spend; firms do not 

set different prices directly but provide a number of pricing options. Examples are choices between 

first or second-class airplane tickets and family-size or standard packaging. Third-degree price 

discrimination comprises firms dividing consumers into different groups, based on observable 

characteristics, and setting the price accordingly. This includes discounts based on status, like 

discounts for senior citizens, students, or children. It also includes setting prices depending on 

geographic area (e.g. higher prices in the city centre than outside cities) and time of the day (e.g. 

special lunch-time deals).143 

Price discrimination has always existed and is not inherently unfair or harmful for consumers;144 as a 

matter of fact, it can have positive welfare effects, in particular if it leads to a rise of total output.145 

Total output is increased if more consumers are able to afford a given product, because consumers 

with a lower reservation price, who would otherwise not acquire the product, are in a position to do 

so. Townley explains that “as is well known price discrimination creates winners and losers – 

consumers that are relatively price elastic will pay lower prices than those who have inelastic 

demands”.146 This is based on the rationale that some people are willing and able to pay more than 

others, particularly evident in the case of second-degree and third-degree price discrimination, and is 

commonly perceived as fair by consumers.147  

The vast amount of data collected in the online market enables firms to develop increasingly 

personalised forms of price discrimination (approximating first-degree price discrimination), which 

can represent a threat for consumer welfare. The root of the problem lies in the substantial 

information asymmetries that these forms of price discrimination prey upon. Firms with 

unconstrained access to information can create more accurate consumer groups and swiftly sort 

different consumers into them. In this process, “users are divided into subgroups of like-minded, like-

price-sensitive individuals, who share common biases and levels of willpower…This then enables the 

algorithm to more accurately approximate the user's reservation price, observe behavior, and 

adjust”.148 At the same time, the indeterminateness of prices that follows from this renders the market 

obscure for consumers, frustrating their efforts to assess how much a product or service is actually 

 
142 OFT, ‘The economics of online personalised pricing’ (2013) OFT1488. 
143 OECD, ‘Price discrimination, Background note by the Secretariat’ (2016) DAF/COMP(2016)15. 
144 Ibid, p. 9. 
145 Richard Schmalensee, ‘Output and Welfare Implications of Monopolistic Third-Degree Price Discrimination’ 
(1980) Massachusetts Institute of Technology, Working Paper (Sloan School of Management) 1095-80. 
146 Christopher Townley, Eric Morrison and Karen Yeung ‘Big Data and Personalised Price Discrimination in EU 
Competition Law’ (2017) King's College London Law School Research Paper No. 2017-38, p. 15. 
147 Werner Reinartz et al., ‘Price Differentiation and Dispersion in Retailing’ (2017) IFH-Förderer Volume 6, 
Duesseldorf Institute for Competition Economics, Heinrich-Heine-Universität Düsseldorf. 
148 Ariel Ezrachi and Maurice E. Stucke, Virtual Competition: The Promise and Perils of the Algorithm-Driven 
Economy (Harvard University Press 2016), p. 102. 



          Alessia D’Amico | Law Department | European University Institute  
 

41 
 

worth and driving them to accept higher prices. Consequently, while firms learn more and more about 

the consumers they deal with, for consumers the online environment becomes less transparent, 

because they do not understand how prices are set and which of their personal information flows into 

them.149 In its economic analysis of online price discrimination, the OFT explained the interrelation 

between the level of opaqueness and complexity of the market and the potential harm that can result 

from price discrimination. It pointed out that when a market lacks transparency, consumers are unable 

to see through the way prices are set and adapt their behaviour to it.150  

The risk is that “the closer personalized pricing approaches first-degree price discrimination, the more 

it will extract welfare away from consumers and towards producers”.151 This shift is supported by the 

fact that price discrimination is no longer used to identify how much consumers are willing to pay but 

is designed to exploit consumer vulnerabilities and extract the maximum that consumers can afford 

to pay. The concern is that: 

because of the complex structures, such as loyalty programs, subscriptions, and discount 

coupons, that often are used to implement second- and third-degree price discrimination, it 

may be difficult for consumers (or regulators, for that matter) to distinguish true price 

discrimination schemes from such exploitative tactics.152 

The effect of online price discrimination on consumer welfare is also strictly related to the level of 

concentration in the market. In an oligopoly, price discrimination is more likely to be beneficial, as it 

“can trigger increased competition between competing firms, as each firm is better able to target 

customers of other firms with a competitive price offer,”153 and thereby lead to lower prices for some 

consumers. Conversely, in a monopolised market, price discrimination cannot increase competition 

and is therefore more likely to be harmful, especially if monopolies aim to specifically identify and 

target high value consumers, or segments consumers in numerous groups; both these strategies can 

lead to an extraction of more consumer surplus overall, instead of leading to an increase in supply and 

advantageous prices for some groups.154 

Furthermore, the increased access to consumer data and its utilisation has the potential to harm 

vulnerable consumers in particular. While usually price discrimination means that consumers who are 

less price-sensitive or value a product more are charged higher prices, while consumers with low 

spending power are charged less, data-driven forms of price discrimination can lead to the opposite 

outcome. Firstly, big data analytics gives companies the possibility to determine which customers will 

be the most profitable in the long term. Insofar as firms can distinguish between high and low value 

customers, it is in their interest to focus on the former and provide them with incentives to stay with 

 
149 Nathan Newman, ‘Search Antitrust and the Economics of control of user data’ (2014) 31 Yale J. on Reg., 4. 
150 OFT, ‘The economics of online personalised pricing’ (2013) OFT1488. 
151 Frederik Zuiderveen Borgesius and Joost Poort, ‘Online Price Discrimination and EU Data Privacy Law’ (2017) 
40 Journal of Consumer Policy 347, p. 355. 
152 Katherine J. Strandburg, ‘Free Fall: The Online Market’s Consumer Preference Disconnect’ (2013) University 
of Chicago Legal Forum, Article 5, p. 139. 
153 OFT, ‘The economics of online personalised pricing’ (2013) OFT1488, p. 7. 
154 This is based on a consumer welfare approach; it would be different if one adopted a total welfare analysis.  
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them. The low value customers, on the other hand, are not essential for firms and are unlikely to be 

offered discounts. Secondly, consumers might be labelled as inelastic and charged higher prices, not 

because they have been identified as having a higher spending power, but because it appears that 

they have fewer alternatives (depending on the product or service, this could result from difficulties 

in accessing credit or being less knowledgeable or technologically savvy).155 Cases have arisen in which 

areas with a higher average income had lower prices than low-income areas, based on the supposition 

that the low-income areas disposed of fewer local options and would therefore be more likely to pay 

more to online retailers.156 If consumers “with limited income are least likely to be provided any group-

specific discounts”,157 price discrimination creates issues of distribution and fairness. This is because 

this form of price discrimination can increase the exploitation of already disadvantaged consumers, 

who are more vulnerable to the complexities in relation to pricing in the online market158 and are more 

likely to accept bad deals. As elucidated by O’Neil,  

we are ranked, categorised, and scored in hundreds of models, on the basis of our revealed 

preferences and patterns. This establishes a powerful basis for legitimate ad campaigns, but 

it also fuels their predatory cousins: ads that pinpoint people in great need and sell them false 

or overpriced promises. They find inequality and feast on it.159 

If not challenged, firms will keep moving towards forms of personalised price discrimination, since 

“where prices are obscured [meaning that consumers cannot be sure what the ‘real’ price of a service 

is] and sellers impose price discrimination, economic models generally show that overall prices in the 

economy will end up higher than any model where consumers knew all prices”.160 Furthermore, as 

argued by Patterson, “there is no particular reason to think that sellers will price-discriminate in the 

most socially beneficial way, rather than in the way that produces the greatest profits for 

 
155 Christopher Townley, Eric Morrison and Karen Yeung ‘Big Data and Personalised Price Discrimination in EU 
Competition Law’ (2017). 
156 Jennifer Valentino-Devries et al., ‘Websites Vary Prices, Deals Based on Users’ Information’ (2012) Wall St. J., 
at A1. 
157 Anthony Danna and Oscar H. Gandy, ‘All That Glitters is Not Gold: Digging Beneath the Surface of Data Mining’ 
(2002) 40(4) Journal of Business Ethics, p. 380, referring to C. E Baker, Media, Markets, and Democracy (CUP 
New York 2002). N.B., this publication is almost 20 years old; already back then the authors were concerned that 
“data mining and the use of consumer profiles may exclude classes of consumers from full participation in the 
marketplace, and may limit their access to information essential to their full participation as citizens in the public 
sphere. We suggest more ethically sensitive alternatives to the unfettered use of data mining” (abstract). The 
technological developments described at the beginning of this chapter, such as big data analytics, can only be 
assumed to have aggravated these risks. 
158 Oren Bar-Gill, Seduction by Contract: Law, Economics, and Psychology in Consumer Markets (OUP 2012), p. 
26; Nathan Newman, ‘How Big Data Enables Economic Harm to Consumers, Especially to Low-Income and Other 
Vulnerable Sectors of the Population’ (2014) FTC, available at 
https://www.ftc.gov/system/files/documents/public_comments/2014/08/00015-92370.pdf.  
159 Cathy O’Neil, Weapons of math destruction: how big data increases inequality and threatens democracy 
(Crown 2016) p. 70. 
160 Data Justice ‘Big Data Platform Price Discrimination Increases Prices Overall for Consumers’; available at 
http://www.datajustice.org/site/big-data-platform-price-discrimination-increases-prices-overall-
consumers#_edn1. 
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themselves”.161 Shiller, for example, who assessed potential price discrimination carried out by Netflix, 

found that  

web browsing behavior substantially raises the amount by which person-specific pricing 

increases profits relative to second-degree PD [price discrimination] - 12.18% if using all data 

to tailor prices, but only 0.79% using demographics alone. Web browsing data hence make 

first-degree PD more appealing to firms and likely to be implemented, thus impacting 

consumers. Aggregate consumer surplus is estimated to fall by 8%.162  

The study suggests that due to the significant increase of profits deriving from the utilisation of web 

browsing data when setting prices, the employment of first-degree price discrimination is becoming a 

reality.163 However, empirical investigations into price discrimination do not unequivocally confirm 

this assumption. In a study conducted by Jakub Mikians and others,164 the results were the following: 

We find no evidence of price/search discrimination for system based differences, i.e., different 

OS/Browser combinations do not seem to impact prices… We find signs of price discrimination 

when we consider the origin URL of the user. For some product categories, when a user visits a 

vendor site via a discount aggregator site, the prices can be 23% lower as compared to visiting the 

same vendor site directly. 

The German Advisory Council for Consumer Affairs carried out a study on personalised pricing in the 

online market applying similar variables.165 The only sector in which it found the occurrence of 

personalised pricing was tourism and transportation, more specifically in the area of (luxury) holiday 

packages. Higher prices were observed when customers’ search history, price sensibility and affinity 

to technology indicated that they were more affluent, when customers used iOS instead of Windows 

and when airlines websites were accessed directly, compared to access through Google-shopping or 

Google-flights. However, given that price discrimination could only be detected in one sector, and only 

in specific circumstances, the Advisory Council concluded that in Germany price discrimination based 

on personal data is very limited. 

The European Commission also failed to find evidence of ‘consistent’ and ‘systematic’ price 

discrimination based on consumer characteristics (including access route to the site or past 

behaviour). It did find that: 

 
161 Mark R. Patterson, Antitrust Law in the New Economy: Google, Yelp, LIBOR, and the Control of Information 
(Harvard University Press 2017), 42. 
162 Benjamin Reed Shiller, ‘First Degree Price Discrimination Using Big Data’ 2013 Working Papers 58, Brandeis 
University, Department of Economics and International Businesss School, revised version Jan 2014, p. 4. 
163 Benjamin Reed Shiller, ‘First-Degree Price Discrimination Using Big Data’ (2014), p. 21. 
164 Jakub Mikians et al., ‘Detecting price and search discrimination on the Internet’ (2012) Universitat Politecnica 
de Catalunya, 2; available at http://conferences.sigcomm.org/hotnets/2012/papers/hotnets12-final94.pdf. 
165 Michael Schleusener and Sarah Hosell, ‘Personalisierte Preisdifferenzierung im Online-Handel‘ (2016); 
available at  
http://www.svr-verbraucherfragen.de/wp-content/uploads/eWeb-Research-Center_Preisdifferenzierung-im-
Onlinehandel.pdf  



          Alessia D’Amico | Law Department | European University Institute  
 

44 
 

Price differences that could not be explained entirely by random price variation were observed in 

34 websites out of 153, but they are in most cases very small in magnitude and relatively evenly 

distributed around zero… Larger differences were found when comparing personalisation 

scenarios with each other than when comparing the scenarios to a control shop. In particular, in 

some countries, access to the website through a PCW [price comparison website] is linked with a 

price difference of up to 3% on average compared to direct URL access or access through a search 

engine query.166 

The indeterminateness of the results of these studies can partially be explained by the fact that pricing 

can be adjusted based on a large variety consumer characteristics and correlations between them, 

meaning that studies will reach different results depending on the parameters chosen. Furthermore, 

it might be difficult to assess how firms set their prices and to what extent they employ other non-

personalised pricing strategies (e.g. dynamic pricing, such as adjusting prices based on variations of 

demand), and, correspondingly, to understand whether differences (or uniformity) in prices amount 

to price discrimination. Despite the inconsistencies, the studies do indicate that price personalisation 

occurs at the present moment. It is safe to assume that instances of data-based price discrimination 

will increase with firms gathering more data and developing more sophisticated techniques for 

profiling consumers and adjusting prices. Hence, it is timely to look at it as a form of harm deriving 

from the increasing control of internet firms over consumer data. 

1.3.2. Privacy and data protection 

The right to respect for private life and the right to data protection are, broadly speaking, both rights 

designed for the protection of individuals’ privacy. Despite their common underlying goal, however, 

they have some fundamental differences.167 The right to respect for private life was first formally 

recognised as human right in 1948, by the Universal Declaration of Human Rights, and two years later 

by the European Convention on Human Rights (ECHR).168 This right protects different aspects of 

individuals’ privacy, including the home, family life, physical and moral integrity,169 and 

correspondence. The right to privacy has traditionally been associated with the “right to be let 

alone”,170 the “right to opacity or to seclusion”171 and the “right to live one’s own life with a minimum 

of interference”.172 In line with this understanding, Pearce identifies “the crux of privacy as the ability 

 
166 European Commission, ‘Consumer market study on online market segmentation through personalised 
pricing/offers in the European Union’ Final report (2018) p. 219, available at 
https://ec.europa.eu/info/sites/info/files/aid_development_cooperation_fundamental_rights/aid_and_develo
pment_by_topic/documents/synthesis_report_online_personalisation_study_final_0.pdf. 
167 Pierre Larouche, Martin Peitz and Nadya Purtova, ‘Consumer privacy in network industries’ (2016) A CERRE 
Policy Report. 
168 Article 8 ECHR – Right to respect for private and family life. 
169 ECHR, X & Y v. the Netherlands, 26 March 1985, 8978/80, (1985) 8 EHRR 235, [1985] ECHR 4 para. 22. 
170 Samuel Warren and Louis Brandeis, ‘The Right to Privacy’ (1890) 4 Harvard Law Review 193, p. 193.  
171 Yves Poullet, ‘About the E-Privacy Directive: Towards a Third Generation of Data Protection Legislation?’ in 
Data Protection in a Profiled World, S. Gutwirth, Y. Poullet and P. de Hert (eds.) (Springer 2010) pp. 3-30. 
172 Parliamentary Assembly of the Council of Europe Resolution 428 (1970). 
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of the individual to detach themselves from other individuals and society at large”.173 This conception 

of privacy imposes a negative duty, principally on the state, but also on private actors, preventing the 

interference with individuals’ private lives. 

In light of the social and technological reality surrounding data (i.e. the accumulation and 

commercialisation of large datasets and the interest of individuals in sharing personal data) privacy in 

form of an opacity tool was no longer adequate to further individuals’ interests in relation to their 

data. The right to data protection gained traction,174 substituting the prohibitive understanding of 

privacy with a more positive one. Data protection can, accordingly, be understood as a transparency 

tool, promoting individuals’ proactive right to control what happens with their data. Article 8 of the 

Charter of Fundamental Rights specifically mentions that personal data “must be processed fairly for 

specified purposes and on the basis of the consent of the person concerned or some other legitimate 

basis laid down by law. Everyone has the right of access to data which has been collected concerning 

him or her, and the right to have it rectified”.175  

This right is based on the understanding that there is nothing inherently wrong with collecting and 

using personal information. Norberto Andrade explains that “in this respect, data protection is 

pragmatic in nature, recognizing that – under democratic principles and for societal reasons – both 

private and public actors need to be able to process personal information”.176 According to this idea, 

“privacy can essentially be described as a form of information management, where control is achieved 

through the expression of an individual’s preferences”.177 In a renowned judgement of 1983, the 

German Constitutional Court confirmed the constitutional right to informational self-determination 

as based on the right to personhood and human dignity; it ruled that:  

…in the context of modern data processing, the protection of the individual against unlimited 

collection, storage, use and disclosure of his/her personal data is encompassed by the general 

personal rights of the [German Constitution]. This basic right warrants in this respect the 

capacity of the individual to determine in principle the disclosure and use of his/her personal 

data.178 

The Österreichischer Rundfunk case179 can be used to illustrate the difference in scope between the 

right to respect for private life and data protection. In that case the Court stated, obiter, that if an 

 
173 Henry Pearce, ‘Could the doctrine of moral rights be used as a basis for understanding the notion of control 
within data protection law?’ (2018) 27(2) Information & Communications Technology Law, 133-165, p. 138. 
174 European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data 
Protection Law 2018. 
175 Charter of Fundamental Rights of the European Union [2012] OJ C326/391, Article 8. 
176 Norberto Andrade, ‘Data Protection, Privacy and Identity: Distinguishing Concepts and Articulating Rights’. 
6th International Summer School (ISS), Aug 2010, Helsingborg, Sweden. Springer, IFIP Advances in Information 
and Communication Technology, AICT-352, pp. 90-107, 2011, Privacy and Identity Management for Life, p. 95. 
177 Henry Pearce, ‘Could the doctrine of moral rights be used as a basis for understanding the notion of control 
within data protection law?’ (2018), p. 137 
178 BVerfGE 65, 1 – Volkszaehlung Urteil des Ersten Senats vom 15. Dezember 1983 auf die muendliche 
Verhandlung vom 18. und 19. Oktober 1983 – 1 BvR 209, 269, 362, 420, 440, 484/83 in den Verfahren ueber die 
Verfassungsbeschwerden. 
179 Case C-139/01 Österreichischer Rundfunk [2003] ECR I-4989. 
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employer merely recorded employees’ data about the remuneration paid, without disclosing it to third 

parties, it would not interfere with their private lives under Article 7 of the Charter. On the other hand, 

under a data protection point of view, it would amount to processing of personal data and, although 

permitted, would need to comply with the legal requirements defined by the regulation.180 Given the 

overlap of the two rights, some behaviour will invoke both rights, albeit in different ways. This thesis 

focuses on the right to data protection, since the key issue is that individuals should have more control 

over their data in the online world, irrespective of whether it concerns their private and family lives. 

This discussion is of critical importance today, because individuals’ right to data protection is severely 

jeopardised by the interests of powerful market player, which seek to bypass individuals’ decision-

making. 

One of the key values underlying the right to data protection is individual’s autonomy, considered as 

“part of the broader issue of human dignity, that is, the obligation to treat people not merely as means, 

to be bought and sold and used, but as valuable and worthy of respect in themselves”.181 The basic 

idea behind this concept is that individuals are the authors of their own lives and that throughout their 

existence they are the ones making the choices that shape their being. Broadly speaking, there are 

two vital ingredients for an autonomous state; firstly, individuals must have the intellectual capacity 

to form “personal preferences and goals, and determining courses of action by which those 

preferences and goals can be expressed and achieved”.182 This includes the notion of independence 

and genuineness of the reasoning process that lays the foundation of subsequent decisions.183 

Secondly, individuals must be able to act upon their choices; this presupposes viable options for 

individuals and the absence of coercion.184 The protection of autonomy is a crucial societal interest 

not only because of individuals’ intrinsic right, as humans, to lead a self-determined life, but also 

because the “development of the capacity for autonomous choice is an indispensable condition for 

reasoned participation in the governance of the community and its constituent institutions – political, 

 
180 The separateness of the rights is reflected in the Charter of Fundamental Rights of the European Union [2012] 
OJ C326/391, which distinguishes between the right to privacy and the right to data protection: 
Article 7 Respect for private and family life  
Everyone has the right to respect for his or her private and family life, home and communications.  
Article 8 Protection of personal data  
1. Everyone has the right to the protection of personal data concerning him or her.  
2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person 
concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has 
been collected concerning him or her, and the right to have it rectified.  
3. Compliance with these rules shall be subject to control by an independent authority. 
181 Michael McFarland, ‘Why we care about privacy’ (2012) Santa Clara University; available at  
https://www.scu.edu/ethics/focus-areas/internet-ethics/resources/why-we-care-about-privacy/.  
182 Henry Pearce, ‘Could the doctrine of moral rights be used as a basis for understanding the notion of control 
within data protection law?’ (2018) 27(2) Information & Communications Technology Law, 133-165, p. 138. 
183 Sofia Grafanaki, ‘Autonomy Challenges in the Age of Big Data’ (2017) 27(4) Fordham Intellectual Property, 
Media and Entertainment Law Journal 803. 
184 J Raz, The Morality of Freedom (OUP 1988) pp. 372-373. 
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economic, and social”.185 This sheds light on the dual nature of autonomy, which in a (democratic) 

society, is both a goal to be achieved and a prerequisite for the society’s sound functioning.  

Based on the discussion in this chapter it can be concluded that in the data market autonomy can be 

harmed directly and indirectly by market players. Direct harm occurs when individuals are denied the 

choice of deciding how much data to share, with whom to share it, and how it will be used. Indirect 

harm results from the utilisation of the data collected by online firms to manipulate consumers in a 

second phase. In order to reinforce individuals’ autonomy, control over data must be strengthened; 

this means that consumers must be given the information that enables them to decide how much of 

their data they want to disclose and against what they are willing to trade it. Furthermore, there must 

be different data protection options for individuals to choose from; take-it-or-leave-it privacy terms, 

combined with the presence of just one dominant player in the market, deny individuals the exercise 

of control. Nonetheless, given that the whole ecosystem is built in a way that makes it impossible for 

individuals to have complete control over their data, and the fact that individuals’ data disclosure can 

affect third parties, it might not be sufficient to increase individuals’ control over data.186 Specialist 

government bodies might need to do more to safeguard individuals’ autonomy, by directly controlling 

the way firms use personal data. This implies that in some cases, in order to protect individuals’ 

autonomy, their autonomy to decide what happens with their data must be restricted. This raises the 

question of how to find the right balance between the protection of individuals’ autonomy and 

paternalism. While being an important discussion, it is outside the scope of this thesis, which adopts 

a more pragmatic approach. What is relevant for the purposes of this thesis is the realisation that 

there are two dimensions of autonomy and that while in some circumstances individuals should be 

given the freedom to make their own choices regarding their data, authorities should intervene when 

individuals’ autonomy cannot be otherwise safeguarded. 

1.4. Conclusion 

This chapter has explored the role of personal data in the online market and the problems that derive 

from consumers’ lack of control over it. The chapter pursued a twofold purpose; firstly, by explaining 

why the market does not function properly, it laid the foundation of the analysis of possible remedies. 

Three main causes were identified: information asymmetries, consumers’ bounded rationality, and 

market concentration. Two possible approaches to tackle the first two causes were identified: 1) data 

practices need to be made more transparent and accessible so that consumers can exercise more 

control over their data, and 2) safeguards to protect consumer interests should be in place when they 

cannot be expected to exercise adequate control. In relation to the latter cause, it needs to be ensured 

that the market is competitive and that it gives consumers choices. 

 
185 Julie E. Cohen, ‘Examined Lives: Informational Privacy and the Subject as Object’ (2000) 52 Stanford Law 
Review 1373, p. 1426. 
186 See Elettra Bietti, ‘Consent as a Free Pass: Platform Power and the Limits of the Informational Turn’ (2020) 
40(1) Pace Law Review 307. 
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Secondly, the chapter looked at how consumers are harmed by the lack of control over data. It was 

argued that one the one hand, consumers can be harmed economically, by the failure to obtain the 

value of their data and by data-driven forms of price discrimination and other exploitative strategies, 

and, on the other hand, that they suffer intangible harm, in form of a restriction of their fundamental 

rights in connection to personal data. These two forms of harm show why intervention is necessary 

and legitimate, as well as shedding light on what the nature of possible interventions should be.  

It is crucial to keep the different elements of the market failure (i.e. the three causes and two forms 

of harm) in mind throughout the thesis, since it is exactly the combinations of these factors that makes 

it challenging to find an effective approach to tackle the market failure. Although the conduct in 

question is the same, it can result in very different forms of harm, which, in turn, call for distinct forms 

of regulatory intervention. However, the market failure is the result of interwoven causes, meaning 

that, to be effective, any form of intervention should have regard to the market failure as a whole as 

well as to the effect of other regulatory interventions on the market. The whole array of challenges 

that this intricate market failure poses to an effective regulatory response and how to overcome these 

is discussed in the rest of the thesis. 
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2. THE REGULATORY LANDSCAPE SURROUNDING DATA’S ROLE 
IN THE DIGITAL MARKET 

2.1. Introduction 

The previous chapter has shown that multiple facets of the big data market contribute to consumers 

not having sufficient control over their data and internet platforms potentially collecting and 

commercialising an excessive amount of it.187 There is no specific regulatory framework covering all 

aspects of the market failure, meaning that the problem has to be approached from different angles 

by multiple regulatory regimes. Since data protection regulation is specifically designed to deal with 

the problem of lack of individuals’ control over personal data, it is the first avenue of recourse when 

it comes to tackling this market failure. It deals with the problem of information and power 

asymmetries and protects individuals’ fundamental right to decide how much of their data is collected 

and how it is utilised. However, as will be explained in this chapter, data’s market dimension 

diminishes the effectiveness of data protection, because the regulatory framework does not consider 

the role that data plays in a market context. I show how this brings the market failure within the scope 

of competition law, which is designed to safeguard the competitive process and protect consumers 

from the illegitimate exercise of market power. Thus, while data protection regulation promotes 

individuals’ ability to choose how much data they are willing to disclose and under what conditions, 

competition law protects the availability of options in the market and ensures that consumers can in 

fact exercise their choices.188 

A third regulatory regime that has played a role in relation to this market failure is consumer 

protection. This regime safeguards individuals’ interests, as consumers, to be treated fairly, i.e. not to 

be misled or coerced by businesses when acting on the market. Consumer protection law approaches 

consumers’ lack of control over data from a very similar angle as data protection regulation,189 hence 

I argue that more than being complementary, it overlaps with it. I maintain that it is unnecessarily 

 
187 The term excessive data denotes data that fails to represent a fair exchange for the service offered to 
consumers and that firms would, consequently, not be able to collect and process if it were not for the market 
failure. 
188 Due to the regimes’ interrelation, which will be explored in the next chapter, in this thesis the terms 
‘consumers’ and ‘data subjects’ are used somewhat interchangeably. Although, the terms ‘consumers’ and ‘data 
subjects’ are distinct and, respectively, belong to the areas of competition (and consumer) law and data 
protection regulation, when it comes to the digital market these regimes are partially interconnected and can 
affect individuals’ interests as consumers and data subjects at the same time. 
189 Therefore, the relationship between consumer protection and competition law is similar to the one between 
data protection and competition law as formulated above, with the difference that consumer protection is 
concerned with the interests of individuals as consumers, while data protection with the interests of individuals 
as data subjects. Nonetheless, in the digital market these two interests often overlap. Averitt and Lande argue 
that “the antitrust laws are intended to ensure that the marketplace remains competitive, so that a meaningful 
range of options is made available to consumers, unimpaired by practices such as price fixing or anticompetitive 
mergers. The consumer protection laws are then intended to ensure that consumers can choose effectively from 
among those options, with their critical faculties unimpaired by such violations as deception or the withholding 
of material information. Protection at both levels is needed in order to ensure that a market economy can 
continue to operate effectively” in Neil W. Averitt and Robert H. Lande, ‘Consumer Sovereignty: A Unified Theory 
of Antitrust and Consumer Protection Law’ (1997) 65 Antitrust L.J. 713, 713-14. 
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complex to have two regimes that deal with the same aspect of a market failure and that data 

protection, rather than consumer protection law, should intervene when it comes to illegitimate data 

practices. Nonetheless, since in some jurisdictions consumer law has been used in situations relating 

to data (which might also have depended on institutional aspects) I will describe how the framework 

applies to the market failure and what its relative advantages are. 

 

The thesis will concentrate on the relationship between data protection regulation and competition 

law and, in particular, on how to optimise the interaction between them. To illustrate the way they 

interact, it is useful to refer to some practical scenarios that are at the interface between the two 

regimes: 

A. A firm collects and uses individuals’ data without having a legal basis for doing, e.g. it relies on 

consent, but obtains it without providing the necessary information to the data subjects (this 

data may give the firm a competitive advantage).  

B. A firm obtains consent and is transparent, but consumers do not have alternatives on the 

market and are therefore forced to accept data protection terms against their wishes. 

C. A firm extracts vast amounts of data from its users in line with its data protection obligations; 

however, the market advantage that comes with control over this data prevents other players 

from competing. 

This chapter starts with the assumption that case A is predominantly a matter for data protection 

authorities, C for competition authorities, while B potentially raises issues under both regimes. In this 

chapter, these different scenarios will come up, and we will see how the different authorities could 

deal with these cases and what challenges arise from the fact that these policy problems cut across 

different legal areas. While the previous chapter expounded the market failure, the aim of this chapter 

is to shed light on how the different legal rules deal with the market failure and why they are unable 

to solve it, i.e. what the root of the regulatory failure is. Although harnessing the regimes’ 

complementarity has the potential to benefit both regimes, as will become apparent throughout the 

thesis, the thesis focuses primarily on how to improve data protection regulation, since it is the main 

regulatory instrument available to increase individuals’ control over data. 

 

 

Data 
protection 

Competition 
law

Personal data has a market 
dimension and is conducive to 

market power. 
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2.2. Data Protection 

2.2.1. Regulatory framework and application 

Data protection regulation safeguards individuals’ rights over personal data and seeks to empower 

individuals to take decision regarding the way their data is used. As explained by Damian Clifford:  

Data protection aims to rebalance the inherent asymmetries through the application of 

notions such as informed data subject consent and data subject rights in order to provide 

protections, empower individuals and enhance decision-making capacity. In the information 

society services (ISS) context, through the application of such data subject orientated 

protections or ‘micro-rights’, individuals are positioned as the key actors and are empowered 

to make decisions regarding their personal data”.190  

Data protection authorities establish what acceptable data-processing conditions are and what 

practices infringe individuals’ rights. They control practices by any data controller and processor, be it 

a private person, company, or public authority. 

The General Data Protection Regulation (GDPR)191 is the cornerstone of EU data protection law and is 

designed to render data protection rights more effective and to address the challenges created by the 

digital world. The aim of the Regulation is to “ensure a consistent level of protection for natural 

persons throughout the Union and to prevent divergences hampering the free movement of personal 

data within the internal market.”192 The GDPR lays down the principles of data processing: lawfulness, 

fairness and transparency, purpose limitation, data minimisation, accuracy, storage limitation, 

integrity and confidentiality (security), and accountability.193 The principle of accountability articulates 

that the data controller is responsible for complying with the data protection principles and carries 

the burden to demonstrate such compliance. In order to be processed in line with the principles of 

lawfulness, the processing of data must comply with at least one of the six legal bases set out in Article 

6 GDPR: 

a) Consent 

b) Contract performance 

c) Legal obligation 

 
190 Damian Clifford, ‘Data Protection and Consumer Protection – The Empowerment of the Citizen-Consumer’, 
ANU College of Law Research Paper No 20.11, electronic copy available at: https://ssrn.com/abstract=3611436, 
pp. 2-3. A different issue is whether data protection regulation represents a suitable tool for ensuring individual 
control, since “in the face of recent technological developments and emergence of new social practices which 
seem to undermine the very capacity, if not the will, of individuals to ‘self-manage’ their informational privacy 
this apparently simple and familiar notion becomes very ambiguous” Christophe Lazaro and Daniel Le Métayer, 
‘Control over Personal Data: True Remedy or Fairy Tale?’ (2015) 12:1 SCRIPTed 3 https://script-ed.org/?p=1927, 
p. 4. 
191 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1. 
192 GDPR, recital 13. 
193 GDPR, Articles 5(1) and 5(2). 
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d) Vital interests 

e) Public interests 

f) Legitimate interests 

The GDPR also assigns specific rights to data subjects and imposes obligations on controllers. Among 

the main provisions to this effect are individuals’ right to access personal data,194 the right to 

rectification, erasure and data portability.195 Furthermore, in line with the transparency principle, data 

controllers must provide data subjects with information regarding their data; this includes the identity 

and the contact details of the controller and of the data protection officer, the purposes and the legal 

basis of the processing, the period for which the personal data will be stored, and the existence of the 

rights of the data subject.196 

Data protection authorities enforce the obligations of data controllers and processors and the rights 

of data subjects under the GDPR. Two of the most recurrent infringements found by the authorities 

relate to the lawfulness and transparency of processing, and in particular, the validity of consent as a 

basis for processing.197 The advantage of having a determinate set of principles is that these provide 

a benchmark for legitimate data practices, based on which conduct can be assessed. Furthermore, 

thanks to the open-ended nature of these principles, they can be interpreted in a way that allows to 

take account of the peculiarities of different data practices. For example, when we take ‘legitimate 

interests’ as a legal basis for processing, the GDPR states that it “may provide a legal basis for 

processing, provided that the interests or the fundamental rights and freedoms of the data subject 

are not overriding, taking into consideration the reasonable expectations of data subjects based on 

their relationship with the controller”.198 This formulation gives data controllers a significant amount 

of flexibility to demonstrate that they have a legitimate interest in processing data, but at the same 

time allows data subjects and data protection authorities to argue that data subjects’ rights should 

prevail. The nature of this provision enables a balancing of the different interests at stake, which 

provides flexibility and is conducive to fair outcomes. At the same time, the protective nature of the 

GDPR is evidenced by the recognition that certain forms of processing can seldom be justified under 

a ‘legitimate interests’ argument, because the interests of the controller are unlikely to prevail over 

the rights of the subjects. These include “tracking and profiling for purposes of direct marketing, 

behavioural advertisement, data-brokering, location-based advertising or tracking-based digital 

 
194 GDPR, Article 15. 
195 GDPR, Articles 16-20. 
196 GDPR, Articles 12-14. 
197 CMS GDPR enforcement tracker, available at http://www.enforcementtracker.com/ (accessed 16/07/2019); 
CMS is one of the leading commercial law firms in Germany, https://cms.law/en/DEU/About-Us/About-Us. An 
example is the GDPR case brought by the French Data Protection Commission; the Commission fined Google 
€50m for two data protection violations.197 Firstly, it held that Google violated the obligation of transparency 
and information, because the information provided to its users was neither clear nor comprehensive, too 
general, and spread over too many documents. Secondly, it was found to have violated the obligation to have a 
legal basis for processing in relation to ads personalisation, because consent, on which it relied, was not valid, 
since it was not sufficiently informed and neither specific, nor unambiguous. 
198 GDPR, recital 47; see also GDPR Article 6(1)(f). 
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market research”.199 In most of these cases, the only way firms can lawfully process the data is if they 

obtain valid consent from the data subjects.  

For the sake of completeness, it should be noted that there is an additional piece of legislation 

concerning privacy, the Electronic Privacy Directive200 (which will be turned into a Regulation to match 

the GDPR201). The ePrivacy Directive is lex specialis to the GDPR when it comes to privacy in electronic 

communications channels. The two are meant to complement each other; while the GDPR protects all 

personal data, the ePrivacy Directive deals with specific privacy concerns raised by online 

communication, such as unsolicited marketing, cookies, and confidentiality of communications. The 

need for specific rules concerning communication services derives from the proliferation of digital 

technologies for public communication. Recital 6 of the Directive reads that: 

The Internet is overturning traditional market structures by providing a common, global 

infrastructure for the delivery of a wide range of electronic communications services. Publicly 

available electronic communications services over the Internet open new possibilities for 

users but also new risks for their personal data and privacy.202 

Regarding the security of data, the Directive stipulates that “the provider of a publicly available 

electronic communications service must take appropriate technical and organisational measures to 

safeguard security of its services”.203 Directive 2009/136 added that these measures should: 

 ensure that personal data can be accessed only by authorised personnel for legally authorised 
purposes,  

 protect personal data stored or transmitted against accidental or unlawful destruction, 
accidental loss or alteration, and unauthorised or unlawful storage, processing, access or 
disclosure, and, 

 ensure the implementation of a security policy with respect to the processing of personal 
data.204 

Although it is important to be aware of the specific rules surrounding digital communication services, 

since these apply to major players such as Facebook and Google, the fact that the Directive’s scope is 

limited to privacy in communication means that it cannot be used to protect individuals’ rights over 

personal data across-the-board. The ePrivacy Directive particularises some provisions of the GDPR, 

 
199 Article 29 Working Party 2014, Opinion 06/2014 on the notion of legitimate interests of the data controller 
under Art. 7 of Directive 95/46/EC (WP 217) (9 April 2014) 47. 
200 Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the 
electronic communications sector: amended by Directive 2006/24/EC of 15 March 2006 and Directive 
2009/136/EC of the European Parliament and of the Council of 25 November 2009. 
201 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private 
life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC 
(Regulation on Privacy and Electronic Communications), 10.1.2017. 
202 Directive 2002/58/EC, recital 6. 
203 Directive 2002/58/EC, Article 4(1). 
204 Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending 
Directive 2002/22/EC on universal service and users’ rights relating to electronic communications networks and 
services, Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the 
electronic communications sector and Regulation (EC) No 2006/2004 on cooperation between national 
authorities responsible for the enforcement of consumer protection laws, Article 2. 
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meaning that the GDPR remains applicable for all data processing that is not specifically covered by 

the ePrivacy Directive; this example shall help to illustrate the point:  

A data broker engages in profiling on the basis of information concerning the internet 

browsing behaviour of individuals, collected by the use of cookies, but which may also include 

personal data obtained via other sources (e.g. “commercial partners”). In such a case, a subset 

of the processing in question, namely the placing or reading of cookies must comply with the 

national provision transposing article 5(3) of the ePrivacy Directive. Subsequent processing of 

personal data including personal data obtained by cookies must also have a legal basis under 

article 6 of the GDPR in order to be lawful.205 

While the Directive concerns mostly privacy and security, the aim of this thesis is to find an approach 

that can give consumers more control over their data, in particular when it comes to exchanges of 

data against services in the digital market.206 Given my interest in covering all forms of processing 

concerning personal data, this thesis will focus on the GDPR. I consider that the GDPR has the potential 

to provide effective protection, if adapted to the market context and, where relevant, complemented 

by competition law. 

The recent cases brought against Facebook/WhatsApp and Google are examples of how the 

enforcement of data protection laws in Europe defend data subjects’ rights against online platforms. 

After the merger between Facebook and WhatsApp, actions prohibiting WhatsApp from sharing 

consumer data with Facebook were initiated by national data protection authorities in Germany,207 

France208 and the UK.209 These cases were brought under the old Data Protection Directive, however, 

from a substantive point of view, would be treated equally under the GDPR. The different national 

authorities similarly held that the transfer of user data between Facebook and WhatsApp, designed 

to improve performance through the analysis of users’ data, contravened data protection principles. 

The sharing was considered not to match the purpose for which the data was initially collected and 

 
205 EDPB, ‘Opinion 5/2019 on the interplay between the ePrivacy Directive and the GDPR, in particular regarding 
the competence, tasks and powers of data protection authorities’ (Opinion of the Board (Art. 64), adopted on 
12 March 2019, para. 41. 
206 The distinction between privacy and data protection was discussed in Chapter 1.  
207 The Hamburg Commissioner for Data Protection and Freedom of Information, Press release, ‘Administrative 
order against the mass synchronisation of data between Facebook and WhatsApp’, 27 September 2016, 
available at https://datenschutz-hamburg.de/assets/pdf/Press_Release_2016-09-
27_Adminstrative_Order_Facebook_WhatsApp.pdf; this order was confirmed on 1 March 2018 by the Higher 
Administrative Court Hamburg, Hamburgisches Oberverwaltungsgericht 5 Bs 93/17 – 13 E 5912/16 Beschluss In 
der Verwaltungsrechtssache, available at 
http://justiz.hamburg.de/contentblob/10550494/b44bb36b8a80f26829e241bce402bec5/data/5bs93-17.pdf. 
208 Commission Nationale de l'Informatique et des Libertés, ‘Décision n° MED-2017- 075 du 27 novembre 2017 
mettant en demeure la société WhatsApp’ available at  
https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&id=CNILTEXT000036232595&fastReqId=
1869831892&fastPos=2; https://www.cnil.fr/en/data-transfer-whatsapp-facebook-cnil-publicly-serves-formal-
notice-lack-legal-basis.  
209 ICO, Letter by Information Commissioner Elizabeth Denham to WhatsApp dated 16 February 2018, RE 
‘Sharing personal data between WhatsApp Inc. and the Facebook family of companies’, available 
https://ico.org.uk/media/2258375/whatsapp-letter-20180216.pdf. 
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not to have a legal basis, neither under a ‘legitimate interests’ ground, nor under users’ consent. The 

‘legitimate interests’ ground was not accepted because WhatsApp’s privacy policy lacked a clear 

explanation of the way the data was used, while consent was not valid because it was neither specific 

to the purpose of sharing the data, nor free, since users did not have a choice if they wanted to use 

the app. 

The first GDPR case was brought by the French Data Protection Commission; the Commission fined 

Google €50m for two data protection violations.210 Firstly, it held that Google violated the obligation 

of transparency and information, because the information provided to its users was neither clear nor 

comprehensive, too general, and spread over too many documents. Secondly, it was found to have 

violated the obligation to have a legal basis for processing in relation to ads personalisation, because 

consent, on which it relied, was not valid, since it was not sufficiently informed and neither specific, 

nor unambiguous. 

To date, these are the main cases brought against tech giants under EU data protection regulation 

that contribute to the correction of the market failure in form of information and power asymmetries. 

Essentially, data protection authorities required the online platforms to duly inform users about the 

processing of their data, thus increasing consumers’ knowledge of, and control over, the data 

practices. The authorities counteracted power asymmetries, by stopping firms from processing data 

without data subjects’ real consent or another legal basis for the processing. Furthermore, a corollary 

of these efforts to protect data subjects’ fundamental rights was that the firms were prevented from 

exploiting their position of power by extracting an excessive value from consumer data. Cases like 

these ones do not only protect individuals that are directly affected by harmful data practices but also 

contribute to greater awareness of data protection regulation and more meaningful compliance.211 

Moreover, by increasing individuals’ control over data, the data protection framework can go some 

way towards counteracting the dysfunctional equilibrium discussed in the last chapter and 

incentivising competition on data protection terms. 

2.2.2. Limitations and gaps 

Personal and non-personal data 

Data protection authorities can only intervene if the conduct of the company in question relates to 

personal data. Personal data is defined as  

any information relating to an identified or identifiable natural person (‘data subject’); an 

identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online 

 
210 Commission Nationale de l'Informatique et des Libertés, ‘The CNIL’s restricted committee imposes a financial 
penalty of 50 Million euros against Google LLC’ (21 January 2019) available at 
 https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-
llc. 
211 Issues around enforcement and compliance are discussed in the Chapter 5. 



          Alessia D’Amico | Law Department | European University Institute  
 

56 
 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person.212  

The UK Information Commissioner’s Office (ICO) clarified that online identifiers may include IP 

addresses and cookie identifiers. Basically, if it is possible to identify a person from the information 

(directly or in combination with other information), then the information qualifies as personal data. 

Also pseudonymised data (data which has had identifiers removed or replaced) is personal data for 

the purposes of the GDPR.213 Anonymised data, on the other hand, is non-personal data; the GDPR 

does not apply to “the processing of such anonymous information, including for statistical or research 

purposes”.214 This also applies to “data which are aggregated to the extent that individual events (such 

as a person's individual trips abroad or travel patterns which could constitute personal data) are no 

longer identifiable”.215 It is evident why non-personal data is not relevant from the perspective of 

individuals’ fundamental rights over personal data. 

Nonetheless, besides the technical issues with re-identification of individuals from anonymised 

data,216 from a policy perspective it must be considered that even if individuals cannot be identified, 

the benefits that firms obtain through this user-generated data (e.g. better algorithms, which can 

result in higher profits and more market power) still raise questions of fairness and of how consumer 

interests could be protected. For instance, if users train an algorithm through their utilisation of it, is 

it fair that the firm providing it yields all the profits from an improved service? What if access to this 

data entrenches a dominant position in the market by making it harder for others to compete? Does 

it matter that in these cases individuals will be left with fewer options, i.e. less control over what 

services to use? These questions are relevant when thinking about how to empower consumers in the 

digital world. 

Fundamentally, processing of non-personal data might have an impact on individuals’ interests as 

consumers. In the digital sphere, fairness in the way individuals’ data is dealt with is closely related to 

the way the data is used in a market context. However, while data protection regulation is there to 

guarantee a fair balance between the interests of data subjects and those of data controllers, when it 

comes to personal data, there is no such mechanism when data is not-personal, even if individuals’ 

interests are affected. This points to the fact that the GDPR cannot address all facets of the market 

failure identified in the last chapter. As will be discussed below, competition law is relevant to the 

extent that it ensures that the competitive process leads to fair outcomes for consumers, whether 

personal or non-personal data is concerned. In this way it could, to some extent, compensate for the 

 
212 GDPR, Article 4(1). 
213 ICO website, ‘What is personal data?’, available at https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/.  
214 GDPR, recital 26. 
215 Communication from the Commission to the European Parliament and the Council, ‘Guidance on the 
Regulation on a framework for the free flow of non-personal data in the European Union’, COM/2019/250 final. 
216 Researchers showed that despite anonymisation it is often possible to re-identify individuals; Rocher, L., 
Hendrickx, J.M. & de Montjoye, Y., ‘Estimating the success of re-identifications in incomplete datasets using 
generative models’ (2019) 10(3069) Nature Communications, https://doi.org/10.1038/s41467-019-10933-3. 
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narrow definition of data protection and create the conditions for competition to lead to better terms 

for consumers. 

Control over data and consent  

As became clear from the discussion above, the fact that data protection regulation has a rather 

narrow focus on individuals’ fundamental rights in a context which is largely driven by market forces 

is a clear limitation of the regulatory regime. This also applies when it comes to individuals’ control 

over data; while the GDPR is adequate for data processing that is secondary to an activity, it sits at 

odds with the market reality of internet platforms, for which data collection and processing lies at the 

heart of the business. Firstly, too much data is collected and processed for individuals to have a 

reasonable degree of control over it; secondly, these markets are characterised by a high degree of 

market concentration, which means that even if firms provide data subjects with clear and specific 

information, consumers cannot change provider, if they do not have a suitable alternative. Returning 

to the French GDPR case against Google, the French Data Protection Commission ordered Google to 

obtain informed, specific and unambiguous consent, but failed to address Google’s power on the 

market and the fact that many users consider Google as indispensable and find themselves forced to 

accept its terms in order to use its services. To visualise the problem, the more we move towards the 

right in Figure 2.1, the more problems data protection regulation will face when dealing with the 

market failure and the less likely it is that it will achieve its regulatory goal of empowering individuals 

over their data. For this reason, I argue that when it comes to data practices in the online market, the 

current framework is not able to achieve its regulatory goal and has to integrate elements relating to 

the market dynamics and be complemented by competition law. 

Figure 2.1: The two components of the market failure 

 

A critical shortfall of the GDPR, when it comes to data’s market dimension, is its reliance on consent. 

Under the GDPR, consent “should be given by a clear affirmative act establishing a freely given, 

specific, informed and unambiguous indication of the data subject's agreement to the processing of 

personal data relating to him or her…”.217 This requires, inter alia, that consent be presented in an 

 
217 GDPR, recital 32. 
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“intelligible and easily accessible form, using clear and plain language”.218 These guarantees appear to 

be straightforward but putting them into practice raises a whole array of difficulties. Given the 

complex processes involving data, it might not always be possible for terms to be formulated in ‘plain 

language’; shortening or simplifying the terms might mean leaving out details that are relevant for 

data subjects in order to be fully informed. The Regulation may even exacerbate this problem with 

some of its principles, such as data minimisation and purpose limitation, which are not well suited for 

processes involving big data.219 According to these principles, data can only be “collected for specified, 

explicit and legitimate purposes and not further processed in a manner that is incompatible with those 

purposes”220 and must be “adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed”.221 In the digital world, however, the use of big data is rarely 

static, and new ways to utilise datasets are constantly developed.222 As Eoin Carolan points out, the 

“whole purpose of this analysis is often to identify patterns of behaviour about which the individual 

or individuals themselves are unaware”.223 Accordingly, innovative uses of data can significantly 

diverge from the purpose for which the data was initially collected.224 The Norwegian Data Protection 

Authority examined challenges created by big data from a data protection point of view; it stated that 

“it is not just the volume in itself that is of interest, but the fact that secondary value is derived from 

the data through reuse and analysis”.225 If consent needs to be renewed for each innovative use of 

data, it will be difficult to keep the information about the shifting uses of data simple and concise. This 

contributes to the fact that privacy terms are not necessarily helpful for individuals, because they are 

often either too vague or too complex for consumers to get the information they need for their 

decision-making.  

The proliferation of data collection in the market also leads to the situation in which “even if every 

entity provided people with an easy and clear way to manage their privacy, there are simply too many 

entities that collect, use, and disclose people’s data for the rational person to handle”.226 A study 

carried out by McDonald and Cranor found that it would take an individual around 244 hours per year 

to read all the relevant policy terms.227 The aggregation of vast datasets also creates a further problem, 

 
218 GDPR, Article 7(2). 
219 Damian Clifford, Inge Graef, Peggy Valcke, ‘Pre-Formulated Declarations of Data Subject Consent – Citizen-
Consumer Empowerment and the Alignment of Data, Consumer and Competition Law Protections’ CiTiP 
Working Paper 33/2017, available at SSRN: https://ssrn.com/abstract=3126706. 
220 GDPR, Article 5(1)(b). 
221 GDPR, Article 5(1)(c). 
222 Orla Lynskey, The Foundations of EU Data Protection Law, (OUP 2015) 5. 
223 Eoin Carolan, ‘The continuing problems with online consent under the EU's emerging data protection 
principles’ (2016) 32(3) Computer Law & Security Review 462–473, 469. 
224 Preliminary Opinion of the European Data Protection Supervisor, ‘Privacy and competitiveness in the age of 
big data: The interplay between data protection, competition law and consumer protection in the Digital 
Economy’ (March 2014). 
225 Bart van der Sloot and Sascha van Schendel, ‘International and comparative legal study on Big Data’ (2016) 
The Netherlands Scientific Council for Government Policy (WRR) Working Paper 20, p. 18. 
226 Daniel Solove, ‘Privacy Self-Management and the Consent Dilemma’ (2013) 126 Harvard Law Review 1880, p. 
1888. 
227 Aleecia M. McDonald and Lorrie Faith Cranor, ‘The Cost of Reading Privacy Policies’ (2008) A Journal of Law 
and Policy for the Information Society. 
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i.e. that whole profiles can be extracted from negligible pieces of information. This means that to make 

truly informed decisions, individuals would have to understand how a single disclosure contributes to 

their existing digital profile, which is currently impossible. 

What makes consent additionally problematic is that individuals, upon seeing the terms, are often 

given only a ‘take-it-or-leave-it’ option. Individuals are thereby deprived of the freedom to exercise a 

meaningful choice, since in these cases they do not have the possibility to select their data protection 

preferences in the market and to tailor these to different contexts.228 With the ‘take-it-or-leave-it’ 

system, the market “strays away from an optimal level of individual control over personal data”.229 It 

is argued that: 

binary choice is not what the privacy architects envisioned four decades ago when they 

imagined empowered individuals making informed decisions about the processing of their 

personal data. In practice, it certainly is not the optimal mechanism to ensure that either 

information privacy or the free flow of information is being protected.230  

The ‘take-it-or-leave-it’ approach further deprives consent of meaning in concentrated markets. Due 

to network effects or generally lack of alternatives, consumers are ultimately forced to accept terms 

that do not correspond to their preferences. The nature of the data market, with its monopolistic 

tendencies, has, thus, obvious repercussions on the effectiveness of the data protection regulatory 

framework. In concentrated markets, dominant firms are not constrained by the market forces and 

can act independently of them; they can obtain consent, thanks to lack of alternatives for users, 

thereby fulfilling the safeguards imposed by data protection in a purely formalistic fashion.  

Consent is the only legal basis which requires data subjects to be actively involved in the decision 

regarding the processing of their data.231 The rationale behind consent is that when data processing is 

not ‘necessary’ for one of the purposes foreseen by the GDPR, firms can still obtain permission for the 

data processing directly from the data subjects. This is in line with the core value underlying data 

protection, which is to give individuals control over their data. However, if consent is turned into a 

take-it-or-leave-it choice, the whole concept loses meaning, because it effectively precludes 

individuals’ control over their data. Consent was not designed to be merely about informing 

individuals about the conditions for using a service, but about giving them the power over the terms 

under which their data is processed. One only needs to think about the fact that even if a firm relies 

on ‘legitimate interests’ as a legal basis, individuals that do not agree with the data processing can 

decide to renounce to the service. By misusing the concept of consent in this manner, firms basically 

circumvent the need for a legal basis under data protection law. 

 
228 Orla Lynskey, The Foundations of EU Data Protection Law, p. 236. 
229 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’ (2017) 54(1) Common Market Law Review, p. 2. 
230 Fred Cate and Viktor Mayer-Schönberger, ‘Notice and Consent in a World of Big Data’ (2013) 3(2) 
International Data Privacy Law, p. 67. 
231 The other legal bases are: contract performance, legal obligation, vital interest, public interest and legitimate 
interests (Article 6 GDPR). 
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The GDPR addresses this issue by requiring consent to be ‘freely given’, in order to be valid.232 Different 

conditions must be established for consent to qualify as freely given; one element of it is that “consent 

should not be regarded as freely given if the data subject has no genuine or free choice or is unable to 

refuse or withdraw consent without detriment”.233 Another aspect is that: 

In order to ensure that consent is freely given, consent should not provide a valid legal ground 

for the processing of personal data in a specific case where there is a clear imbalance between 

the data subject and the controller… Consent is presumed not to be freely given if it does not 

allow separate consent to be given to different personal data processing operations despite it 

being appropriate in the individual case, or if the performance of a contract, including the 

provision of a service, is dependent on the consent despite such consent not being necessary 

for such performance.234 

Although these qualifications could address some of the issues identified above, they are currently 

not interpreted and enforced strictly; for instance, in its guide for organisations, the ICO argued that: 

in some limited circumstances you might be able to overturn this presumption that bundled 

consent is not freely given and argue that consent might be valid even though it is a 

precondition and the processing is not strictly necessary. You need to be able to demonstrate 

a very clear justification for this, based on the specific circumstances.235  

It is enough to look at the way consent is currently obtained in the digital market, to realise that this 

provision does not work in practice.236 In order for data protection authorities to assess whether 

consent is freely given in a market context, they would need to assess what choices consumers have 

in the market. However, data protection authorities do not currently have the means, nor the 

intention, to assess whether a market is competitive enough for consumers to have a real choice. 

More importantly, data protection’s current approach is incompatible with the reality of the digital 

market, in which platforms offer services in exchange for data. On the face of it, under the GDPR it is 

not possible to use data as a form of payment, since it would involve firms ‘obliging’ individuals to give 

up their data in order to use a service, i.e. making access to a service conditional on data disclosure. 

Nonetheless, this is exactly what is happening in the digital market. If firms rely on data for 

monetisation, instead of monetary payment, it cannot be expected from them that they offer their 

service without any form of remuneration. Data protection regulators, thus, need to come to grips 

with the market realities, and either acknowledge the fact that data is exchanged for services, or forbid 

the business model that is proliferating on the web. They need to decide on an approach, since 

 
232 GDPR, Article 4(11). 
233 GDPR, recital 42. 
234 GDPR, recital 43 ; see also Article 7(4) GDPR. 
235 ICO website, ‘What is valid consent?’ available at https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/consent/what-is-valid-consent/.  
236 Most of the tech giants still make the availability of their services conditional on consent; see Facebook’s 
statement on its log in/sign up page: “By clicking Sign Up, you agree to our Terms. Learn how we collect, use and 
share your data in our Data Policy and how we use cookies and similar technology in our Cookie Policy. You may 
receive SMS notifications from us and can opt out at any time”, https://www.facebook.com/.  
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currently their lack of confrontation with what is happening with data in the market leads to a failure 

to protect data subjects and to provide guidance to firms as to how they may collect and use personal 

data. Furthermore, given the interrelation between data and market power, this impasse is benefitting 

companies with market power, which can strengthen their position of power by means of the vast 

amounts of data they control.237 

The gaps that have been identified in this section all relate to the market dimension of data in the 

digital world. Some of the gaps are a consequence of policy problems that, albeit having an impact on 

it, fall outside data protection’s scope. Market concentration means that consumers have less choices, 

which can influence the level of data protection, but it is competition law’s not data protection’s task 

to safeguard the competitive process. On the other hand, there are gaps which derive from 

shortcomings in the way data protection regulation is currently applied (e.g. the role given to consent 

in a market context). I argue that the latter cases can be solved by including market elements into the 

application of the data protection’s regulatory framework.238 As to the problem of market 

concentration, I will now discuss how competition law fits in.  

2.3. Competition Law 

2.3.1. Competition law and data 

The objective of competition law is to protect the functioning of the market, in order to maintain an 

efficient use of resources.239 While data protection regulation creates a baseline of legitimate business 

conduct in relation to data, competition law can give substance to it, by protecting and promoting 

competition on data protection terms, which leads to consumers having more and better data 

protection choices and prevents that dominant firms exploit consumers through their personal data. 

Competition authorities intervene in relation to data practices to the extent that data has a role in the 

market. Under the current regulatory framework, there are two instances that have led to competition 

law intervention, which reflect the data protection gaps mentioned above: 

1) Issues that independently of data protection are relevant for competition, i.e. things of a 

nature that data protection regulation could not cover, e.g. case C in the introduction.  

2) Issues that fall under data protection regulation, but which have not been addressed 

successfully by data protection authorities, and, thus, open the door for competition 

authorities to intervene, e.g. cases like A and B. 

In this chapter, when I describe competition law enforcement in relation to data practices, I will clarify 

which one of these two cases I am talking about. Understanding this distinction will be relevant for 

the next chapters, in which I analyse the interrelation between the two regimes. Under the holistic 

 
237 See the discussion on “winner-takes-all” markets in Chapter 1. Chapter 3 discusses the options available to 
data protection authorities to adopt an approach that is more consistent with the way the digital market 
functions today. 
238 This will be discussed in the next chapters. 
239 OECD Global Forum on Competition, ‘The Objectives of Competition Law and Policy’ (2003) 
CCNM/GF/COMP(2003)3.  
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framework developed in this thesis, while in the first case it is crucial that competition authorities 

intervene (while considering relevant data protection elements) when it comes to the second case, 

the gaps should be closed by data protection authorities (by including relevant market elements). I 

will show how a clear division of responsibilities and a harmonised approach can go a long way 

towards closing regulatory gaps and increasing the regimes’ effectiveness. 

On a side note, the scope for competition law to intervene in the data market is very much related to 

one’s view of the wider role competition law should play in regulating markets. I do not want to get 

into the details of the aims of competition law and will limit myself to saying that my analysis is based 

on competition law as an instrument to protect consumer welfare by promoting economic efficiency. 

This is in line with current EU competition policy240 and entails that by preventing that firms’ behaviour 

distorts competition, competition law ensures that consumers benefit from the competitive process 

in terms of prices, quality, choice, and innovation.241 

Data protection as such is not relevant for competition law, but it gains significance when the level of 

data protection becomes a parameter of competition and/or an element of market power.242 In these 

cases, competition authorities take data protection elements into account to get a complete 

understanding of the market dynamics. Accordingly, when firms compete for privacy terms, conduct, 

such as a merger, that limits this form of competition, can be found to be anticompetitive. Lynskey 

argues that a reduction of data protection, seen as a quality aspect of a service, “could arise in several 

ways, for instance, directly by merging the data sets or by altering the data protection policies post-

merger; or, indirectly, by the removal of a maverick that is playing a disruptive role in the market to 

the benefit of consumers”.243 

It has been recognised that competition on data protection has a vital role when it comes to digital 

platforms, in particular the ones that offer online services without requiring monetary payment, 

because in these cases firms do not compete on prices (on the consumer side).244 Consequently, 

 
240 See Commission, Guidelines on the application of Article 81(3) of the Treaty [2004] OJ C101/08; Commission, 
Guidelines on Vertical Restraints [2010] OJ C131/01; Commission, Guidelines on the applicability of Article 101 
of the Treaty on the Functioning of the European Union to horizontal co-operation agreements [2011] OJ C11/1; 
and Commission, Guidelines on the assessment of horizontal mergers under the Council Regulation on the 
control of concentrations between undertakings [2004] OJ C31/03. 
241 See Case C-209/10 Post Danmark A/S v Konkurrencerådet [2012]; Commission Decision of 24.03.2004 relating 
to a proceeding under Article 82 of the EC Treaty (Case COMP/C-3/37.792 Microsoft) para. 782; see also the 
discussion on the meaning of the consumer welfare standard in Victoria Daskalova, ‘Consumer Welfare in EU 
Competition Law: What Is It (Not) About?’ (2015) 11(1) Competition Law Review 131. 
242 Case C-238/05 Asnef/Equifax [2006] ECR I-11125, para. 63; Case No COMP/M.7217 - Facebook/ WhatsApp, 3 
December 2014, at 87; Autorité de la Concurrence and Bundeskartellamt, ‘Competition law and data’, Joint 
Report, 10 May 2016; CMA, ‘The commercial use of consumer data’ (2015); Maureen Ohlhausen and Alexander 
Okuliar, ‘Competition, Consumer Protection, and the Right (Approach) to Privacy’ (2015) 80(1) Antitrust Law 
Journal; Lisa Kimmel and Janis Kestenbaum, ‘What’s up with WhatsApp? A transatlantic view on privacy and 
merger enforcement in digital markets’ (2014) 29(1) Antitrust; Darren Tucker, ‘The proper role of privacy in 
merger review’ (2015) 2 CPI Antitrust Chronicle. 
243 Orla Lynskey, ‘Non-price Effects of Mergers’ OECD, DAF/COMP/WD(2018)70, p. 4. 
244 Bundeskartellamt and the Autorité de la Concurrence, joint paper on Competition Law and Data, 2016; Robert 
Walters, Bruno Zeller, Leon Trakman, ‘Personal data law and competition law - where is it heading?’ (2018) 
39(12) European Competition Law Review 505-514, Maureen K. Ohlhausen and Alexander P. Okuliar, 



          Alessia D’Amico | Law Department | European University Institute  
 

63 
 

consumers may increasingly respond to changes in data protection, which could take the form of 

increases in the amount of data collected or increases in the ways the data is used, including with 

whom it is shared and how it is monetised.245 In the Facebook/WhatsApp merger decision, the 

Commission concluded that one of the main drivers of the competitive interaction between consumer 

communications apps appears to be “privacy and security, the importance of which varies from user 

to user but which are becoming increasingly valued, as shown by the introduction of consumer 

communications apps specifically addressing privacy and security issues…”246 The Commission did not 

define ‘privacy’ in this context, but suggested that relevant factors are whether users’ data is collected 

for the purposes of advertising activities247 and whether messages are encrypted.248 Furthermore, 

since data has an economic value, data usage terms can easily fit into the concept of consumer harm 

adopted in competition law, since excessive data collection implies a wealth transfer from consumers 

to firms. It was claimed that “just as antitrust enforcers care about companies charging higher prices 

or degrading quality as a sign of allocative inefficiency, it may be important to examine circumstances 

where companies acquire or extract more data from consumers in exchange for less”.249  

2.3.2. Abuses of dominance 

When it comes to exchanges involving data between dominant companies and individuals, the way 

they can be scrutinised by competition authorities is as potential abuses of dominance under Article 

102 TFEU. Under this provision, competition authorities look at practices that are directly exploitative 

of consumers (potentially comparable to data protection infringements) as well as conduct that, 

through the erection of artificial barriers, can exclude other players from the market, thereby reducing 

competition and its benefits for consumers. It has been suggested that, in relation to data practices, 

“anti-competitive behaviour can be defined as personal data being harvested or mined, whether 

illegally or legally, to gain a dominant position in the market”.250  

I will now look at the specific legal rules and case law to show what is needed to establish an abuse of 

a dominant position in relation to the way firms deal with data. 

 

 
‘Competition, Consumer Protection, and the Right (Approach) to Privacy’ (2015) 80(1) Antitrust Law Journal; A. 
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Computers, Privacy & Data Protection Conference (2017). 
245 Ania Thiemann and Pedro Gonzaga, 'Big Data: Bringing Competition Policy to the Digital Era' (OECD, 2016).  
246 Case No COMP/M.7217 - Facebook/ WhatsApp, para. 87. 
247 Case No COMP/M.7217 - Facebook/ WhatsApp, para. 102. 
248 Case No COMP/M.7217 - Facebook/ WhatsApp, paras. 116 and 174, referring to Telegram's success in 
attracting users thanks to message encryption.  
249 Assistant Attorney General Makan Delrahim, ‘“Blind[ing] Me With Science”: Antitrust, Data, and Digital 
Markets’, Harvard Law School & Competition Policy International Conference on “Challenges to Antitrust in a 
Changing Economy", Friday, November 8, 2019, available at https://www.justice.gov/opa/speech/assistant-
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The existence of dominance  

In the same way in which for data protection regulation to apply, data must be personal, in order to 

find an abuse of a dominant position under competition law, dominance must be established. In 

United Brands the ECJ defined a dominant position as: 

a position of economic strength enjoyed by an undertaking which enables it to prevent 

effective competition being maintained on the relevant market by affording it the power to 

behave to an appreciable extent independently of its competitors, its customers and 

ultimately of its consumers.251  

In its guidance paper on Article 102, the Commission talks about ‘substantial market power’ as the 

capability of profitably increasing prices above the competitive level for a significant period of time.252 

When assessing dominance: 

market shares are a useful first indication of the importance of each firm on the market in 

comparison to the others. The Commission's view is that the higher the market share, and the 

longer the period of time over which it is held, the more likely it is to be a preliminary 

indication of dominance. If a company has a market share of less than 40%, it is unlikely to be 

dominant.253  

In AKZO the ECJ held that a market share above 50% creates a presumption of dominance, placing the 

evidentiary burden to establishing that it is not dominant on the company under investigation.254 

Given the nature of the online market, characterised by network effects and economies of scale, the 

markets tend to be concentrated; in June 2019, Google’s market share amounted to 93.56% in 

Europe’s search engine market and Facebook’s to 79.32% in Europe’s social media market.255 Without 

entering into the details of establishing dominance,256 it is safe to assume that the laws controlling 

dominant firms are an option when it comes to tech giants. 

Exploitative abuses 

The rationale for intervening against exploitative behaviour is that the undertaking is using its market 

position to “reap trading benefits that [it] would not have reaped if there had been normal and 

 
251 Case 27/76 United Brands v. EC Commission [1978] ECR 207, para. 65. This definition has been and applied 
by the Court ever since, for example, Case 85/76 Hoffmann-La Roche & Co AG v Commission, [1979] ECR 461, 
para. 38; Case C-280/08 P, Deutsche Telekom v. Commission, 14 October 2010, para. 170; Case C-52/09, 
Konkurrensverket v TeliaSonera Sverige AB,17 February 2011, para. 23. 
252 See Communication from the Commission, ‘Guidance on the Commission’s enforcement priorities in applying 
Article 82 of the EC Treaty to abusive exclusionary conduct by dominant undertakings’, (Communication) [2009] 
OJ C 45/7, paras. 10-11. 
253 European Commission website, Competition – Antirust procedure in abuse of dominance (Article 102 TFEU 
cases), available at http://ec.europa.eu/competition/antitrust/procedures_102_en.html.  
254 Case C-62/86 AKZO Chemie v Commission [1991] ECR I-3359. 
255 Google’s market share in the search engine market in Europe available at http://gs.statcounter.com/search-
engine-market-share/all/europe and Facebook’s a market share in the social media market in Europe available 
at http://gs.statcounter.com/social-media-stats/all/europe.  
256 A relevant aspect to think about in the future is to what extent market shares should be based on firms’ 
control over data. 
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sufficiently effective competition”.257 Exploitative abuse cases are mainly found in form of excessive 

pricing or unfair trading conditions.258 Although data has become a form of payment in the online 

market, authorities might be reluctant to look at privacy terms under the lens of excessive pricing, 

since this theory of harm has traditionally only covered monetary prices. Furthermore, it might be 

difficult for authorities to quantify potentially subjective and multidimensional factors relating to data 

protection in monetary terms.259 For these reasons, when it comes to data protection terms, it might 

be more feasible for authorities to treat them as unfair trading conditions. Ultimately, the rationale of 

these two forms of exploitative abuses is very similar; in practice, depending on the circumstances of 

a case, authorities will determine what is most appropriate in order to develop a theory of harm. 

Generally speaking, intervention is justified when dominant companies monetise more data than what 

would be possible in a competitive market, since in these cases “there is an inefficient allocation of 

resources and consumer welfare is reduced”.260 I will look at both possibilities and suggest ways in 

which the unfairness of data processing has been and could be assessed. 

Excessive prices, according to the Court of Justice of the European Union, are prices that have “no 

reasonable relation to the economic value of the product supplied”.261 The Court established a two-

step test to determine whether a price is reasonable, which consists of an assessment of (a) whether 

the profit margin is excessive, which “may be calculated by making a comparison between the selling 

price of the product in question and its cost of production”,262 and (b) whether “a price has been 

imposed which is either unfair in itself or when compared to competing products”.263 The court also 

claimed that “other ways may be devised - and economic theorists have not failed to think up several 

- of selecting the rules for determining whether the price of a product is unfair”.264 

When internet services are offered for ‘free’, they often involve disclosure of personal data by 

consumers, which is used by the service provider to monetise its service. The terms that define the 

collection and usage of data can therefore be looked at as the ‘price’ of the service and an excessive 

collection can, accordingly, be treated like an excessive price. In order to find out the monetary value 

of data and of the services offered in exchange, competition authorities would have to evaluate the 

contract clauses in quantitative terms.265 If the monetary value that is derived from the data, e.g. by 

 
257 Case 27/76 United Brands Company and United Brands Continentaal v Commission [1978] ECR 207. 
258 TFEU, Article 102(a). 
259 Ariel Ezrachi and Maurice Stucke, ‘The Curious Case of Competition and Quality’ (2015) 3(2) Journal of 
Antitrust Enforcement 227-257. 
260 Opinion of Advocate General Wahl delivered on 6 April 2017(1) Case C-177/16 Biedrība ‘Autortiesību un 
komunicēšanās konsultāciju aģentūra – Latvijas Autoru apvienība’ v Konkurences padome, para. 101. 
261 United Brands, para. 250. 
262 Ibid, para. 251. 
263 Ibid, para. 252; in a subsequent case, the ECJ clarified that an abuse in form of excessive prices can be based 
on a comparison between the dominant firm's prices and other relevant price benchmarks, without the need to 
assess the difference between its prices and costs. Case C-177/16 AKKA/LAA ECLI:EU:C:2017:689. 
264 Ibid, para. 253. 
265 OECD, ‘Exploring the Economics of Personal Data: A Survey of Methodologies for Measuring Monetary Value’ 
(2013) OECD Digital Economy Papers, No. 220; Hanna Krasnova, Thomas Hildebrand and Oliver Günther, 
‘Investigating the value of privacy on online social networks: conjoint analysis’ (2009) ICIS 2009 Proceedings, 
paper 173. 
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selling it to third parties, is substantially higher than the value of the service offered,266 it can be 

assumed that the dominant firm is using its position to extract excessive value from users’ personal 

data. It has been argued that “economic tools that may be used to measure the value of user data and 

profits earned by firms heavily relying on the extraction of such data are available, thereby making it 

possible to carry out the twostep test designed by the Court”.267 The OECD argued that “there is no 

commonly accepted methodology for estimating the value of personal data. As can be seen in Figure 

2.2, possible approaches to do so rely either: i) on market valuations of personal data, or other related 

market measures, or ii) on individual perceptions of value of personal data and privacy”.268 

Figure 2.2: OECD - Estimates of value of personal data269 

 

The technicalities of competition enforcement are beyond the scope of this chapter, which is limited 

to exploring the possibilities of existing regulatory frameworks to deal with the identified market 

failure. Suffice it to say that it is possible to measure the gains from data extraction in order to run an 

excessive pricing case; being able to rely on numbers can help authorities to bring more certainty into 

their assessments and ensures consistency across different cases. 

The second option would be to bring an exploitative abuse case as a case of unfair trading conditions. 

The provision against unfair trading conditions relies on the same reasoning as in the case of excessive 

pricing, and basically prevents a dominant firm’s “imposition of conditions on its customers that 

directly harm them, usually by an onerous restriction of their freedom of action”.270 There is no agreed 

upon definition of what an unfair trading condition is and it appears to be very case specific. In the 

BRT preliminary ruling case,271 the company entrusted with the exploitation of copyrights required 

from the artists an “assignment of all copyrights, both present and future, no distinction being drawn 

 
266 This can be measured in different ways, e.g. by assessing what individuals would pay for the service in 
monetary terms or by calculating the cost of providing the service. 
267 Konstantina Bania, ‘The role of consumer data in the enforcement of EU competition law’ (2018) European 
Competition Journal, p. 31. 
268 OECD, ‘Exploring the Economics of Personal Data: A Survey of Methodologies for Measuring Monetary Value’ 
(2013) p. 18. 
269 Ibid, p. 19. 
270 Pinar Akman, ‘Exploitative Abuse in Article 82EC: Back to Basics?’ (2009) ESRC Centre for Competition Policy 
and Norwich Law School, University of East Anglia Working Paper 09-1, p. 20. 
271 C-127/73 – BRT et Société belge des auteurs, compositeurs et éditeurs, 21 March 1974, EU:C:1974:25, para. 
15. 
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between the different generally accepted types of exploitation…for an extended period after the 

member's withdrawal”.272 The Court ruled that when assessing whether the conditions imposed were 

unfair, it needed to be considered whether they were absolutely necessary for the attainment of the 

dominant undertaking’s object. Further, in DSD the Commission held that “unfair commercial terms 

exist where an undertaking in a dominant position fails to comply with the principle of 

proportionality”,273 finding that the creator of the ‘Green Dot’ recycling trademark abused its 

dominant position by forcing undertakings to pay a fee in situations in which they did not use its main 

service. The Commission assessed whether the terms were central to the object of the contract and 

then whether they were proportionate, taking into account the different parties’ interests. Basically, 

the provision “requires a balancing between the object of the contract, the terms of the contract, and 

the contractor’s justification for those terms”.274 Akman sees the causality between the dominant 

position and the unfair trading conditions as a key element of the case law on exploitative abuses; she 

argues that “the underlying assumption seems to be that such clauses would be impossible to impose 

but for the dominance of the undertaking”.275 In order to prove this causality, it is probably necessary 

to assess what conditions would be imposed in the absence of the dominant position. I believe that 

the assessment of unfair terms boils down to the question of whether a dominant firm’s terms are 

necessary and proportionate, since these are the terms that you would be expected to find in a 

competitive market.  

If one opts for an ‘unfair trading conditions’ approach, privacy can be looked at as an aspect of quality, 

as has already been done by the Commission, e.g. in the LinkedIn/Microsoft merger review.276 The 

challenge that remains is to incorporate a non-price parameter such as privacy into the economic 

assessment of consumer welfare carried out by competition authorities.277 One solution is to rely on 

qualitative methods to establish what fair privacy terms would entail.278 Principles of consumer and 

data protection laws that deal with fair processing of personal data in commercial transactions with 

consumers can be used when assessing the fairness of a practice.279 Exploring what the data is used 

for and whether it is purely turned into profits as opposed to being processed for the operation of the 

 
272 Ibid, para. 12. 
273 Commission decision D3/34493 of 20 April 2001, OJ 2001 L 166/1, Der Grüne Punkt Duales System 
Deutschland (“DSD”) para. 112, confirmed by Case T-151/01, DSD [2007] ECR II-1607, para. 121. 
274 Robert O’Donoghue and Jorge Padilla, The Law and Economics of Article 102 TFEU (Hart 2013), p. 856. 
275 Pinar Akman, ‘Exploitative Abuse in Article 82EC: Back to Basics?’ (2009) ESRC Centre for Competition Policy 
and Norwich Law School, University of East Anglia Working Paper 09-1, p. 20. As discussed later, causality was 
also an issue raised by the court in the German case against Facebook. 
276 European Commission website - Press release on 6 December 2016, 'Commission approves acquisition of 
LinkedIn by Microsoft’ available at http://europa.eu/rapid/press-release_IP-16-4284_en.htm.  
277 OECD, ‘The Role and Measurement of Quality in Competition Analysis’ (28 October 2013) (Background Note) 
and (Canada); COMP/37.990 Intel Corporation (2009) OJ C227/07 [909] 1691. 
278 Although I paired excessive pricing abuses with a quantitative approach and unfair trading conditions with a 
qualitative approach, because when it comes to prices, a figure is needed, while trading conditions allow for a 
more flexible method, the approaches are partially interchangeable. In particular, a quantitative approach can 
be useful when assessing whether tradition conditions are fair, because it might facilitate the comparison of the 
respective parties’ interests.  
279 This has been suggested by the French and German authorities in their joint report ‘Competition Law and 
Data’ (2016). This point will be discussed further in Chapter 4. 
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service could be a starting point. This reflects the principle established by the GDPR, i.e. that data 

processing shall be “adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed”.280 If the terms are unfair under the established principles, competition 

authorities can consider them as exploitative and then assess whether a firm can only impose them 

thanks to its dominance.  

The way in which the provision relating to unfair terms can be applied in practice can be illustrated by 

the case against Facebook, brought by the German competition authority, the Bundeskartellamt 

(BKA). In February 2019, the BKA imposed on Facebook restrictions on the processing of user data, 

upon finding that it was imposing exploitative business terms under Section 19(1) GWB (largely 

corresponding to Article 102 TFEU).281 Facebook was found to be abusing its dominant position, 

because it essentially forced users to agree to its terms and conditions, under which it could collect 

user data also outside of the Facebook website282 and combine this data with users’ Facebook profiles. 

The BKA argued that “there is no effective consent to the users’ information being collected if their 

consent is a prerequisite for using the Facebook.com service in the first place”.283 Furthermore, the 

BKA maintained that the merging of data deprived consumers of control over their personal data and, 

thereby, constituted a violation of the right to informational self-determination. Under German 

competition law, Section 19(1) GWB must be applied in order to protect constitutional rights, including 

data protection rules, in particular “in cases where one contractual party is so powerful that it is 

practically able to dictate the terms of the contract and the contractual autonomy of the other party 

is abolished”.284  

Following Facebook’s appeal, the Higher Regional Court in Duesseldorf suspended the BKA’s order in 

interim proceedings.285 Among other reasons, the Düsseldorf court argued that an infringement of 

data protection rules by a dominant firm cannot be seen as a violation of competition law, if there is 

no causal connection between the illegitimate data processing and the firm’s market power. The court 

specifically criticised the BKA for not having conducted an analysis of the counterfactual, i.e. what the 

 
280 GDPR, Article 5(1)(c). 
281 Bundeskartellamt, ‘Facebook, Exploitative business terms pursuant to Section 19(1) GWB for inadequate data 
processing’, B6-22/16, 6 February 2019; available at  
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Fallberichte/Missbrauchsaufsicht/2019/B6-
22-16.pdf?__blob=publicationFile&v=4.  
282 The BKA talks about third party sources as services owned by Facebook, like WhatsApp and Instagram as well 
as third party websites that “embedded Facebook products such as the 'like' button or a 'Facebook login' option 
or analytical services such as 'Facebook Analytics', data”; Bundeskartellamt, 19 December 2017 ‘Background 
information on the Facebook proceeding’; available at  
http://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Diskussions_Hintergrundpapiere/2017/Hintergr
undpapier_Facebook.html?nn=3591568. 
283 Bundeskartellamt, ‘Facebook, Exploitative business terms pursuant to Section 19(1) GWB for inadequate data 
processing’, B6-22/16, 6 February 2019. 
284 Ibid.  
285 Oberlandesgericht Düsseldorf, Beschluss VI-Kart 1/19 (V), In der Kartellverwaltungssache Facebook gegen 
Bundeskartellamt, available at  
https://www.olg-
duesseldorf.nrw.de/behoerde/presse/archiv/Pressemitteilungen_aus_2019/20190826_PM_Facebook/201908
26-Beschluss-VI-Kart-1-19-_V_.pdf. 
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terms would have been, had there been competition.286 The Federal Court of Justice (antitrust 

division) annulled the decision of the Düsseldorf Higher Regional Court,287 reasoning that to prove an 

abuse of Facebook’s dominant position, it suffices to show that it has restricted its users’ freedom of 

choice. The court explained that: 

In light of the considerable barriers existing for network users who would like to switch 

providers (“lock-in effects”), [the lack of options available to Facebook users] exploits users in 

a manner which is relevant under competition law since due to Facebook’s dominant position 

competition is no longer able to effectively exercise its controlling function. According to the 

Bundeskartellamt's findings, a considerable number of private Facebook users wish to disclose 

less personal data. If competition on the market for social networks were effective, this option 

could be expected to be available. Users who consider the scope of the data disclosure to be 

a key criterion in their decision could switch to other alternatives.288 

I will not dwell on these judgments, since the main proceedings are still ongoing in the Düsseldorf 

Higher Regional Court, and the Federal Court of Justice will have a final say on this case once these 

will have been concluded. 

Going back to the scenarios at the interface between competition law and data protection from the 

beginning of the chapter, exploitative abuse cases can belong to category A, i.e. cases in which there 

is an infringement of data protection regulation, or B, i.e. cases in which there is no clear infringement 

of data protection regulation, but data subjects’ interests are undermined by firms’ dominance. This 

discussion has demonstrated that competition authorities have the tools to bring exploitative abuse 

cases concerning data practices and shown different ways in which this could be done.289 The question 

is whether they should do so. As discussed earlier, some of the gaps in the regulatory framework are 

related to the way data protection regulation is currently applied, while others concern issues that are 

outside the scope of data protection regulation. The scenarios discussed here are of the type that 

 
286 Accordingly, if a non-dominant firm in a competitive environment could collect excessive data, it cannot be 
argued that the dominant firm ‘abused’ its dominant position by its excessive data collection. This brings us back 
to the privacy paradox discussed in the last chapter; when it comes to data exchanges, consumers do not seem 
to act in line with their preferences. This makes it difficult to apply competition law in an effective manner, since 
competition law intervention is designed to protect the competitive process, which, in turn, will give consumers 
what they want; if consumers do not demand better data protection terms, a competitive market will not offer 
them such terms. This is why data protection is so important in shaping consumer demand in regard to data 
protection terms; only then can competition law be successful at ensuring that markets are competitive from a 
data protection perspective. If consumers acted in line with their desire for better data protection terms, in 
cases like Facebook, it could be proven that the dominant firm was collecting more data than it would have been 
able to do under competitive market conditions. 
287 Courtesy translation of Press Release No 080/2020 published by the Bundesgerichtshof (Federal Court of 
Justice) on 23/06/2020 
(https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020080.html) provided by the 
Bundeskartellamt, available at  
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Pressemitteilungen/2020/23_06_2020_BGH_F
acebook.pdf?__blob=publicationFile&v=2.  
288 Ibid, page 3. 
289 Although, as in the BKA Facebook case, there could be challenges in terms of proving the abuse. 
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could be tackled by data protection authorities. In the next chapter I will argue that these cases should 

be brought under data protection regulation, which is purposely designed to assess unfair data 

practices. It will also be discussed how data protection intervention can be improved, in order to fill 

existing gaps, especially when it comes to category B cases.  

Exclusionary abuses 

In addition to cases of exploitation by dominant undertakings, competition law has the capacity to 

assess whether dominant firms’ data collection and processing has exclusionary effects. For instance, 

this could be in form of a lessening of competition and market foreclosure, due to the competitive 

advantage gained by the dominant firm through control over data (which falls under category C). 

Behaviour adopted by dominant undertakings that impairs the business of their competitors is held 

to be anticompetitive, inasmuch as, although not harming consumers directly, it can have an adverse 

impact on the competitive structure of the market.290 According to the enforcement guidelines: 

The aim of the Commission's enforcement activity in relation to exclusionary conduct is to 

ensure that dominant undertakings do not impair effective competition by foreclosing their 

competitors in an anti-competitive way, thus having an adverse impact on consumer welfare, 

whether in the form of higher price levels than would have otherwise prevailed or in some 

other form such as limiting quality or reducing consumer choice.291 

An abuse under Article 102 can be established by proving that the conduct is likely to eliminate 

competition,292 thus not requiring proof of actual impact on the market.293 In its discussion paper on 

the application of Article 102 TFEU to exclusionary abuses, the Commission explained that: 

the conduct in question must in the first place have the capability, by its nature, to foreclose 

competitors from the market… It secondly implies that, in the specific market context, a likely 

market distorting foreclosure effect must be established. By foreclosure is meant that actual 

or potential competitors are completely or partially denied profitable access to a market. 

Foreclosure may discourage entry or expansion of rivals or encourage their exit. Foreclosure 

thus can be found even if the foreclosed rivals are not forced to exit the market: it is sufficient 

that the rivals are disadvantaged and consequently led to compete less aggressively.294 

 
290 Case C-95/04 P British Airways v Commission [2007] ECR I-2331, para. 106. 
291 Commission, ‘Guidance on the Commission’s Enforcement Priorities in Applying Article 82 of the EC Treaty to 
Abusive Exclusionary Conduct by Dominant Undertakings’ (Communication) [2009] OJ C 45/7, para. 19. 
292 Case T-201/04 Microsoft Corp v Commission [2007] ECR II-3601, para. 229. 
293 Case C-549/10P Tomra Systems and Others v Commission [2012] 4 CMLR 24, paras. 289-290. 
294 DG Competition discussion paper on the application of Article 82 of the Treaty to exclusionary abuses, Public 
consultation (December 2005), para. 58. 
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When dominant firms’ data practices are the factor driving exclusionary conduct,295 competition 

authorities can condemn behaviour that would not be covered by the data protection rules.296 One 

way in which dominant firms’ accumulation of data might be liable to foreclose competition is when 

competitors cannot create the dataset needed to compete. In these cases, competition authorities 

may want dominant firms to share their data with other market players, in order to enable them to 

compete effectively. Competition authorities can impose data sharing as a remedy in 102 TFEU cases, 

if data is found to constitute an ‘essential facility’ and the refusal to grant access to it gives rise to an 

exclusionary abuse.297 Furthermore, a dominant firm with control over a substantial amount of data 

can use its position to leverage its market power across different markets; Condorelli and Padilla 

explain that: 

The combination of data across multiple platforms allows the enveloper to fund the services 

offered to all sides of the target market by monetizing in the origin market the data collected 

in the target market combined with the data it gathers in the origin marker. As a result of this 

and its position of dominance in a key primary market, it may be able to monopolize the target 

market and entrench its domination position in the origin market.298 

In the German Facebook case discussed above, the BKA also developed an exclusionary theory of 

harm, arguing that Facebook’s excessive data processing gave it a competitive advantage that 

prevented market entry by competitors. In the appeal, the Düsseldorf Higher Regional Court again 

disagreed with the BKA’s conclusion, arguing that it was not manifest how the data processing 

foreclosed market entry; however, the Court “did not rule out that Facebook’s processing of additional 

data may secure its market position”299 but argued that whether “a market entry barrier actually exists 

or is reinforced requires ‘closer review and more detailed demonstration’.”300  

While dominant firms’ control over data can be a factor driving exclusionary conduct, when the data 

is necessary for firms to compete, the exclusion can also be caused by other forms of conduct adopted 

 
295 See Autorité de la concurrence and Bundeskartellamt, ‘Competition Law and Data’ (2016); Maurice Stucke 
and Allen Grunes, Big Data and Competition Policy (OUP 2016); Ariel Ezrachi and Maurice E. Stucke, Virtual 
Competition: The Promise and Perils of the Algorithm-Driven Economy (Harvard University Press 2016); Inge 
Graef, ‘Market Definition and Market Power in Data: The Case of Online Platforms’ (2015) 38(4) World 
competition law and economics review. 
296 For instance, in Deutsche Telekom, the firm complied with the German telecom regulation, but its behaviour 
still constituted an abuse of its dominant position. Consistently, in Astra Zeneca the Court held that the “illegality 
of abusive conduct under [Article 102 TFEU] is unrelated to its compliance or non-compliance with other legal 
rules and, in the majority of cases, abuses of dominant positions consist of behaviour which is otherwise lawful 
under branches of law other than competition law” (Case C-457/10, AstraZeneca AB and AstraZeneca plc v. 
European Commission (2012) ECLI:EU:C:2012:770, para. 132). 
297 Possible competition law remedies are discussed in Chapter 5. 
298 Daniele Condorelli and Jorge Padilla, "Harnessing Platform Envelopment Through Privacy Policy Tying", 14 
December 2019 (URL: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3504025), p. 5. 
299 Giuseppe Colangelo, ‘Facebook and the Bundeskartellamt’s Winter of Discontent’ (23 September 2019) 
Competition Policy International, available at https://www.competitionpolicyinternational.com/facebook-and-
bundeskartellamts-winter-of-discontent/?utm_source=CPI+Subscribers&utm_campaign=f83149b31e-
EMAIL_CAMPAIGN_2019_09_23_10_15&utm_medium=email&utm_term=0_0ea61134a5-f83149b31e-
236855437. 
300 Ibid.  
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by dominant players. When exclusion is caused by behaviour that does not directly relate to data, 

stopping the anticompetitive practice can still have positive effects on the level of data protection 

offered, if it leads to more competition, and data protection is a parameter of it. As Commissioner 

Vestager claimed: “when you have markets that are competitive, every little thing that makes your 

service more appealing to consumers can help you to compete. And that includes better protection 

for personal data”.301 The idea is that in competitive markets firms will provide consumers with 

different privacy options to cater to their preferences.302 As previously mentioned, more competition 

only leads to better data protection, if this coincides with consumer demand. In other words, if better 

data protection terms do not influence consumer choices, even in a competitive market firms will have 

no incentives to provide these. The last chapter discussed this issue and explained how the vicious 

circle that is thereby created entrenches the market failure. However, it is not an insurmountable 

problem; better data protection enforcement combined with efforts to maintain and restore 

competition can put an end to this circle. It is, therefore, relevant to think about the potential of 

exclusionary abuse cases to improve competition on data protection. 

Since exclusionary abuse cases fall under the category of cases that data protection regulation cannot 

address, it is crucial that competition authorities understand the key role that they have when it comes 

to ensuring that market power does not distort the competitive process and, thereby, deprive 

consumers of control over their data. 

2.3.3. Merger review 

The limitation of Article 102 enforcement is that it can only control the behaviour of firms if they are 

already dominant and if exclusionary or exploitative conduct can be proven. A more effective 

approach may therefore be an anticipatory strategy that ensures that the market remains competitive 

in the first place. The Merger Regulation303 is used to prevent concentrations that would significantly 

impede effective competition in the EU.304 In data-driven markets, the potential threat of mergers is 

particularly pronounced, because there is an increased likelihood that dominant firms will acquire 

seemingly irrelevant entrants to prevent that these turn into competitors in the future.305 

The EU merger guidelines state that: 

Through its control of mergers, the Commission prevents mergers that would be likely to 

deprive customers of… benefits by significantly increasing the market power of firms. By 

‘increased market power’ is meant the ability of one or more firms to profitably increase 

 
301 European Commission, Speech by Commissioner Vestager ‘Making Data Work for Us’, Data Ethics event on 
Data as Power, Copenhagen, 9 September 2016. 
302 Daniel O’Brien and Doug Smith, ‘Privacy in Online Markets: A Welfare Analysis of Demand Rotations’ (2014) 
FTC Working Paper No. 323, 37; Maurice Stucke and Allen Grunes, Big Data and Competition Policy (OUP 2016), 
p. 51. 
303 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation), Official Journal L 24, 29.01.2004. 
304 Ibid, Article 2(3). 
305 Maurice Stucke and Allen Grunes, Big Data and Competition Policy (OUP 2016), p. 286. 
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prices, reduce output, choice or quality of goods and services, diminish innovation, or 

otherwise influence parameters of competition.306  

The Commission has acknowledged the importance of privacy competition in merger assessment; in 

the Facebook/WhatsApp merger307 the Commission stated that data protection is a parameter of 

competition that may determine demand-side substitutability. In the Microsoft/LinkedIn merger308 the 

Commission similarly claimed that privacy protection is “an important parameter of competition when 

choosing a [professional social network (PSN)]”.309 In the latter case, the Commission was concerned 

that post-merger, Microsoft could foreclose competition in the market for professional social network 

services through “(i) the pre-installation of a LinkedIn application on Windows PCs and (ii) the 

integration of LinkedIn features into Office, in combination with the denial of access to Office 

[application program interfaces]”.310 The Commission argued that this would have the following two 

detrimental effects: 

First, this would entail a substantial reduction of consumer choice, as LinkedIn's platform 

would remain the only PSN service provider available to users in the EEA, with no or limited 

prospects of entry by new PSN service providers.  

Second, to the extent that these foreclosure effects would lead to the marginalisation of an 

existing competitor which offers a greater degree of privacy protection to users than LinkedIn 

(or make the entry of any such competitor more difficult), the Transaction would also restrict 

consumer choice in relation to this important parameter of competition when choosing a PSN. 

By way of example, the results of the Commission's investigation revealed that, today, in 

Germany and Austria, Xing seems to offer a greater degree of privacy protection than 

LinkedIn. For instance, during the registration process, XING asks users to actively accept 

XING's privacy policy and Terms & Conditions by ticking a box, whereas LinkedIn users accept 

LinkedIn's privacy policy automatically when they press the button "join now"…311 

Here the Commission was worried that the merger would have a foreclosing effect and used privacy 

as an element to indicate how consumers could be harmed by a reduction of competition. Although 

the effects on privacy were only an indirect consequence of the merger, it has been argued that the 

case “also shows that reductions in the level of privacy could fit easily into existing theory of harms so 

far as competition authorities are cognizant that privacy can be a form of quality (non-price) 

competition”.312 Furthermore, the Commission did not need to quantify the privacy reduction; it was 

 
306 Guidelines on the assessment of horizontal mergers under the Council Regulation on the control of 
concentrations between undertakings (2004/C 31/03), para. 8. 
307 Case COMP/M.7217 – Facebook/Whatsapp, 3 October 2014, para. 164. 
308 Case COMP/M.8124 – Microsoft/LinkedIn, 6 December 2016. 
309 Case COMP/M.8124 – Microsoft/LinkedIn, paras. 76-77. 
310 Case COMP/M.8124 – Microsoft/LinkedIn, para. 351. 
311 Case COMP/M.8124 – Microsoft/LinkedIn, paras. 349-350. 
312 Samson Yoseph Esayas, ‘Privacy as a Non-Price Competition Parameter: Theories of Harm in Mergers’ (2018) 
University of Oslo Faculty of Law Research Paper No. 2018-26, Paper presented at the International Conference 
on Competition, Digital Platforms and Big Data, Valencia June 27-29, p. 22,  
available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3232701. 
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sufficient to prove the likelihood of the foreclosing effect, which would then lead to consumer harm 

in form of a reduction of privacy options. The Microsoft/LinkedIn case, thus, exemplifies how merger 

regulation can promote data protection, by tackling anticompetitive foreclosure. Based on the 

reasoning in this case, in every merger that has the potential to lead to market foreclose and in which 

potentially foreclosed competitors offer better data protection terms than the merging firms, a similar 

theory of harm can be relied upon. As discussed in the section relating to exclusionary abuse cases, by 

promoting competition generally, competition authorities also promote competition on data 

protection, if it is a parameter of competition. This type of theory of harm does not concern data 

practices directly, and so does not fall within any of the categories above but has the potential to 

indirectly affect the level of data protection in a market. Returning to the two types of gaps identified 

in relation to data protection regulation, this is clearly a case which is outside the reach of data 

protection authorities and in which competition authorities should intervene in order to guarantee 

that markets remain competitive, thus, safeguarding consumer choice. 

In Microsoft/LinkedIn the Commission also acknowledged two ways in which a horizontal merger may 

harm competition through the combination of two datasets previously controlled by independent 

firms: 

First, the combination of two datasets post-merger may increase the merged entity's market 

power in a hypothetical market for the supply of this data or increase barriers to 

entry/expansion in the market for actual or potential competitors, which may need this data 

to operate on this market…Second, even if there is no intention or technical possibility to 

combine the two datasets, it may be that pre-merger the two companies were competing 

with each other on the basis of the data they controlled and this competition would be 

eliminated by the merger.313 

Although these two theories of harms were formulated by the Commission in its assessment of the 

effects on the advertising side of the market, the consequences of increased control over datasets can 

also be felt by consumers, if it leads to market foreclosure and consumers have fewer (privacy) 

options. The combination of previously independent datasets can give rise to numerous theories of 

harm, depending on the nature of the data that is affected. For instance, in relation to the 

Facebook/Giphy merger, under scrutiny by the CMA,314 one of the concerns that has been raised is 

that Giphy’s data could provide Facebook with sensitive information about its rivals. More specifically, 

the concern is that the acquisition could give Facebook insight into emerging trends from 

searches on rivals' platforms. For example, Facebook could attract more users to Instagram, 

 
313 Case M.8124 – Microsoft/LinkedIn, 6 December 2016, para. 179. 
314 GOV.UK website, ‘The CMA is investigating the completed acquisition by Facebook, Inc of Giphy, Inc.’, 
published 12 June 2020, available at https://www.gov.uk/cma-cases/facebook-inc-giphy-inc-merger-inquiry.  
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if it realized that a certain type of GIF was trending on Twitter or Slack and it created its own 

GIF that would be used exclusively for Instagram users.315 

The basic concern in these cases is that the control over larger datasets can increase market power of 

a firm (this is a case C scenario). These cases justify competition law intervention in regard to data 

practices beyond data protection regulation, since the perspective is one of market power and 

exclusionary behaviour. 

A theory of harm that is specific to competition on data protection could emerge in case of a horizontal 

merger in which the merging firms compete on data protection terms. Here the problem is not that 

firms that offer or could offer better privacy terms are foreclosed, but that the merger reduces the 

incentives of the merging firms (and possibly also of other players in the market) to compete on data 

protection terms. In such a scenario, competition on data protection might be the main factor in which 

the merging firms constrain each other’s behaviour pre-merger, resulting in better terms for 

consumers. In these instances, it is crucial to take competition on data protection into account, since 

it might be the only or best way to show post-merger consumer harm. If it can be proven that post-

merger the firms would offer worse data protection conditions to their users (which can be perceived 

as worse quality or a higher price in return for ‘free’ services), this could amount to an infringement 

of competition law.316  

Nonetheless, as pointed out by Ocello, “while technically viable, this theory of harm could only be 

relevant in those cases where privacy is an important factor in the decision to purchase a product or 

service, i.e. a key parameter of competition”.317 Proving this might be challenging given the 

inconsistent behaviour of consumers towards data resulting from the market failures discussed in the 

last chapter. Even if a competition authority has reason to suspect consumer conduct does not 

necessarily reflect their preferences, “for merger control purposes, preferences expressed in 

measures of marketplace demand have to be assumed to reflect real preferences”.318 However, what 

counts as adequate evidence that merging firms compete on data protection terms is debatable; 

Waehrer, for instance, argues that: 

Although it may be important to consider the preferences of certain users over others, it 

seems unreasonable to conclude that unless consumers are unanimous in their preference for 

 
315 Victoria Ibitoye, ‘Facebook positive over UK Giphy deal probe, but data-sharing questions lie in wait’, 12 June 
2020, available at https://mlexmarketinsight.com/insights-center/editors-picks/area-of-expertise/mergers-
and-acquisitions/facebook-positive-over-uk-giphy-deal-probe-but-data-sharing-questions-lie-in-wait.  
316 When assessing the post-merger incentives of the merging firms to deteriorate data protection terms, besides 
taking into account to what extent the firms will be able to internalise the losses of lost users, by diverting them 
to the other merging firm, it must be assessed to what extent the more invasive data protection terms will lead 
to more profits on the other side of the market (e.g. advertising). Ignoring the potential spill-over effects, 
characteristic of two-sided markets, could lead to an underestimation of the incentives the merged entity will 
have to deteriorate its data protection terms. 
317 Eleonora Ocello, Cristina Sjödin and Anatoly Subočs, ‘What's Up with Merger Control in the Digital Sector? 
Lessons from the Facebook/WhatsApp EU merger case’ Competition merger brief No 1/2015, page 6, available 
at https://ec.europa.eu/competition/publications/cmb/2015/cmb2015_001_en.pdf.  
318 Mark MacCarthy, ‘Privacy as a Parameter of Competition in Merger Reviews’ (2019-2020) 72(1) Federal 
Communications Law Journal, page 17. 
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additional privacy protections, a loss of competition in privacy protections should not be 

protected by the antitrust laws.319 

For the time being, the Commission has not carried out such an assessment in a merger; arguably, 

these issues would have been relevant in the Facebook/WhatsApp merger, since there were reasons 

to believe that the firms were competing on data protection in relation to their communication 

services. WhatsApp entered the market with a more privacy-friendly service, as it encrypted messages 

and had no advertisement, which was an element that distinguished it from Facebook and made it 

attractive for users. The Commission, however, did not get to such an assessment, since it did not 

regard the firms as close competitors. The fact that the Commission did consider a privacy reduction 

as a possible detrimental effect in the Microsoft/LinkedIn merger review is not relevant in this regard, 

because in that case the theory of harm was one of exclusion through tying, which would have reduced 

consumer choices, irrespective of whether consumer valued privacy when choosing between 

professional network platforms. How data protection aspects could be integrated into competition 

law analysis320 and the shortcomings of Facebook/WhatsApp in this regard are discussed in greater 

detail in Chapter 4. 

2.4. Consumer Protection 

2.4.1. Regulatory framework and application 

Consumer protection law safeguards the interests of consumers in relation to businesses, by 

correcting the imbalances of knowledge and bargaining power between them321 and protecting 

consumers’ legitimate expectations in regard to goods and services.322 By doing so, consumer 

protection law can strengthen consumer control over data, when it forms part of a commercial 

transaction. In these cases, similarly to data protection law, consumer law requires firms to duly 

inform consumers about the usage of their data and prevents them from using their position of power 

to impose terms that consumers would otherwise not accept. In many respects, data and consumer 

protection regulations overlap in this area. However, while data protection sets a baseline of 

 
319 Keith Waehrer, ‘Online Services and the Analysis of Competitive Merger Effects in Privacy Protections and 
Other Quality Dimensions’ (July 8, 2016), pages 10-11, available at SSRN: https://ssrn.com/abstract=2701927. 
320 The data protection regulatory framework does not give data protection authorities the power to block a 
merger or make it conditional on commitments. This is a significant limitation, especially because some mergers 
represent substantial threats for data protection, which can hardly be contained once the merger has taken 
place. This makes it even more important that competition authorities take into account data protection issues 
when they are relevant for the competitive process. Chapter 5, which looks at enforcement, will discuss the 
possibilities for data protection authorities to be involved in merger review cases. 
321 Joined Cases C-240/98 to C-244/98 Océano Grupo Editorial SA v Roció Murciano Quintero and others, 27 June 
2000, para. 25. 
322 Alexandre de Streel, Anne-Lise Sibony, ‘Towards Smarter Consumer Protection Rules for the Digital Society’ 
(5 October 2017) Centre on Regulation in Europe (CERRE). 
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protection for the general processing of personal data, consumer protection focuses on commercial 

practices and assesses the fairness of all rights and obligations arising under contracts.323  

The rather open-ended nature of consumer law allows it to assess the fairness of a transaction 

involving data (whether it is ‘personal’ under the GDPR or not), taking into account the knowledge 

consumers have about the exchange, including the value they get in return for their data.324 In 

particular, the fact that data became a form of counter-performance raises the question of how much 

consumers need to know about its commercial value. It is dubious whether individuals are currently 

getting the necessary information to make an informed choice under the GDPR, since it does not 

require firms to disclose their revenue sources, and whether it is enough for individuals to know that 

their data is used, for instance, to ‘improve and personalise the service’, if they do not know what the 

firm is ultimately gaining from it. Stiglitz explains that the disclosure of information regarding 

compensation is helpful for market participants to construe the meaning of certain behaviour on the 

market.325 Accordingly, knowing how firms monetise their services will help consumers understand 

how much value is extracted from their data. An obligation on firms to disclose such information would 

allow individuals to demand a suitable service in return for their data, and might incentivise firms to 

provide better privacy protection, or better services, to justify their revenue. Consumer protection 

regulation has the instruments to require the disclosure of such information as part of a contract, as I 

explain below. 

The Unfair Terms Directive326 can be applied to non-negotiated privacy terms that form part of a 

consumer contract. According to the Directive, a term is unfair if “contrary to the requirement of good 

faith, it causes a significant imbalance in the parties' rights and obligations arising under the contract, 

to the detriment of the consumer”.327 The Annex to the Directive contains an “indicative and non-

exhaustive list of the terms which may be regarded as unfair”;328 among these are terms that have the 

object or effect of: 

(i) irrevocably binding the consumer to terms with which he had no real opportunity of 

becoming acquainted before the conclusion of the contract; 

(j) enabling the seller or supplier to alter the terms of the contract unilaterally without a valid 

reason which is specified in the contract; 

…  

 
323 Michiel Rhoen, ‘Beyond consent: improving data protection through consumer protection law’ (2016) 5(1) 
Internet Policy Review, pp. 6-7. 
324 Natali Helberger, Frederik Zuiderveen Borgesius and Agustin Reyna, ‘The Perfect Match? A Closer Look at the 
Relationship Between EU Consumer Law and Data Protection Law’ (2017) 54 Common Market Law Review. 
325 Joseph E. Stiglitz, ‘Government Failure vs. Market Failure: Principles of Regulation’, in Government and 
Markets: Toward a New Theory of Regulation, Edward J. Balleisen and David A. Moss (eds.) (CUP 2010). 
326 Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts (‘Unfair Terms Directive’), 
OJ L 95, 21.4.1993, pp. 29-34. 
327 Unfair Terms Directive, Article 3(1). 
328 Unfair Terms Directive, Article 3(3). 
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(p) giving the seller or supplier the possibility of transferring his rights and obligations under 

the contract, where this may serve to reduce the guarantees for the consumer, without the 

latter’s agreement.”329 

As pointed out by the CMA, (i) could apply to terms that require consumers to consent to third party 

privacy policies, while (j) could apply if privacy policies are changed after the contract has been 

formed, allowing firms to collect more data or use it differently than what was initially agreed upon. 

Finally, (p) may apply to instances in which firms transfer some business to third parties and the 

assignee provides worse privacy guarantees.330 All these instances are also covered by the GDPR, 

which would probably be the first recourse, as it is specifically designed to deal with data protection 

concerns.331 Nonetheless, institutional differences among data and consumer protection authorities 

in member states, and the availability of remedies, could lead to consumer protection authorities 

seeking to address particular infringements, especially if they appear in combination with other 

infringements that can better be addressed under consumer protection rules. 

The Unfair Commercial Practices Directive (UCPD) is arguably the most significant part of consumer 

law for dealing with the problem of lack of consumer control over data, potentially going beyond the 

protection provided by the GDPR. It treats a practice as unfair if “(1) it is contrary to the requirements 

of professional diligence, and (2) it materially distorts or is likely to materially distort the economic 

behaviour with regard to the product of the average consumer…”332 Specifically, commercial practices 

(which can be actions or omissions) are considered unfair if they are misleading and aggressive. An 

action is misleading “if it contains false information and is therefore untruthful or in any way, including 

overall presentation, deceives or is likely to deceive the average consumer, even if the information is 

factually correct…”,333 while an omission is misleading if “it omits material information that the 

average consumer needs, according to the context, to take an informed transactional decision…” or 

“a trader hides or provides in an unclear, unintelligible, ambiguous or untimely manner such material 

information… or fails to identify the commercial intent of the commercial practice if not already 

apparent from the context”.334 On the other hand, a practice is considered as aggressive, if “by 

harassment, coercion, including the use of physical force, or undue influence, it significantly impairs 

or is likely to significantly impair the average consumer's freedom of choice or conduct with regard to 

the product…”.335  

 
329 Unfair Terms Directive, ANNEX. 
330 CMA, ‘The commercial use of consumer data: Report on the CMA’s call for information’ CMA38 (June 2015), 
162. 
331 However, it should be borne in mind that from an enforcement perspective there might be reasons to look 
at it from a consumer protection angle. 
332 Article 5(2) Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning 
unfair business-to-consumer commercial practices in the internal market and amending Council Directive 
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and 
Regulation (EC) No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial Practices 
Directive’), OJ L 149, 11.6.2005, p. 22–39. 
333 UCPD, Article 6(1). 
334 UCPD, Article 7(1) and (2). 
335 UCPD, Article 8. 
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In the UCPD guidance, the Commission clarifies the application of the Directive to data practices: 

From a UCPD perspective, the first issue to be considered concerns the transparency of the 

commercial practice. Under Articles 6 and 7 of the UCPD, traders should not mislead 

consumers on aspects that are likely to have an impact on their transactional decisions. More 

specifically, Article 7(2) and No 22 of Annex I prevent traders from hiding the commercial 

intent behind the commercial practice… Personal data, consumer preferences and other user 

generated content, have a "de facto" economic value and are being sold to third parties. 

Consequently, under Article 7(2) and No 22 of Annex I UCPD if the trader does not inform a 

consumer that the data he is required to provide to the trader in order to access the service 

will be used for commercial purposes, this could be considered a misleading omission of 

material information.336 

Besides disclosing that the data is used for commercial purposes, under Article 7(1) firms can be held 

to have an obligation to provide information about the collection and utilisation of data in a clear, 

intelligible, unambiguous, and timely manner, if it is material information for consumers and can affect 

their economic behaviour. This requirement may include information as to “whether the prices they 

see are personalized; whether more personal data are captured than necessary to provide the service; 

and whether those data are monetized or shared with other companies”.337 

Returning to the Facebook and WhatsApp case,338 the Italian Competition and Markets Authority 

(AGCM) addressed the harmful practices with its consumer protection powers. In May 2017, the 

AGCM fined WhatsApp three million euros under the Consumer Code (the national transposition of 

the UCPD) claiming, inter alia, that “WhatsApp Inc. de facto forced the users of its service WhatsApp 

Messanger [sic] to accept in full the new Terms of Use, and specifically the provision to share their 

personal data with Facebook, by inducing them to believe that without granting such consent they 

would not have been able to use the service anymore”.339 The AGCM imposed on WhatsApp the 

obligation to publish the infringement decision on its website and inform its users of it; subsequently, 

it fined WhatsApp 50,000 euros for having failed to comply with this obligation.340 

In November 2018, the AGCM fined Facebook 10 million euros for two unfair commercial practices 

and ordered it to stop the practices and publish an amending declaration on its site. The first practice 

 
336 Guidance on the Implementation/Application of Directive 2005/29/EC on Unfair Commercial Practices, 
25.5.2016, 24-25. Annex I, no 22 states: “Falsely claiming or creating the impression that the trader is not acting 
for purposes relating to his trade, business, craft or profession, or falsely representing oneself as a consumer”. 
337 Natali Helberger, Frederik Zuiderveen Borgesius and Agustin Reyna, ‘The Perfect Match? A Closer Look at the 
Relationship Between EU Consumer Law and Data Protection Law’, 1439. 
338 As discussed in the section on data protection regulation, after the Facebook/WhatsApp merger, actions 
prohibiting WhatsApp from sharing consumer data with Facebook were initiated by national data protection 
authorities in Germany, France, and the UK. 
339 AGCM, Press release 12 May 2017 ‘WhatsApp fined for 3 million euro for having forced its users to share their 
personal data with Facebook’, available at http://en.agcm.it/en/media/detail?id=a6c51399-33ee-45c2-9019-
8f4a3ae09aa1.  
340 AGCM, Comunicato stampa 23 gennaio 2018, ‘Sanzione da 50 mila euro a Whatsapp per inottemperanza a 
obblighi informativi agli utenti’, available at https://www.agcm.it/media/comunicati-stampa/2018/1/alias-
9127.  
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consisted in providing misleading information for the collection and use of data; in particular, the 

authority claimed that “the information provided is in fact general and incomplete and does not 

adequately make a distinction between the use of data to personalize the service … and the use of 

data to carry out advertising campaigns aimed at specific targets”.341 The second infringement 

consisted in an aggressive practice in form of the exercise of undue influence on registered users to 

obtain their consent. The AGCM argued that “through the pre-selection of the ‘Active Platform’ 

function Facebook pre-sets the ability of its users to access websites and external apps using their FB 

accounts, thus allowing the transmission of their data to the single websites / apps, without any 

express consent”.342 This case was appealed to the Regional Administrative Court (TAR) Lazio, which 

annulled the second part of the decision, arguing that the authority had inadequately represented the 

way through which the data was shared with third parties and failed to prove how it influenced 

consumer choices.343 The AGCM subsequently started proceedings against Facebook for having failed 

to comply with its remaining obligations under the November 2018 decision.344 

This discussion shows that consumer protection regulation has a similar function as data protection 

regulation when it comes to the role of data in commercial transactions. Both regimes can be used to 

counteract the power and information asymmetries between businesses and consumers and ensure 

the fairness of contracts and commercial practices involving data. The analysis of the regulatory 

frameworks has also revealed that consumer protection law might be able to take into account a 

broader array of factors when it comes to assessing the fairness of data-related commercial 

transactions and could guarantee a more substantive protection of individuals’ economic interests 

(rather than their fundamental rights).345 

 
341 AGCM, Press release 7 December 2018, ‘Facebook fined 10 million Euros by the ICA for unfair commercial 
practices for using its subscribers’ data for commercial purposes’, available at 
https://en.agcm.it/en/media/press-releases/2018/12/Facebook-fined-10-million-Euros-by-the-ICA-for-unfair-
commercial-practices-for-using-its-subscribers%E2%80%99-data-for-commercial-purposes.  
342 Ibid.  
343 Con sentenza del 10 gennaio 2020 n. 261, il Tar del Lazio sede di Roma ha in parte confermato la sanzione 
irrogata dall’Autorità Garante per la Concorrenza ed il Mercato a Facebook per avere adottato una pratica 
commerciale ritenuta “ingannevole”, available at https://dirittodiinternet.it/facebook-valore-dei-dati-tar-lazio-
10-gennaio-2020/. 
344 AGCM, Comunicato stampa 24 gennaio 2020, ‘Avviato procedimento di inottemperanza per Facebook, 
available at https://www.agcm.it/media/comunicati-stampa/2020/1/IP330. 
345 The relevance of consumer protection regulation could be enhanced as a result of the ‘New Deal for 
Consumers’ initiative, “aimed at strengthening enforcement of EU consumer law in light of a growing risk of EU-
wide infringements and at modernising EU consumer protection rules in view of market developments”, 
available at https://ec.europa.eu/info/law/law-topic/consumers/review-eu-consumer-law-new-deal-
consumers_en. This initiative gave rise to Directive (EU) 2019/2161 of the European Parliament and of the 
Council of 27 November 2019 amending Council Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 
2011/83/EU of the European Parliament and of the Council as regards the better enforcement and 
modernisation of Union consumer protection rules, which entered into force on 7 January 2020. The main 
changes introduced by the Directive, designed to strengthen consumers rights, are enhanced enforcement 
measures and increased transparency requirements. Furthermore, the Directive extends the definition of ‘price’ 
across EU consumer law to include payment with personal data; this means that ‘free’ services are covered by 
existing EU consumer protection laws, which, for instance, include the 14-day cancellation right. 
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2.4.2. Consumer protection’s role in regard to the market failure 

Despite potentially being more flexible, consumer law still approaches the problem of lack of 

consumer control over data from the same angle as data protection and, thus, faces similar limitations 

in terms of accounting for market power and the proliferation of data collection activities in the digital 

market. If we take the Italian Facebook case, the authority ordered the platform to be more 

transparent about how it uses data and to get explicit consent. Leaving aside whether Facebook 

actually complied with the order, the additional information obtained by users and the request for 

consent might have alarmed some of them, who might have stopped to use the service, however, two 

problems persist. Firstly, it might still be difficult for consumers to accurately assess the meaning of 

the data protection policies and compare these with the ones of other firms. Secondly, and perhaps 

more importantly, network effects and the lack of viable alternatives might prevent consumers from 

leaving the platform, even if unhappy with the data practices. The problem is that although consumer 

protection enforcement enhances consumers’ ability to make informed decisions on the market, it 

does not increase their choices. If a dominant firm offers a low level of data protection (provided it is 

compliant with consumer and data protection regulation), consumers might be forced to accept it, 

regardless of their preferences, if they do not want to renounce to the service altogether.  

Given that consumer and data protection regulation approach the problem from a similar angle, and 

face similar challenges, it is legitimate to question whether we need both of them. Their overlap does 

not correspond to the overlap between data protection and competition law, since the latter fulfils a 

different function, and solves a different market failure. Competition law is designed to be applicable 

across all markets, in order to guarantee that they function well, irrespective of whether a specific 

regulatory framework also applies. The overlap between consumer and data protection resulted from 

socio-technological changes, which made data become an economic asset, bringing consumer law into 

the picture.346 

From the discussion above it can be concluded that the advantage of consumer protection regulation 

compared to the data protection regime is that it is better suited to ensure the fairness of exchanges 

of data against services in a market context. This could include, for instance, whether firms provide 

adequate information about the monetisation of data. However, the only reason that data protection 

does not currently deal with the economic side of data in a transaction is that it does not accept that 

data can be used as a counter-performance. As discussed earlier, this stance is incompatible with the 

way the market currently functions. Therefore, in this thesis it is argued that this approach needs to 

be updated and that data protection authorities should accept that under specific circumstances a 

 
346 This view is not undisputed; there are arguments in favour of a parallel application of the two regimes. For 
example, it has been argued that “data protection law and consumer law can usefully complement each other. 
Whereas data protection law looks primarily at the fairness of the collection and processing of personal data, 
consumer law broadens that perspective, and provides tools to assess the balance and fairness in the broader 
commercial relationship between consumers and data controllers”. Natali Helberger, Frederik Zuiderveen 
Borgesius and Agustin Reyna, ‘The Perfect Match? A Closer Look at the Relationship Between EU Consumer Law 
and Data Protection Law’ (2017) 54 Common Market Law Review 1427, p. 1459. 
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legitimate exchange between data and online content and services can take place.347 Unless and until 

data protection regulation accepts that data can be used as a counter-performance, consumer 

protection’s rules that regulate transactions involving data are useless in practice. If, under the GDPR, 

consent for data processing is not regarded as freely given when a company makes the provision of a 

service dependent on it (which is what happens if data disclosure is used as a form of payment), the 

company does not have a legal basis for the data processing. If the data cannot be processed lawfully, 

it cannot form the basis of a contract, and consumer law cannot apply.348 Once data protection 

authorities acknowledge that data can be used as a counter-performance, having different set of rules 

applying to the same form of conduct will make it unnecessarily difficult for firms to understand their 

legal obligations, potentially undermining compliance efforts.  

Furthermore, once data protection regulation has updated its view on the role of data in the market, 

data protection authorities can, via the GDPR rules, go further than consumer protection regulation. 

This has to do with the fact that data protection regulation safeguards individuals’ fundamental rights 

around data, while consumer protection regulation safeguards their economic interests as consumers. 

Whilst consumer protection law can guarantee that the conditions around a transaction make it fair, 

data protection regulation has the tools to assess whether the transaction itself, i.e. the value 

exchange taking place, is fair. The latter point is crucial in order to solve the market failure, since, as 

discussed in the last chapter, the market makes it virtually impossible for consumers to carry out this 

assessment themselves. 

The relationship between consumer protection and data protection is complex and has different 

dimensions, which I do not intend to delve into.349 My aim is to justify my decision to focus on the 

interaction between data protection and competition law. I believe these are the two regime that can 

be used to construct a holistic framework that covers the different elements of the market failure 

identified in the last chapter. Although the line between data and consumer protection regulation 

might be blurry, there is no doubt that the data protection framework is the one that is specifically 

designed to deal with issues surrounding individuals’ rights over personal data. Consumer protection 

regulation only enters this regulatory space to the extent that it overlaps with data protection 

regulation; but consumer law does not have anything substantial to add to data protection regulation 

in this regard and, thus, applying both regime at the same time creates unnecessary risks of 

duplications and inconsistencies. I do believe that better data protection enforcement, with a more 

 
347 This is discussed in the next chapter. 
348 See Natali Helberger, Frederik Zuiderveen Borgesius and Agustin Reyna, ‘The Perfect Match? A Closer Look 
at the Relationship Between EU Consumer Law and Data Protection Law’ (2017) 54 Common Market Law Review 
1427, p. 1461. 
349 To give the reader an idea about discussions taking place in this regard, Svantesson claims that “it seems 
possible to conclude that the right of data protection holds a higher position in the hierarchy of rights than does 
consumer protection” and “where consumer protection law imposes duties that go beyond what is catered for 
under the balance struck in data protection law, consumer protection law has, at least prima facie, overstepped 
its mandate”, Dan Jerker B Svantesson, ‘Enter the Quagmire – The Complicated Relationship Between Data 
Protection Law And Consumer Protection Law’ (2018) 34 Computer Law and Security Review 25, p. 31 
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market-based approach and the support of competition law, will obviate the need for consumer 

protection enforcement in relation to this market failure. 

This is not to say that consumer protection does not have a role at all in the exchanges taking place in 

the digital market; for example, when an individual exchanges data for online services, consumer law 

is still relevant in safeguarding consumers’ contractual remedies, in case the content or service does 

not comply with what was agreed upon. Consumers could request repair or replacement under 

consumer protection law, remedies not obtainable under the GDPR. 

2.5. Conclusion 

This chapter pursued a threefold objective. Firstly, it presented the different regulatory regimes that 

play a role when it comes to consumer disempowerment over personal data in the online market. 

Data protection regulation was identified as the main instrument that tackles the market failure; the 

other two relevant regimes are competition law and consumer protection regulation.  

Secondly, the chapter explored why these regimes have not succeeded at correcting the market 

failure. The central point here was that data protection regulation is not well placed to deal with some 

of data’s market aspects in the digital world. Competition law has the tools to complement data 

protection regulation but should acknowledge its complementary role and act accordingly. Consumer 

protection law, on the other hand, was deemed as not having much to add to data protection 

regulation.  

This leads us to the third objective, formulating a way to solve the regulatory failure and, as a result, 

correct the market failure. In this chapter it became apparent that data protection regulation and 

competition law approach the market failure from two different angles and with different tools and 

mainly operate independently from each other. However, the chapter has also uncovered areas in 

which the regimes are, in one way or another, interconnected, raising both challenges and 

opportunities for solving the regulatory failure. These areas of interrelation need to be studied further 

in order to develop a complementary approach. The scenarios A, B and C, explored throughout the 

chapter, have raised different issues in this respect. Firstly, it has been shown how cases A and B could 

potentially be tackled by both authorities, raising questions about how to avoid inconsistencies and 

realise synergies. Secondly, it became clear why case C can be relevant for data protection, although 

data protection authorities do not have the tools to address this type of conduct. In these cases, 

competition law can substantially complement data protection regulation. The approach adopted in 

this thesis is to study all facets of the interrelation between data protection regulation and 

competition law and use this understanding to develop a complementary strategy that can 

compensate for the individual regimes’ limitations. 
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Although the regimes cannot be expected to totally fill each other’s gaps,350 the upshot of this chapter 

is that collectively, data protection regulation and competition law may have sufficient elements to 

correct the market failure. The dichotomy that exists today between these two regimes does not allow 

to make use of this complementarity and leaves the regimes unable to tackle the market failure in its 

entirety. To solve this, the thesis sets out to develop a framework that brings the two regimes together 

in a coherent way. This is done in two main steps; firstly, in Chapter 3 the different dimensions of the 

interrelation between the two regimes are studied in detail. Based on this understanding, Chapters 4 

and 5 explore how to make the most out of this interdependence from a substantive and enforcement 

point of view. 

  

 
350 For instance, although a better-functioning market may alleviate some fairness issues around non-personal 
data, this does not guarantee a fair balance between the interests of individuals and companies, as can be 
expected in case of personal data, covered by data protection regulation. 
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3. THE INTERRELATION BETWEEN DATA PROTECTION 
REGULATION AND COMPETITION LAW 

3.1. Introduction 

In the previous chapter I have shown that both data protection regulation and competition law occupy 

a space in the regulatory landscape surrounding the digital market. The role of data protection 

regulation is to protect individuals’ fundamentals rights over personal data, among other things, by 

correcting power and information asymmetries between digital companies and individuals. 

Competition law, on the other hand, promotes the sound functioning of the digital market and thereby 

safeguards consumers’ economic interests. I argued that looking at the two regimes holistically is 

pivotal to solve the market failure described in Chapter 1, because it cannot be solved by the regimes 

in isolation. A holistic approach can increase consistency and exploit synergies between them and help 

to close the gaps of the individual regimes. 

Before exploring how the two regimes can complement each other in practice, it is vital to understand 

in which ways they intersect. Characterising this interrelation is all but straightforward, but vital if one 

wants to increase the coherence and effectiveness of regulatory responses. This is particularly 

important in view of the fundamentally different and partially opposed roles of the regimes. The 

starting point for the development of a more comprehensive approach is to define a framework which 

brings structure to the different dimensions of the interrelation. Freeman and Rossi carried out a 

comprehensive assessment of what they termed ‘shared regulatory space’.351 They split multi-agency 

regulation into different categories and discuss the respective implications for coordination. The four 

types of interrelation they identify are:352 

(1) overlapping agency functions, where lawmakers assign essentially the same function to 

more than one agency (as when two agencies share enforcement authority over the same 

malfeasance);  

(2) related jurisdictional assignments, where Congress assigns closely related but distinct 

roles to numerous agencies in a larger regulatory or administrative regime (as when each 

agency has jurisdiction over a different sector, product, or territory);353 

(3) interacting jurisdictional assignments, where Congress assigns agencies different primary 

missions but requires them to cooperate on certain tasks (as when agencies charged 

respectively with law enforcement and land management must cooperate on border 

security);354 and  

 
351 Jody Freeman and Jim Rossi, ‘Agency Coordination in Shared Regulatory Space’ (2012) 125(5) Harvard Law 
Review 1131. 
352 Ibid, 1145. 
353 Here the authors explain that “in theory, the agencies could execute their missions separately. Yet since they 
are parts of a larger enterprise, they would be more effective if their policies were consistent”, ibid, 1146. 
354 In these cases, it can come to “situational interdependence among agencies that have different and 
potentially incompatible primary missions”, ibid, 1148. 
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(4) delegations requiring concurrence, where all agencies must agree in order for an activity 

to occur (as when several agencies must approve a permit or license). 

I believe that our case does not fit into any of these categories, since it is difficult to point to one 

regulatory task or goal that the regimes share, or type of conduct that they are both concerned with. 

Furthermore, the concept of ‘shared regulatory space’ seems to be better suited for the 

characterisation of more linear relationships, while we are facing a situation in which two regimes 

interact in a multitude of indirect ways. The realisation that our type of interrelation cannot easily be 

classified under known categories calls for the development a new way of looking at the regimes’ 

interrelation in the digital market.  

The way I conceptualise the interrelation between data protection regulation and competition law is 

by clearly delimitating the regulatory spaces of the two regimes but treating their boundary as a 

permeable membrane that allows elements of one regime to spill over into the other. This spilling 

over can occur to different degrees and manifest itself in different ways; I identify three categories 

that raise distinct issues and have different policy implications.355 Firstly, independent actions of the 

regimes can lead to mutual reinforcement of their policy goals; secondly, opposing policies can raise 

compatibility issues and hinder successful regulatory outcomes; thirdly, the regimes can find 

themselves tackling the same conduct from two different angles, which calls for a closer look at the 

boundary between the regimes. 

3.2. Competition and data protection as two sides of the same coin 

 

The key role of data protection regulation is to correct power and information asymmetries and 

thereby protect individuals’ fundamental rights over personal data. Competition law, on the other 

hand, controls anticompetitive conduct in the market and by doing so safeguards consumers’ 

economic interests. Although the market failures that the two regimes tackle and the forms of harm 

that they are designed to solve generally differ, in the online data market the lines between these 

forms of harm and market failures blur. Both market concentration and information and power 

asymmetries contribute to a market in which consumers do not have enough control over their data 

and firms can collect and monetise excessive amounts of it.356 Furthermore, it is almost impossible to 

separate individuals’ economic interests and fundamental rights over data. Individuals’ data has both 

an economic and an intrinsic value; its excessive collection can, thus, simultaneously harm individuals’ 

 
355 These are not mutually exclusive, but the issues they raise require independent analysis. 
356 See discussion in Chapter 1. 

Data 
protection 

Competition 
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economic interests (if they are inadequately compensated for it or if it results in an economic loss), as 

well as their fundamental rights. Consequently, preventing one form of harm will necessarily 

contribute to averting the other one. 

Figure 3.1: The two market failures and forms of harm 

 

What this means is that, in principle, the two regimes are mutually reinforcing; they can, each through 

its own means, prevent both forms of harm by improving the functioning of the market and 

contributing to better conditions for individuals. In fact, it can be argued that both regimes are 

necessary for sound competition on data protection to take place and consumer control over data to 

be secured.  

Firms must be able to communicate to consumers that they are offering better terms, and a sufficient 

number of consumers must respond to these terms, so that it pays off for the firms to offer them. 

Data protection regulation’s role here is to shape consumer demand by increasing their awareness of 

and control over the terms they are getting. Data protection creates the conditions for competition 

on data protection to take place, because it sets a benchmark for what legitimate terms are and 

enhances transparency, meaning that consumers are in a better position to respond to changes in the 

level of protection. For instance, the GDPR states that data protection certifications “enhance 

transparency and compliance … allowing data subjects to quickly assess the level of data protection 

of relevant products and services”.357 This, in turn, creates incentives for firms to offer better data 

protection terms, in order to gain a competitive advantage.358 Although this is true in theory, the way 

data protection regulation is designed and applied in practice can also hamper competition.359 Why 

this is the case is discussed in the next part; the next chapters then look at practical ways in which 

conflicting outcomes can be avoided. 

Competition law, on the other hand, ensures that the structure of the market remains competitive, so 

that if consumers formulate demand for more data protection, the market will deliver better data 

protection terms, including better information and control over data. It achieves this mainly by 

controlling that firms do not illegitimately restrain competition, in particular by stopping harmful 

 
357 GDPR, recital 100. 
358 Wolfgang Kerber, ‘Digital Markets, Data, and Privacy: Competition Law, Consumer law and Data Protection’ 
(2016) 11(11) Journal of Intellectual Property Law & Practice 860; Monopolkommission, ‘Competition Policy: 
The Challenges of Digital Markets’ Special Report No 68 (2015) 75. 
359 See, for instance, Michal S. Gal and Oshrit Aviv, ‘The Competitive Effects of the GDPR’, forthcoming, Journal 
of Competition Law and Economics (2020). 
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mergers and regulating the behaviour of dominant players. In theory then, the stronger competition 

is, the more effective data protection regulation becomes in increasing consumer control over 

personal data and vice versa.360 Accordingly, both regimes can contribute to a better functioning data 

market and, thereby, increase consumers’ choices and prevent both forms of harm, i.e. economic 

harm and an interference with fundamental rights. 

This is a simplified account of the regimes’ potential to be mutually reinforcing; in practice, there are 

a number of reasons why the combination of the two regimes might not lead to a better functioning 

market. One reason, described in the first chapter, is that individuals do not necessarily behave 

rationally when it comes to the way they deal with their data in the digital market. Moreover, when 

talking about competition leading to better data protection terms, it is necessary to specify the level 

at which competition takes place. Since data is usually collected by firms in exchange for the provision 

of goods or services, competition can take place on the goods or services through which data is 

collected and/or the level of data protection offered.361 Lynskey argues that currently competition is 

mainly driven by the main goods and services, with competition on data protection being a secondary 

driver of competition. It is important to understand this difference, because more competition might 

not necessarily lead to an increase of competition on data protection, if the preconditions for it are 

not present. For competition on data protection to become an “independent factor for the acquisition 

of personal data”,362 consumers must respond to changes in data protection terms and not only to 

changes in the products or services themselves. While data protection regulation can help achieve 

this, as discussed earlier, also competition authorities can and arguably should intervene specifically 

to safeguard this form of competition.363 

Studies have confirmed the positive correlation between the level of competition and the level of data 

protection in the market. Kesler and others studied the data collection strategies of 65,000 developers 

of mobile apps and monitored 300,000 apps over four years. They concluded that “the market share 

is strongly correlated with using intrusive permissions. Stronger apps seem to use their market power 

for acquiring more data”.364 Also Preibusch and Bonneau’s analysis of privacy characteristics of 140 

websites showed that websites with a low degree of competition are significantly more likely to collect 

 
360 This is particularly important in the digital market in which consumers do not pay directly, because this limits 
their incentives to switch. This means that new entrants or existing competitors must attract users through 
demonstrably better quality rather than being able to undercut prices. CMA, ‘Online platforms and digital 
advertising market study’, interim report, 18 December 2019, p. 39, available at https://www.gov.uk/cma-
cases/online-platforms-and-digital-advertising-market-study.  
361 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’ (2017) 54(1) Common Market Law Review; Samson Y. Esayas, ‘Competition in (data) 
privacy’, (2018) 8(3) International Data Privacy Law. 
362 Francisco Costa-Cabral and Orla Lynskey, ‘Family ties: the intersection between data protection and 
competition in EU Law’, p. 13. 
363 See discussion in Chapter 4. 
364 Reinhold Kesler, Michael Kummer and Patrick Schulte, ‘Mobile Applications and Access to Private Data: The 
Supply Side of the Android Ecosystem’ (2017) Centre for European Economic Research Discussion Paper 17-075, 
p. 26. Available at http://ftp.zew.de/pub/zew-docs/dp/dp17075.pdf.  
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a greater amount of personal data from users.365 Although the authors do not explain such correlation, 

their findings support the proposition that competition plays a role the problem of lack of consumer 

control over data. They also seem to confirm the vicious circle that has been described in the first 

chapter, i.e. control over more data that other market players can entrench a dominant market 

position. 

The interdependence between the regimes can also be exemplified by the data portability 

requirement contained in Article 20 of the GDPR.366 Data portability is based on the premise that 

control over data means that individuals must have the possibility to obtain their data and to transfer 

it to another provider.367 The Commission explained the reasoning behind the right:  

with increasing use of certain online service, the amount of personal data collected in this 

service becomes an obstacle for changing services, even if better, cheaper or more privacy 

friendly services become available… This situation effectively creates a lock-in with the specific 

service for the user and makes it effectively very costly or even impossible to change 

provider…368 

This data protection provision is closely interlinked with competition, inasmuch as it is based on 

individuals having another option on the market, and at the same time it promotes competition by 

facilitating consumer switching. While the rule recognises the importance of a competitive market for 

data protection, it is not itself able to give substance to it. If the market is monopolised, for instance, 

the provision is devoid of meaning, and although it might incentivise entry (by facilitating switching) 

other entry barriers (e.g. network effects) and/or the conduct of the monopolist might still prevent 

competition from arising. The potential and limitations of data portability have been discussed 

extensively by others;369 for the purposes of this analysis, data portability shall merely serve as an 

example of the intricate link between data protection and competition. 

Although this is a high-level account of the mutual reinforcement between the regimes, it serves to 

show that when it comes to the role of data in the online market, competition and data protection 

authorities both have an interest in safeguarding the market functioning and individuals’ control over 

 
365 Soeren Preibusch and Joseph Bonneau, ‘The Privacy Landscape: Product Differentiation on Data Collection’ 
in Bruce Schneier (ed.), Economics of Information Security and Privacy III (Springer, 2013) p. 280. 
366 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation). 
367 For more details on when data portability applies and what its elements are see Art 29 Working Party, 
‘Guidelines on the Right to Data Portability’, 5 April 2017, 16/EN WP 242 rev.01. 
368 DG Justice and Consumers, ‘Commission Staff Working Paper Impact Assessment Accompanying the 
document Regulation of the European Parliament and of the Council on the protection of individuals with regard 
to the processing of personal data and on the free movement of such data (General Data Protection Regulation) 
and Directive of the European Parliament and of the Council on the prosecution of criminal offences or the 
execution of criminal penalties, and the free movement of such data’, SEC(2012) 72/2, (20.01.2012), p. 28. 
369 De Hert, Paul et al., ‘The right to data portability in the GDPR: Towards user-centric interoperability of digital 
services’ (2018) 23(2) Computer Law & Security Review; Inge Graef, Jeroen Verschakelen and Peggy Valcke, 
‘Putting the Right to Data Portability into a Competition Law Perspective’ (2013) Law: The Journal of the Higher 
School of Economics, Annual Review 53-61. 
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data. From this point of view, the regimes are compatible, and their actions can reinforce one another 

as a side effect.370 As the European Data Protection Supervisor (EDPS) noted in its preliminary opinion 

on privacy and competitiveness in the age of big data,371 EU rules in the areas of competition law and 

data protection both aim to promote growth and innovation and to promote the welfare of individual 

consumers. It argued that synergies in the enforcement of these rules should be explored in order to 

increase their effectiveness and stimulate the market for privacy-enhancing services. This can be taken 

to entail two things: 1) the regimes have an interest in supporting each other and not to undermine 

each other’s regulatory goals and 2) when it comes to circumstances at the interface between the two 

regimes, the authorities might need to take into account factors falling under the competency of the 

other regime. In particular, they should be aware of potential challenges the other regime is facing in 

achieving its policy goals and not assume that the mere existence of that regime guarantees perfect 

regulatory outcomes.372 

The data portability example demonstrates this; the broad right to data portability established by the 

GDPR can be more or less effective, depending on the degree of competition in a market. By taking 

this variable into account, data protection authorities are in a better position to implement the 

obligations of specific firms in a way that maximises the protection of individuals’ rights. Given the 

permeable membrane between the regimes, gaining a more accurate understanding of the market 

dynamics is crucial in order for rules to be applied adequately and policies to be as effective as 

possible. In which areas this is particularly important and what it entails in practice is analysed in the 

next chapter. 

3.3. Incompatibilities between the regimes 

 

Having regard to each other when their goals are compatible should be relatively straightforward for 

the two regimes, since collaboration can lead to better outcomes for both. However, there are also 

instances in which the regimes’ approaches collide. To the extent that the regimes are incompatible, 

it is unlikely that they will forgo achieving their own aims in order to safeguard the goals of the other 

 
370 The complementarity of the regimes also implies that competition law can close some of the gaps of data 
protection regulation identified in the last chapter; for instance, more competition can ensure fairness when it 
comes companies’ conduct concerning non-personal data, which individuals cannot control under the GDPR. 
371 Preliminary Opinion of the European Data Protection Supervisor, ‘Privacy and competitiveness in the age of 
big data: The interplay between data protection, competition law and consumer protection in the Digital 
Economy’, March 2014. 
372 These issues are discussed in Chapter 4, dealing with the interrelation between the regimes from a 
substantive point of view. 
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regime. At the end of the day, they are two separate regulatory regimes, accountable independently 

for enforcing their legal and regulatory frameworks. Nonetheless, the interdependence of the two 

regimes and the indispensability of both in order to successfully tackle the market failure means that 

it is of utmost importance to address these conflicts and develop a compatible approach. 

3.3.1. Two different approaches  

Although data protection and competition law can complement each other when acting to empower 

consumers and create a well-functioning market, the two regimes operate in two very distinct ways 

and their aims are only partially overlapping. Conflicts between the regimes arise due to the fact that 

while competition law promotes the natural functioning of the market and adopts an economic view 

of personal data, data protection regulation perceives data as a fundamental right and works by 

guiding the behaviour of market players in relation to it. Generally speaking, while competition law 

encourages the sharing of data to facilitate competition, data protection regulation is wary of the 

duplication of personal information373 and can restrict competition by imposing requirements around 

data processing.374 

A concrete manifestation of the intrinsic divergence between data protection and competition law 

can be found when data is used as a form of payment, or counter-performance, for an online service. 

From a competition policy point of view, whether consumers pay with money or data is not relevant; 

as long as the competitive process is not distorted by anticompetitive practices, the market forces are 

well placed to offer consumers what they want. If consumers are content with exchanging their data 

for online services, the market will provide them with this option. Unduly limiting what firms are able 

to offer restricts competition and reduces economic efficiency. Conversely, a functioning market is 

conducive to better conditions for consumers, including better data protection terms. Data protection 

regulation, on the other hand, protects data as a fundamental right and does not take into account 

that sometimes data exists in a market context and that individuals (want to) exchange their data for 

online services. The EDPS explained that: 

in the EU, personal information cannot be conceived as a mere economic asset. According to 

the case law of the European Court of Human Rights, the processing of personal data requires 

protection to ensure a person's enjoyment of the right to respect for private life and freedom 

of expression and association. Furthermore, Article 8 of the EU Charter and Article 16 of the 

Treaty on the Functioning of the European Union (TFEU) have specifically enshrined the right 

to the protection of personal data.375 

Further, it claimed that: 

 
373 As exemplified by the principles of ‘purpose limitation’ and ‘data minimisation’ (GDPR, Article 5(1)(b) and (c)). 
374 How the data protection regulation can increase barriers to entry in practice and how this can be avoided is 
discussed in the next chapter.  
375 EDPS, Opinion 08/2016 on coherent enforcement of fundamental rights in the digital age of big data, 23 
September 2016, p. 7. 
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There might well be a market for personal data, just like there is, tragically, a market for live 

human organs, but that does not mean that we can or should give that market the blessing of 

legislation. One cannot monetise and subject a fundamental right to a simple commercial 

transaction, even if it is the individual concerned by the data who is a party to the 

transaction.376 

The refusal to look at data from a market perspective prevents data protection regulators from 

assessing both sides of the transaction taking place in relation to data in the online market, i.e. the 

data that individuals are disclosing and the content or services they are getting in return for it. The 

problem that this creates in practice can be exemplified by a case in which consumers were given the 

choice between a free/cheaper service, which used personal data, and a more expensive, privacy 

friendly, version. In the case, the UK Information Commissioner’s Office (ICO) issued a warning to the 

US-based Washington Post, over the way it obtained consent for cookies and tracking. 377 The Post 

offered EU users three subscription options: a free one with limited access to articles, conditional upon 

the use of cookies and tracking, one with unlimited access for $6, also conditional upon the use of 

cookies and tracking, and one for $9 without the use of cookies and tracking. The ICO found that the 

option costing £9 was not a free alternative and, thus, the consent for processing (under the free or 

£6 option) was not freely given, because the service was “conditional on consent to the processing of 

personal data that is not necessary for the performance of that contract”.378 In response to this 

approach, it has been argued that “the ICO’s rigid interpretation, requiring free alternative, is based 

on a misconception that the user’s information is not part of the price in the free or discounted deal 

in exchange for content that is not supposed to be free”.379 The current approach taken by data 

protection authorities completely ignores the way businesses in the online market currently 

operate.380 The ICO has issued a written warning to the Washington Post to ensure access to all three 

subscription levels without users having to consent to the use of cookies. It is apparent why such a 

request cannot be accommodated by a company that needs to make a profit in order to survive in the 

market. 

Unless the fundamental incompatibility between perceiving data as a fundamental right and its 

commodification381 is solved, data protection misses the opportunity to improve the digital market’s 

 
376 EDPS, Opinion 4/2017 on the Proposal for a Directive on certain aspects concerning contracts for the supply 
of digital content, 14 March 2017, available at  
https://edps.europa.eu/sites/edp/files/publication/17-03-14_opinion_digital_content_en.pdf.  
377 The Register, ‘Washington Post offers invalid cookie consent under EU rules – ICO: UK watchdog waves fist in 
paper’s general direction, asks it to stop forcing people to accept tracking’ 19 November 2018, available at 
https://www.theregister.co.uk/2018/11/19/ico_washington_post/.  
378 GDPR, Article 7(4). 
379 Mingli Shi, ‘Ad-Tracking Consent & The Dilemma: Some Thoughts on the Washington Post Case’, 6 December 
2018, available at https://mingli.me/2018/12/06/ad-tracking-consent-the-dilemma/.  
380 Although the EDPS and ICO claim that the GDPR does not allow personal data to be used as counter-
performance, there are no judicial findings to this effect and other data protection authorities might reach 
different conclusions as to the implications of Article 7(4) GDPR. 
381 EDPB, Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the 
provision of online services to data subjects, Adopted on 9 April 2019, para. 51. 
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functioning in relation to the use of data. Under the current approach, there seem to be two possible 

outcomes: 

1) Data protection authorities strictly enforce the prohibition of making a service dependent 

on data collection, meaning that some firms will no longer be able monetise their services 

through data.382 As a consequence, some will probably start to charge monetary prices. In 

the case of the Washington Post, in order to comply with the ICO’s request, the only 

reasonable solution for it would be to restrict its subscription model to the $9 option 

without the use of cookies and tracking. Such an outcome will deprive consumers of the 

choice to monetise their data instead of paying in monetary terms. This is not necessarily 

in line with data protection’s goal to empower consumers over their data. It could also 

eliminate competition between different business models (i.e. services which are paid for 

and others that collect data) and lead to a worsening of conditions for consumers. 

Furthermore, preventing firms from monetising data as their business model could also 

be harmful for competition if, for instance, it means that smaller players that rely on data 

monetisation will no longer be able to compete against incumbents, if they need to charge 

monetary prices. Restricting the natural functioning of the market forces, can, thus, lead 

to an inefficient allocation of resources and losses for consumers. There are obviously 

instances in which some forms of restrictions in the market are justified and necessary to 

protect the public interest.383 However, in this instance it must be asked if this restriction 

does not go too far, since it could significantly undermine consumers’ economic interests, 

while it is questionable whether the measures are really necessary and able to achieve 

data protection’s aims. 

2) Data protection authorities acknowledge that enforcing the rules too strictly will have far-

reaching, possibly negative, consequences for the market and, thus, decide to be more 

permissive when it comes to data used as a counter-performance, i.e. allow some form of 

exchange between data and services, as long as the other data protection principles are 

respected. However, the refusal to accept data as a counter-performance leaves the 

authorities paralysed by not having the right means to confront digital platforms’ 

utilisation of data in the digital market. Basically, authorities are unable to effectively 

regulate big data companies’ behaviour, because they are reluctant to address the 

conditions under which the exchange of data against services takes place, since in theory 

they do not recognise this exchange as legitimate. This leaves individuals exposed to unfair 

and harmful data practices.  

I suspect that currently we find ourselves in between these two approaches, leaning towards the latter 

one. We see a series of efforts to somehow regulate the behaviour of these companies, but without 

 
382 How to ensure that such a policy is effective is another question; enforcement is discussed in Chapter 5. 
383 E.g. food safety regulation also significantly shapes the functioning of the market but is arguably necessary 
from a public health point of view.  
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taking a strong enough stance in regard to the way they monetise data.384 For example, the French 

Data Protection Commission fined Google €50m for two GDPR violations. Firstly, it held that Google 

violated the obligation of transparency and information, because the information provided to its users 

was neither clear nor comprehensive, too general, and spread over too many documents. Secondly, 

Google was found to have violated the obligation to have a legal basis for processing in relation to ads 

personalisation, because consent, on which it relied, was not valid, since it was not sufficiently 

informed and neither specific, nor unambiguous. None of the two infringements tackle the problem 

of data being used as commodity; Google could comply with the obligations addressed in by French 

Commission and still monetise data in exchange for its service.385  

Data protection authorities should try to find a balance between reducing power and information 

asymmetries, thereby empowering consumers, and enabling the market to function and naturally 

respond to consumer demand.386 A more flexible approach is needed, which allows data protection 

authorities to include into their assessment whether data is an intrinsic part of a business model and 

data subjects get something in return for their data. The next step would then be to work with 

competition authorities, to understand whether a market is functioning well and can be relied on to 

reflect consumer preferences.387 It is not argued that data protection regulation should align its goals 

to the ones pursued by competition law, but that it should adopt an approach that is consistent with 

the way the market functions. In terms of the underlying incompatibilities between the regimes, I 

concentrate on the extent to which data protection regulation should adapt to the market functioning, 

because I believe it is currently the biggest obstacle to a successful regulatory framework. Since 

competition law is concerned with the market functioning, it has tools that could help the assessment 

of data protection authorities. Although competition law is not incompatible with data protection 

principles in a comparable way, competition authorities do have to take data protection elements into 

account insofar as their actions may impact individuals’ fundamental right to data protection.388 It 

might also be in their interest to include elements relating to data protection regulation, for instance, 

when assessing how digital markets function. The next chapters will be dedicated to exploring how, 

 
384 Nationale de l'Informatique et des Libertés, ‘The CNIL’s restricted committee imposes a financial penalty of 
50 Million euros against Google LLC’ (21 January 2019) available at https://www.cnil.fr/en/cnils-restricted-
committee-imposes-financial-penalty-50-million-euros-against-google-llc. 
385 A different issue is whether Google could comply with these obligations while acting in the way it does now. 
In other words, the way it uses data is so complex that it might simply not be possible to obtain sufficiently 
informed, specific, and unambiguous consent in relation to it. In order to comply, Google might have to 
streamline its practices in a way that will allow it to adequately inform users about them. This is another possible 
point of conflict between data protection and the way the digital market functions. However, solving this issue 
would probably require a major overhaul of either the current concept of data protection regulation or the way 
the digital market is allowed to function. In either case, this is not what this thesis is set out to do. 
386 This and the next chapters explore how they can achieve this.   
387 This particular aspect will be explored in the next chapter, when discussing what elements data protection 
can borrow from competition principles.  
388 Charter of Fundamental Rights of the European Union [2012] OJ C326/391, Article 51(1), “The provisions of 
this Charter are addressed to the institutions, bodies, offices and agencies of the Union with due regard for the 
principle of subsidiarity and to the Member States only when they are implementing Union law. They shall 
therefore respect the rights, observe the principles and promote the application thereof in accordance with their 
respective powers and respecting the limits of the powers of the Union as conferred on it in the Treaties”. 
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from a substantive and enforcement point of view, the regimes can take into account elements from 

each other. 

3.3.2. What justifies a reconciliation? 

I have argued that data protection regulation should allow for more flexibility when assessing what 

data practices are lawful; in particular, authorities should allow for the possibility to make services 

conditional on data disclosure. This does not mean permitting an unrestricted monetisation of data 

but accepting that under certain conditions and with guarantees in place firms should be allowed to 

offer their services in exchange for data. I will now discuss two different approaches that would enable 

data protection authorities to apply the regulatory framework in such a manner. The first one is seeing 

the commercialisation of data as fundamentally incompatible with the right to data protection but 

acknowledging that in certain instances the freedom to conduct business should prevail over a strict 

application of data protection rules. The second one is adopting a more flexible view of the right to 

data protection and accepting that it can be compatible with using data in exchange for services. 

A. Balancing data protection and the freedom to conduct business 

The current approach towards the right to data protection and interpretation of the GDPR risks to 

undermine online firms’ freedom to conduct a business, recognised under Article 16 of the Charter of 

Fundamental Rights of the European Union, because it essentially outlaws a business model that is 

widely used in the digital market. In relation to the right to conduct business, the European Union 

Agency for Fundamental Rights explained that: 

the Court of Justice of the European Union (CJEU) started to develop elements of the right as 

early as the mid-1970s – long before the Charter came into existence in 2000 – on the basis 

of rights stemming from the common constitutional traditions as well as the EU common 

market freedoms, including the freedom of movement… With the Charter becoming legally 

binding in 2009, the right has come to occupy a more prominent role. It is being used more 

forcefully to balance other rights and underpin proportionality tests of various intrusive 

measures. In recent years, the CJEU has for instance ruled that freedom to conduct a business 

trumps disproportionate obligations for businesses to retain data, but is secondary to 

consumers’ right to health.389 

In Sky Österreich390 the Court stated that: 

The protection afforded by Article 16 of the Charter covers the freedom to exercise an 

economic or commercial activity, the freedom of contract and free competition… 

In addition, the freedom of contract includes, in particular, the freedom to choose with whom 

to do business (see, to that effect, Joined Cases C-90/90 and C-91/90 Neu [1991] ECR I-3617, 

 
389 European Union Agency for Fundamental Rights, ‘Freedom to conduct a business: exploring the dimensions 
of a fundamental right’ (2015), p. 9, available at https://fra.europa.eu/sites/default/files/fra_uploads/fra-2015-
freedom-conduct-business_en.pdf. 
390 Case C-283/11, Sky Österreich GmbH v Österreichischer Rundfunk, ECLI:EU:C:2013:28. 
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paragraph 13), and the freedom to determine the price of a service (see, to that effect, Case 

C-437/04 Commission v Belgium [2007] ECR I-2513, paragraph 51, and Case C-213/10 F-TEX 

[2012] ECR, paragraph 45).391 

The freedom is not absolute and must be viewed in relation to its social function;392 Article 52(1) of 

the Charter (which equally applies to the right to data protection) states that: 

Any limitation on the exercise of the rights and freedoms recognised by this Charter must be 

provided for by law and respect the essence of those rights and freedoms. Subject to the 

principle of proportionality, limitations may be made only if they are necessary and genuinely 

meet objectives of general interest recognised by the Union or the need to protect the rights 

and freedoms of others. 

The court in Sky Österreich held that: 

where several rights and fundamental freedoms protected by the European Union legal order 

are at issue, the assessment of the possible disproportionate nature of a provision of 

European Union law must be carried out with a view to reconciling the requirements of the 

protection of those different rights and freedoms and a fair balance between them.393 

In another case which involved diverging rights and freedoms, Scarlet v SABAM,394 the Court found 

that an injunction requiring an internet service provider (ISP) to install an expensive copyright 

infringing filtering mechanism would infringe its economic freedoms. The court stated that “national 

authorities and courts must, in particular, strike a fair balance between the protection of the 

intellectual property right enjoyed by copyright holders and that of the freedom to conduct a business 

enjoyed by operators such as ISPs pursuant to Article 16 of the Charter”.395 

The GDPR does foresee the potential conflict between data protection and other rights; recital 4 reads 

that “the right to the protection of personal data is not an absolute right; it must be considered in 

relation to its function in society and be balanced against other fundamental rights, in accordance 

with the principle of proportionality”396 and that “this Regulation respects all fundamental rights and 

observes the freedoms and principles recognised in the Charter as enshrined in the Treaties, in 

particular the … freedom to conduct a business…”397 In relation to the role of this recital, one should 

note the following statement in the Commission’s communication on the strategy for the effective 

implementation of the Charter: 

… The insertion of recitals is not a mere formality, it reflects the in-depth monitoring of the 

proposal's compliance with the Charter. The recitals which set out the proposal's conformity 

 
391 Ibid, paras. 42-43. 
392 Ibid, para. 45. 
393 Ibid, para. 60. 
394 Case C-70/10, Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM), 
ECLI:EU:C:2011:771.  
395 Ibid, para. 46. 
396 GDPR, recital 4. 
397 GDPR, recital 4. 
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with the Charter will be chosen to indicate exactly which fundamental rights the proposal in 

question will affect. More specific tailor-made recitals concerning certain fundamental rights 

will be inserted where necessary to explain the scope of a provision or the solutions 

incorporated in the proposal to ensure that the limitation on a fundamental right is justified 

under Article 52 of the Charter.398 

As a matter of fact, the EDPB has expressly acknowledged the relevance of the freedom to conduct a 

business when it comes to data protection regulation obligations. In its guidelines on the processing 

of personal data under Article 6(1)(b) GDPR in the context of the provision of online services to data 

subjects it has stated that: 

Article 6(1)(b) GDPR provides a lawful basis for the processing of personal data to the extent 

that ‘processing is necessary for the performance of a contract to which the data subject is 

party or in order to take steps at the request of the data subject prior to entering into a 

contract’. This supports the freedom to conduct a business, which is guaranteed by Article 16 

of the Charter, and reflects the fact that sometimes the contractual obligations towards the 

data subject cannot be performed without the data subject providing certain personal data.399 

It is apparent that the freedom to conduct a business can be affected by data protection regulation; 

what is more controversial is assessing how to balance the two rights when it comes to the way 

businesses operate in the digital market. The Centre for Information Policy Leadership (CIPL) 

commented on EDPB’s guidelines on Article 6(1)(b) GDPR,400 welcoming “the acknowledgment that 

Article 6(1)(b) is intended to support the freedom to conduct a business, as guaranteed by Article 16 

of the Charter of Fundamental Rights of the European Union”.401 It then remarked that several 

characteristics of today’s digital world are not sufficiently taken into account by the guidelines. It 

argued that, when establishing what data is necessary for the performance of a contract, the 

distinction between the contract and the associated personal data is difficult to draw in the digital 

economy and requires a case-by-case assessment. Furthermore, it contended that the guidelines 

 
398 European Commission, Communication from the Commission, Strategy for the Effective Implementation of 
the Charter of Fundamental Rights by the European Union, COM(2010) 573/4, p. 7.  
399 EDPB, ‘Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the 
provision of online services to data subjects’, 8 October 2019, version 2.0, p. 4, available at  
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines-art_6-1-b-
adopted_after_public_consultation_en.pdf.  
400 EDPB, ‘Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the 
provision of online services to data subjects’, 9 April 2019, version for public consultation, available at 
 https://edpb.europa.eu/sites/edpb/files/consultation/edpb_draft_guidelines-art_6-1-b-
final_public_consultation_version_en.pdf.  
401 ‘Comments by the Centre for Information Policy Leadership on the European Data Protection Board’s Draft 
Guidelines 2/2019 on the Processing of Personal Data under Article 6(1)(b) GDPR in the Context of the Provision 
of Online Services to Data Subjects Adopted on 9 April 2019’, 23 May 2019, available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_comments_on_the_edpbs_guidel
ines_on_the_processing_of_personal_data_under_article_6_1__b__gdpr_in_the_context_of_the_provision_o
f_online_services_to_data_subjects.pdf.  
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should “remain flexible enough to allow for the future development of new technological, economic 

and contractual models involving the use of personal data” and that  

the assessment of what data processing is necessary for the provision of an online service 

should not be conducted in an ex ante manner, nor should it be conducted outside the context 

of the specific service offered. It should account for all its offered functionalities and the 

specific business model involved. 

These comments signal that it is difficult to determine in advance how the balance should be struck, 

and that data protection’s assessments should consider the characteristics of each case and the role 

that data plays in the digital market. As pointed out by the CIPL, this is not only important for existing 

businesses, but also to ensure that new models can be developed. Even if data protection authorities 

are reluctant to see data as a commodity, they must recognise that the right to data protection needs 

to be balanced against other interests and allow the market to take its course. This balance needs to 

be drawn even when data is used as a counter-performance; it should not be the case that the balance 

is automatically struck in favour of data protection rights and against the freedom to conduct a 

business. This reasoning applies to all legal bases for data processing, but when it comes to data as a 

counter-performance, consent and legitimate interests are the most relevant ones. Indeed, if data 

collection is not only incidental to the transaction, but at the core of the exchange, it becomes 

problematic to argue that consent is never freely given. This would be similar to saying that if the 

money one pays for a service is not strictly necessary for its performance, consent to pay cannot be 

valid. It has been claimed that “just like any other private provider of commercial goods and services 

can refuse access to their offering, unless terms, conditions, and payment are accepted by the 

consumer”.402 In line with this view, an online service provider should be able to make the provision 

of its service dependent upon users agreeing to the activities that it uses to monetise its content, such 

as data-driven advertisement.403 Equally, where appropriate, economic interests of businesses should 

be taken into account when assessing their legitimate interests in data processing.404 If it can be 

guaranteed that personal data is exchanged and monetised in a fair manner and in the interest of 

individuals, there is an argument for saying that businesses’ freedom should prevail. 

B. Data as counter-performance as part of the right to data protection 

The alternative approach is to accept that, under certain circumstances, data as a counter-

performance is compatible with the right to data protection. What this means is that data protection 

authorities could adapt their view of data protection to the realities of the digital market, in which 

individuals (want to) exchange data for services. In the first chapter I have argued that data protection 

can be understood as a transparency tool, promoting individuals’ proactive right to control what 

 
402 Matthias Matthiesen, 'Publishers are still in control of their product and business models' 4 June 2018, 
available at https://www.iabeurope.eu/policy/publishers-are-still-in-control-of-their-product-and-business-
models/.  
403 Ibid. 
404 The next chapter looks at relevant factors that data protection authorities should take into account when 
assessing whether firms can rely on a given legal basis for their processing activities.  
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happens with their data and that there is nothing inherently wrong with collecting and using personal 

information. If data protection is centred on the right of data subjects to have control over their data, 

it is not fundamentally incompatible with exchanging this data against services. Using data as a 

counter-performance, if it occurs under the guarantees established by data protection regulation, is 

in line with data subjects’ freedom to determine what to do with their data. Data protection regulation 

is exactly what ensures that individuals’ rights over data are protected in these transactions. 

Nevertheless, insofar as a transaction involving data has a market component, the market conditions 

under which the transaction occurs can impact individuals’ rights over data. Thus, data protection 

authorities need to incorporate the market aspects of data processing into their assessments, to 

safeguard individuals’ rights over data in a market context.405 

Furthermore, earlier it has been argued that individuals’ fundamental rights and economic interests 

in relation to data are closely interlinked in the digital world. Data subjects are often also consumers, 

and they have both an intangible and economic interest in their data. The separation of these two 

interests is artificial and disconnects the regulation from the real world, thereby threatening to 

undermine individuals’ interests and needs.406 Langhanke and Schmidt-Kessel argue that: “trading (in 

a larger sense) with personal data has become a well-established phenomenon and lawyers should 

not refuse to deal with this phenomenon only by referring to the personality right of the respective 

consumers and other data subjects”.407 It has also been suggested that 

the human-rights aspect of personal data and the capacity of personal data to serve as 

counter-performance are not mutually exclusive. In other legal disciplines it is well established 

that personality-related rights (such as authors’ rights or publicity rights) can simultaneously 

have a monetary dimension, which their holders are free to realise. Such duality can equally 

apply to the interface between data as reflecting a personal right (e.g., under the GDPR) and 

data as a commodity (e.g., under the [Digital Content Directive])”.408 

Practical aspects 

The unavoidability of regulating in line with market realities, in order to protect individuals’ interests, 

is apparent when it comes to the Digital Content Directive,409 the purpose of which is to guarantee 

consumer protection in relation to contracts for the supply of digital content or services. The proposal 

of the Directive410 referred to data as a possible form of counter-performance for digital content or 

services. The EDPS, commenting on the proposal, claimed that it welcomed the initiative of the 

Commission, since it “recognises the importance of the digital economy in the Union and the value of 

 
405 How this can be done is discussed in the next chapter. 
406 Carmen Langhanke and Martin Schmidt-Kessel, ‘Consumer Data as Consideration’ EuCML Issue 6/2015, 219. 
407 Ibid. 
408 Axel Metzger, Zohar Efroni, Lena Mischau and Jakob Metzger, ‘Data-Related Aspects of the Digital Content 
Directive’ 9 (2018) JIPITEC 90 para. 1, 94. 
409 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects 
concerning contracts for the supply of digital content and digital services, Article 1.  
410 Proposal for a Directive of The European Parliament and of the Council on certain aspects concerning 
contracts for the supply of digital content, Brussels, 9.12.2015, COM/2015/0634 final - 2015/0287 (COD). 
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the data in the digital environment”.411 At the same time, however, it warned “against any new 

provision introducing the idea that people can pay with their data the same way as they do with 

money. Fundamental rights such as the right to the protection of personal data cannot be reduced to 

simple consumer interests…”412 As a result of the opposition by the EDPS, the final version no longer 

contains the direct reference to data as a counter-performance, but still includes the essence of it:  

Digital content or digital services are often supplied also where the consumer does not pay a 

price but provides personal data to the trader. Such business models are used in different 

forms in a considerable part of the market. While fully recognising that the protection of 

personal data is a fundamental right and that therefore personal data cannot be considered 

as a commodity, this Directive should ensure that consumers are, in the context of such 

business models, entitled to contractual remedies.413 

Article 3(1) on the scope of the Directive reads that it “shall also apply where the trader supplies or 

undertakes to supply digital content or a digital service to the consumer, and the consumer provides 

or undertakes to provide personal data to the trader…”414  

The need to include data as a substitute form of payment was crucial in order to ensure the relevance 

of the Directive in the digital world and create a level playing-field between different business models. 

In its proposal for the Directive the Commission argued that discriminating between business models 

(businesses that require monetary payments and others that monetise data) could have incentivised 

businesses to shift to the business model not caught by the Directive.415 Recognising the conflict 

between this approach and the stance of the EDPS, the Directive states that “Union law on the 

protection of personal data provides for an exhaustive list of legal grounds for the lawful processing 

 
411 EDPS, Opinion 4/2017 on the Proposal for a Directive on certain aspects concerning contracts for the supply 
of digital content, 14 March 2017, p. 7,  
available at https://edps.europa.eu/sites/edp/files/publication/17-03-14_opinion_digital_content_en.pdf. 
412 EDPS, Opinion 4/2017 on the Proposal for a Directive on certain aspects concerning contracts for the supply 
of digital content, 14 March 2017, p. 3,  
available at https://edps.europa.eu/sites/edp/files/publication/17-03-14_opinion_digital_content_en.pdf. 
413 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects 
concerning contracts for the supply of digital content and digital services, recital 24. 
414 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects 
concerning contracts for the supply of digital content and digital services, Article 3(1). 
415 European Commission, ‘Proposal for a Directive of the European Parliament and of the Council on certain 
aspects concerning contracts for the supply of digital content’, COM(2015) 634 final, 2015/0287 (COD), 
09.12.2015; see recital 13, “In the digital economy, information about individuals is often and increasingly seen 
by market participants as having a value comparable to money. Digital content is often supplied not in exchange 
for a price but against counter-performance other than money i.e. by giving access to personal data or other 
data. Those specific business models apply in different forms in a considerable part of the market. Introducing a 
differentiation depending on the nature of the counter-performance would discriminate between different 
business models; it would provide an unjustified incentive for businesses to move towards offering digital 
content against data. A level playing field should be ensured. In addition, defects of the performance features 
of the digital content supplied against counter-performance other than money may have an impact on the 
economic interests of consumers. Therefore the applicability of the rules of this Directive should not depend on 
whether a price is paid for the specific digital content in question”. 
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of personal data”416 and Member states should “remain free to determine whether the requirements 

for the formation, existence and validity of a contract under national law are fulfilled”.417 It is not clear 

what the purpose of these statements is, since the fact remains that if data protection regulation’s 

current approach was applied strictly, it would often prevent firms from using data as a form of 

payment altogether. How can you regulate a contract that involves the exchange of data under one 

regulatory regime, if this exchange is considered illegitimate under another one? The first step, thus, 

is for data protection regulation to recognise that data may function as a counter-performance. This 

will enable it to address the issues that could undermine individuals’ rights as data subjects in these 

transactions.418 Once the conditions for a legitimate formation of these exchanges have been settled, 

consumer protection regulation can be applied to these transactions, to ensure that consumer rights 

are protected. 

To illustrate how the two justifications would work in practice, I discuss how they would affect the 

Washington Post in terms of its ability to offer a discounted subscription option, in exchange for the 

use of data. Under the first justification, the Washington Post’s right to conduct a business, i.e. to offer 

its services and make sure it has enough subscribers to be sustainable, needs to be balanced against 

individuals’ right to data protection. The threat to readers’ rights to data protection is constituted by 

the fact that although the data processing is not strictly speaking necessary for the performance of 

the contract, they cannot refuse consent without detriment (i.e. paying the additional £3 or not having 

access to the articles). In other words, if they want to read the newspaper and do not want to share 

data, they are obliged to pay a price. When weighing the two interests, it must be taken into account 

that 1) people are not forced to subscribe to that particular newspaper and 2) the price they are paying 

is for the service they are getting; the Washington Post merely gives them the option to save money 

by disclosing some data. In this way the Washington Post can distinguish between price- and data-

sensitive users and possibly increase the number of subscribers. Taken into account the two parties’ 

interests and rights, it can be argued that the threat to data subjects does not justify limiting 

Washington Post’s freedom to conduct a business in this instance. In relation to the second 

justification, data subjects’ right to control what happens with their data includes their right to decide 

whether to disclose it in order to save money or not. Since in this instance there does not seem to be 

an increased risk of exploitation, limiting individuals’ options might unnecessarily restrict their 

fundamental rights over data. 

Which one of the two approaches described above data protection authorities choose to rely on 

(balancing data protection and the freedom to conduct business or seeing data as counter-

performance as compatible with the right to data protection) is not a determining factor for the 

framework developed in this thesis. The former option is more easily reconciled with the current view 

 
416 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects 
concerning contracts for the supply of digital content and digital services (Text with EEA relevance.), recital 24. 
417 Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects 
concerning contracts for the supply of digital content and digital services (Text with EEA relevance.), recital 24. 
418 By ensuring fairness and transparency and guaranteeing that individuals have control over their data, data 
protection regulation will inevitably also promote individuals’ interests as consumers. 
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adopted by data protection authorities but obliges the authorities to balance individuals’ rights to data 

protection and firms’ freedom to conduct business every time they are called upon to determine 

whether processing is legitimate. This can be a very contentious and time-consuming endeavour. On 

the other hand, accepting that data as counter-performance is compatible with the right to data 

protection is more controversial but is also the option that better reflects the way individuals treat 

data in the online market. It would also give data protection authorities more flexibility when 

determining in what circumstances data is legitimately used as counter-performance.  

3.3.3. What could a reconciliation look like?  

It is in both data protection and competition law’s interest that individuals (as data subjects or 

consumers) have sufficient control over their data and that the exchanges happening in the online 

market reflect their preferences. So far, it has been argued that for this to happen, data protection 

should acknowledge data’s market significance. This does not mean labelling data as a commodity but 

realising that it is used by data subjects to gain benefits in a market context and adapting the rules to 

this reality. Data’s special nature will still lead to a stronger protection than if there was no 

fundamental right at play and “than what can be derived from an economic efficiency standard”.419 

This means that in case of doubt, more rather than less protection should be provided. The key is 

finding a balance between the different dimensions of data in the market, as shown in Figure 3.2. 

Figure 3.2: Data used as counter-performance 

 

One way this could be achieved is through the legitimate interests legal basis.420 Legitimate interests 

can be used as “legal basis for processing, provided that the interests or the fundamental rights and 

freedoms of the data subject are not overriding, taking into consideration the reasonable expectations 

of data subjects based on their relationship with the controller”.421 This legal basis contains an express 

balancing requirement between the controllers’ interests and data subjects’ fundamental rights, 

which is flexible enough to cover transactions in which data is exchanged for services.422 The benefit 

of using this legal basis is that data protection authorities can control whether the data collected and 

 
419 Orla Lynskey, The Foundations of EU Data Protection Law, 15. 
420 GDPR, Article 6(1)(f).  
421 GDPR, recital 47. 
422 Details about how this provision should be applied will be discussed in the next chapter. 
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processed is proportionate, taking into account all the circumstances of the transaction. What 

qualifies as a legitimate interest when it comes to personal data used as counter-performance can be 

determined on a general level and/or on a case-by-case basis. Arguably, data protection authorities 

are in a better position than individuals to assess the legitimacy and fairness of transactions. 

Individuals would still decide whether to use a service or not, but they would have a guarantee that 

their interests and rights in relation to data are respected, since the fairness of the terms will have 

been verified by the authorities. 

If the balancing under the legitimate interest legal basis results in data subjects’ interests overriding 

the data controller’s, meaning the latter cannot rely on it for processing, it might still be possible to 

rely on consent as a legal basis, provided that it qualifies as ‘freely given’.423 According to the GDPR 

“when assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, 

the performance of a contract, including the provision of a service, is conditional on consent to the 

processing of personal data that is not necessary for the performance of that contract”.424 If one 

wanted to allow consent to be used as a legal basis when exchanging services for data, this provision 

can be interpreted as meaning that consumers must be given an option that does not involve data 

collection, but that, for instance, requires monetary payment. In this case, the provision of a service 

would not be conditional on consent, because individuals would have an alternative way to get access 

to the service. Alternatively, since the term ‘utmost account’ leaves room for interpretation, it can 

also be accepted that consent can be deemed to be freely given in cases in which the data subject 

uses a service in which data is collected in lieu of monetary payment, because individuals freely accept 

the exchange in the same way in which they would accept to pay for a service in monetary terms.425 

The second relevant provision is contained in recital 42, which states that “consent should not be 

regarded as freely given if the data subject has no genuine or free choice or is unable to refuse or 

withdraw consent without detriment”. On a strict reading, this recital appears to be irreconcilable 

with data used as a counter-performance, since a refusal to consent would implicate a denial of the 

service, or the obligation to pay in monetary terms, both of which can be seen as detrimental for the 

individual. Nevertheless, the ICO claimed that: 

it may still be possible to incentivise consent to some extent. There will usually be some 

benefit to consenting to processing. For example, if joining the retailer’s loyalty scheme comes 

with access to money-off vouchers, there is clearly some incentive to consent to marketing. 

The fact that this benefit is unavailable to those who don’t sign up does not amount to a 

 
423 Alternatively, the data controller could decide to use less intrusive monetisation methods that would tilt the 
balance in their favour. One example would be to use contextual advertising instead of behavioural advertising, 
which heavily relies on personal data. 
424 GDPR, Article 7(4). 
425 Data protection authorities are still there to ensure that the data collection and processing complies with the 
other principles, and can, thereby, independently assess whether the collection is fair. Furthermore, as will be 
discussed in the next chapter, data protection authorities will still need to assess whether, considering the 
circumstances of the case and taking into account a firms’ market power, consent is in fact freely given.  
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detriment for refusal. However, you must be careful not to cross the line and unfairly penalise 

those who refuse consent.426 

It is apparent that these are not clear-cut obligations, meaning that the EDPB or data protection 

authorities have the opportunity to decide on an interpretation that is consistent with the way the 

market functions. One can also think about it in these terms: if the terms of the exchange are fair, 

refusing to provide data and, correspondingly, renouncing to a service, would leave individuals neither 

better nor worse off than had they disclosed their data and gotten access to the service, because their 

undisclosed data has a value comparable to the service. The detriment that comes with not using the 

service is, according to this view, offset by the fact that data was kept private. 

Once it has been established that data can be exchanged for services, data protection authorities can 

start to consider what elements of these transactions could undermine data subjects’ rights and how 

to tackle these. There are two main risks: the market power of online players and the proliferation of 

data collection online, which both contribute to the difficulty individuals have in controlling what 

happens with their data. These two aspects represent particular risks when it comes to consent for 

the use of personal data. If an exchange of data against services in the digital market is allowed, it 

becomes imperative that data protection authorities ensure that consent, if relied upon, is actually 

voluntary and informed. In order to do so, they will need to have a closer look at the market and 

develop more detailed criteria for what constitutes valid consent, as well as identifying circumstances 

in which the threshold for its validity should be increased.  

In response to the risk posed by firms’ market power, data protection authorities should lay down 

rules to account for the extent market power could undermine consumer control over data. 

Importantly, and here the interrelation with competition becomes clear, before considering consent 

to pay with data as ‘freely given’, data protection authorities will want to make sure there is enough 

competition to guarantee consumer choice. Competition law is there to protect consumer welfare, by 

safeguarding competition in markets. It is designed to ensure that the price of a service (be it monetary 

or in form of data collection) is fair, i.e. the result of a competitive process, and that if consumers are 

not happy with it, they can move to a competitor. If competition is lacking, data protection authorities 

will have to set higher standards to compensate for the missing disciplining effect of market forces on 

firms’ behaviour and ensure that data subjects’ absence of choice is not exploited. What follows is 

that, if consumers do not have a choice in relation to what service to use, the guarantees for valid 

consent will need to be increased.427 When it comes to the risk created by the amount of data collected 

online, data protection authorities should provide sufficient safeguards and checks on firms, thereby 

relieving data subjects from some of their responsibility to monitor that their rights are respected. 

Furthermore, they should increase firms’ incentives to provide good terms, by setting and enforcing 

 
426 ICO website, ‘What is valid consent?’, available at https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/consent/what-is-valid-consent/.  
427 This is discussed further in Chapter 4. 
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standards regarding what is and is not allowed when processing data in a given context and making 

sure that competition does not consist in a race to the bottom.428 

The whole idea of this holistic regulatory approach is that it will ultimately lead to better functioning 

competition on data protection terms, which will create sufficient incentives for firms to provide more 

choices and better data protection for data subjects. If the market functions well, the amount of data 

collected and the services that are given to consumers in return should be equivalent. The expectation 

is that it will ultimately require less active and intrusive intervention by the regulators. 

3.4. The regimes’ boundary 

 

Given the different mandates of data protection and competition law, there are only few instances in 

which the question of the boundary between the regimes arises. The main situation in which this 

happens is when a problematic data practice of a dominant firm is in some way related to its market 

power. As has been explained in the last chapter, data protection authorities have the mandate to 

intervene, if the data processing breaches data protection rules; competition authorities, on the other 

hand, have the power to start proceedings, if they have reason to believe that the conduct constitutes 

an abuse of a dominant position under Article 102 TFEU. While I have argued that the regimes should 

work together towards their common goals, in these cases it is desirable to have a closer look at where 

the line between the regimes should be drawn and which authority is best placed to intervene. 

Although the regulatory frameworks allow the regimes to cover some of the same conduct (green 

fields in Table 3.1), I claim that the regimes should refrain from doing so; data protection authorities 

should be responsible for conduct of dominant and non-dominant firms that breaches GDPR rules, 

while competition authorities should only intervene when the data practices of a dominant firm 

constitute an exclusionary abuse or are unfair in a way that is not caught by the GDPR.429 

Table 3.1: Behaviour covered by data protection and competition 

Behaviour covered Data Protection Competition  

Dominant firm conduct    
Non-dominant firm conduct    
Conduct in breach of the GDPR x  
Anticompetitive conduct outside the scope of the GDPR  x 

 
428 Issues around enforcement are discussed in Chapter 5. 
429 In order to respect this boundary, competition authorities should become familiar with what conduct is 
covered by the GDPR and should liaise with data protection authorities to follow development in data protection 
regulation. 
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This section is organised in the following way: first, I discuss the relevant law that lays the groundwork 

for the interaction between competition law and sector-specific regulation. I then turn to argue my 

case from a policy perspective, i.e. that competition law should not intervene when the alleged 

anticompetitive conduct of a dominant firm is also covered by data protection regulation. 

3.4.1. Competition vs Sector-specific regulation 

The basic rule laid down by the European Court of Justice is that when both national or EU regulatory 

frameworks and competition law apply to the same conduct, competition law remains applicable ex 

post to undertakings’ conduct, where “the sector-specific legislation does not preclude the 

undertakings it governs from engaging in autonomous conduct that prevents, restricts or distorts 

competition”.430 In Deutsche Telekom, the Commission found that the dominant firm was abusing its 

position by way of a margin squeeze, because the difference between its retail prices and the 

wholesale prices was negative, or insufficient to cover the product-specific costs to the dominant 

operator of providing its own retail services on the downstream market.431 Although the company was 

acting in line with its regulatory obligations, the breach of competition law could be attributed to it, 

since the regulation left enough scope for autonomous conduct. In Telekomunikacja Polska,432 the 

Commission went further inasmuch as it held that the incumbent’s failure to comply with its 

regulatory duties under national law (which transposed EU legislation), i.e. the obligation to supply 

wholesale access, amounted to an anticompetitive refusal to deal, contrary to Article 102 TFEU. In this 

case, the Commission treated the failure to comply with regulatory obligations by a dominant 

undertaking as an abuse under competition law. The fact that the duty to supply arose under sector-

specific regulation was not a relevant consideration in the decision.433 Basically, the Commission 

enforced national regulation through its competition powers.434 Here the national regulator could 

have intervened to enforce the obligation but failed to do so; as pointed out by Monti, EU competition 

law was used as ‘regulator’s regulator’.435 

 
430 Commission Decision 2003/707/EC in Case No COMP/C-1/37.451, 37.578, 37.579 – Deutsche Telekom AG 
[2003] OJ L263/9, para. 54. The decision was confirmed by the Court of Justice in Case C-280/08P Deutsche 
Telekom v Commission [2010], ECR I-9601. 
431 Commission Decision 2003/707/EC in Case No COMP/C-1/37.451, 37.578, 37.579 – Deutsche Telekom AG 
[2003] OJ L263/9. 
432 Commission Decision of 22 June 2011 relating to a proceeding under Article 102 of the Treaty on the 
Functioning of the European Union (TFEU) (COMP/39.525 – Telekomunikacja Polska). An appeal of the decision 
has been dismissed by the General Court in Case T‑486/11, Orange Polska v Commission [2015] 
ECLI:EU:T:2015:1002. 
433 Ibid, at paras. 804–11; in Ladbroke the ECJ held that “[w]hen the Commission is considering the applicability 
of Articles [101] and [102] of the Treaty to the conduct of undertakings, a prior evaluation of national legislation 
affecting such conduct should therefore be directed solely to ascertaining whether that legislation prevents 
undertakings from engaging in autonomous conduct which prevents, restricts or distorts competition”, Joined 
cases C-359/95 P and C-379/95 P Commission and France v Ladbroke Racing Ltd [1997] ECR I6265, at [35]. 
434 Besides raising issue of competency and expertise, this approach could contravene the principle of ne bis in 
idem, the prohibition of double jeopardy. 
435 Giorgio Monti, EC Competition Law (CUP 2007) 496. 
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There is little doubt that, legally speaking, competition authorities can enforce EU competition rules 

even when sector-specific regulations cover the same conduct and independently of the fact whether 

regulatory obligations are complied with or not. There are, indeed, a number of advantages deriving 

from competition law remaining applicable in regulated markets. As argued by Colomo: 

EU competition law is a valuable instrument to ensure that the objectives of sector-specific 

regimes are achieved. Ad hoc regulation may be more intrusive, but is also more limited in 

scope. There is often a mismatch between the range of measures that can be adopted under 

the sector-specific regime, on the one hand, and its objectives, on the other. For instance, 

regulation may be confined, from a substantive standpoint, to a limited range of activities, or 

may only be triggered in a limited range of scenarios. As a result, it may provide a partial and 

imperfect response to the demands and challenges of the industries to which it applies. It is 

therefore not surprising that EU competition law has played a fundamental role in recently 

liberalised markets. Provisions such as Articles 101 and 102 TFEU are more flexible — both in 

the formal and in the substantive sense of the expression — and thus allow for intervention 

in a wider range of contexts.436 

However, the fact that competition authorities can intervene does not mean that they should always 

do so. It is important to have a closer look at what exactly calls for and justifies intervention in these 

cases. Crucially, the cases discussed above437 concern sector regulators put in place to further market 

liberalisation, meaning that they regulate the very functioning of the market. This largely overlaps 

with competition law’s mandate, which explains why competition law was repeatedly found to play 

an important residual role in protecting the market functioning; it prevents unwanted consequences 

in case the rules are not enforced adequately or lead to anticompetitive outcomes. It must be borne 

in mind, however, that “the concept of regulation covers a wide spectrum of market controls, … which 

vary immensely in terms of comprehensiveness and interaction with the market mechanism”.438 The 

nature of data protection regulation, for instance, is very different than the one of regulators of 

network industries, inasmuch as it is not directly concerned with the market functioning and the 

pursuit of economic efficiency439 and, accordingly, its connection with competition law is far weaker. 

What this means is that non-compliance with data protection obligations will not necessarily impact 

the market functioning. Whether competition law’s intervention is warranted hinges on the 

circumstances of each case; therefore, whether a dominant company’s conduct is abusive in a 

competition sense must be assessed individually. If the conduct is capable of foreclosing competition, 

intervention by competition authorities, in form of an exclusionary abuse case, is clearly justified. It is 

 
436 Pablo Ibáñez Colomo, ‘EU Competition Law in the Regulated Network Industries’, LSE Working Papers 
08/2016, page 3. 
437 And similar cases in which the same outcome was reached, e.g. COMP/38.784 - Telefonica SA(broadband) 4 
July 2007; Press Release IP/07/1011 (4 July 2007).  
438 Niamh Dunne, Competition Law and Economic Regulation: Making and Managing Markets (CUP 2015) 195. 
439 This draws on the distinction between economic and social regulation, see for instance Johan den Hertog, 
‘Review of Economic Theories of Regulation’ Utrecht School of Economics, Tjalling C. Koopmans Research 
Institute, Discussion Paper Series 10-18 (December 2010); W. Kip Viscusi, John M. Vernon and Joseph E. 
Harrington, Jr., Economics of Regulation and Antitrust (MIT Press, 4th Edn, 2005). 
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different, however, when competition authorities want to intervene against data practices that they 

deem exploitative. Given the indirect link between data protection and the market functioning, 

failures to comply with the GDPR do not immediately justify antitrust intervention. In these cases, a 

strong case must be made that the dominant company is abusing its market position, by imposing 

unfair terms, i.e. that it would not be able to impose them under competitive circumstances.440 

Furthermore, in the cases above, competition law intervention was directed at conduct that 

undermined the market functioning, i.e. exclusionary abuses. There has been some discussion on 

whether the reasoning equally applies to exploitative behaviour. One view is that: 

“Transposing Deutsche Telekom case law to exploitative abuses, we could argue that the 

[national competition authority] enforcement action vis-à-vis an exploitative conduct would 

be independent of the presence or absence of sector regulation: EU competition law pursues 

goals that are different from sector regulation and thus its enforcement cannot be prevented 

by a concurrent legal regime”. 441 

In fact, the Court never limited the application of competition law to exclusionary abuses when parallel 

regulatory obligations exist; competition authorities have, therefore, the power to apply all their tools 

to prevent anticompetitive conduct. Competition authorities could intervene if, for instance, a weak 

regulator fails to fulfil its function, allowing dominant companies to exploit consumers. However, the 

Commission is reluctant to bring exploitative abuse cases and has done so only on few occasions. The 

fact that Article 102 has been applied mostly to exclusionary abuses can partially be explained by the 

fact that if a dominant company can exploit consumers over a considerable amount of time, it is likely 

that there is a problem with the way the market functions, because in a well-functioning market the 

conduct would attract new competitors. For this reason, competition authorities tend to look at the 

causes of a market failure rather than its consequences in terms of higher prices, lower quality etc.442 

The Commission claimed that, generally, rather than condemning the high level of prices “it examines 

the behaviour of the dominant company designed to preserve its dominance, usually directly against 

competitors or new entrants who would normally bring about effective competition and the price 

level associated with it”.443 

 
440 See for instance Akman, mentioned in the last chapter, who sees the causality between the dominant position 
and the unfair trading conditions as a key element of the case law on exploitative abuses; she argues that “the 
underlying assumption seems to be that such clauses would be impossible to impose but for the dominance of 
the undertaking”. Pinar Akman, ‘Exploitative Abuse in Article 82EC: Back to Basics?’ (2009) ESRC Centre for 
Competition Policy and Norwich Law School, University of East Anglia Working Paper 09-1, p. 20. 
441 Marco Botta and Klaus Wiedemann, ‘EU Competition Law Enforcement vis-à-vis Exploitative Conducts in the 
Data Economy Exploring the Terra Incognita’, Max Planck Institute for Innovation and Competition Research 
Paper No. 18-08 p. 36, available at 
 https://www.law.nyu.edu/sites/default/files/upload_documents/Botta%20and%20Wiedemann.pdf  
442 Damien Geradin, ‘The Necessary Limits to the Control of 'Excessive' Prices by Competition Authorities - A 
View from Europe’ Tilburg University Legal Studies Working Paper 2007. Available at 
https://ssrn.com/abstract=1022678. 
443 Commission XXIVth Commission Report on Competition Policy 1994, para 207 (1994). 
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The Commission enforcement priorities guidelines state that in relation to behaviour that directly 

exploits consumers, competition authorities may intervene, “in particular where the protection of 

consumers and the proper functioning of the internal market cannot otherwise be adequately 

ensured”.444 Accordingly, it has been claimed that when the protection of consumers is guaranteed by 

a regulator that has jurisdiction over the matter, competition authorities should not bring exploitative 

abuse cases covering the same issue.445 As maintained by Motta and de Streel: 

… in case of exploitative abuses (but not necessarily in case of exclusionary abuses), antitrust 

authority should abstain when a sectoral regulator has jurisdiction to act. At the minimum, 

we think that if the antitrust authority intervenes, it should prove, in addition to the excessive 

price, that the decision of the sectoral regulator was manifestly wrong.446 

Whether or not the protection of consumers and the proper functioning of the internal market can be 

guaranteed by a given regulatory regime may be debatable in some circumstances. As explained 

above, there may be instances in which competition authorities retain an important residual role in 

guaranteeing that the regulatory activities sufficiently protect consumers and the market functioning. 

The point is, however, that the ability of a regulator to solve a market failure should be assessed before 

a competition authority decides to bring an exclusionary abuse case that falls under the remit of that 

regulator.447 According to the case law of the EU Court of Justice, the European Commission has a 

broad discretion to select the cases that it deals with under competition rules.448 A similar discretion 

to set enforcement priorities is given to national competition authorities under the ECN+ Directive.449 

As emphasised by Wouter Wils, “in setting enforcement priorities, the fact that another authority is 

also capable of dealing with the issue, and may indeed be better placed to do so, is obviously a highly 

relevant consideration”.450 The examples he provides in this regard are the European Commission’s 

 
444 Commission, ‘Guidance on the Commission’s Enforcement Priorities in Applying Article 82 of the EC Treaty to 
Abusive Exclusionary Conduct by Dominant Undertakings’ (Communication) [2009] OJ C 45/7, para. 7. 
445 See M. Motta and A. de Streel, ‘Excessive Pricing in Competition Law: Never say Never?’ (2007) 
Konkurrensverket – Swedish Competition Authority (ed.), The Pros and Cons of High Prices, p. 14. Röller also 
mentions the absence of a regulator or a regulatory failure as one of the five conditions in his test on whether 
to bringing exploitative abuse cases; Lars-Hendrik Röller, ‘Exploitative Abuses’, in Claus-Dieter Ehlermann and 
Mel Marquis (eds.), European Competition Law Annual 2007: A Reformed Approach to Article 82 EC (Hart 
Publishing 2008). 
446 Massimo Motta and Alexandre de Streel, ‘Excessive Pricing in Competition Law: Never say Never? The Pros 
and Cons of High Prices’ Konkurrensverket Swedish Competition Authority, 2007, available at  
http://www.konkurrensverket.se/globalassets/english/research/the-pros-and-cons-of-high-prices-14mb.pdf. 
447 See Opinion of Advocate General Wahl in case C-177/16, delivered on 6 April 2017, following a request for a 
preliminary ruling by the Latvian Supreme Court on the conditions under which the rates set by the Latvian 
collecting society AKKA/LAA are excessive under Article 102. 
448 Judgments of 14 December 2000, Masterfoods, C-344/98, EU:C:2000:689, para. 46, of 4 March 1999, Ufex 
and Others v. Commission, C-119/97 P, EU:C:1999:116, paras. 88 and 89, and of 17 May 2001, IECC v. 
Commission, C-449/98 P, EU:C:2001:275, paras. 35 to 37.  
449 Directive (EU) 2019/1 of the European Parliament and of the Council of 11 December 2018 to empower the 
competition authorities of the Member States to be more effective enforcers and to ensure the proper 
functioning of the internal market [2019] OJ L11/3, Article 4(5). 
450 Wouter P. J. Wils, ‘The obligation for the competition authorities of the EU Member States to apply EU 
antitrust law and the Facebook decision of the Bundeskartellamt’ (2019) 3 Concurrences 58, Art. N° 91034, p. 
64. 
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right to reject a complaint because the case can be dealt with by a national court451 and authorities’ 

right to reject a complaint because another competition authority is dealing with the case.452 

3.4.2. Exploitative abuses vs GDPR infringements 

While the law which governs the interrelation between competition and sector-specific regulation 

permits a parallel application of the two systems, I indicated that the existence of a regulatory 

framework should be taken into account when setting competition law enforcement priorities. I now 

look at policy arguments that can provide more specific guidance on how to determine who should 

intervene when conduct could amount to both an exploitative abuse and a GDPR infringement. 

To begin with, let us return to the discussion from the beginning of the chapter regarding the 

interrelation of the regimes. This will reveal why the need to talk about case allocation arises, even 

though the two regimes protect two very different values, i.e. fundamental rights and economic 

interests. The fact that the regimes perform different functions could be taken to signify that they 

could very well act independently of each other. When competition authorities bring exploitative 

abuse cases, they do so to protect consumers’ economic interests from the abuse of market power by 

dominant firms, while data protection authorities intervene to protect individuals’ fundamental rights. 

Why should competition authorities be prevented from intervening based on whether data protection 

authorities could intervene? As explained at the beginning of the chapter, although distinct, in the 

digital market the harms that the authorities are designed to prevent, as well as the conduct causing 

them, are interlinked. Consequently, interventions to correct firms’ behaviour in one area will also 

affect the other one. If the authorities recognise this correlation, it is in their interest to think about 

dividing their work in a suitable manner. 

Relevant considerations 

When it comes to data practices that are harmful for competition, the open-ended texture of 

competition law has the advantage of permitting authorities to focus on the specific circumstances of 

each case. As proclaimed by the G7 competition authorities: 

a case-by case, evidence-based approach benefits the assessment of some of the more 

challenging elements of competition analysis in digital markets. For example, with respect to 

data, the aggregation of data, in some circumstances, may create barriers to entry or enhance 

market power, but it does not necessarily have such a tendency, and in some instances can 

be procompetitive. Competition enforcers can evaluate data concerns based on the individual 

facts of a case to assess whether a firm’s use of data benefits consumers or harms 

competition”. 

 
451 Judgment of 18 September 1992, Automec v. Commission, T-24/90, EU:T:1992:97, paras. 88 to 96, and 
European Commission Notice on the handling of complaints by the Commission under Articles 81 and 82 of the 
EC Treaty, [2004] C 101/65, paras. 17 and 44. 
452 Article 13 of Regulation 1/2003 and Judgment of 21 January 2015, easyJet v. Commission, T-355/13, 
EU:T:2015:36. 
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Competition authorities are in a unique position to tackle conduct that harms competition, meaning 

that it is crucial that they concentrate their resources on this type of abusive behaviour. Behaviour 

that is exploitative, on the other hand, can be covered by data protection authorities, and competition 

authorities’ intervention does not have much to add. It has been argued that: 

with regard to the digital debate, we should not forget that competition law cannot and 

should not tackle all conduct with negative consequences on the market. Certain other tools, 

including vigorous enforcement in other fields such as data protection, or legislation where 

there is a clearly defined and recurring issue that leads to systemic market failure, may be 

appropriate.453 

If competition authorities wanted to bring an exploitative abuse case, it would not be enough to argue 

that the conduct harms consumers; they would have to show that the harm results from 

anticompetitive conduct.454 What this means is that competition authorities would need to assess the 

counterfactual (e.g. what would the privacy terms look like under competitive circumstances?) and 

compare it with the case at hand. If this assessment indicates that the conduct would be the same 

under competitive circumstances, the harm resulting thereof cannot be linked to the dominant firm’s 

market power, and is, therefore, not for competition authorities to tackle. Proving that under 

competitive circumstances privacy terms would be better is difficult to do, since consumers behave 

inconsistently towards privacy policies. Moreover, since the protection guaranteed by the GDPR is far-

reaching, it is unlikely that competition authorities would be able to argue that in a competitive market 

data protection terms would be better than what they need to be to comply with the GDPR. This 

indicates that when it comes to unfair data protection terms, it is not reasonable for competition 

authorities to intervene by bringing exploitative abuse cases, since they would try to protect the same 

interests protected by data protection regulation but would do it under a legal framework under which 

it is less straightforward to demonstrate harm.455 

Data protection regulation, on the other hand, is specifically designed to deal with issues pertaining 

to personal data, giving the regulators the necessary instruments to assess what exactly is wrong with 

the data processing and design remedies accordingly. BEUC (the European Consumer Organisation) 

argued that: 

Regulation may offer a valuable instrument to design the competitive landscape and clarify 

the boundaries of legality. Its strength lies in its ability to tackle, ex-ante, a wide range of 

concerns, and in doing so help prevent behaviour that the competition laws may be able to 

address ex-post. Regulation may form a superior instrument dealing with systemic market 

 
453 Cecilio Madero Villarejo, ‘Antitrust in times of upheaval’ 2019 CRA Conference, Brussels, 10 December 2019 
https://ec.europa.eu/competition/speeches/text/sp2019_13_en.pdf. 
454 Pinar Akman, ‘Exploitative Abuse in Article 82EC: Back to Basics?’ (2009) ESRC Centre for Competition Policy 
and Norwich Law School, University of East Anglia Working Paper 09-1. 
455 This of course is connected to the different nature of the two regimes; under data protection regulation it is 
sufficient to demonstrate the infringement of data subjects’ rights, while under competition law it needs to be 
shown that the harm to consumers results from anticompetitive conduct.  
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failures, sector specific problems, across the board standard setting and groups of customers 

in need of special protection…456 

This line of reasoning is rooted in the belief that if under one framework it is more effective and 

efficient to address a specific aspect of a market failure, it should be treated as the preferred option. 

While being a relevant consideration, it must be borne in mind that it is not the only one. For instance, 

it does not account for the fact that regulators do not always perform their function perfectly; in these 

cases, having two regulators which can cover the same conduct can be desirable in order to prevent 

under-enforcement. 

A different argument in favour of defining a clear boundary between the regimes is that since data 

protection is designed to determine what terms are unfair from a fundamental rights perspective, 

competition authorities making their own assessment about whether data protection terms are unfair 

in the competition sense could give rise to uncertainties and inconsistencies. GDPR rules have already 

been criticised for being complex and uncertain457 and intervention by competition authorities would 

mean that dominant firms would also need to assess whether their terms are unfair in ways beyond 

the GDPR. If competition authorities end up simply using data protection principles to prove that 

terms are unfair, like in the German Facebook case discussed below, there does not seem to be a 

reason for competition authorities rather than data protection authorities to enforce the rules.458 Not 

only are data protection authorities better at making these kinds of assessments, but competition 

authorities are only capable of enforcing data protection rules when it comes to dominant firms, giving 

rise to uneven and potentially unfair outcomes. Letting competition authorities intervene in cases that 

involve a breach of data protection regulation “would necessarily remain incomplete, because it 

would exclude the customers of non-dominant companies, who are no less worthy of the protection 

of privacy law”.459  

Case study: Facebook’s abuse of dominance 

In the case against Facebook brought by the German competition authority, the Bundeskartellamt 

(BKA), the BKA tried to bring an infringement of data protection principles under its competency, 

formulating it as both an exploitative and exclusionary abuse. It found that Facebook was abusing its 

dominant position, by forcing users to agree to its terms and conditions, under which it could collect 

user data also outside of the Facebook website460 and combine this data with users’ Facebook profiles. 

 
456 BEUC, ‘The Role of Competition Policy in Protecting Consumers’ Well-being in the Digital Era’ (2019), p. 23, 
available at https://www.beuc.eu/publications/beuc-x-2019-054_competition_policy_in_digital_markets.pdf. 
457 See for instance, Teixeira, G., Mira da Silva, M. & Pereira, R., ‘The critical success factors of GDPR 
implementation - a systematic literature review’ (2019) 21(4) Digital Policy, Regulation and Governance, 402; 
Agarwal, S., ‘Towards dealing with GDPR uncertainty’ (2016) 11th IFIP Summer School on Privacy and Identity 
Management, Sweden. 
458 Unless data protection authorities do not adequately perform their function – this is discussed below.  
459 Torsten Körber, ‘Data, Platforms and Competition Law’, (2018) p. 8,  
available at 
https://ec.europa.eu/competition/information/digitisation_2018/contributions/torsten_koerber.pdf.  
460 The BKA talks about third party sources as services owned by Facebook, like WhatsApp and Instagram as well 
as third party websites that “embedded Facebook products such as the 'like' button or a 'Facebook login' option 
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The BKA maintained that the merging of data exploited users by depriving them of control over their 

personal data and violating their right to informational self-determination.461 Under its exclusionary 

theory of harm, it argued that Facebook’s excessive data processing gave it a competitive advantage 

that prevented market entry by competitors. The Higher Regional Court in Düsseldorf suspended the 

BKA’s order,462 arguing that an infringement of data protection rules by a dominant firm cannot be 

seen as a violation of competition law, if there is not a causal connection between the illegitimate data 

processing and Facebook’s market power. Furthermore, it held that it was not manifest how the data 

processing foreclosed market entry. It “did not rule out that Facebook’s processing of additional data 

may secure its market position”463 but stated that whether “a market entry barrier actually exists or is 

reinforced requires ‘closer review and more detailed demonstration’.”464 The Federal Court of Justice 

subsequently annulled the interim decision of the Düsseldorf Court;465 the main proceedings are still 

ongoing. 

Although the BKA can be applauded for bringing such an innovative case, it is a clear example of a 

competition authority trying to close a data protection enforcement gap. In relation to the alleged 

exploitative abuse, while it would have been straightforward to apply data protection rules to 

Facebook’s illegitimate data practices, the BKA tried to twist competition law in a way that would 

allow it to cover the conduct. This is not conducive to a consistent and strong regulatory framework; 

it introduces uncertainty and can lead to unfair outcomes, because data protection obligations are 

enforced arbitrarily by competition authorities; furthermore, there is the risk that the time and 

resources spent in long investigations (almost five years in the Facebook case466) end up being wasted. 

 
or analytical services such as 'Facebook Analytics', data”; Bundeskartellamt, 19 December 2017 ‘Background 
information on the Facebook proceeding’; available at 
http://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Diskussions_Hintergrundpapiere/2017/Hintergr
undpapier_Facebook.html?nn=3591568. 
461 Bundeskartellamt, ‘Facebook, Exploitative business terms pursuant to Section 19(1) GWB for inadequate data 
processing’, B6-22/16, 6 February 2019. 
462 Oberlandesgericht Düsseldorf, Beschluss VI-Kart 1/19 (V), In der Kartellverwaltungssache Facebook gegen 
Bundeskartellamt, available at  
https://www.olg-
duesseldorf.nrw.de/behoerde/presse/archiv/Pressemitteilungen_aus_2019/20190826_PM_Facebook/201908
26-Beschluss-VI-Kart-1-19-_V_.pdf. 
463 Giuseppe Colangelo, ‘Facebook and the Bundeskartellamt’s Winter of Discontent’ (23 September 2019) 
Competition Policy International, available at https://www.competitionpolicyinternational.com/facebook-and-
bundeskartellamts-winter-of-discontent/?utm_source=CPI+Subscribers&utm_campaign=f83149b31e-
EMAIL_CAMPAIGN_2019_09_23_10_15&utm_medium=email&utm_term=0_0ea61134a5-f83149b31e-
236855437. 
464 Ibid.  
465 Courtesy translation of Press Release No 080/2020 published by the Bundesgerichtshof (Federal Court of 
Justice) on 23/06/2020 
(https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020080.html) provided by the 
Bundeskartellamt, available at 
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Pressemitteilungen/2020/23_06_2020_BGH_F
acebook.pdf?__blob=publicationFile&v=2.  
466 The BKA initiated proceedings against Facebook on 2 March 2016, see 
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Meldungen%20News%20Karussell/2016/02_03_
2016_Facebook.html.  
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The alleged exclusionary abuse, on the other hand, is the type of theory of harm that competition 

authorities should be concerned with. In fact, the court conceded that Facebook’s data processing 

may entrench its market position but claimed that the BKA had failed to provide enough evidence for 

this. Possibly, the BKA would have been more successful had it focused only on the latter theory of 

harm and invested its resources into examining how Facebook’s data practices could strengthen its 

market power. If it had been unable to find evidence of a connection between the data practices and 

market power, it should probably have concluded that it was not a case for a competition authority to 

bring. 

Following the BKA’s Facebook decision, a member of the European Parliament asked the European 

Commission: “Does the Commission consider it desirable to convert the decision of the German 

Federal Cartel Office into a European standard in order to further strengthen the position of 

consumers?”467 Commissioner Vestager responded that the BKA’s “concerns are based on German 

competition law. The European legislator has made sure that the type of conduct in question is 

addressed by the General Data Protection Regulation”.468 Although this answer is not entirely 

convincing (the GDPR also applies in Germany and the BKA addressed some issues that are outside 

the scope of the GDPR) and it appears more like an attempt to avoid engaging with the question, it 

can be taken to indicate that the policy adopted by the Commission is to leave concerns that can be 

tackled with the GDPR to data protection regulators. 

The way forward 

Given the areas of common interest of the regimes, it might not always be straightforward for the 

authorities to know where their regulatory space ends. When each regime is occupying its designated 

space in the regulatory landscape, it will be easier to identify and respect the boundary. In case of an 

enforcement gap, however, the line might get harder to draw, and the authorities might try to expand 

their reach in order to close the gap, even though they are not in the best position to intervene. 469 I 

argue that in order to achieve a sound regulatory framework, authorities should take particular care 

not to overstep the boundary defined in this chapter. Although this might cause a temporary 

enforcement vacuum, it should eventually lead to the responsible authority filling its space. As the 

EDPS claims, “no single area of law is a panacea for all problems, and it would be inappropriate for 

 
467 Parliamentary questions, 5 March 2019, P-001183-19, Question for written answer to the Commission 
Rule 130, Pirkko Ruohonen-Lerner (ECR). 
468 Answer given by Ms Vestager on behalf of the European Commission to Question P-001183/2019 (8 May 
2019). 
469 In Germany, the BKA has intervened against Facebook’s alleged data practices, by bringing an abuse of 
dominance case. The fact that the competition authority decided it needed to intervene was arguably a result 
of the fact that the data protection authorities did not address the problem related to data. In one of its blog 
posts, Podszun quotes a case handler from the Bundeskartellamt who said that “we would never have started 
that case, if the data protection agencies had done their job”, ‘The Facebook decision: First thoughts by 
Podszun’, 8.02.2019, available at https://www.d-kart.de/en/die-facebook-entscheidung-erste-gedanken-von-
podszun/.  
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one area of regulation to look to another area to compensate for its own weaknesses”.470 If the 

authorities start to invade each other’s competency areas, it might lead to a gradual shift of the 

respective authorities’ space that is not driven by more apt rules or enforcement tools and might have 

wider consequences for the consistency and effectiveness of the overall framework.  

The division of responsibilities between the regimes that I suggest is based on their expertise, the rules 

that they enforce and their enforcement tools. It is, thus, a guarantee that the division of 

responsibilities occurs in an efficient and legitimate way. Ad hoc interventions risk to create 

unnecessary overlaps and uncertainties and lead to inconsistent outcomes. Given that this is a new 

framework, it might take a while to be implemented, especially when it comes to getting authorities 

to communicate more and integrate additional elements into their assessments. In this period, rather 

than deciding to take cases in their own hands when they do not belong there, authorities could 

support each other in putting the framework into place. They could, for instances, invest resources in 

working together, to identify issue at the crossroads between the regimes and help each other enforce 

their rules successfully. 

When it comes to exclusionary behaviour, the issue of substantive overlap does not arise, since the 

competition regimes’ intervention in these cases is outside the scope of data protection regulation. 

However, in these cases the interrelation between the regimes might be relevant when it comes to 

remedies. Some data protection rules, if enforced adequately, might be able to solve exclusionary 

behaviour. In these cases, it might be in the interest of competition authorities to collaborate with 

data protection authorities, in order to determine whether the enforcement of such data protection 

obligations would be sufficient to solve the competition concerns.471 

3.5. Conclusion 

This chapter has explored the different dimensions of the relationship between data protection 

regulation and competition law when it comes to the role of data in the digital market. The aim was 

to understand the different ways in which the two regimes affect one another and what circumstances 

call for closer interaction between them. To the extent that the regimes reinforce one another, it is 

important that these synergies are identified and strengthened. Furthermore, by collaborating, 

authorities can gain a better understanding of the elements that influence the market functioning, 

which can be used to inform their policies. Conflicts between the regimes necessitate attention, since 

inconsistent policies risk to undermine the effectiveness of the regulatory framework as a whole. The 

main problem that has been identified in this respect is data protection authorities’ refusal to perceive 

data within a market context, preventing them from designing their policies in a way that supports 

the market functioning. It has been discussed what justifies a shift in this view, which would bring the 

 
470 EDPS, Opinion 8/2016 Opinion on coherent enforcement of fundamental rights in the age of big data, 23 
September 2016, available at https://edps.europa.eu/sites/edp/files/publication/16-09-
23_bigdata_opinion_en.pdf. 
471 How do to this is explored in the next two chapters. 
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regimes in line with one another.472 The last dimension that has been analysed is the overlap between 

the regimes; the discussion focused on drawing a line between the regimes and identifying the best 

regime to intervene in a given case. Harmonising the two regimes in these three dimensions has 

several advantages for the effectiveness of the regulatory framework. More coherence in the first and 

last dimensions allows to exploit synergies and avoid the wasteful duplication of functions. It is also 

conducive to better expertise in decision-making. Solving issues pertaining to the second dimension 

avoids a loss of effectiveness resulting from the regimes working at cross-purposes.473 

Building on the understanding gained in this chapter, in the next chapter I will explore how to optimise 

the interrelation between the regimes from a substantive point of view and in the final chapter how 

to design a complementary enforcement strategy. 

  

 
472 Once data protection authorities accept to see data in a market context, they can adjust their policies to 
support competition in the market; this is discussed in the next chapters. 
473 See Jody Freeman and Jim Rossi, ‘Agency Coordination in Shared Regulatory Space’ (2012) 125(5) Harvard 
Law Review 1131. 
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4. OPTIMISING THE SUBSTANTIVE OVERLAP 

4.1. Introduction 

So far, I have argued that if a market failure is based on two interrelated components that are covered 

by two different regulatory regimes, finding an effective solution to the failure requires to look at it 

holistically. Having two authorities with different sets of rules addressing a common market failure 

can be beneficial, since the various components of that market failure can be tackled from the most 

suitable angle and with the most appropriate tools. However, in order to harness the potential of each 

regime and achieve efficiencies, a complementary approach to respond to the market failure must be 

developed. The two main challenges that I have identified in the past chapters and that I argue can be 

tackled by a holistic approach are the following: 

1. Market concentration might lead to a less than adequate choice spectrum for individuals in 

terms of data protection options. Thus, individuals might be effectively forced to consent to 

invasive privacy terms, in order to get access to the services they need. This, in turn, can 

entrench a dominant position, because potential competitors might not be able to achieve 

the scale of data needed to compete with the incumbent.  

2. Individuals cannot adequately control the collection and processing of their data, because it 

occurs at too large a scale. Consequently, consent given by individuals may not reflect their 

data protection preferences. This disassociation leads to firms not having sufficient 

competitive incentives to offer better data protection terms. 

These two issues are part of the market failure analysed in Chapter 1 and represent regulatory 

challenges, since they are at the crossroads between data protection regulation and competition law, 

as explained in Chapter 2. Chapter 3 conceptualised the interrelation between the two regimes to 

pave the way for the development of a more integrated approach. Building on this foundation, this 

chapter explores when and in what ways the two regimes could assimilate elements from each other, 

in order to better respond to the market dynamics and close the gaps that exist when the regimes 

adopt a narrow view of their policy goals. The discussion is divided into two parts; firstly, I address 

situations in which data protection regulation should take elements from competition policy into 

account and, secondly, I explore to what extent competition authorities should incorporate elements 

from data protection. As the two regimes are substantially different, they have distinctive elements 

to borrow from one another. Nonetheless, in both cases, what they can and should incorporate can 

be divided into the following three categories: 

a) The regimes can improve their understanding of realities impacting their regulatory 

framework, by taking into consideration elements belonging to the other regime (sections 

4.2.1 and 4.3.1, 4.3.2). 

b) The regimes can use standards or tools developed under the other regime to support their 

own assessments (sections 4.2.2 and 4.3.3). 
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c) The regimes should avoid to unduly undermine the other regime, in cases of conflicting goals 

(sections 4.2.3 and 4.3.4). 

Substantive issues at the intersection between data protection regulation and competition law have 

been scrutinised extensively in the literature. Nonetheless, the relevant contributions are often 

limited to specific issues and do not consider the broader relationship between the regimes. This 

means that different facets of the regimes’ interaction are looked at in isolation, which does not reveal 

how they might interact with other dimensions of the interrelation. The main purpose of this chapter 

is to bring the different contributions together in a structured way, analysing them in light of the 

understanding acquired in the past chapters, and inserting them into the more comprehensive 

framework developed in this thesis. 

4.2. Data protection integrating competition elements 

4.2.1. The role of market power for data protection 

Currently, the application of data protection gives only limited weight to the market position of data 

controllers, even though market power can create greater power asymmetries and “data protection 

law is inherently founded on the premise of redressing power asymmetries”.474 Different ways in 

which the GDPR could integrate market realities have already been put forward; for example, Article 

24(1) states that: 

taking into account the nature, scope, context and purposes of processing as well as the risks 

of varying likelihood and severity for the rights and freedoms of natural persons, the controller 

shall implement appropriate technical and organisational measures to ensure and to be able 

to demonstrate that processing is performed in accordance with this Regulation.475 

In relation to this requirement, it has been suggested that although the Article itself does not mention 

the size and market power of an undertaking, it could be a relevant factor when assessing the risk of 

data processing of a firm and, accordingly, when evaluating the scale of obligations that the firm has 

under the GDPR.476 It has also been argued that the principle of fairness under Article 5(1)(a) GDPR 

“includes, inter alia, recognising the reasonable expectations of the data subjects, considering possible 

adverse consequences processing may have on them, and having regard to the relationship and 

 
474 Inge Graef, Damian Clifford and Peggy Valcke, ‘Fairness and enforcement: bridging competition, data 
protection, and consumer law’ (2018) 8(3) International Data Privacy Law 200–223, p. 207. 
475 GDPR, Article 24(1). The EDPB clarified that: “In short, the concept of nature can be understood as the 
inherent characteristics of the processing. The scope refers to the size and range of the processing. The context 
relates to the circumstances of the processing, which may influence the expectations of the data subject, while 
the purpose pertains to the aims of the processing”. EDPB, Guidelines 4/2019 on Article 25 Data Protection by 
Design and by Default Adopted on 13 November 2019, p. 9. 
476 Damian Clifford, Inge Graef, Peggy Valcke, ‘Pre-Formulated Declarations of Data Subject Consent – Citizen-
Consumer Empowerment and the Alignment of Data, Consumer and Competition Law Protections’ (2019) 20 
German Law Journal 679-721; Inge Graef, Damian Clifford and Peggy Valcke, ‘Fairness and enforcement: 
bridging competition, data protection, and consumer law’.  
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potential effects of imbalance between them and the controller [emphasis added]”.477 The point is not 

that dominant firms should have more or stricter obligations, but that data protection authorities 

should take into account the impact of market power on the effectiveness of data protection 

obligations, in order to guarantee that firms with and without market power effectively offer 

an equal level of protection. 

The most significant application of such a contextual approach should occur in relation to the consent 

requirement. When a firm can act independently of other players on the market, the effects may also 

be felt by data subjects, when it comes to the amount of data collected from them. As the European 

Data Protection Supervisor (EDPS) indicated, “where there is a limited number of operators or when 

one operator is dominant, the concept of consent becomes more and more illusory”.478 If consumers 

do not have a viable alternative on the market, increasing the requirements for valid consent could 

compensate for the fact that data subjects do not have the freedom to choose among providers with 

different terms. Dominant firms can, thus, be held to have a higher burden to satisfy, in order to be 

able to use consent as a basis for processing, than firms without significant market power. The higher 

burden could effectively prevent dominant controllers from using their position of power to force 

terms upon individuals. This interpretation appears to be in line with the intention behind the GDPR, 

which states that “consent should not be regarded as freely given if the data subject has no genuine 

or free choice …”,479 and that “in order to ensure that consent is freely given, consent should not 

provide a valid legal ground for the processing of personal data in a specific case where there is a clear 

imbalance between the data subject and the controller”.480  

The Regulation specifically refers to public authorities as type of controllers that would have 

difficulties to rely on consent because it would be “unlikely that consent was freely given in all the 

circumstances of that specific situation”.481 The EDPB also mentions an employment context as one in 

which an imbalance of power could undermine the validity of consent.482 It then states that: 

Imbalances of power are not limited to public authorities and employers, they may also occur 

in other situations. As highlighted by the WP29 in several Opinions, consent can only be valid 

if the data subject is able to exercise a real choice, and there is no risk of deception, 

intimidation, coercion or significant negative consequences (e.g. substantial extra costs) if 

he/she does not consent. Consent will not be free in cases where there is any element of 

compulsion, pressure or inability to exercise free will.483 

 
477 EDPB Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the 
provision of online services to data subjects,’ adopted on 9 April 2019, p. 5. 
478 EDPS Preliminary Opinion, ‘Privacy and Competitiveness in the Age of Big Data: The Interplay between Data 
Protection, Competition Law and Consumer Protection in the Digital Economy’ (2014), p. 35. 
479 GDPR, recital 42. 
480 GDPR, recital 43. 
481 Ibid.  
482 EDPB, Guidelines 05/2020 on consent under Regulation 2016/679, version 1.0, adopted on 4 May 2020, para. 
21. 
483 Ibid, para 24. 
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The element of imbalance of power is undoubtedly relevant in monopolised markets as well as in 

markets the characteristics of which impede consumer choice, for instance markets with strong 

network effects. If consumers rely on a service for which there is no alternative on the market, or the 

market conditions make switching unfeasible, the situation clearly falls within the scenario described 

above, i.e. one in which individuals are unable to exercise free will. 

The data protection regime might also benefit from a more market-based approach when it comes to 

codes of conduct.484 Codes of conducts specify the application of the GDPR in specific sectors, e.g. by 

defining the scope of fair and transparent processing, legitimate interests and adequate information. 

They are prepared by bodies representing categories of data controllers and processors485 and are 

tailored to “the specific features of the various processing sectors and the specific needs of micro, 

small and medium-sized enterprises”.486 Bodies which want to prepare a code of conduct have to 

submit it to the competent data protection authority, which decides whether the code provides 

sufficient safeguards and whether to approve it.487  

Codes of conduct are discussed in the next chapter from an enforcement perspective, viewed as co-

regulatory tools that can help increase voluntary compliance. In this chapter, they are relevant 

inasmuch as they represent a tool capable of adapting the provisions of the GDPR to market contexts, 

by determining what compliance under specific sets of circumstances means in practice.488 Ideally, this 

would lead to more realistic rules and greater clarity and consistency, conducive to a more effective 

application of the GDPR.489 Codes of conduct can account for the effects that market forces can have 

on the level of data protection. When drafting codes, one can identify the extent to which 

characteristics of a particular market can hamper the achievement of data protection goals and 

formulate them in a way that helps to overcome these threats. For instance, in concentrated markets 

codes can set a higher threshold for consent to be used as a legal basis or establish in which ways firms 

should be allowed to process data. The provisions, thus, can be designed in a way to compensate for 

 
484 GDPR, Article 40. 
485 GDPR, Article 40(2); “a non-exhaustive list of example of possible code owners would include: trade and 
representative associations, sectoral organisations, academic organisations and interest groups”, EDPB, 
Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679, Version 2.0, 4 June 
2019, p. 11. From a competition perspective, the drafting of codes of conduct could raise concerns in regard to 
collusion in specific sectors; however, this discussion is outside the scope of this thesis.  
486 GDPR, Article 40(1). On a side note, codes of conduct could be problematic from a competition perspective, 
if they constitute anti-competitive agreements. Article 101(1) TFEU prohibits “all agreements between 
undertakings, decisions by associations of undertakings and concerted practices which may affect trade between 
Member States and which have as their object or effect the prevention, restriction or distortion of competition 
within the internal market”. Although to date this concern has attracted little attention, probably because firms 
have not made much use of codes of conduct yet, it can be assumed that the risk that codes of conduct could 
amount to anti-competitive agreements will grow with the increasing significance of data in the digital market 
and pressure placed on digital companies by data protection regulators. 
487 GDPR, Article 40(5). 
488 The EDPB clarified that “Codes do not necessarily need to be confined or limited to a specific sector. For 
example, a code could apply to separate sectors who have a common processing activity which share the same 
processing characteristics and needs”, EDPB, Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies 
under Regulation 2016/679, Version 2.0, 4 June 2019, p. 5, footnote 6. 
489 GDPR, recital 98, see discussion on enforcement in Chapter 5.  
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power imbalances. The benefit of using codes in this way is that by setting a clear standard of data 

protection across a sector, they can facilitate competition on data protection and prevent a ‘race to 

the bottom’. This is further supported by the fact that compliance with the codes is monitored;490 for 

firms this means that they have to worry less about competitors gaining an advantage by processing 

more data than agreed to, and for individuals it means that they are relieved from some of the 

responsibility currently placed on them to monitor and evaluate the level of data protection terms. 

4.2.2. Incorporating concepts of market power in the data protection regime 

In order to take a more market-focused approach to data protection, data protection authorities could 

use the principles of market power developed under competition law.491 The justification for using 

them is to allow data protection authorities to get a better idea of the market forces that might impact 

the actual level of data protection afforded by these firms; in other words, to have a benchmark for 

evaluating when obligations needs to be enforced more strictly, in order to secure a sufficient level of 

protection. These are economic concepts employed by competition authorities; the aim is not to 

promote competition goals, but to benefit from competition authorities’ experience in applying these 

concepts in a (digital) market setting. The concepts defined in Table 4.1 could be useful for data 

protection authorities’ assessments. 

Table 4.1: Concepts of market power 

Market 
power 

Market power is present when an undertaking does not face significant competitive 
pressure, meaning that it can profitably raise prices above competitive levels or 
restrict output or quality below competitive levels. 

Economies 
of scale 

Economies of scale occur when the higher level of production of one good creates 
cost advantages. For example, in the case of Google, the search engine is based on a 
trial-and-error approach, meaning that it improves with the number of searches it 
receives. 

Economies 
of scope 

Economies of scope exist when producing a complementary range of products 
creates cost advantage. If we take Google again, the more diverse data it gathers on 
users through multiple services, such as email, browsers, or mapping services, the 
more complete the profile of its users will be and the more valuable it will be for 
advertisers etc.  

Network 
effects 

Network effects occur when the increased numbers of participants improve the value 
of a good or service. Direct network effects typically characterise social media 
platforms, in which users directly benefit from other users being active on the same 
platform. Indirect network effects exist in two-sided markets, if, for example, the 
number of users on a platform benefit the advertisers. Facebook, for instance, 
benefits from both forms of network effects.  

Market 
tipping 

Markets are prone to tipping when, once a firm has a competitive edge over others, 
it is able to progressively increase the gap in market shares between itself and other 
market players. 

 

 
490 GDPR, Article 41. 
491 Inge Graef, Damian Clifford and Peggy Valcke, ‘Fairness and enforcement: bridging competition, data 
protection, and consumer law’, p. 206. 
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When it comes to evaluating whether consent is freely given, the role of market power is crucial. Data 

protection authorities can assess whether consumers have sufficient choices, and correspondingly, 

the extent to which market power or other barriers to competition reduce choices. For instance, the 

presence of network effects can be a strong sign that consumers might not be free to choose the 

service that offers the best data protection terms. It is not suggested that data protection authorities 

carry out an extensive economic analysis of the market; besides missing the expertise to do so, it is 

not necessary, since they do not seek to maximise economic efficiency, but protect individuals’ rights. 

What they should do, however, is to consider to what extent market power influences the successful 

application of data protection regulation. In order to do so, it is important that data protection 

authorities become more familiar with economic concepts surrounding these markets. For instance, 

it might be useful for the authorities to identify markets that are prone to tipping, because of 

economies of scope and scale, as this will allow them to anticipate cases in which data protection 

concerns connected with market power can become critical. It must be borne in mind, however, that 

data protection authorities are only justified in imposing higher obligations on dominant players if 

these are relevant for the purpose of safeguarding individuals’ data protection rights. I emphasise this 

last part, because it is crucial that data protection authorities do not step outside their mandate when 

responding to the effect market power could have on individuals’ rights over data. Data protection 

authorities are not entitled to implement anticipatory strategies, for instance when they believe that 

a market might be prone to tipping and this could have negative effects on data protection in the 

future.492 I will now explain how data protection authorities can integrate market power elements in 

their assessments in practice.  

In the last chapter, I have argued that data protection should allow for consent to be used as a legal 

basis when firms offer services in exchange for data (meaning that the provision of a service is made 

dependent on consent for processing that is not strictly necessary for the performance of the 

contract), despite sitting uneasily with Article 7(4) GDPR.493 This reflects the fact that in the digital 

market there are situations in which individuals can effectively choose whether to use a service that 

comes with data collection or not, in the same way in which they can choose whether to use a service 

that requires monetary payment. However, given the special status of data, data protection 

authorities should put guarantees in place, to ensure that in any given circumstance consent is in fact 

freely given.494 Given the impact of competition on free choice, I suggest that the approach that should 

be taken in this regard be the following: when data processing cannot be based on another legal basis 

(i.e. it goes beyond what is necessary for the performance of a contract and the processor does not 

have ‘legitimate interests’ in the processing) and the provider of the service has market power, 

 
492 Anticipatory strategies could consist in raising these firms’ data protection obligations, in order to give 
competitors a better chance to compete. This discussion is also relevant when it comes to mergers, discussed in 
the next chapter. 
493 Article 7(4) GDPR provides that “when assessing whether consent is freely given, utmost account shall be 
taken of whether, inter alia, the performance of a contract, including the provision of a service, is conditional on 
consent to the processing of personal data that is not necessary for the performance of that contract”. 
494 Taking into account, among other things, the nature of the transaction and the market position of the firm 
collecting and processing the data. 
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consent to processing cannot be made a condition for the performance of the contract.495 For 

instance, assuming that WhatsApp has market power, users’ consent to the term that allows it to 

share their data could be invalidated under this provision, since “arguably, the sharing of this data 

would not be necessary to provide WhatsApp’s instant messaging service and may not be what many 

users expect”.496  

Conversely, when consumers have multiple options and lock-in and networks effects are not 

particularly strong, e.g. in the market for fitness apps, firms should have more discretion as to what 

kind of data to request in return for their services, as long as they obtain consent (and respect the 

other data protection principles and obligations that come with them). In these cases, it can be 

assumed that consumers would only agree to the terms, if they considered them fair in relation to 

what they are getting in return. Essentially, this will allow firms in competitive markets to compete on 

data protection terms. Data protection could promote this type of competition by imposing high 

transparency requirements, for instance, requiring firms to disclose the economic value they extract 

from the data processing and of the service that they are offering. On the contrary, when it comes to 

players like Facebook or Google, which have significant market power and create consumer lock-ins, 

there is not a sufficient level of competition in the market that would guarantee consumer choice. In 

order to protect individuals’ control over data, these firms should not be allowed to make the 

provision of their services conditional on consent to terms that go beyond what is necessary for the 

provision of their services. Instead, they should give users a real choice (in terms of opting in or out) 

for consent to be valid.497 

This would be a form of asymmetric regulation, as is typically found in cases in which a formerly 

monopolistic sector is deregulated. In these cases, a dominant incumbent may adopt strategies to 

prevent new entry; it is believed that regulating incumbents and new entrants asymmetrically can 

reduce these impediments to contestability.498 An example is the framework for regulating electronic 

communication,499 in which case, “sector-specific regulation of particular markets can be maintained 

 
495 Paul Voigt and Axel Van dem Bussche, The EU General Data Protection Regulation (GDPR): A Practical Guide 
(2017, Springer) p. 95. 
496 ACCC, ‘Digital Platforms Inquiry—preliminary report’, pp. 179-180, available at 
 https://www.accc.gov.au/system/files/ACCC%20Digital%20Platforms%20Inquiry%20-
%20Preliminary%20Report.pdf. 
497 This differentiation applies to the determination of the lawfulness of processing (Article 6), more specifically, 
whether undertakings can use consent as a legal basis for processing. The other data protection principles 
remain unaltered; for instance, personal data shall be “collected for specified, explicit and legitimate purposes” 
(‘purpose limitation’, Article 5(1)(b)) and it shall be “adequate, relevant and limited to what is necessary in 
relation to the purposes for which they are processed” (‘data minimisation’, Article 5(1)(c)). These are distinct 
principles; while consent is obtained in regard to a specific purpose in line with the lawfulness principle, the 
purpose itself does not have to be limited to processing that is necessary for the provision of the service. 
However, once a purpose has been established, processing under that particular purpose needs to comply with 
the purpose limitation and data minimisation principles.  
498 Elizabeth E. Bailey and William J. Baumol, ‘Deregulation and the Theory of Contestable Markets’ (1984) 1 Yale 
Journal on Regulation 111; Alberto Pera, ‘Deregulation and privatisation in an economy-wide context’ (1989) 
OECD economic studies No. 12, 159. 
499 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing 
the European Electronic Communications Code [2018] OJ L321/36 (EECC). 
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only where firms are found in periodic market reviews to exercise significant market power”.500 The 

definition of significant market power in the Directive establishing the European Electronic 

Communications Code (EECC) follows the competition law approach: 

An undertaking shall be deemed to have significant market power if, either individually or 

jointly with others, it enjoys a position equivalent to dominance, namely a position of 

economic strength affording it the power to behave to an appreciable extent independently 

of competitors, customers and ultimately consumers.501 

The EECC then provides that where an undertaking is designated as having significant market power 

on a specific market, national regulatory authorities can impose appropriate obligations,502 such as: 

the obligation of transparency (Article 69); obligation of non-discrimination (Article 70); obligation of 

accounting separation (Article 71); obligations of access to, and use of, specific network elements and 

associated facilities (Article 73); and price control and cost accounting obligations (Article 74).  

The purpose behind an asymmetric regulation is portrayed in the following recitals: 

This Directive aims to progressively reduce ex ante sector-specific rules as competition in the 

markets develops and, ultimately, to ensure that electronic communications are governed 

only by competition law. Considering that the markets for electronic communications have 

shown strong competitive dynamics in recent years, it is essential that ex ante regulatory 

obligations are imposed only where there is no effective and sustainable competition on the 

markets concerned.503 

In particular, when there are multiple downstream markets that have not reached the same 

degree of competition, national regulatory authorities could require specific asymmetric 

remedies to promote effective competition, for instance, but not limited to, niche retail 

markets, such as electronic communications products for business end-users.504 

Accordingly, specific remedies are imposed when there is evidence of significant market power, in 

order to introduce competition. This scenario differs substantially from the one covered by data 

protection regulation, inasmuch as the latter is not concerned with the market functioning and 

competition as such. Nonetheless, it is useful in demonstrating how regulatory frameworks can be 

linked to the level of competition in the market, in order to compensate for missing competition 

through regulatory intervention. Taking the level of competition into account in these instances does 

not only guarantee adequate intervention when needed, it also prevents overenforcement and the 

unnecessary disruption of the competition process, when competition itself it able to guarantee the 

achievement of regulatory goals. 

 
500 Martin Cave, Christos Genakos, Tommaso Valletti, ‘The European Framework for Regulating 
Telecommunications: A 25‑year Appraisal’, (2019) 55 Review of Industrial Organization, 47-62. 
501 EECC, Article 63(2). 
502 EECC, Article 68(2). 
503 EECC, Recital 29. 
504 EECC, Recital 200. 
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Asymmetric regulation also characterises the Digital Markets Act (DMA).505 The DMA is considered to 

be one of the centrepieces of the European digital strategy and aims to ensure that platforms that act 

as ‘gatekeepers’ in digital markets behave fairly.506 In order to do so, the DMA formulates a set of 

criteria for determining which platforms act as ‘gatekeeper’. The DMA proposal foresees that “A 

provider of core platform services shall be designated as gatekeeper if: 

a) it has a significant impact on the internal market; 

b) it operates a core platform service which serves as an important gateway for business users 

to reach end users; and 

c) it enjoys an entrenched and durable position in its operations or it is foreseeable that it will 

enjoy such a position in the near future”.507 

Platforms that are considered to be gatekeepers will have special obligations. Obligations that are 

particularly relevant for the market failure discussed in this thesis are, for example, to “refrain from 

combining personal data sourced from these core platform services with personal data from any other 

services offered by the gatekeeper or with personal data from third-party services”508 and to  

provide to any third party providers of online search engines, upon their request, with access 

on fair, reasonable and non-discriminatory terms to ranking, query, click and view data in 

relation to free and paid search generated by end users on online search engines of the 

gatekeeper, subject to anonymisation for the query, click and view data that constitutes 

personal data.509 

In our case it could be determined that when it comes to dominant firms, i.e. there is not a sufficient 

degree of competition in the market, consent is not a valid legal basis if the processing is not necessary 

for the performance of a contract and the provision of the service is conditional on consent. In order 

to put this distinction into practice, it has been suggested that: 

in keeping with the accountability principle, the controller may be required to prove not only 

that informed, specific, and unambiguous consent has been provided in line with the 

requirements in the GDPR, but also that the clear imbalance in power did not affect the 

consumer-citizen’s decision to consent, despite the fact that this consent was required to 

access the service in question.510 

 
505 Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in 
the digital sector (Digital Markets Act) COM/2020/842 final. 
506 Commission website, The Digital Markets Act: ensuring fair and open digital markets, available at 
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-markets-act-ensuring-
fair-and-open-digital-markets_en.  
507 Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in 
the digital sector (Digital Markets Act) COM/2020/842 final, Article 3(1). 
508 Ibid, Article 5(a). 
509 Ibid, Article 6(j). 
510 Damian Clifford, Inge Graef and Peggy Valcke, ‘Pre-formulated Declarations of Data Subject Consent—Citizen-
Consumer Empowerment and the Alignment of Data, Consumer and Competition Law Protections’ (2019) 20 
German Law Journal 679-721, p. 713. 
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In its guidelines on consent, endorsed by the EDPB, the Article 29 Working Party seems to reject such 

an approach, i.e. distinguishing between competitive and non-competitive markets for the purposes 

of establishing the validity of consent.511 It states that, while controllers can rely on consent for use of 

data that is not necessary for the provision of the service, provided that they offer data subjects a 

genuinely equivalent service that does not require consenting to the data use, they cannot argue that 

data subjects have a choice between their own service and an equivalent service offered by another 

provider. The Working Party argues that the problem with this approach would be that  

the freedom of choice would be made dependant on what other market players do and 

whether an individual data subject would find the other controller’s services genuinely 

equivalent. It would furthermore imply an obligation for controllers to monitor market 

developments to ensure the continued validity of consent for their data processing 

activities.512  

Firstly, as others have already indicated and as discussed in the last chapter, it appears unlikely that 

the Working Parties’ “strict interpretation of consent… will be sustainable in light of the various moves 

to recognize the economic value of personal data and the broader internal market considerations of 

the EU legislator”.513 Secondly, the problem identified by the Working Party only emerges if the 

threshold of market concentration is placed too low; if we look at tech giants like Google and Facebook 

it is safe to say that they are dominant and that users do not have a real choice among different 

providers. This would be comparable to the recommendation brought forward by the Furman report 

to develop a code of competitive conduct to apply to companies deemed to have a ‘strategic market 

status’514 or the DMA described above. Data protection authorities could work with competition 

authorities in order to set clear thresholds and monitor major changes in the affected markets. While 

competition authorities can contribute by providing the tools and expertise to assess market power, 

ultimately it should be left to data protection authorities to determine how to apply the GDPR in 

specific markets and in relation to determinate companies. However, this could be done centrally by 

the EDPB, to guarantee consistency and transparency. This would ensure that controllers do not have 

to monitor market developments individually but would simply have to follow periodic assessments 

of the EDPB (or other data protection authorities). Thirdly, the Working Party indicates that it would 

be difficult or perhaps arbitrary to assess when a genuinely equivalent service exists, which would 

guarantee data subjects’ freedom of choice. In response to this concern, it can be argued that, firstly, 

 
511 Article 29 Working Party, ‘Guidelines on consent under Regulation 2016/679’, adopted on 28 November 2017, 
as last Revised and Adopted on 10 April 2018. 
512 Article 29 Working Party, ‘Guidelines on consent under Regulation 2016/679’, adopted on 28 November 2017, 
as last Revised and Adopted on 10 April 2018, pp. 9-10. 
513 Damian Clifford, Inge Graef and Peggy Valcke, ‘Pre-formulated Declarations of Data Subject Consent—Citizen-
Consumer Empowerment and the Alignment of Data, Consumer and Competition Law Protections’ (2019) 20 
German Law Journal 679-721, p. 714. 
514 Report of the digital competition expert panel, ‘Unlocking digital competition’ (The Furman report) March 
2019, available at 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/
unlocking_digital_competition_furman_review_web.pdf. 
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the Working Party allows controllers to offer, themselves, a ‘genuinely equivalent service’ to 

guarantee a choice, which means that there is standard that can be used to assess equivalence; 

secondly, competition authorities constantly assess whether goods or services belong to the same 

relevant market, i.e. whether they are substitutable; a similar assessment can be carried out in these 

cases. 

Langhanke and Schmidt-Kessel criticise this approach from a slightly different point of view; they argue 

that: 

the rules on data protection and privacy do not aim to foster the fairness of bargains that 

include the consumers’ personal data. Obviously, one could develop mechanisms as part of 

the data protection law as well by concretising the rules of binding consent. However, this 

would lead to an over-complex structure of consent within the data protection law.515 

The authors claim that consumer protection is the instrument that should ensure the fairness of the 

exchanges taking place involving personal data. However, as I have argued in Chapter 2, I do not 

believe that it is possible, neither desirable, to split the task of ensuring the fairness of these 

transactions between data and consumer protection regulation. Doing so would create unnecessary 

overlaps and issues around consistency. Furthermore, data protection must take into account the 

terms of the exchanges, in order to be able to assess whether data processing is fair in the context of 

the digital market. Even if including these concerns into a data protection assessment increases the 

complexity of the structure of consent, this is not a good enough argument against doing so, if the 

alternative is an assessment that is out of touch with reality and cannot guarantee the protection of 

individuals’ rights and interests, nor enable the market to function properly. Accounting for the 

differences in data processing activities in the digital market will necessarily lead to some level of 

complexity, as in any other regulatory field in which rules need to be adapted to intricate sets of 

circumstances. Moreover, how transactions involving the exchange of data against services are 

currently assessed is all but straightforward. The current state of uncertainty creates a lack of 

protection and, hence, we need criteria that allow us to assess the legitimacy of data practices.  

If such an approach is put into place, firms that are affected by the limitations, i.e. dominant firms, 

would have the option to give consumers the choice to opt-out (which, however, they may be 

reluctant to do, if they rely on data to monetise their service) or to offer their service for monetary 

payment. Although the latter outcome would deprive consumers of the choice to pay with data 

instead of money,516 switching to monetary payment empowers consumers to the extent that they 

are better at comparing monetary prices than the cost of a service in terms of the disclosure of their 

data. This could spur competition, since consumers are more likely to respond to price differences and 

new entrants could attract consumers by undercutting prices. Without the information asymmetries 

that exist when services are offered against data, the competitive process could, thus, ensure that 

 
515 Carmen Langhanke and Martin Schmidt-Kessel, ‘Consumer Data as Consideration’ EuCML Issue 6/2015, 219. 
516 This could be detrimental for individual consumers as well as reducing economic efficiencies; see discussion 
in Chapter 3. 
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prices offered are fair. If prices are still excessive, it becomes the responsibility of competition 

authorities to determine if there is something wrong with the market and address the problem. 

The trouble with this two-tier system, however, is that it could lead to a situation in which dominant 

companies are forced to charge monetary prices, while non-dominant companies can offer the same 

service in exchange for data (i.e. for ‘free’ from the point of view of many consumers). That is why, as 

argued in the last chapter, when it comes to data-monetising activities, the ‘legitimate interests’ legal 

basis should be the primary option, since it contains an express balancing requirement between the 

controllers’ interests and data subjects’ fundamental rights.517 This would give dominant companies 

the chance to monetise services through data and offer them for ‘free’, but at the same time represent 

a guarantee that this processing is legitimate. Furthermore, if the conditions under this legal basis are 

not satisfied, meaning that a firm does not have a ‘legitimate interest’ in its processing activity, it 

becomes more justifiable to impose higher requirements on consent, as proposed above, to make 

sure that individuals’ rights are sufficiently protected. Although the role of market power is not as 

important as when it comes to consent, the Article 29 Working Party argued that even under a 

‘legitimate interests’ justification the dominance of a company should play a role: 

A large multinational company may, for instance, have more resources and negotiating power 

than the individual data subject, and therefore, may be in a better position to impose on the 

data subject what it believes is in its 'legitimate interest'. This may be even more so if the 

company has a dominant position on the market. If left unchecked, this may happen to the 

detriment of the individual data subjects. Just as consumer protection and competition laws 

help ensure that this power will not be misused, data protection law could also play an 

important role in ensuring that the rights and interests of the data subjects will not be unduly 

prejudiced.518 

In the case of legitimate interests, the imbalance of power is claimed to be relevant due to the fact 

that data subjects have the right to object to processing, and if they object, “the controller shall no 

longer process the personal data unless the controller demonstrates compelling legitimate grounds 

for the processing which override the interests, rights and freedoms of the data subject or for the 

establishment, exercise or defence of legal claims”.519 The Article 29 Working Party clarified that  

 
517 GDPR, Article 6(1)(f); GDPR, recital 47: “The legitimate interests of a controller, including those of a controller 
to which the personal data may be disclosed, or of a third party, may provide a legal basis for processing, 
provided that the interests or the fundamental rights and freedoms of the data subject are not overriding, taking 
into consideration the reasonable expectations of data subjects based on their relationship with the controller… 
At any rate the existence of a legitimate interest would need careful assessment including whether a data subject 
can reasonably expect at the time and in the context of the collection of the personal data that processing for 
that purpose may take place”. 
518 Article 29 Working Party, Opinion 06/2014 on the notion of legitimate interests of the data controller under 
Article 7 of Directive 95/46/EC (WP217), p. 40. The EDPB has stated that the guidance remains relevant to the 
GDPR, in its Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of 
the provision of online services to data subjects,’ adopted on 9 April 2019, p. 4. 
519 GDPR, Article 21(1). 
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this right to object should not be confused with consent based on Article [6(1)](a), where the 

data controller cannot process the data before he obtains such consent. In the context of 

Article [6(1)](f), the controller can process the data, subject to conditions and safeguards, as 

long as the data subject has not objected. In this sense, the right to object can rather be 

considered as a specific form of opt-out.520 

Compared to consent, it appears that the imbalance of power has a rather minor role when it comes 

to assessing the legitimate interests of a data controller. This is reasonable, because data protection 

authorities can carry out their own substantive assessment to verify that the ‘legitimate interests’ 

justification relied upon by a data processor constitutes a valid legal basis, and thereby protect data 

subjects’ rights. When it comes to consent, on the other hand, if the threshold for its validity is met, 

the decision is fully in the hands of the data subjects. It seems sensible that in a concentrated market, 

in which data subjects do not have the freedom to choose, and thus to give consent freely, data 

protection regulators are the ones ensuring that data is processed in a legitimate manner, by taking 

into account and balancing the interests of data controllers and subjects. When it comes to assessing 

companies’ legitimate interests in data monetisation, data protection authorities could benefit from 

assessing how companies profit from data and what consumers get in return for disclosing their data. 

Ways to do so have been discussed under the competition section in the second chapter. Such an 

approach, however, is only possible if data protection authorities accept that an exchange of data 

against services can legitimately take place.521 

4.2.3. Preserving competition on the market 

A different reason why a contextual application of data protection regulation is necessary, is to avoid 

that the regulation undermines the market functioning. Gal and Aviv carried out an in-depth analysis 

of the effects of the GDPR on competition and innovation and concluded that the GDPR “limits 

competition in data markets, creating more concentrated market structures and entrenching the 

market power of those who are already strong; and it limits data synergies, thereby preventing the 

creation of some data-based knowledge”.522 One of the problems of data protection regulation for 

competition is that compliance costs, involving “appropriate technical and organisational measures to 

ensure and to be able to demonstrate that processing is performed in accordance with this 

Regulation”,523 might be felt less by bigger firms, which benefit from economies of scale and scope, 

for which it might be easier to offset the costs. If the costs of complying with data protection regulation 

are felt disproportionately by start-ups and smaller firms, which are “far less likely to have the 

 
520 Article 29 Working Party, Opinion 06/2014 on the notion of legitimate interests of the data controller under 
Article 7 of Directive 95/46/EC (WP217), footnote 103. 
521 See discussion in Chapter 3, ‘Resolving conflicts between the regimes’. 
522 Michal S. Gal and Oshrit Aviv, ‘The Competitive Effects of the GDPR’, Forthcoming, Journal of Competition 
Law and Economics (2020), p. 33. 
523 GDPR, Article 24. 
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resources to learn their compliance obligations and write software to meet them”,524 the regulation 

risks to hamper competition by foreclosing entry. 

It has also been claimed that data protection regulation favours business models of large, vertically 

integrated platforms, since it is easier for them to gain consent by bundling it across their services.525 

Furthermore, “restrictions on data sharing following from the GDPR give a competitive advantage to 

large platforms which are able to acquire large volumes of data through their own consumer-facing 

products”.526 In addition to this point, Alessandro Acquisti warns that: 

consumers are more likely to grant their opt-in consent to large networks with a broad scope 

rather than to less established firms. Hence, if regulation focuses only on enforcing an opt-in 

approach, users may be less likely to try out services from less established firms and entrants, 

potentially creating barriers to entry by leading to a “natural monopoly” in which scale 

economics include privacy protection.527 

Paradoxically, this threat may increase the more consumers become aware of the value of their data 

and the uses that are made of it in the digital market. This might lead to a situation in which, in an 

attempt to control the way their data is used, consumers limit the instances in which they give 

consent. If this happens, it might be more likely that they give it to dominant platforms, which benefit 

from network effects, since these offer services that consumers are less likely to be willing to renounce 

to.  

Yet another way in which smaller players could be disproportionately impacted by data protection is 

through the data portability requirement, since 

data portability may be costly and therefore, when imposed on non-dominant companies, in 

particular small firms and start-ups, could diminish competition and ultimately harm 

consumers. In particular, they point to cases in which a non-dominant company would have 

invested in collecting and accumulating personal data and an incumbent would then devalue 

the investment by allowing users to easily migrate their data.528 

In relation to the problem of the adverse impact the GDPR has on competition, by disadvantaging 

smaller players, Geradin and others argue that: 

 
524 Peter Swire and Yianni Lagos, ‘Why the right to data portability likely reduces consumer welfare: Antitrust 
and privacy critique’ (2013) 72(2) Maryland Law Rev., p. 352. 
525 CMA, Online platforms and digital advertising market study, interim report, 18 December 2019, p. 39, 
available at https://www.gov.uk/cma-cases/online-platforms-and-digital-advertising-market-study. 
526 Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-4042, ISSN 
2213-9419 http://ssrn.com/abstract=, p.7. 
527 Alessandro Acquisti, Curtis Taylor, Liad Wagman, ‘The Economics of Privacy’ (2016) 54(2) Journal of Economic 
Literature, p. 16. 
528 Jacques Crémer, Yves-Alexandre de Montjoye and Heike Schweitzer, ‘Competition Policy for the Digital Era’ 
(2019) European Commission, p. 82, referring to Peter Swire and Yianni Lagos, ‘Why the right to data portability 
likely reduces consumer welfare: Antitrust and privacy critique’ (2013) 72(2) Maryland Law Rev. pp. 335 et seq. 
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it is crucial that the Commission takes into account the imbalance of power in terms of 

financial and human resources that exists between large and small players. Considering the 

substantial implementation and compliance costs the GDPR entails, the Commission should 

examine the differentiated effects of the GDPR to different-sized companies. While the GDPR 

already imposes additional obligations the riskier the type of processing, the baseline 

obligations imposed still disproportionately affect medium and small size companies. A more 

differentiated approach might therefore be needed to avoid unintended consequences to the 

detriment of such companies.529 

In line with this recommendation, I argue that by adopting a firmer market-based approach, data 

protection authorities can reduce the risk that their obligations restrict competition. In particular, data 

protection authorities should distinguish between firms’ position on the market when applying data 

protection rules, in order not to unduly advantage firms with more resources and a bigger consumer 

base and, thereby, strengthen barriers to entry and entrench dominant positions. As explained earlier, 

the Regulation is flexible enough to distinguish between big internet platforms and start-ups, in terms 

of the threats they pose to data protection. In fact, in response to industry concerns regarding the 

administrative and financial costs of implementing GDPR obligations and “to avoid the possibility of 

imposing disproportionate burdens on small companies”, the Commission’s impact assessment 

indicated that some of the obligations would not apply to small companies530 and that costs remain 

“proportionate to the volume of operations”.531 

For instance, when assessing whether, in line with the accountability principle, the controller has 

adequately demonstrated compliance with data protection principles,532 data protection authorities 

should bear in mind that for smaller firms it is more difficult to put into place measures to demonstrate 

compliance. The GDPR does foresee that the costs of implementation of technical and organisational 

measures to ensure compliance with data protection obligations are taken into account. For instance, 

this applies to measures “which are designed to implement data-protection principles, such as data 

minimisation, in an effective manner and to integrate the necessary safeguards into the processing in 

order to meet the requirements of this Regulation and protect the rights of data subjects”533 or when 

implementing measures to “ensure a level of security appropriate to the risk [for the rights and 

freedoms of natural persons]”.534 Authorities should be willing to have a closer look at the market 

realities faced by smaller firms and assess what compliance costs are reasonable for them. When it 

comes to enforcing obligations such as data portability, the authorities should ensure that the costs 

are not disproportionate compared to the interests of individuals. This does not mean that smaller 

 
529 Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-4042, ISSN 
2213-9419 http://ssrn.com/abstract=, p. 38. 
530 Commission Staff Working Paper, Impact Assessment Accompanying the GDPR, SEC(2012)72 final, 25 January 
2012, Annex 10 on the Impacts of the Preferred Option on Competitiveness, p. 149. 
531 Ibid, p. 150. 
532 GDPR, Article 5(1) and (2). 
533 GDPR, Article 25(1). 
534 GDPR, Article 32(1). 
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firms can infringe data subjects’ right to data protection; nonetheless, often compliance is a matter of 

degree and of weighing different interests. This is also apparent when it comes to assessing ‘legitimate 

interests’ as a legal basis for processing. In terms of the validity of consent, players without market 

power should have more flexibility in the way they obtain consent, since it can be assumed that 

individuals can choose an alternative provider, if they are not happy with the terms. Such a contextual 

approach minimises the chance that smaller firms are impacted disproportionately by compliance 

costs and by the increased difficulty to obtain consent, compared to bigger players. Applying the GDPR 

in this way could cease to reinforce the process that leads to market tipping and the entrenchment of 

the position of dominant firms discussed in Chapter 1. This, in turn, can be beneficial for data 

protection, as explained in Chapter 3, because it can support competition on data protection terms. 

This proposition is also discussed in the next chapter, when looking at how data protection authorities 

should go about enforcing the Regulation.  

While in the discussion in the last section the focus was on imposing stricter requirements on 

dominant firms, to compensate for their market power and make data protection more effective, here 

the emphasis is on smaller firms, and ensuring that the data protection requirements are not too 

burdensome for them to survive in the market. These are two very different concerns; while the 

former is about increasing the effectiveness of data protection regulation, the latter is about data 

protection regulation not increasing entry barriers. While the concern about the market functioning 

is not directly a data protection concern, given the significance of the market functioning for data 

protection, is should still be in data protection authorities’ interest. When applying market-related 

concepts and assessing the exchanges taking place on the market, data protection authorities could 

benefit from the experience of competition authorities. Competition authorities should have an 

incentive to support data protection authorities in this regard, since it means that data protection’s 

interventions will contribute to a better-functioning market, by curbing the market power of dominant 

firms and reducing the risk of inadvertent distortions of competition. Various forms of collaboration 

can be used to this end; for example, data protection authorities could consult competition authorities 

in regard to specific cases or markets in which market power is an issue. They could also receive some 

training that would enable them to carry out these assessments themselves. 

4.3. Competition law integrating data protection elements 

4.3.1. The need to incorporate behavioural factors in competition analysis 

Until now I have discussed how the data protection framework can be improved by including market-

related elements. Conversely, when it comes to competition law, competition authorities “need to 

look ‘under the hood’ of data privacy regulation and gain a better understanding of the constraints on 

consumer decision-making”.535 In the same way in which data protection authorities need to be aware 

that markets are not always competitive, competition authorities cannot assume that “the existence 

 
535 Orla Lynskey, ‘Non-price Effects of Mergers’ OECD Competition committee meeting, 6 June 2018, 
DAF/COMP/WD(2018)70, p. 3. 
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of data privacy regulation and oversight is, in itself, sufficient to ensure that markets involving personal 

data accurately reflect consumer data privacy preferences”.536 Given the impact of consumers’ 

demand for data protection on the functioning of the market, an approach that fails to take into 

account the effect (or lack thereof) of data protection regulation on consumer demand, will lead to 

an inaccurate depiction of the market functioning and, correspondingly, less than optimal results. The 

key input that competition authorities need in order to make informed decisions, is to what extent 

data protection is capable of counteracting power and information asymmetries in a given 

circumstance and, accordingly, to what extent consumer behaviour on the market reflects their 

preferences. This is particularly important when measuring the level of competition on data protection 

in a market. 

As the Competition and Market Authority (CMA) observed, the “presence of competition over privacy 

is a useful indicator, not only of firms’ willingness to adapt to consumers’ desires, but also consumers’ 

understanding of the use of their data in that market, and the effectiveness of competition in the 

market in question”.537 In other words, a lack of competition on data protection terms could mean 

that there is no effective competition in the market, no consumer demand for data protection, or that 

consumers have difficulties in formulating their demand and firms do not respond to it. When looking 

at consumers’ behaviour, it is often difficult to determine if data protection is a parameter of 

competition, because they behave inconsistently towards it. This goes back to the privacy paradox 

discussed in the first chapter, which indicates that due to the difficulty of processing a vast amount of 

complex information, together with other cognitive biases, individuals do not necessarily act upon 

their preferences in relation to privacy. Nonetheless, if competition authorities only observe the 

behaviour of consumers in relation to data protection, without allowing for the possibility that 

consumers may have difficulties in formulating demand, they might incorrectly conclude that there is 

no demand for data protection. In these cases, failing to take into account the wider context in which 

consumers act could lead to a failure to safeguard a crucial dimension of competition and risks to 

entrench market failures. 

In merger cases, for example, one problem faced by competition authorities is to understand if there 

is competition on data protection that needs to be preserved. In Facebook/WhatsApp, when analysing 

the closeness of competition between WhatsApp and Facebook Messenger in the market for 

communications apps, the Commission noted several differences between the platforms.538 In relation 

to privacy policies, it stated that “contrary to WhatsApp, Facebook Messenger enables Facebook to 

 
536 Ibid. 
537 CMA, ‘The commercial use of consumer data: Report on the CMA’s call for information’, CMA38 (June 2015), 
p. 80. 
538 “(i) the identifiers used to access the services (phone numbers for WhatsApp, Facebook ID for Facebook 
Messenger); (ii) the source of the contacts (the user handset's address book for WhatsApp, all Facebook users 
in Facebook Messenger); (iii) the user experience (which is richer in Facebook Messenger given the integration 
with the core aspects of Facebook social network); (iv) the privacy policy (contrary to WhatsApp, Facebook 
Messenger enables Facebook to collect data regarding its users that it uses for the purposes of its advertising 
activities); and (v) the intensity with which the apps are used”, Case No COMP/M.7217 - Facebook/ WhatsApp, 
para. 102. 
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collect data regarding its users that it uses for the purposes of its advertising activities”.539 It then 

indicated that “WhatsApp and Facebook Messenger have been reported as being the two main 

consumer communications apps simultaneously used by the majority of the users in the EEA”.540 The 

fact that users kept on using both platforms regardless of their differences was taken as indicating 

complementarity rather than competitiveness between the firms.  

The conclusion that WhatsApp and Facebook Messenger were not close competitors is questionable 

for a number of reasons; firstly, the Commission assumed that “markets involving personal data 

function efficiently and reflect consumer preferences”541 instead of asking whether the market 

characteristics allow for competition on data protection to take place. Data protection regulation 

might not always adequately empower consumers in relation to their data,542 meaning that there 

might be consumer demand for more protective terms, but this demand is not adequately reflected 

in their behaviour. If competition authorities ignore such possibility, they risk allowing an increase of 

market concentration, causing a reduction of competition on data protection, or worsening of data 

protection terms.  

Furthermore, the very fact that WhatsApp’s terms were more protective than Facebook Messenger’s 

is a sign that some consumers did indeed prefer better terms, and that WhatsApp responded to this 

demand in order to enter the market and compete against Facebook. The fact that it did not get to a 

mass shift from Facebook Messenger to WhatsApp (at least before the merger had taken place) could 

also indicate that some consumers did not value data protection as highly as others or that they were 

not in a position to assess the level of data protection they were getting. As Esayas explains: 

competition in privacy and privacy policy is more sequential than simultaneous, meaning that 

it can occur through dissimilarity where the adoption of a certain technology, policy or a 

change thereof by an entity, if found attractive by consumers for offering better privacy, drives 

others to follow suit.543  

Consequently, dissimilarity in data protection terms can indicate the beginning of competition, rather 

than, as argued by the Commission, complementarity. Besides, multi-homing might have been 

necessary for users in order to be in touch with their contacts from both platforms, because of the 

 
539 Case No COMP/M.7217 - Facebook/ WhatsApp, para. 102. 
540 Ibid, p. 105. 
541 Orla Lynskey, ‘Non-price Effects of Mergers’ OECD Competition committee meeting, 6 June 2018, 
DAF/COMP/WD(2018)70, p. 7. 
542 See discussion in Chapter 2; data protection regulation, in its current form, fails to empower consumers over 
data when the disempowerment derives from data’s market dimension. Although consumers do, in principle, 
get the information to make informed choices in regard to data protection offered by the service provider, they 
are not good at assessing it and their biases lead them to make irrational decisions. Furthermore, when they are 
not given a real choice, consumer might continue using services despite potentially disagreeing with the data 
protection terms. 
543 Samson Yoseph Esayas, ‘Competition in Dissimilarity: Lessons in Privacy from the Facebook/WhatsApp 
Merger’ (2017) 2 CPI Antitrust Chronicle August, p. 59. 
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large network effects, and does not necessarily have to constitute an expression of users’ data 

protection preference.544 

The assessment of whether firms are close competitors is based on the degree of substitutability 

between product or services, as explained the Commission in the Hutchison 3G UK / Telefónica UK 

merger: 

The Horizontal Merger Guidelines clearly provide for a relative approach to the question of 

closeness of competition. According to paragraph 28 of the Horizontal Merger Guidelines, the 

higher the degree of substitutability between the merging firms' products, the more likely it 

is that the merging firms will raise prices significantly. The same concept is set out in paragraph 

17 of the Horizontal Merger Guidelines, according to which a merger may raise competition 

concerns based on "the extent to which the products of the merging parties are close 

substitutes". Both wordings set out a positive correlation between the degree of 

substitutability between the products of the merging parties and the likelihood and 

seriousness of the competition concerns raised by the proposed merger.545 

The degree of substitutability can be measured quantitatively through econometric analysis or surveys 

that analyse revealed preferences. What is suggested here is that it is crucial that the Commission 

does not limit its assessment to the consumer behaviour it observes but should consider qualitative 

evidence that can show what factors might influence it. In this regard, it was argued that when 

assessing closeness of competition, “market shares provide a first prior for effect of competition. 

Qualitative evidence can be useful to adjust this prior: Are parties closer than suggested by market 

shares? Are they closest competitors? Are parties an important competitive force, etc.”.546 Table 4.2 

shows types of quantitative and qualitative evidence that can be used to establish closeness of 

competition.  

 
 
 
 
 
 
 
 

 
544 Maurice Stucke and Allen Grunes, Big Data and Competition Policy (OUP 2016), p. 168. Besides, multi-homing 
itself does not have to signify that no competition exists, since the platforms compete for attention and not 
merely the number of active users; see David Evans, ‘Attention Rivalry among Online Platforms’ (2013) 9(2) 
Journal of Competition Law & Economics pp. 313-357. 
545 Case M.7612 – Hutchison 3G UK / Telefónica UK, 11 May 2016, para. 323. The Commission’s decision was 
overturned by the General Court on 28 May 2020 in Case T‑399/16, CK Telecoms UK Investments Ltd v European 
Commission. 
546 Thomas Buettner CET, DG COMP, European Commission, ‘Closeness of competition from an economic 
perspective’ (International Forum on European Competition Law Brussels, 11 March 2016), available at 
https://www.studienvereinigung-
kartellrecht.de/sites/default/files/buettner_closeness_stdvgg_160311_final.pdf.  
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Table 4.2: Types of evidence547 

 

Qualitative types of evidence would allow the Commission to consider behavioural factors that can 

explain specific revealed preferences. For instance, it would allow to integrate evidence of consumer 

biases and consumers’ bounded rationality, for instance connected to information overload, which 

the data protection framework has failed to correct. In the Facebook/WhatsApp merger, a more 

thorough assessment of consumer preferences, beyond the revealed ones, could have helped the 

Commission to assess whether users were in fact treating the two services as substitutes and whether 

there were other explanations for their continued parallel usage. 

In these instances, it could also be helpful for competition authorities to take into consideration 

potential demand for data protection, given the difficulties that consumers face in revealing their 

preferences. The concept of ‘potential consumer demand’ has received rather little attention in EU 

competition law. Where it has become a relevant concept, however, is in relation to exclusionary 

abuses in the form of refusals to deal. Here, as the Commission guidelines state, whether the refusal 

to deal prevents the production of ‘new or improved goods or services for which there is a potential 

consumer demand’ needs to be taken into account when assessing whether the conduct harms 

consumers, and is, thus, abusive.548 Even so, the concept has never been clearly defined; in its decision 

in Magill,549 the Commission stated that: 

… ITP, BBC and RTE prevent the meeting of a substantial potential demand existing on the 

market for comprehensive TV guides. 

The demand results from the advantages offered by comprenhensive [sic] TV guides, i.e. 

marking advance weekly listings for a great number of programmes available to the consumer 

in a reasonably practical way and without having to pay a considerable amount of money. 

… The potential of the market as above is also confirmed by the situation in several other 

Member States where comprehensive weekly TV guides are purchased by a large proportion 

 
547 Ibid.  
548 Commission, ‘Guidance on the Commission's enforcement priorities in applying Article 82 of the EC Treaty to 
abusive exclusionary conduct by dominant undertakings’ (Communication) [2009] OJ C 45/7, para. 87. 
549 Commission Decision of 21 December 1988 relating to a proceeding under Article 86 of the EEC Treaty 
(IV/31.851— Magill TV Guide/ITP, BBC and RTE) (1989) L78/43. 
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of the national population, despite the fact that comprehensive daily TV guides also exist in 

newspapers in the same form as in Ireland and the United Kingdom. 

The publication of the Magill TV Guide, albeit brief and of a limited print run, also clearly 

demonstrates the consumer demand for a comprehensive weekly TV guide in the area 

concerned.550 

The Court of First Instance, in its judgement on the application to annul the Commission’s decision, 

adopted a similar assessment:551 

… limited substitutability of weekly programme information is evidenced in particular by the 

success enjoyed, at the material time, by the specialized television magazines which were all 

that was available on the market in weekly guides in the United Kingdom and Ireland and, in 

the rest of the Community, by the comprehensive television guides available on the market in 

the other Member States. That clearly demonstrates the existence of a potential specific, 

constant and regular demand on the part of viewers, in this case in Ireland and Northern 

Ireland, for television magazines containing comprehensive television programme listings for 

the week ahead, irrespective of any other sources of programme information available on the 

market.552 

This assessment is predominantly based on circumstantial evidence and does not help us to formulate 

a test to measure ‘potential consumer demand’. It appears that it needs to be evaluated on a case-by-

case basis. In the Facebook/WhatsApp merger, an analysis of potential consumer demand could have 

included evidence showing the increased attention to data protection terms paid by consumers and 

the move towards data protection friendlier services in other areas of the digital sector. 

A more ‘contextual’ analysis would improve authorities’ understanding of the dynamics of the market 

and its ‘dysfunctional equilibrium’553 and of the parameters of competition. This would enable them 

to make more informed decisions about the potential competitive impact of mergers and decrease 

the occurrence of false negatives when it comes to mergers in digital markets. Since competition law 

does not rely on a specific regulatory framework but has a broader mandate to ensure that markets 

function well, it “is flexible – it can and should adapt to the challenges posed by the digital economy 

without wholesale changes to its guiding principles and goals”.554 

This approach raises concerns regarding the extent to which competition authorities should include 

external considerations in their assessments. If competition on data protection does not yet exist, 

 
550 Ibid, page 49. 
551 Case T-76/89, ITP V Commission (1991) ECLI:EU:T:1991:41; the application was dismissed by the Court of First 
instance, and so was the appeal brought against this judgment in Joined Cases C-241/91 P and C-242/91 P, RTE 
and ITP v Commission (1995) ECLI:EU:C:1995:98. 
552 Ibid, para. 48. 
553 See Chapter 1; Joseph Farrell, ‘Can Privacy Be Just Another Good?’ (2012) 10 Journal on Telecomm. & High 
Tech. L, 257. 
554 Common Understanding of G7 Competition Authorities on ‘Competition and the Digital Economy’ Paris, 5th 
June, 2019. 
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because consumers do not have sufficient information and have difficulties in expressing their 

preferences, this is a data protection and not a competition law issue and should, accordingly, be 

solved by data protection authorities.555 Competition authorities generally assume that laws are 

respected; if they started questioning the effectiveness of every single regulatory regime that is 

relevant in a market, their task would become impossible to perform. However, given the peculiarity 

of data markets, in which consumers pay with data instead of money, it can be justifiable for 

competition authorities to dig deeper to understand consumer demand, to be able to carry out sound 

competitive assessments. Hopefully, this is only a transitory phase, and if data protection authorities 

learn to better respond to the market dynamics, there will be no such need in the future. Until then, 

nevertheless, it is crucial that competition authorities protect the functioning of data-driven markets, 

especially when it comes to mergers. Given the vicious circle that reinforces the market failure, 

competition authorities need to be particularly circumspect, in order to help data protection 

authorities to break the circle and introduce competition on data protection in the digital market.556 

4.3.2. Data protection rules preventing or justifying anticompetitive conduct 

The need to look ‘under the hood’ of data protection regulation is also crucial when data protection 

rules can influence the competitive behaviour of market players. Data protection rules can, on the one 

hand, prevent anticompetitive conduct, e.g. by guaranteeing data portability, which could reduce lock-

in effects, and, on the other hand, justify anticompetitive conduct, e.g. by giving firms an excuse for 

limiting access to information that competitors need in order to compete.  

Data protection rules preventing anticompetitive conduct 

Data protection rules can directly impact the conduct of firms in a way that can have positive (or 

prevent negative) effects on competition. For competition authorities, this will be particularly relevant 

when reviewing mergers that have a significant data-dimension, because it will help assess what firms 

will be allowed to do with the data post-merger and whether their future conduct might be able to 

harm competition. The two main data protection rules that are relevant in this regard are rules that 

determine to what extent the merging firms will be allowed to combine their datasets and obligations 

to enable data portability. 

In relation to the former, a merger might raise concerns regarding the competitive advantage the 

merging firms might obtain by combining their datasets. Given the pivotal role of data in some 

markets, whether firms would or would not be allowed to merge their datasets might be a determining 

factor in a merger assessment. For this reason, it is crucial for competition authorities to have regard 

to relevant data protection rules. In Microsoft/LinkedIn, for instance, the Commission noted that the 

combination of the merging firms’ datasets “could only be implemented by the merged entity to the 

extent it is allowed by applicable data protection rules”.557 It was thereupon argued that data 

 
555 This has been discussed in Chapter 3. 
556 See Chapter 1. 
557 Case M.8124—Microsoft/LinkedIn, 6 December 2016, para. 177. 
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protection regulation could curb Microsoft’s ability to access and use LinkedIn’s data,558 and thereby 

reduce risks of potential anticompetitive effects resulting from the merger. 

However, if competition authorities want to rely on data protection obligations in their competitive 

assessments, they need to be sure that there are no obstacles to data protection authorities enforcing 

these rules. In other words, they need to take into account the extent to which data protection can 

effectively control and limit the sharing of data. The obstacles that market power represent for 

effective data protection have been discussed in the second chapter and will only be repeated briefly 

at this point. One fundamental hindrance to the effectiveness of data protection regulation is the 

current role played by consent. If the merged entity receives data subjects’ consent for the data 

sharing (and complies with the other data protection principles), there is not much data protection 

regulators can currently do to prevent the data sharing.559 A merger that strengthens the market 

position of the merging firms might leave consumers with no valid alternative and force them to 

consent to the sharing, even if they understand the terms and are unsatisfied with them. Hence, if 

competition authorities want to rely on data protection rules to curb firms’ acquisition of market 

power, they have to carefully assess how the data protection rules are applied in practice (i.e. the 

extent to which firms with market power might be able to circumvent the substance of data protection 

principles) instead of limiting themselves to merely factoring in the existence of the rules. The 

potential impact of firms’ market power on the implementation of the data protection principles 

depends on the peculiarities of each case and competition authorities could benefit from working with 

data protection authorities to understand these. 

The same applies in instances in which competition authorities want to rely on data protection rules 

regarding data portability. In Sanofi/Google/DMI JV the Commission noted that “the Parties would 

lack the ability to lock-in patients by limiting or preventing the portability of their data given that, 

according to the draft General Data Protection Regulation (“GDPR”), users will have the right to ask 

for data portability of their personal data”.560 As claimed by the Article 29 Working Party (WP29), 

although the GDPR regulates personal data and not competition, the right to data portability may 

enhance competition between services, by facilitating switching.561  

Nonetheless, also in this case it is risky for competition authorities to assume that the mere existence 

of the data protection right solves the problem of lock-ins and guarantees that merged firms will not 

acquire market power. Putting in place a system for portability can be costly and there might be 

technical difficulties in transmitting the data to another controller;562 this issue becomes evident when 

reading recital 68 of the GDPR: “the data subject’s right to transmit or receive personal data 

concerning him or her should not create an obligation for the controllers to adopt or maintain 

 
558 Ibid, paras. 255 and 375. 
559 Unless data protection regulation starts to give more weight to market power, as proposed in this thesis.  
560 M.7813 - Sanofi/Google/DMI JV, 23 February 2016, para. 69.  
561 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted 13 December 
2016, revised 5 April 2017, WP 242 rev.01, p. 4. 
562 Furthermore, to enable portability a level of interoperability between system might be required; this is 
discussed in Chapter 5, under the competition law remedies.  
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processing systems which are technically compatible”. The only format requirement provided for by 

GDPR is that data should be provided in “a structured, commonly used and machine-readable 

format”,563 which is not defined further. The WP29564 tried to fill this gap, by resorting to a definition 

of Directive 2013/37/EU that states that machine-readable is “a file format structured so that software 

applications can easily identify, recognize and extract specific data, including individual statements of 

fact, and their internal structure”.565 The WP29 explains that “the most appropriate format will differ 

across sectors and adequate formats may already exist, and should always be chosen to achieve the 

purpose of being interpretable and affording the data subject with a large degree of data 

portability”.566 In the absence of a commonly used format for portability requests, open access 

formats should be preferred, accompanied by the transmission of metadata, while PDF files would not 

be “sufficiently structured or descriptive to allow the inbox data to be easily reused”.567 In regard to 

this issue, it has been argued that the concept of data portability “is too openly expressed to allow for 

only one interpretation. It is therefore to be feared, that without common fixed standards, the right 

to data portability will have issues in its practical implementation stemming from technical 

interoperability”.568 

A different issue is that for the potential of the right to data portability for competition to be realised, 

consumers need to switch. Switching might not happen because of consumers’ status quo bias, other 

obstacles such as “excessive delay or complexity to retrieve the full dataset, deliberate obfuscation of 

the dataset”,569 or simply a lack of awareness of the possibility. Although the risk in the 

Sanofi/Google/DMI joint venture was not significant, because the market was competitive, ignoring 

the limitations of data protection might lead to under-enforcement. In the case of merger review, this 

can be particularly harmful, since once a merger has taken place and caused a reduction of 

competition, it is difficult to restore competition to the pre-merger level. 

Data protection rules justifying anticompetitive conduct 

Concerns were raised that firms use data protection rules and principles to justify anticompetitive 

behaviour. For instance, in Google’s response to the CMA’s market study interim report, the tech 

company makes reference to privacy in order to justify several controversial practices, such as 

restricting third-party access to their targeting data and their inventory and refusing to participate in 

 
563 GDPR, Article 20(1). 
564 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted 13 December 
2016, revised 5 April 2017, WP 242 rev.01. 
565 Directive 2013/37/EU of the European Parliament and of the Council amending Directive 2003/98/EC on the 
re-use of public sector information [2013] OJ L175/1, recital 21. 
566 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted 13 December 
2016, revised 5 April 2017, WP 242 rev.01, p. 17. 
567 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted 13 December 
2016, revised 5 April 2017, WP 242 rev.01, p. 18. 
568 Laura Drechsler, ‘Practical Challenges to the Right to Data Portability in the Collaborative Economy’ in 
Collaborative Economy: Challenges and Opportunities, Proceedings of the 14th International Conference on 
Internet, Law & Politics. Universitat Oberta de Catalunya, Barcelona (Publisher: Huygens Editorial 2018), p. 226. 
569 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted 13 December 
2016, revised 5 April 2017, WP 242 rev.01, p. 15. 
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header bidding, and to oppose remedies proposes by the CMA designed to increase competition, such 

as sharing click and query data with competitors.570 In this regard, it has been asserted that: 

Google appears to suggest that merely invoking user privacy or data protection suffices to 

automatically shake any antitrust liability off its shoulders – or to put it differently, remove 

the ‘special responsibility’ of a dominant undertaking under Article 102 TFEU. Under this 

approach, anything can be permissible, insofar it may somehow be grounded on (vaguely 

defined) ‘privacy concerns’. This is obviously far from satisfactory and threatens the effet utile 

of competition rules.571 

In a similar vein, Apple has been accused of using a ‘privacy defence’ to excuse anticompetitive 

conduct, for instance, to justify the fact that it decreased interoperability with Tile, a company selling 

devices that assist in finding lost items, and excluding screen time tracker and parental control apps.572 

Geradin and Katsifis remind us that although Apple appears to act as a privacy regulator, under EU 

competition law “arguments of dominant firms whereby their own actions were needed to allegedly 

protect the public’s health and safety were not accepted by the Commission and the EU courts as 

justifications for anti-competitive conduct”.573 In relation to the ‘privacy defence’ it was stressed that 

“regulators should ensure that the GDPR cannot be used as a pretext to restrict data sharing and 

distort competition to the benefit of large players holding abundant first-party data”.574 In order to do 

so, Geradin and others recommend adopting the following approach: 

1. Firms invoking the ‘privacy defence’ should describe these in detail and specify the legal basis 

that gives rise to them, in a way that regulators are able to assess the merit of these claims. 

2. Regulators should assess privacy concerns with care, particularly when these are raised 

selectively, e.g. only in relation to competitors.  

 
570 Google’s comments on the Competition and Markets Authority’s market study interim report (“Online 
platforms and digital advertising”, 18 December 2019, available at  
https://assets.publishing.service.gov.uk/media/5dfa0580ed915d0933009761/Interim_report.pdf) available at 
https://assets.publishing.service.gov.uk/media/5e8c8290d3bf7f1fb7b91c2c/200212_Google_response_to_int
erim_report.pdf 
571 Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-4042, ISSN 
2213-9419 http://ssrn.com/abstract=, pp. 35-36.  
572 See Damien Geradin and Dimitrios Katsifis, The antitrust case against the Apple App Store (April 22, 2020), 
available at SSRN: https://papers.ssrn.com/abstract=3583029, pp. 53-61.  
573 See Damien Geradin and Dimitrios Katsifis, The antitrust case against the Apple App Store (April 22, 2020), 
available at SSRN: https://papers.ssrn.com/abstract=3583029, p. 57, referring to Judgment of the Court of First 
Instance of 12 December 1991 in Case T-30/89, Hilti AG v Commission [1991] ECR II-1439, para. 118 (noting that 
“it is clearly not the task of an undertaking in a dominant position to take steps on its own initiative to eliminate 
products which, rightly or wrongly, it regards as dangerous or at least as inferior in quality to its own products”); 
Judgment of the Court of First Instance of 6 October 1994 in Case T-83/91 Tetra Pak International v Commission 
(Tetra Pak II) [1994] ECR II-755, paras. 83-84 and 138. 
574 Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-4042, ISSN 
2213-9419 http://ssrn.com/abstract=, p. 39. 
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3. Conduct that leads to greater privacy is not automatically immune from antitrust scrutiny, but 

must be balanced against any anticompetitive effects, to determine what the net effect for 

consumers will be.  

4. Competition and data protection authorities should cooperate to reach a balanced 

approach.575 

Accordingly, competition authorities should examine, not only to what extent the achievement of 

positive effects of the GDPR on competition is realistic, but also to what extent the GDPR can be 

invoked by firms to lessen competition. In both instances, it is necessary to have a closer look at how 

GDPR rules are implemented in practice and their possible effects/lack of effectiveness. In these cases, 

it might be in competition authorities’ interest to include data protection authorities in their antitrust 

cases or merger reviews. This could help identify to what extent data protection regulation can 

effectively impact competition in the market. With the increasing attention to digital companies’ data 

practices and stronger enforcement of data protection regulation, the issues discussed in this part are 

likely to become more relevant in the future and, therefore, competition authorities should start to 

give them more importance. 

4.3.3. Data protection principles as benchmarks in competition analysis 

A different way in which competition law could benefit from a more integrated approach with data 

protection is by applying its principles as benchmarks when assessing potentially anticompetitive 

conduct.576 In this regard, it has been claimed that: 

While data protection law allows data processing to be categorised as permissible or 

impermissible, it also provides broader normative indications about the desirable treatment 

of personal data. For example, incomplete information or weak consent may be enough to 

constitute a decrease in quality without constituting an infringement of the data protection 

regime.577 

If we look at data protection as a quality element of a service, we need to have criteria to identify a 

deterioration of such quality. Since data protection is often quite subjective, having a list of factors 

that set the standard for data protection can be very helpful. 

 

 

 

 
575 Damien Geradin, Theano Karanikioti and Dimitrios Katsifis, ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’, TILEC Discussion Paper, DP 2020-012, 11 May 2020, ISSN 1572-4042, ISSN 
2213-9419 http://ssrn.com/abstract=, pp. 36-38. 
576 LSE Media Policy Project Blog, ‘Data protection through the lens of competition law: will Germany lead the 
way?’ available at http://blogs.lse.ac.uk/mediapolicyproject/2016/03/23/data-protection-through-the-lens-of-
competition-law-will-germany-lead-the-way/. 
577 Francisco Costa-Cabral and Orla Lynskey, ‘The Internal and External Constraints of Data Protection on 
Competition Law in the EU’, SSRN Electronic Journal, January 2015, p. 19. 
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Table 4.3: Principles relating to processing of personal data under the GDPR578 

1. Lawfulness, 
fairness and 
transparency 

“The controller shall identify a valid legal basis for the processing of personal 
data”;579 “fairness is an overarching principle which requires that personal 
data shall not be processed in a way that is detrimental, discriminatory, 
unexpected or misleading to the data subject”;580 “the controller must be 
clear and open with the data subject from the start about how they will 
collect, use and share personal data”.581 

2. Purpose 
limitation 

 “The controller must collect data for specified, explicit, and legitimate 
purposes, and not further process the data in a manner that is incompatible 
with the purposes for which they were collected”.582 

3. Data 
minimisation 

 “Only personal data that is adequate, relevant and limited to what is 
necessary for the purpose shall be processed”.583 

4. Accuracy 

“Personal data shall be accurate and kept up to date, and every reasonable 
step must be taken to ensure that personal data that is inaccurate, having 
regard to the purposes for which they are processed, are erased or rectified 
without delay”.584 

5. Storage 
limitation 

 “The controller must ensure that personal data is kept in a form which 
permits identification of data subjects for no longer than is necessary for the 
purposes for which the personal data is processed”.585 

6. Integrity and 
confidentiality 

 Data is “processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures”.586 

Competition authorities could use the GDPR principles from Table 4.3 to measure the quality of the 

terms offered by online businesses. For example, how strong is the legal basis for processing? Is the 

data processing transparent and in line with what data subjects would expect? Is the purpose of the 

processing clear and the processed data limited to the stated purpose? The point would not be to 

establish what terms are illegitimate under data protection regulation, but rather to have a benchmark 

for evaluating them. The principles could help competition authorities to measure and compare the 

quality of services in terms of the level of data protection. This could help them to carry out 

competitive assessments and be used to develop theories of harm in merger review cases. For 

instance, when competition authorities need to evaluate whether a merger would lead to a decrease 

in the quality of data protection in the market, they could use data protection principles as a yardstick, 

in order to develop a consistent framework under which to assess different transactions. The 

principles could also be used when assessing what terms are unfair in an exploitative abuse case under 

Article 102 TFEU. Nonetheless, as discussed in the last chapter, this thesis claims that competition 

 
578 GDPR, Article 5. 
579 EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, adopted on 13 November 
2019, para. 62. 
580 EDPB, Guidelines 4/2019, para. 64. 
581 EDPB, Guidelines 4/2019, para. 60. 
582 EDPB, Guidelines 4/2019, para. 66. 
583 EDPB, Guidelines 4/2019, para. 68. 
584 EDPB, Guidelines 4/2019, para. 72. 
585 EDPB, Guidelines 4/2019, para. 75. 
586 GDPR, Article 5(1)(f). 
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authorities should not bring exploitative abuse cases in relation to data protection terms, when these 

can be covered by data protection authorities. In theory, there could be instances in which data-

related conduct could be deemed exploitative and be outside the scope of the GDPR. In these cases, 

in line with what has been argued in the last chapter, competition law intervention would be justified, 

since consumers’ interests could otherwise not be protected. This would raise the level of protection 

above the GDPR’s level. Nonetheless, the last chapter has also explained why such a scenario is very 

unlikely to arise. 

In the Microsoft/LinkedIn merger decision,587 when assessing how market foreclosure resulting from 

the merger could harm consumers, the Commission observed that the professional social network 

Xing offered greater privacy protection than LinkedIn, because, “for instance, during the registration 

process, XING asks users to actively accept XING's privacy policy and Terms & Conditions by ticking a 

box, whereas LinkedIn users accept LinkedIn's privacy policy automatically when they press the button 

"join now"…”.588 Although the theory of harm in this case was one of exclusion, the Commission relied 

on data protection principles to show how an exclusion of a competitor could harm consumers. 

Although this is a valid point, the Commission did not provide a real basis for arguing that actively 

ticking a box offers more privacy protection than automatically accepting the terms. In this case it 

might have been straightforward, but not every case will be so clear-cut, and competition authorities 

are not experts on data protection, which means that if they just follow their intuition on what better 

protection means, it could lead to a lack of transparency and consistency and, ultimately, legal 

certainty. If competition authorities draw on the data protection framework, they can make their 

assessments more coherent and legitimate. In the LinkedIn and Xing scenario, the Commission could 

have relied on the GDPR, which expressly states that “consent should be given by a clear affirmative 

act… This could include ticking a box when visiting an internet website... Silence, pre-ticked boxes or 

inactivity should not therefore constitute consent”.589 Based on this, it is clearly possible to say that 

from a data protection perspective, Xing offers better terms than LinkedIn. 

This case raises the separate question of why LinkedIn is allowed to rely on pre-ticked boxes under 

data protection regulation. If the GDPR had been adequately enforced, LinkedIn would probably have 

had to change the way it obtained consent, bringing it in line with Xing’s approach. In the merger case, 

this would not have fundamentally altered the decision, since the theory of harm was based on the 

exclusion of a market player, i.e. Xing, which could have harmed consumers in terms of their overall 

choice, not only in relation to the level of data protection. However, this is an example of the fine line 

between the two regimes; it shows that a lack of enforcement on one side can influence the actions 

on the other side. Nonetheless, it is important that the distinction between the regimes is respected 

and authorities do not overstep their powers in order to fill gaps outside of their competency area.590 

 
587 This case has been discussed in Chapter 2. 
588 Case M 8124 Microsoft/LinkedIn, para. 350. 
589 GDPR, recital 32. 
590 See discussion in Chapter 3. 
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Rather, they should inform each other when they encounter problematic cases, so that the 

responsible authority can intervene. 

In order to be guided by the data protection principles, competition authorities must be aware of how 

these principles are applied in practice. It might be useful, for this purpose, to have a place where all 

the developments in terms of data protection principles are reported. This could also prove 

convenient for all the national data protection authorities in the EU, which have the mandate to apply 

the GDPR in a consistent manner. This is something that the authorities could agree on during 

multilateral discussions, such as the ones occurring in the EDPS Digital Clearinghouse.591 

4.3.4. Competition law and data protection’s fundamental right status 

Competition law remedies must respect data protection as a fundamental right  

Since data can be a key input for the development of products and services, some players may depend 

on third parties granting them access to data in order to be able to provide their products or services. 

In other cases, data might not be so crucial as to form a bottleneck but might constitute a barrier to 

entry and lead to market tipping. When the accumulation of data is liable to foreclose competition, 

competition authorities may want firms to share their data, in order to enable other players to 

compete effectively. Data sharing can be used as a remedy in Article 102 TFEU and merger cases. In 

Article 102 cases this remedy can be imposed if data is found to constitute an ‘essential facility’ and 

the refusal to grant access to it could foreclose competition. However, the threshold for imposing such 

an obligation is very high, meaning that in many cases it will not be a viable option. The investigated 

firms themselves can also offer commitments in form of data sharing, which can go beyond what a 

competition authority could impose after a formal finding of an infringement.592 

Similarly, in merger cases the parties can offer data sharing commitments to address competition 

concerns raised by the competition authority.593 The European Commission has considerable flexibility 

when it comes to accepting remedies in merger cases; in its notice on remedies it says that “the 

question of whether a remedy and, more specifically, which type of remedy is suitable to eliminate 

the competition concerns identified, has to be examined on a case-by-case basis”.594 The Commission 

notice also specifically discusses access remedies; although these normally encompass key 

infrastructure, networks or IP rights, the reasoning behind them can equally be applied to access to 

data. The Commission explained that the justification for commitments granting access is “to facilitate 

market entry by competitors”,595 to prevent foreclosure and a restriction of competition. It also stated 

that it “will only accept such commitments if it can be concluded that these commitments will be 

 
591 See EDPS website available at https://edps.europa.eu/data-protection/our-work/subjects/big-data-digital-
clearinghouse_en.  
592 This is discussed in more detail in the next chapter; see Case C-441/07 P, Commission v. Alrosa Co. Ltd., 2010 
E.C.R. I-5949, para. 48. 
593 Nils-Peter Schepp and Achim Wambach, ‘On Big Data and Its Relevance for Market Power Assessment’ (2016) 
7 Journal of European Competition Law and Practice 120, p. 123. 
594 Commission notice on remedies acceptable under Council Regulation (EC) No 139/2004 and under 
Commission Regulation (EC) No 802/2004 (Text with EEA relevance), para. 16. 
595 Ibid, para. 63. 
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effective and competitors will likely use them so that foreclosure concerns will be eliminated”.596 

Based on these provisions, commitments relating to access to data can be accepted by the 

Commission, when these would solve competition concerns.597 

Although it may be valuable from a competition perspective, data sharing might be problematic from 

a data protection point of view, if it involves personal data. This could be, for instance, because the 

data gets into the hands of firms, and receives a significance, not initially foreseen by the data subjects. 

If competition authorities impose a legal obligation on market players to share certain data, the firms 

will have a legal basis for doing so under Article 6(1)(c) GDPR. However, competition authorities are 

not allowed to impose obligations that breach fundamental rights. It has been explained that: 

The Commission’s horizontal obligation to respect and promote the EU Charter has several 

implications for competition law. Most evidently, the Commission must comply with this 

substantive obligation to respect EU Charter rights when adopting legally binding competition 

law decisions. For instance, the Commission could not give binding force to commitments 

offered by an undertaking to remedy an alleged breach of competition law if these 

commitments entailed an interference with the right to data protection.598 

Therefore, before imposing such a data sharing obligation, competition authorities will need to 

evaluate whether it raises problems from a data protection point of view. For instance, a dialogue 

between competition and data protection authorities on this issue has taken place during the energy 

market investigation carried out by the CMA.599 To remedy consumer inertia identified in the 

investigation, the CMA issued the ‘Energy Market Investigation (Database) Order’, to stimulate 

‘disengaged consumers’ to change their tariff and/or energy supplier in order to get a better energy 

deal. The way in which the CMA envisioned this was that licensed energy suppliers would identify 

certain ‘disengaged customers’, send such customers a ‘first contact communication’, and disclose 

certain personal data concerning the consumers to the Gas and Electricity Markets Authority (GEMA), 

 
596 Ibid, para. 64. 
597 An issue that has been discussed in this regard is that when it comes to remedies in mergers (this also applies 
to commitment decisions in 102 TFEU cases; see discussion in Chapter 5) the system is tilted in favour of the 
Commission. In other words, if in mergers the Commission can get a commitment that it could not impose in a 
102 TFEU infringement decision, the system seems to be too lax when it comes to the Commission’s power to 
accept commitments in merger cases. This creates the “risk that commitments offered to (or as some argue 
extracted by) the agency may go further than what would be appropriate and necessary to meet the actual 
concerns from the case” (OECD, ‘Commitment Decisions in Antitrust Cases’, background paper by the 
Secretariat, prepared by Antonio Capobianco and Satoshi Ogawa, DAF/COMP(2016)7, para. 48). 
598 Francisco Costa-Cabral and Orla Lynskey, 'Family ties: The intersection between data protection and 
competition in EU law' (2017) 54 Common Market Law Review, Issue 1, 11–50, p. 35; see Charter of Fundamental 
Rights of the European Union [2012] OJ C326/391, Article 51(1), ‘The provisions of this Charter are addressed to 
the institutions, bodies, offices and agencies of the Union with due regard for the principle of subsidiarity and 
to the Member States only when they are implementing Union law. They shall therefore respect the rights, 
observe the principles and promote the application thereof in accordance with their respective powers and 
respecting the limits of the powers of the Union as conferred on it in the Treaties’. 
599 CMA, Energy market investigation, The CMA investigated the supply and acquisition of energy in Great Britain 
and has published its final orders and undertakings, 20 December 2016, available at https://www.gov.uk/cma-
cases/energy-market-investigation#final-report. 
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provided they had not opted out of the process. Subsequently, rival suppliers could get access to 

information about these consumers and send them marketing material. 

In the formal consultation on the draft Order, the Information Commissioner’s Office (ICO) warned 

that the proposed Order raised data protection and privacy concerns, 

because it may result in individuals’ marketing preferences – and wider energy choices – being 

overridden should those individuals fit within certain criteria… those falling within the 

category of ‘Disengaged Customers’ represent approximately 55% of the overall energy 

market, which means those affected will number in the millions… There is a fundamental issue 

regarding fairness to be considered here. The DPA [Data Protection Act 1998] requires that 

processing of personal data must be undertaken fairly, and that individuals should know what 

their data will be used for… The issue of fairness is challenging in the context of direct 

marketing as individuals may have strong feelings about unsolicited marketing - no matter 

how beneficial a public body considers that marketing to be”.600 

One of the recommendations of the ICO was to put GEMA in charge of collating the best offers and 

sharing them with the customers in a single communication, instead of rival suppliers getting access 

to the data and sending their offers directly. It advised that there were specific data protection 

problems that could thereby be mitigated, the main ones being: the proliferation and duplication of 

customer data, the issue of controlling who gets access to the data and how much data is provided, 

managing consumer opt-out requests, and determining whether the scheme is effective.601 The CMA 

responded to the ICO’s submission, reassuring that it could put sufficient safeguards in place to 

address the concerns arising from the sharing of personal data with rival suppliers. It argued that this 

could be achieved through GEMA’ s role in monitoring access to the database; in particular, “in 

addition to building a secure cloud database in which to hold the data, GEMA is preparing data sharing 

agreements governing the access terms and, in particular, stringent use restrictions that will apply to 

suppliers seeking access to the database”.602 

This case exemplifies possible conflicts that could arise from data sharing, which might be a key factor 

for enabling competition, but at the same time problematic from a data protection point of view. Both 

the ICO and the CMA recognised the importance of fostering competition and at the same time 

respecting data protection principles. The approach they took was to pursue their goal of promoting 

competition in a way that would provide the highest level of data protection possible. It is obviously 

 
600 The Information Commissioner’s response to the CMA’s call for representations on the following CMA Energy 
Market Investigation Orders: 1. Energy Market Investigation (Database) Order 2016 2. Energy Market 
Investigation (ECOES/DES) Order 2016 3. Energy Market Investigation (Gas Settlement) Order 2016; available at  
https://assets.publishing.service.gov.uk/media/584e72b7ed915d0aeb000074/database_draft_order_response
_ICO.pdf. 
601 Ibid. 
602 CMA Energy Market Investigation, Response to the Information Commissioner’s Office’s - Response to the 
formal consultation on the Energy Market Investigation (Database) Order 2016, para 12, available at 
https://assets.publishing.service.gov.uk/media/585bfa2ce5274a1303000101/cma-response-to-ico-response-
to-database-order-consultation.pdf. 
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questionable whether the debate actually made a difference for the CMA, or if it was a mere formality. 

Nonetheless, the fact that they engaged in a public discussion about the problems is definitely a step 

in the right direction. Having recognised the importance of inter-agency communication, in 2020 the 

CMA, ICO and Ofcom (UK's communications regulator) have set up the Digital Regulation Cooperation 

Forum to strengthen existing collaboration and coordination between the three regulators and 

harness their collective expertise when data, privacy, competition, communications and content 

interact.603 

For a competition authority it is crucial to get feedback such as the one provided by the ICO, since it 

might raise issues that can be easily addressed and which the competition authority would not have 

otherwise thought of. There will, of course, be instances in which the aims are wholly incompatible; 

in these cases, it will be necessary to weigh the consumer benefits resulting from increased 

competition against the losses in terms of data protection. The benefits achieved through the data 

sharing would need to be demonstrated, in order for the reduction of data protection to be justifiable. 

In the CMA’s energy order, this was reflected by the fact that GEMA was in charge of assessing the 

continuous effectiveness of the regime.  

A similar situation as the one in the UK arose in France, where the French competition authority 

imposed on the incumbent energy provider, GDF Suez, an obligation to give its competitors access to 

certain information about its customers.604 The data that had to be disclosed was data deemed 

necessary to ensure effective competition among suppliers, i.e. the customers’ names and addresses 

and the technical characteristics of their consumption. The French data protection authority, CNIL, 

issued an opinion in which it stated what was necessary for this data sharing to comply with data 

protection provisions. The CNIL communicated that GDF Suez would have to set up a system for 

collecting any objections to the data sharing; only data relating to customers who had not formally 

opposed the communication of their data could be made accessible to other companies. In both cases, 

the British and the French one, customers needed to be given the possibility to opt out of the data 

sharing in order for the scheme to be compatible with data protection rights. This seems like a fairly 

low threshold for legitimising the processing of personal data, since is questionable whether the 

failure to opt out can constitute valid consent (under the GDPR it would not be valid). Be it as it may, 

what is surprising is that there is little available information on how these outcomes were reached 

and, generally, what competition authorities’ obligations in relation to the right to data protection are 

and under what framework the balancing between data protection and competition concerns is 

carried out. 

 
603 ICO website, news item ‘UK regulators join forces to ensure online services work well for consumers and 
businesses’ 01 July 2020 available at https://ico.org.uk/about-the-ico/news-and-events/news-and-
blogs/2020/07/uk-regulators-join-forces-to-ensure-online-services-work-well-for-consumers-and-businesses/. 
604 Autorité de la concurrence, Décision n° 14-MC-02 du 9 septembre 2014 relative à une demande de mesures 
conservatoires présentée par la société Direct Energie dans les secteurs du gaz et de l’électricité, available at 
https://www.autoritedelaconcurrence.fr/fr/decision/relative-une-demande-de-mesures-conservatoires-
presentee-par-la-societe-direct-energie; Press release in English available at 
https://www.autoritedelaconcurrence.fr/en/communiques-de-presse/9-september-2014-gas-market.  
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Another competition law remedy that could be problematic from a data protection perspective is an 

interoperability requirement. It is defined as “the ability of a system, product or service to 

communicate and function with other (technically different) systems, products or services”.605 

Interoperability is particularly attractive when it comes to counteracting platforms’ network effects, 

since users would not be forced to rely on a specific provider in order to interact with individuals on 

that platform. An example is interoperability between social media platforms;606 this would allow 

users to connect and share content with users on other, interoperable, platforms, thereby reducing 

lock-in effects and facilitating market entry.607 While data and system interoperability have the 

potential to foster competition, they might be problematic from a data protection perspective 

(besides raising other complex regulatory and technical issues608). If interoperability leads to increased 

access to and processing of personal data from interoperable systems, it could undermine data 

protection principles such as data minimisation and purpose limitation. In order to be in line with data 

protection principles, interoperability “cannot give rise to the access or use of any data via another 

information system or give access to more data than is needed”.609 Thus, it is crucial to design 

interoperable systems in a way that increase individuals’ choices without undermining their rights 

over personal data. As with data sharing obligations, if competition authorities impose data 

interoperability requirements that have the potential to undermine data protection, they should take 

into account potential risks and minimises them.610 Not only do competition authorities have an 

obligation to respect fundamental rights, but it is also in their interest to have a functioning data 

protection framework, which empowers consumers over their data and, in turn, contributes to a 

functioning market. 

Data protection as a ‘public interest’ under the EU Merger Regulation (EUMR) 

Under the EUMR,611 the ‘one-stop-shop’ rule applies, meaning that member states are prevented from 

applying their national competition law to any merger that has a community dimension. Nonetheless, 

Article 21(4) EUMR allows member states to take measures to protect legitimate interests other than 

competition interests.612 The Regulation recognises “public security, plurality of the media and 

prudential rules”613 as legitimate interests and provides that in other cases the public interest “shall 

 
605 Wolfgang Kerber and Heike Schweitzer, ‘Interoperability in the Digital Economy’, 8 (2017) JIPITEC 39, p. 40. 
606 Inge Graef, ‘Mandating portability and interoperability in online social networks: Regulatory and competition 
law issues in the European Union’ (2015) 39(6) Telecommunications policy, 510. 
607 Data interoperability is discussed in greater detail in the competition remedies part of the next chapter. 
608 For example, Wolfgang Kerber and Heike Schweitzer argue that “the optimal degree and design of 
interoperability will be context-specific and will depend on the specific economic and technological conditions 
in a market”, in ‘Interoperability in the Digital Economy’, 8 (2017) JIPITEC. 
609 EDPS website, ‘Interoperability’, available at  
https://edps.europa.eu/data-protection/our-work/subjects/interoperability_en. 
610 Ideally, with the input of data protection authorities.  
611 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation) [2004] OJ L 24/1. 
612 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation) [2004] OJ L 24/1, Article 21(4). 
613 Ibid. 
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be recognised by the Commission after an assessment of its compatibility with the general principles 

and other provisions of Community law”.614  

In a contribution to an OECD roundtable on public interest considerations in merger control, the 

European Union explained that under this Article member states “can ultimately block transactions or 

impose (additional) conditions”, adding a layer to the Commission’s competition assessment, but 

cannot invalidate a merger decision taken by the Commission, in which it blocks a merger or imposes 

remedies.615 In the same contribution is was also explained that when member states try to take 

measures to protect a public interest other than the ones expressly recognised, the Commission “will 

scrutinise the Member State measures that may interfere with a concentration of an EU dimension 

and assess whether: (i) the measure forms an obstacle to trade; (ii) “overriding public interest 

grounds” can justify such obstacle and (iii) the measure is proportionate and non-discriminatory”.616 

In its summary of the roundtable discussion, the OECD observed that: 

even when the laws in OECD Member countries allow merger decisions to be based on public 

interest considerations, this rarely occurs in practice. The main policy and enforcement 

argument for considering competition-only objectives in merger assessment is that other 

public interests may be promoted through market efficiency, and thus there is no room, or 

need, for their specific consideration within the competition system… 

The business community strongly supports the assessment of mergers exclusively on 

competition principles, as the introduction of public interest considerations into the merger 

review analysis increases complexity and unpredictability, can be burdensome and costly for 

businesses, and may potentially have a chilling effect on pro-competitive mergers.617 

In regard to the role that data protection considerations can play under Article 21(4) EUMR, if the 

Commission approves data protection as a public interest, member states are allowed to take 

additional national measures to protect it, which can go all the way to blocking the merger, if 

proportionate. This assessment usually takes place on the basis of national law, but since the GDPR 

harmonised data protection law across the EU, in this case the analysis would take place on the basis 

of the EU framework. Under the GDPR, data protection authorities do not have the power to adopt 

prospective or structural measures, which means that they could not 

subject a merger to any conditions, let alone block it, if it does not give rise to data protection 

or consumer issues at the time the merger is approved by the Commission under the EU 

Merger Regulation. A data protection or consumer authority would thus only be entitled to 

 
614 Ibid. 
615 OECD, ‘Public Interest Considerations in Merger Control’, note by the European Union, 14-15 June 2016, 
DAF/COMP/WP3/WD(2016)11, para. 9. 
616 OECD, ‘Public Interest Considerations in Merger Control’, note by the European Union, 14-15 June 2016, 
DAF/COMP/WP3/WD(2016)11, para. 17. 
617 OECD, ‘Executive Summary of the Roundtable on Public Interest Considerations in Merger Control’, 14 June 
2016, DAF/COMP/WP3/M(2016)1/ANN5/FINAL, p. 2. 
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impose conditions to a merger under Article 21(4) of the EU Merger Regulation if the 

transaction in and of itself infringes data protection or consumer rules.618 

If data protection authorities suspect that a merger might give rise to infringements at some point in 

the future, all they can do is to monitor the behaviour of the merged entity and intervene on the basis 

of the GDPR once there are signs of an infringement.619 What this implies is that, albeit not impossible, 

it would be rather difficult to block a merger based on data protection concerns, if it has been cleared 

by the Commission. One hurdle would be to demonstrate that blocking the merger is a proportionate 

measure, given the existence of data protection regulation to control that the right to data protection 

is respected, while the other would be to demonstrate that the transaction itself breaches data 

protection regulation. Nevertheless, it is valuable to be aware of this possibility and its challenges, 

since with the increasing awareness of issues surrounding data protection in digital markets, in the 

future there might be fertile ground for advocating for a strengthening of authorities’ prospective 

powers under the GDPR. The advantage of using EU legislation to ground the claim that the right to 

data protection is a public interest that needs to be protected through Article 21(4) EUMR is that it 

will be straightforward to demonstrate “its compatibility with the general principles and other 

provisions of Community law”.620 

4.4. Conclusion 

This chapter has explored in which cases data protection and competition law authorities may benefit 

from adopting a more holistic approach and what elements they can borrow from each other, in order 

to inform their decisions. The aim was to show that internalising aspects from each other, when 

dealing with situations in which both regulatory dimensions are relevant, can contribute to closing the 

gaps of the individual regimes.621  

The first gap mentioned at the beginning of the chapter was that market concentration might force 

individuals to consent, which in turn, can entrench a dominant position. This vicious circle can be 

interrupted by various suggestions in this chapter; perhaps the most important one is for data 

protection regulation to incorporate the role of market power when determining firm’s data 

protection obligations (sections 4.2.1 and 4.2.2). This can guarantee that dominant players cannot 

coerce users to consent and creates a level-playing field between firms with and without market 

power. Another suggestion that can help in this regard is for data protection authorities to make sure 

that they preserve competition, since this will prevent that dominant firms strengthen their market 

position and use it to exploit consumers (section 4.2.3). A similar reasoning applies to the 

recommendation that competition authorities have a closer look at data protection rules supposedly 

 
618 Inge Graef, Damian Clifford and Peggy Valcke, ‘Fairness and enforcement: bridging competition, data 
protection, and consumer law’ (2018) 8(3) International Data Privacy Law, pp. 218-219. 
619 Ibid. 
620 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation) [2004] OJ L 24/1, Article 21(4). 
621 The gaps have been discussed in Chapter 2.  
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preventing or justifying anticompetitive conduct. In this way they will be better at averting anti-

competitive conduct by data-driven market players (section 4.3.2). 

The second gap regarded the scale at which processing takes place, which reduces consumers control 

over data and could mean that consumers do not act in accordance with their privacy preferences 

and, consequently, firms do not have sufficient incentives to offer genuinely good terms. This gap can 

be reduced by the proposal that competition authorities assimilate behavioural factors into their 

assessments. If they do not limit themselves to observing consumer behaviour but look for the reasons 

that consumers act in a certain way, they will contribute to creating the conditions for competition on 

data protection to take place and incentivise firms to offer better terms. This again has the potential 

to interrupt the vicious circle, because it will incentivise consumers to become more aware of data 

protection terms (section 4.3.1). Furthermore, by using data protection principles as benchmarks in 

competition analysis, competition authorities can make sure that they safeguard data protection 

consistently, maintaining or incentivising competition on data protection terms (section 4.3.3). Lastly, 

the limits on competition law by data protection’s fundamental right status can also add to the 

maintenance of certain standards of data protection on the market, independently of whether 

individuals are able to express a preference for better data protection terms (section 4.3.4). 

Demanding that the regimes take elements from each other into account when enforcing their rules 

raises questions around legitimacy and legal certainty. There is, indeed, a fine line between a holistic 

approach that increases the coherence and effectiveness of the regimes and one that causes 

unnecessary complexities and a loss of legitimacy. This proposal demands a substantial amount of 

collaboration between regulators and required authorities to becomes familiar with elements not 

traditionally covered by them. If not performed consistently and in a well-managed and structured 

manner, this may become excessively time consuming and risks to lead to inconsistent and arbitrary 

outcomes. However, this is not a reason to dismiss this holistic approach altogether, but one for 

making sure that the regimes are transparent in the way they perform their regulatory function and 

maintain clear boundaries. As discussed in the previous chapter, the interconnection between the 

regimes demands that they move away from their myopic view, if they want the regulatory framework 

as a whole to be successful. The alternative would be to create a completely new regulatory regime 

to deal with this market failure, but such an option would equally raise problems around regulatory 

interaction and uncertainty. As explained before, this thesis attempts to create a framework that 

increases the effectiveness of regulatory responses, while ensuring that regimes do not overstep their 

boundaries and do not become overly complex. 

Due to the difference between the two regulatory approaches, besides looking at how they can 

complement each other from a substantive perspective, it is also interesting to explore how they can 

do so from an enforcement point of view. A complementary enforcement strategy could make the 

most out of the respective authorities’ strengths and resources and further contribute to an increase 

in the effectiveness of the regulatory framework. Furthermore, it could help to put suggestions made 

in this chapter into practice. This is the subject matter of the last chapter. 
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5. A COMPLEMENTARY ENFORCEMENT STRATEGY 

5.1. Why do we need complementary enforcement? 

In the previous chapters, I have explored how the link between market power and data brings together 

competition law and data protection regulation and how these two systems interrelate. I have 

discussed what this interrelation means for the two regimes in terms of policy choices and application 

of their rules. The aim was to increase the consistency and realise synergies between the two regimes 

and make their rules better suited to address market realities. Building upon this, the current chapter 

has the following two goals:  

Firstly, in the third chapter I have argued that a well-functioning market is crucial for successful data 

protection, since it gives consumers the possibility to choose among different providers and the 

competitive process might incentivise firms to offer good data protection terms. The fourth chapter 

has explored what this means from a substantive perspective, i.e. how data protection rules should 

be interpreted and applied in a way that takes into account and promotes the market functioning in 

order for the rules to be more effective. This chapter develops a data protection enforcement strategy 

that guides companies’ behaviour in a way that can lead to a better market functioning and, thereby, 

promotes compliance with data protection rules. Secondly, the chapter explores in what way data 

protection and competition authorities can collaborate in order to make their enforcement efforts 

complementary. This will also permit to put the suggestions made in the fourth chapter into 

practice.622 Accordingly, this chapter is built on and, at the same time, complements the preceding 

chapters. It is a crucial component of the holistic framework, since, while designing good rules is 

crucial, rules are only valuable to the extent that they are complied with by the companies that 

operate on the market. As maintained by the OECD: 

The way in which regulations are designed is a major factor in both the quality of the 

regulatory environment for businesses and citizens and the outcomes achieved. But how 

regulations are implemented and enforced, and how compliance with regulatory 

requirements is assured and promoted, are also critical determinants of whether the 

regulatory system is working as intended.623 

In an article devising methods for smart regulation to address environmental problems, Gunningham 

and Sinclair identify the core principles that should underpin regulatory design. The authors recognise 

that “there are very few circumstances where a single regulatory instrument is likely to be the most 

efficient or effective means of addressing a particular environmental problem”624 and, accordingly, 

 
622 In Chapter 4 I have argued that the regimes should take concepts from each other into account to improve 
their understanding of the market realities. 
623 OECD, ‘Regulatory Enforcement and Inspections Toolkit’, 2018 OECD Publishing, Paris, available at 
https://doi.org/10.1787/9789264303959-en, p. 3. 
624 Neil Gunningham and Darren Sinclair, ‘Designing Smart Regulation’, this article is an abridged version of the 
concluding Chapter in N Gunningham & P Grabosky Smart Regulation: Designing Environmental Policy (OUP 
1998), p. 3. 
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“prefer policy mixes incorporating instrument and institutional combinations”.625 They explicate the 

potential and limitation of command and control regulation, economic instruments, information-

based strategies, voluntarism and self-regulation and conclude that “the best means of overcoming 

the deficiencies of individual instruments, while taking advantage of their strengths, is through the 

design of combinations of instruments”.626 They make a similar argument in relation to regulatory 

participants. They claim that the “notions of government as an omnipotent source of regulatory 

authority”627 is outmoded and argue that governmental intervention should be supported by “a 

greater range of actors, including commercial third parties, such as banks, insurers, consumers, 

suppliers and environmental consultants, and non-commercial third parties”.628 The authors maintain 

that by adopting this approach: 

government can redirect is limited resources to those companies which are genuinely 

recalcitrant, and increasingly assume the mantle of facilitator and broker of third party 

participation in the regulatory process. An additional benefit is that a multiplicity of regulatory 

signals have the potential to be mutually reinforcing.629 

Based on this understanding, in this chapter I argue that the different dimensions of the interrelation 

between data protection and competition law630 can be relied on to address possible enforcement 

challenges and, in turn, that a complementary enforcement strategy can help to create a more 

integrated approach. I design this enforcement strategy in a way that exploits synergies between the 

regimes and concentrates enforcement efforts where they are needed the most. In order to do this, I 

study how data protection enforcement tools can be employed in a way that fosters the market 

functioning and identify relevant enforcement tools under competition law that can support data 

protection enforcement. Since this thesis centres on how to increase consumer control over personal 

data, it focuses on how to enhance the effectiveness of data protection regulation. Competition law 

is discussed to the extent that it plays a relevant role in solving this market failure. That is why this 

chapter explores how to improve enforcement of data protection regulation with the help of 

competition law and not vice versa.631 

The idea of combining enforcement tools of competition and data protection authorities is not new. 

In Italy, for instance, the competition and markets authority, the data protection authority and the 

regulator for the communication industry carried out a joint study to better understand the 

implication for privacy, regulation, consumer protection and competition deriving from the digital 

market, and in particular, big data. They pointed out that each authority can contribute to the work 

of the other authorities through its own competencies, not only in terms of improving the 

 
625 Ibid. 
626 Ibid.  
627 Ibid. 
628 Ibid. 
629 Ibid.  
630 As formulated in the preceding chapters. 
631 Given the mutual reinforcement of the regimes, as discussed in Chapter 3, supporting data protection 
regulation in terms of creating a better-functioning market will be advantageous for competition authorities. 
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understanding of current phenomena, but also in terms of choosing the most appropriate tools to 

address some of the critical issues at the borderline between the different competencies and 

integrating the intervention of the authority which is best placed to act.632 

This chapter seeks to devise an enforcement framework that is more compatible with and can harness 

the market functioning. This has the potential to lead to a change in the online data ecosystem, 

creating better conditions for firms to compete on data protection terms and ultimately provide better 

terms for consumers. There are obviously other factors that determine enforcement’s success, such 

as the human and financial resources available to the authorities. These elements are outside the 

scope of this analysis, as are discussions on ways the regulatory framework could be changed. As 

previously mentioned, the stance underlying this thesis is that before thinking about whether and how 

to change the current system, it is necessary and desirable to explore ways to apply it more 

effectively.633 

The chapter starts by giving the reader a brief overview of the institutional settings and then moves 

to the main part of the chapter, which is dedicated to an analysis of how the enforcement tools of 

data protection and competition authorities can be integrated into a joint enforcement strategy. This 

discussion is divided into instruments promoting voluntary compliance, on the one hand, and 

measures to increase deterrence and incapacitation, on the other hand. 

5.2. Institutional settings 

5.2.1. Data protection authorities 

The EU does not have a central data protection authority that enforces the GDPR.634 Instead, each 

member state has its own authority in charge of enforcing data protection regulation,635 which “shall 

be competent for the performance of the tasks assigned to and the exercise of the powers conferred 

 
632 Autorità Garante della Concorrenza e del Mercato, l’Autorità per le Garanzie nelle Comunicazioni and il 
Garante per la protezione dei dati personali, ‘Big Data, Indagine Conoscitiva Congiunta, Linee Guida e 
Raccomandazioni di Policy’, July 2019, available at 
https://www.garanteprivacy.it/documents/10160/0/Big+Data.+Linee+guida+e+raccomandazioni+di+policy.+In
dagine+conoscitiva+congiunta+di+Agcom%2C+Agcm+e+Garante+privacy.pdf/563c7b0e-adb2-c26c-72ee-
fe4f88adbe92?version=1.1. 
633 Besides involving a considerable investment, constructing a new system also involves considerable risks 
regarding its predictable and unpredictable impacts, e.g. what effect it will have on regulatees and the market 
functioning and how it will interact with other regulatory frameworks in place. Therefore, it seems sensible to 
first explore options for the current regulatory frameworks to solve the market failure. If a comprehensive study 
of the current possibilities concludes that the current framework has some fundamental deficits that impede it 
to successfully address the problem, developing a new framework and incurring the costs and risks involved in 
it will be justified. Moreover, a study of the current framework will be helpful when setting up a new approach, 
since it will, hopefully, be able to show why the current framework is inadequate, and thus, what a new 
framework should take into account. 
634 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation). 
635 List of EU national protection authorities available at https://edpb.europa.eu/about-
edpb/board/members_en. 
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on it in accordance with [the GDPR] on the territory of its own Member State”.636 The GDPR gives 

supervisory authorities the responsibility for its application;637 this includes raising awareness of the 

public and of controllers of their respective rights and obligations, monitoring “relevant 

developments, insofar as they have an impact on the protection of personal data, in particular the 

development of information and communication technologies and commercial practices”, as well as 

enforcement activities such as to “handle complaints lodged by a data subject, or by a body, 

organisation or association” and “conduct investigations on the application of this Regulation…”.638  

When data processing affects more than one member state, “the supervisory authority of the main 

establishment or of the single establishment of the controller or processor shall be competent to act 

as lead supervisory authority for the cross-border processing”.639 This means that when it comes to 

global players active in Europe, generally speaking, only the lead supervisory authority will be able to 

bring cases against them, although the behaviour might raise concerns in multiple member states.640 

The problem with the one-stop-shop-mechanism is that if the concentration of tech firms’ European 

headquarters in a specific member state is high, as is currently the case with Ireland, the national 

authority might not be able to investigate each potential infringement. In theory, the GDPR obliges 

Member States to provide their national data protection authorities with adequate human, financial 

and technical resources,641 however, the current situation is considered as “not yet satisfactory” by 

the Commission.642 Furthermore, as explained by Josephine Wolff, professor of public policy at the 

Rochester Institute of Technology: 

 
636 GDPR, Article 55. 
637 GDPR, Article 57. 
638 GDPR, Article 57. 
639 GDPR, Article 56. 
640 N.B. “Each supervisory authority not acting as the lead supervisory authority should be competent to handle 
local cases where the controller or processor is established in more than one Member State, but the subject 
matter of the specific processing concerns only processing carried out in a single Member State and involves 
only data subjects in that single Member State, for example, where the subject matter concerns the processing 
of employees' personal data in the specific employment context of a Member State. In such cases, the 
supervisory authority should inform the lead supervisory authority without delay about the matter. After being 
informed, the lead supervisory authority should decide, whether it will handle the case pursuant to the provision 
on cooperation between the lead supervisory authority and other supervisory authorities concerned (‘one-stop-
shop mechanism’), or whether the supervisory authority which informed it should handle the case at local level”, 
GDPR recital 127. 
641 Article 52(4) GDPR 
642 In its report reviewing two years of application of the GDPR, the Commission stated that it “consistently 
stressed the obligation for Member States to allocate sufficient human, financial and technical resources to 
national data protection authorities. Most authorities benefitted from an increase in staff and budget between 
2016 and 2019, with the Irish, Dutch, Icelandic, Luxembourgish and Finnish authorities having benefitted from 
the largest relative increases in staff. Given that the largest big tech multinationals are established in Ireland and 
Luxembourg, the data protection authorities of these countries act as lead authorities in many important cross-
border cases and may need larger resources than their population would otherwise suggest. However, the 
situation is still uneven between Member States and is not yet satisfactory overall. Data protection authorities 
play an essential role in ensuring that the GDPR is enforced at national level and that the cooperation and 
consistency mechanisms within the Board functions effectively, including in particular the one-stop-shop 
mechanism for cross-border cases. Member States are therefore called upon to provide them with adequate 
resources as required by the GDPR” (Commission, ‘Data protection as a pillar of citizens’ empowerment and the 
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Regulation is a particularly fraught area for a country like Ireland because they have less 

leverage [over companies] than a bigger country… If Facebook announced tomorrow: ‘We’ve 

had it with Ireland, we are closing down our office,’ that would be a huge deal with political 

and economic consequences for the whole country.643 

If the lead supervisory authority fails to act, the behaviour risks to remain unscrutinised, because other 

data protection authorities will be foreclosed from bringing cases against these firms. This is the pitfall 

of the GDPR’s system of allocation of supervisory responsibility.644 For instance, Ireland has been 

criticised for its lax attitude towards data protection practices with respect to Facebook’s sharing of 

data with WhatsApp. The problem can be exemplified through the following scenario: 

In 2016, a German court found that the two networks were indeed sharing data, and barred 

Facebook and WhatsApp from exchanging information about German users. The ban became 

unenforceable when the GDPR took effect and Ireland became the lead supervisory authority. 

Now, German authorities say the sharing has resumed and Ireland must crack down. For their 

part, Irish officials said in a statement they’re satisfied that Facebook and WhatsApp aren’t 

sharing information for the purposes of “friend suggestion or enhanced advertising.645 

The Advocate General’s opinion in the Facebook Belgium case is the first judicial test of the GDPR’s 

one-stop-shop mechanism.646 In its opinion, AG Bobek submitted that: 

provisions of the GDPR permit the supervisory authority of a Member State to bring 

proceedings before a court of that State for an alleged infringement of the GDPR with respect 

to cross-border data processing, despite not being the LSA [lead supervisory authority], 

provided that it does so in the situations and according to the procedures set out in the 

GDPR.647  

The exceptions to the LSA mechanism mentioned by the AG are: 1) a supervisory authority acts outside 

the material scope of the GDPR; 2) processing carried out by public authorities, in the public interest 

or in the exercise of official authority; 3) processing carried out by controllers that have no 

 
EU’s approach to the digital transition - two years of application of the General Data Protection Regulation’ 
(Communication) 24.6.2020, COM(2020) 264 final, page 6). 
643 Nicholas Vinocur, ‘Millions of Americans rely on Europe’s tough new privacy rules to safeguard their data, but 
the law’s chief enforcer – Ireland – is in bed with the companies it regulates’ Politico, 24 April 2019, available at 
https://www.politico.eu/interactive/ireland-blocks-the-world-on-data-privacy/.  
644 Nonetheless, since the GDPR has been in place only for a relatively short time, it is early to say whether its 
system to allocate enforcement responsibilities will prove to be adequate in the long term. 
645 Nicholas Vinocur, ‘Millions of Americans rely on Europe’s tough new privacy rules to safeguard their data, but 
the law’s chief enforcer – Ireland – is in bed with the companies it regulates’ Politico, 24 April 2019, available at 
https://www.politico.eu/interactive/ireland-blocks-the-world-on-data-privacy/. 
646 AG Bobek’s opinion of 13 January 2021 in Case C-645/19 Facebook Belgium v 
Gegevensbeschermingsautoriteit. 
647 Ibid, para. 140. 
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establishment in the European Union; 4) any supervisory authority may adopt urgent measures where 

the appropriate conditions are fulfilled; or 5) the LSA decides not to handle the case.648 

Without dwelling on the subject of allocation of responsibilities, the point is that the decentralised 

system of data protection enforcement in Europe has a significant impact on the way data protection 

is enforced. Since a national authority, which is not the LSA, cannot just decide to start an investigation 

against a tech firm, cooperation between authorities throughout the EU is key, in order to increase 

the effectiveness of the system. In fact, one of data protection authorities’ tasks under the GDPR is to 

“cooperate with, including sharing information and provide mutual assistance to, other supervisory 

authorities with a view to ensuring the consistency of application and enforcement of this 

Regulation”.649 The GDPR also expressly requires authorities to provide each other with mutual 

assistance650 and creates the basis for carrying out joint operations.651 Sharing information and 

providing mutual assistance can ensure that synergies are realised and duplications minimised and 

that the weight of enforcement is distributed more evenly and does not all rest on the LSA’s shoulders. 

Furthermore, cooperation allows to develop a common enforcement strategy regarding data 

protection issues arising in the digital market, which will increase certainty on sides of online 

companies and, in turn, is conducive to more meaningful compliance.652 

 
648 The matter of jurisdiction has also arisen in the French data protection authority’s (CNIL) case against Google, 
‘CNIL’s restricted committee imposes a financial penalty of 50 Million euros against Google LLC’, 21 January 
2019, available at https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-
euros-against-google-llc. Here it is interesting that CNIL brought the case although Google’s European 
headquarter is in Ireland. Google argued that “CNIL should transfer the case to the Irish Data Protection 
Commissioner which would act as the lead supervisory authority. However, CNIL rejected Google’s arguments 
and held that the European seat of an organisation does not necessarily equate to the “main establishment” 
which defines the lead supervisory authority under Article 56 of the GDPR. CNIL considered that the Irish 
establishment did not have real decisional powers and therefore could not be regarded as the main 
establishment for the matter at hand. Moreover, it noted that Google Ireland Limited had not appointed and 
registered a data protection officer with the Irish Data Protection Commissioner. In addition, Google had 
admitted during the proceedings that it was still in the process of transferring responsibility from its global 
headquarters to the Irish affiliate. On this basis, CNIL concluded that Google could not assert a ‘main 
establishment’ for the processing activities at hand, and that, as a result, CNIL was competent to handle the 
complaints that it had received”. Available at https://www.gdpr.associates/france-french-data-protection-
authority-fines-google-for-breach-of-general-data-protection-regulation/.  
Following a request by Google to invalidate the sanction, the Council of State, in its decision of 19 June 2020, 
validated the CNIL's decision (available at https://www.conseil-etat.fr/actualites/actualites/rgpd-le-conseil-d-
etat-rejette-le-recours-dirige-contre-la-sanction-de-50-millions-d-euros-infligee-a-google-par-la-cnil).  
As reported by the CNIL, “the Council of State therefore considers that, at the relevant time, the CNIL was indeed 
competent to sanction Google, since the decisions in question were not taken by its Irish establishment but by 
Google LLC, a company established in the United States. It follows that the "one-stop shop" mechanism provided 
for by the GDPR was not applicable and that the CNIL had jurisdiction to sanction the company. It did so by 
applying the new European framework as interpreted by all European authorities in the guidelines of the 
European Data Protection Board”. (CNIL, ‘The Council of State confirms the sanction imposed on Google LLC’, 29 
June 2020, available at https://www.cnil.fr/en/council-state-confirms-sanction-imposed-google-llc. 
649 GDPR, Article 57(g). 
650 GDPR, Article 61. 
651 GDPR, Article 62. 
652 It has been complained that to date a unified enforcement strategy is missing and that the vast majority of 
guidelines concern substantive issues; see Christopher Hodges, ‘Delivering Data Protection: Trust & Ethical 
Culture’ (2018) 1 European Data Protection Law Review, 65-79. 
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There are two European institutions that contribute to promoting cooperation and achieving a 

uniform standard of data protection across the EU: the European Data Protection Supervisor (EDPS) 

and the European Data Protection Board (EDPB).  

The EDPS is the EU’s independent data protection authority established in accordance with Regulation 

2018/1725,653 on the basis of Article 16 TFEU. It guarantees that EU institutions and bodies respect 

individuals’ right to privacy when processing personal data. It also advises EU institutions and bodies 

on all matters relating to the processing of personal data and is consulted by European institutions on 

data protection and privacy issues. Being responsible for monitoring and ensuring the implementation 

of Regulation 2018/1725, many of the EDPS’ tasks and powers are the same as the ones of national 

authorities, such as authorisation and advisory powers, the powers of investigation and corrective 

powers.654Although, institutionally, the EDPS is at the same level as national data protection 

authorities, the fact that it acts at European and not national level, places it is in a unique position to 

connect national authorities and other supervisory bodies and to promote the coherent enforcement 

of data protection regulation.655 As a matter of fact, in 2017 the EDPS formed the Digital 

Clearinghouse, to bring together agencies from the areas of competition, consumer and data 

protection to share information and discuss how best to enforce rules.656 

The EDPB, on the other hand, was created by the GDPR to replace the Article 29 Working Party. It is 

an independent European body, composed of representatives of national data protection authorities 

and the EDPS. Besides being a full member of the EDPB, the EDPS provides the EDPB’s secretariat;657 

the terms of cooperation between the two bodies are laid down in a memorandum of 

understanding.658 The EDPB is tasked with ensuring the consistent application of the Regulation and 

promoting cooperation between supervisory authorities.659 It does not have enforcement powers, but 

can adopt general guidance to clarify the interpretation of the GDPR and is empowered by the GDPR 

to make binding decisions concerning national supervisory authorities, in order to ensure a consistent 

application of the Regulation.660 The EDPB is, thus, in the best position to support or put in place an 

enforcement strategy fit for the digital age. 

 
653 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the 
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, 
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and 
Decision No 1247/2002/EC. [2018] OJ L 295/39. 
654 The EDPS’s powers are listed in Article 58 and the tasks in Article 57 of Regulation (EU) No 2018/1725. 
655 See for instance, EDPS website, ‘The EDPS Worldwide’, available at https://edps.europa.eu/data-
protection/our-work/edps-worldwide_en.  
656 EDPS website, ‘Big Data and Digital Clearinghouse’, available at https://edps.europa.eu/data-protection/our-
work/subjects/big-data-digital-clearinghouse_en.  
657 EDPB website, available at https://edpb.europa.eu/node/9.  
658 EDPB website ‘Memorandum of Understanding between the European Data Protection Board and the 
European Data Protection Supervisor’, available at  
https://edpb.europa.eu/sites/edpb/files/files/file1/memorandum_of_understanding_signed_en.pdf.  
659 GDPR, Article 70. 
660 EDPB website, available at https://edpb.europa.eu/about-edpb/about-edpb_en. 
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5.2.2. Competition authorities 

In Europe there is one central competition authority, the European Commission,661 and authorities at 

national level. Together they form the European Competition Network (ECN), which provides means 

to ensure the effective and consistent application of European competition rules.662 Regulation 

1/2003663 establishes the framework for the implementation of the rules on competition laid down in 

Articles 101 and 102 TFEU and contains provisions on the relationship between competition laws at 

EU and member states level. National competition authorities or courts, when applying national 

competition law, must also apply Articles 101 and 102, if these are applicable to the infringement. 

Furthermore, while in case of Article 101 infringements national competition law may not be stricter 

than EU law, there is no such restriction when it comes to Article 102 infringements.  

The way in which competition authorities and the Commission coordinate their actions is laid down in 

Regulation 1/2003664 and clarified in the Commission Notice on cooperation within the Network of 

Competition Authorities.665 Essentially, if a practice substantially affects competition in multiple 

member states, the competition network will decide which authority is best place to bring the 

infringement to an end. If there is no single national competition authority that can deal with the case 

because the practice has substantial effects on competition mainly at national level, parallel action is 

taken, and a lead authority will be designated to coordinate the investigations. If more than three 

member states are substantially affected, the Commission deals with the case, especially “…if 

Community interest requires the adoption of a Commission decision to develop Community 

competition policy particularly when a new competition issue arises or to ensure effective 

enforcement”.666 Once the Commission initiates proceedings, national competition authorities are 

automatically relieved of their competence. 

When it comes to mergers, the EU Merger Regulation (EUMR)667 lays down the rules for the allocation 

of cases between the Commission and national competition authorities. In principles, the Commission 

has exclusive jurisdiction over concentrations with a ‘Community dimension’668 and national 

authorities are precluded from applying their national merger control rules.669 However, the EUMR 

allows for cases to be reallocated between the Commission and national authorities. When a merger 

 
661 Within the Commission, the Directorate-General (DG) for Competition is responsible for enforcing 
competition law. 
662 European Commission website, Competition – European Competition Network, available at  
http://ec.europa.eu/competition/ecn/index_en.html.  
663 Council Regulation (EC) No 1/2003 of 16 December 2002 on the implementation of the rules on competition 
laid down in Articles 81 and 82 of the Treaty, OJ L-1/1, 4.1.2003, Article 3. 
664 Article 11(3). 
665 Commission Notice on cooperation within the Network of Competition Authorities (2004/C 101/03). 
666 Commission Notice on cooperation within the Network of Competition Authorities (2004/C 101/03), para. 
15. 
667 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation). 
668 For the definition see Regulation 139/2004, Article 1. 
669 Article 21(4) EUMR provides exceptions to the ‘one-stop-shop’ system to protect other legitimate interests, 
see discussion below.  
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with a ‘Community dimension’ may significantly affect competition in a market within a member state, 

it may be reallocated to that member state, and when a case that does not have a ‘Community 

dimension’ is capable of being reviewed under the national competition laws of at least three member 

states, it may be reallocated to the Commission.670 

Having a centralised authority such as the European Commission is advantageous when it comes to 

cases against global players, because it can send a stronger and unitary message inside and outside 

the EU. Furthermore, it has more resources to pursue big cases than many national authorities. It also 

promotes the interests of consumers throughout the entire EU, rather than of a single member state. 

For these reasons, in this chapter I focus on the Commission, although national competition 

authorities can also intervene (within the framework of Regulation 1/2003).671 

5.3. Promoting voluntary compliance 

There are two main components of successful enforcement; firstly, companies must design their 

internal rules and policies in a way that meets regulatory standards, and secondly, these rules and 

policies must actually be adhered to. In order to achieve this, regulatees must be aware of what 

compliance entails and must have enough incentives to comply.672 Creating sufficient incentives to 

comply is particularly challenging in our case, since data protection compliance is often not only 

expensive and complex, but for companies that monetise data, renouncing to certain forms of data 

processing can signify missing out on profits.673 This is exacerbated by the institutional settings 

 
670 Regulation 139/2004, Articles 9 and 22; N.B., in a recent speech, Commissioner Vestager stated that: 
“Like the Commission, most of Europe’s national competition authorities can only review cases where the 
companies’ turnover meets a certain threshold. And in recent years, the Commission has had a practice of 
discouraging national authorities from referring cases to us which they didn’t have the power to review 
themselves. That practice was never intended to stop us from dealing with cases that could seriously affect 
competition in the single market. And yet today, when a company’s importance for competition isn’t always 
reflected in its turnover, it could have exactly that effect – meaning that some important mergers can’t be 
reviewed by the Commission, or by national authorities. So the time has come to change our approach. We plan 
to start accepting referrals from national competition authorities of mergers that are worth reviewing at the EU 
level – whether or not those authorities had the power to review the case themselves.” Speech 11 September 
2020, ‘The future of EU merger control’, International Bar Association 24th Annual Competition Conference, 
available at https://ec.europa.eu/commission/commissioners/2019-2024/vestager/announcements/future-eu-
merger-control_en. 
671 One case that has been discussed at length in this thesis is the case brought by the German competition 
authority, the BKA, against Facebook. In this case, the BKA has only applied German competition law and not 
the EU equivalent, Article 102 TFEU. Applying only German law might have made it easier for the BKA to 
formulate a theory of harm, but whether this was legitimate was subject to some debate, since arguably also 
Article 102 TFEU was applicable to the infringement, meaning that the BKA should have applied both. See 
Wouter P. J. Wils ‘The obligation for the competition authorities of the EU Member States to apply EU antitrust 
law and the Facebook decision of the Bundeskartellamt’ Concurrences N° 3-2019, pp. 58-66. 
672 See Lucie Andreisova, ‘How Can a Corporate (Compliance) Culture Be Described and Effectively Measured?’ 
(2018) 4(3) Business and Management Studies, Redfame publishing, pp. 52-57, p. 52. 
673 For instance, technical and organisational measures, such as pseudonymisation, to ensure that data 
protection principles are respected are costly. In fact, the GDPR expressly mentions that costs of implementation 
should be taken into account when assessing what measures are necessary (Article 25). On the other hand, data 
protection principles, such as purpose limitation and data minimisation, limit the ways in which firms may 
monetise data. If, for instance, a new opportunity to monetise a dataset arises, data controllers are prevented 
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described above, which lead to a less than appropriate level of intervention by data protection 

authorities. It is, thus, necessary to concentrate on what can be done to increase compliance, which I 

roughly divide into strategies to foster market incentives and voluntary compliance, discussed in this 

section, and strategies that increase deterrence and incapacitation, discussed in the next section. 

Given that firms’ abilities and incentives to comply with data protection regulation are heavily 

influenced by market realities,674 I look at tools available to data protection authorities that ensure 

that enforcement takes into account the way the market functions and makes use of its potential for 

disciplining companies’ behaviour. This is in line with the Commission’s observation that businesses 

are moving towards “developing a compliance culture and increasingly use strong data protection as 

a competitive advantage”.675 I then look at how competition authorities could complement data 

protection’s enforcement efforts when it comes to creating an environment in which firms are able to 

compete on data protection terms and are, thus, more likely to provide meaningful data protection. 

More compliance and a better functioning market reduce the need to resort to more punitive 

measures. Punitive measures should be treated as measures of last resort, as they can be disrupting 

for the market functioning, being designed to deter future wrongdoings and prevent further breaches, 

rather than taking account of what would help firms to achieve compliance. For instance, if, as a result 

of non-compliance with data protection regulation, a major tech company is prohibited from 

processing data essential for its business model, it might find itself unable to carry out its business 

activity. Besides having severe consequences for the company involved, such a remedy could have 

sweeping implications for the market, if that company provides key services relied on by other players. 

5.3.1. Data protection authorities 

Data protection authorities should aim at strengthening voluntary compliance to avoid instances in 

which an escalation of their regulatory function is needed. This is even more important when it comes 

to the European data protection regulatory framework, since reducing the need of enforcement 

mitigates the problem of the lead supervisory authority.  

Data protection regulators have a key role in promoting the awareness of data controllers and 

processors of their obligations; the OECD indicated that: 

In a time when the state is, in response to new risks and growing demands, imposing 

numerous and complex regulations, it is inadequate to just assume that business operators or 

citizens can inform themselves and understand what is expected without any assistance. 

 
from pursuing it, unless they have a new legal basis for doing so, which would often require consent from data 
subjects (this again, might involve considerable costs). 
674 See discussion in Chapter 1; while regulatory compliance is commonly affected by market realities, mainly 
because firms need to offset compliance costs, in the case of data protection regulation this effect is amplified 
by the fact that more data protection might also lead to a loss of revenue caused by processing less data, besides 
having costs in terms of the implementation of compliance measures. 
675 European Commission, Press release 24 June 2020, ‘Commission report: EU data protection rules empower 
citizens and are fit for the digital age’, available at 
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1163.  
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Rather, promoting and supporting compliance should be a key priority and function of 

inspection and enforcement structures…676 

If rules are clearly communicated, firms who are willing to comply are supported in doing so, meaning 

that the need to invest resources in detecting, deterring and remedying infringements at a later stage 

is reduced. Given the broad nature of the GDPR and the multitude of circumstances in which it applies, 

it is pivotal that efforts are made to inform data controllers and processors of their obligations. In fact, 

the GDPR expressly mentions that: 

Guidance on the implementation of appropriate measures and on the demonstration of 

compliance by the controller or the processor, especially as regards the identification of the 

risk related to the processing, their assessment in terms of origin, nature, likelihood and 

severity, and the identification of best practices to mitigate the risk, could be provided in 

particular by means of approved codes of conduct, approved certifications, guidelines 

provided by the Board or indications provided by a data protection officer.677 

The EDPB publishes recommendations, best practices, and guidelines678 in order to provide consistent 

guidance throughout the EU. At national level, these are implemented and applied to the regulated 

firms. When doing so, supervisory authorities should communicate with individual firms directly, when 

it comes to their data practices, in order to guarantee that these comply with the regulation in a 

meaningful way. Repeated interactions between authorities and regulatees are valuable because they 

create the possibility to approach issues in a cooperative manner, giving firms a chance to correct their 

practices before intervention becomes more heavy-handed. This is particularly relevant when data is 

at the core of a firm’s business model and complying with data protection regulation might imply an 

overhaul of the way the company functions and profits. If, for instance, a company monetises data 

through personal advertisement, and the consent for the data processing is not valid, simply stopping 

to use this data might not be a sustainable option. In such a case, a company could benefit from 

collaborating with data protection authorities, to explore its possibilities in terms of compliance. Here 

it would not be very helpful, nor desirable, to impose fines and hope that this will result in behavioural 

change.679 Designing a step-by-step approach to increase the level of data protection is likely to be 

 
676 OECD, Regulatory Enforcement and Inspections Toolkit, 2018, available at 
https://www.oecd-ilibrary.org/docserver/9789264303959-
en.pdf?expires=1583334710&id=id&accname=guest&checksum=5C661A277E9D4CA45520ADCF878483CB.  
677 GDPR, recital 77. 
678 EDPB website, available at https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-
recommendations-best-practices_en.  
679 Here the distinction between coercive and cooperative enforcement models is relevant. The coercive model 
is based on the premise that regulatees are primarily driven by the maximisation of profits (Timothy Malloy, 
‘Regulation, compliance and the firm’ (2003) 76 Temple Law Review 451); it is, thus, assumed that they will only 
comply with the law if the costs of non-compliance (e.g. fines) exceed the benefits of non-compliance (Michael 
Vandenbergh, ‘Beyond elegance: a testable typology of social norms in corporate environmental compliance’ 
(2003) 22 Stanford Environmental Law Journal 55). The cooperative model, on the other hand, assumes that 
businesses are generally willing to comply with the law. Accordingly, the cooperative model, rather than 
detecting violations and taking enforcement action, is centred on facilitating compliance by providing guidance 
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more effective in the long term, than imposing fines, which a data-driven company might treat as cost 

of doing business or which might cause the company to go out of business.680 

Having the chance to cooperate with enforcement authorities will increase firms’ motivation to 

heighten compliance efforts, not only because it will prevent the imposition of sanctions, but also 

because it gives companies the possibility to understand how to achieve compliance, taking into 

account the peculiarities of their own data processing within a market context. By collaborating with 

regulatees, data protection authorities are in a better position to differentiate between them and 

adapt the rules to their circumstances. In the last chapter, it has been discussed how, from a 

substantive perspective, it is necessary to interpret the law by reference to the market dynamics, in 

order to make sure that rules have the effects intended by the legislator. Similarly, the functioning of 

the market can inform the enforcement of data protection regulation, in particular, by being a relevant 

factor in assessing the ability and incentive of firms to comply with their obligations. Tailoring 

enforcement activities to market realities can help make enforcement more effective, as will be shown 

throughout this chapter. Two ways in which cooperation between regulators and regulatees and the 

adaptation of obligations to data processors can be translated into practice and contribute to 

voluntary compliance are forms of co-regulation and compliance programmes. 

Forms of co-regulation 

The term co-regulation is commonly taken to mean self-regulation by an industry or a sector with 

some oversight and/or ratification by government.681 Ayers and Braithwaite claim that, in order to get 

firms to comply voluntarily, it is valuable to “promote private market governance through enlightened 

delegation of regulatory functions”.682 By treating regulatees as responsible actors, they are 

incentivised “to pay attention to operational detail rather than just seeking to blindly apply prescribed 

provisions”.683 Furthermore, the discretion offered to firms promotes a cooperative attitude, replacing 

the adversarial relationship that may result from a prescriptive approach.684 As argued by Hirsch, one 

of the potentials of co-regulatory approaches is that “bringing government and business together in a 

 
to regulatees. (Clifford Rechtschaffen and David L. Markell, Reinventing Environmental Enforcement and the 
State/Federal Relationship (Environmental Law Institute 2003)). 
680 See for example, Dietrich H. Earnhart and Robert L. Glicksman, 'Coercive vs. cooperative enforcement: Effect 
of enforcement approach on environmental management' (2015) 42 International Review of Law and Economics 
135. The authors carried out a study that explores enforcement approaches in the area of environmental 
protection. They compared the effects of coercive vs. cooperative approaches on environmental management 
practices linked to compliance with wastewater discharge limits imposed on chemical manufacturing facilities. 
The empirical results showed that a more cooperative relationship leads to better environmental management. 
681 Peter Grabosky and John Braithwaite, Of Manners Gentle: Enforcement Strategies of the Australian Business 
Regulatory Agencies (OUP 1986) p. 83. 
682 Ian Ayers and John Braithwaite, Responsive Regulation: Transcending the Deregulation Debate (OUP 1992) p. 
4. 
683 Martin Lodge, ‘Ian Ayres and John Braithwaite, Responsive Regulation: Transcending the Deregulation 
Debate’ in The Oxford Handbook of Classics in Public Policy and Administration, Edited by Martin Lodge, Edward 
C. Page, and Steven J. Balla (OUP 2015). 
684 Martin Lodge, ‘Ian Ayres and John Braithwaite, Responsive Regulation: Transcending the Deregulation 
Debate’ in The Oxford Handbook of Classics in Public Policy and Administration, Edited by Martin Lodge, Edward 
C. Page, and Steven J. Balla (OUP 2015). 
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collaborative enterprise should lead to improved government-industry relations, turning adversaries 

into joint problem solvers and setting the groundwork for increased information sharing and 

cooperation in the future”.685  

The GDPR allows for government and industry to share the formulation of regulatory standards and 

their enforcement in different ways.686 Firstly, the regime foresees data protection impact 

assessments. While the GDPR lays down the rules on when data controllers have an obligation to carry 

them out and what the assessment should contain,687 regulatees are ultimately responsible for 

performing the actual assessments. Impact assessments are mandatory for controllers “where a type 

of processing in particular using new technologies, and taking into account the nature, scope, context 

and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural 

persons”.688 They allow data processors to identify risks and define measures that are best suited for 

them to minimise these risks. Where such an impact assessment indicates that “processing operations 

involve a high risk which the controller cannot mitigate by appropriate measures in terms of available 

technology and costs of implementation”,689 in other words, “the residual risks remains high”,690 the 

data controller must consult the supervisory authority prior to the processing. The authority will make 

its own assessment and take action, if it concludes that the processing would infringe the 

Regulation.691 Impact assessments can be considered co-regulatory tools, since the data protection 

authorities oversee data controllers’ self-regulatory activities, consisting of identifying risks that come 

with their data processing activities and setting out strategies to manage these. Data protection 

authorities do this by prescribing when and how data protection assessments should be carried out 

 
685 Dennis D. Hirsch, ‘The Law and Policy of Online Privacy: Regulation, Self-Regulation, or Co-Regulation?’ (2011) 
34 Seattle University Law Review 439, p. 467. 
686 Irene Kamara, ‘Co-regulation in EU personal data protection: the case of technical standards and the privacy 
by design standardisation 'mandate'’ (2017) 8(1) European Journal of Law and Technology.  
687 Article 35(7) GDPR states that an impact assessment under the GDPR shall contain at least: 

 a systematic description of the envisaged processing operations and the purposes of the processing, 
including, where applicable, the legitimate interest pursued by the controller; 

 an assessment of the necessity and proportionality of the processing operations in relation to the 
purposes; 

 an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and 
 the measures envisaged to address the risks, including safeguards, security measures and mechanisms 

to ensure the protection of personal data and to demonstrate compliance with this Regulation taking 
into account the rights and legitimate interests of data subjects and other persons concerned. 

688 GDPR, Article 35(1). Examples of situations in which data protection assessments are required under Article 
35(3) are: 

 a systematic and extensive evaluation of personal aspects relating to natural persons which is based on 
automated processing, including profiling, and on which decisions are based that produce legal effects 
concerning the natural person or similarly significantly affect the natural person;  

 processing on a large scale of special categories of data referred to in Article 9(1), or of personal data 
relating to criminal convictions and offences referred to in Article 1013; or  

 a systematic monitoring of a publicly accessible area on a large scale.  
689 GDPR, recital 84. 
690 Article 29 Data Protection Working Party, ‘Guidelines on Data Protection Impact Assessment (DPIA) and 
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679’, 
Adopted on 4 April 2017, As last Revised and Adopted on 4 October 2017, 17/EN, WP 248 rev.01, p. 18. 
691 GDPR, Article 36(2). 
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and verifying that high risks to data protection are appropriately dealt with. While in most of the cases 

regulators maintain a purely monitoring function, they retain the power to intervene, if data 

controllers do not take appropriate measures to guarantee the protection of personal data. 

The Article 29 working party argued that: 

DPIAs [data protection impact assessments] are a useful way for data controllers to implement 

data processing systems that comply with the GDPR and can be mandatory for some types of 

processing operations. They are scalable and can take different forms, but the GDPR sets out 

the basic requirements of an effective DPIA. Data controllers should see the carrying out of a 

DPIA as a useful and positive activity that aids legal compliance.692 

The other type of co-regulatory tool under the GDPR are codes of conduct. In this case, the authorities 

keep a central role in approving and enforcing the codes,693 but industry associations can freely decide 

whether to develop rules and standards for their members.694 Codes of conduct specify the application 

of the GDPR in specific sectors, “taking account of the specific features of the various processing 

sectors and the specific needs of micro, small and medium-sized enterprises”.695 Codes can increase 

the autonomy of controllers and processors and decrease the reliance that they “may sometimes 

place upon data protection supervisory authorities to provide more granular guidance for their 

specific processing activities”.696 Furthermore, 

Codes can provide much needed confidence and legal certainty by providing practical 

solutions to problems identified by particular sectors in relation to common processing 

activities. They encourage the development of a collective and consistent approach to the 

data processing needs of a particular sector.697 

Data protection impact assessments and codes of conduct are both valuable in terms of incentivising 

firms to engage with their obligations under the GDPR, by giving them freedom and flexibility in 

determining how to meet their obligations. These approaches diminish the role that the regulator 

 
692 Article 29 Data Protection Working Party, ‘Guidelines on Data Protection Impact Assessment (DPIA) and 
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679’, 
Adopted on 4 April 2017, As last Revised and Adopted on 4 October 2017, 17/EN, WP 248 rev.01, p. 19. 
693 In order for a code to be approved, the code owners must demonstrate that the code: 

 meets a particular need of that sector or processing activity, 
 facilitates the application of the GDPR, 
 specifies the application of the GDPR, 
 provides sufficient safeguards, and 
 provides effective mechanisms for monitoring compliance with a code.  

EDPB, ‘Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679’ Version 2.0, 
4 June 2019, p. 14. 
694 GDPR, Article 40(2); Dennis D. Hirsch, ‘The Law and Policy of Online Privacy: Regulation, Self-Regulation, or 
Co-Regulation?’ (2011) 34 Seattle University Law Review 439, p. 442. 
695 GDPR, Article 40(1). 
696 EDPB, ‘Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679’ Version 
2.0, 4 June 2019, p. 9. 
697 EDPB, ‘Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679’ Version 
2.0, 4 June 2019, p. 9. 
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actively needs to play in order for compliance to take place and are conducive to constructive 

relationships instead of top-down enforcement. Although forms of co-regulation have the potential 

to facilitate and incentivise the application of GDPR rules and decrease the burden on data protection 

authorities, they still rely on firms having sufficient incentives to invest in compliance and potentially 

forego profits deriving from data processing. For this reason, it is important to see this form of 

enforcement as complemented by punitive measures in case of infringement,698 since it increases 

firms’ incentives to comply voluntarily.699 

Compliance programmes 

Another way in which voluntary compliance can be strengthened, is by encouraging firms to adopt 

compliance programmes. The principle of accountability contained in Article 5(2) of the GDPR 

articulates that the data controller is responsible for complying with the data protection principles 

and carries the burden to demonstrate such compliance. An effective way for controllers to meet their 

obligations and demonstrate compliance is to put in place compliance programmes. Like co-regulatory 

approaches, also compliance programmes give discretion to the firms as to how to enforce their 

obligations, depending on the particularities of their data processing. Compliance programmes reduce 

the occurrence of breaches and can lead to a better ‘culture of compliance’ thanks to the commitment 

of a firm’s management. In line the GDPR, data protection authorities can incentivise and reward 

compliance programmes by taking their existence into account in case an infringement takes place 

and treating them as a mitigating factor when imposing punitive measures such as fines. Besides 

increasing the financial reward for investing efforts to increasing compliance, this prevents situations 

in which a firm that is essentially compliant gets punished excessively and helps to maintain amicable 

and cooperative relationships between regulators and regulatees. While rewards and incentives for 

compliance programmes can increase firms’ incentives to comply, there will always be firms acting in 

bad faith, in which case it will be necessary to resort to more punitive measures.700  

The GDPR determines that when setting administrative fines, supervisory authorities should take into 

account: 

all relevant circumstances of the specific situation, with due regard in particular to the nature, 

gravity and duration of the infringement and of its consequences and the measures taken to 

ensure compliance [emphasis added] with the obligations under this Regulation and to 

prevent or mitigate the consequences of the infringement.701 

In this regard, Article 83, on the general conditions for imposing administrative fines, states that 

“when deciding whether to impose an administrative fine and deciding on the amount of the 

administrative fine in each individual case due regard shall be given to” among other things “(d) the 

 
698 These will be discussed in the second part of this Chapter.  
699 See Ian Ayers and John Braithwaite, Responsive Regulation: Transcending the Deregulation Debate (OUP 
1992), Chapter 2 – The Benign Big Gun. 
700 See OECD, ‘Reducing the Risk of Policy Failure: Challenges for Regulatory Compliance’ (2000), available at 
http://www.oecd.org/regreform/regulatory-policy/1910833.pdf. 
701 GDPR, recital 150. 
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degree of responsibility of the controller or processor taking into account technical and organisational 

measures implemented by them pursuant to Articles 25 and 32” and “(j) adherence to approved codes 

of conduct pursuant to Article 40 or approved certification mechanisms pursuant to Article 42”.702 I 

will now look at these Articles in more detail.  

Article 25 GDPR determines that controllers have to adopt internal policies and implement measures 

that meet the principles of data protection by design and data protection by default.703 As explained 

by the UK Information Commissioner’s Office (ICO), this means that data controllers have to integrate 

data protection in their “processing activities and business practices, from the design stage right 

through the lifecycle”.704 The GDPR further specifies, that “such measures could consist, inter alia, of 

minimising the processing of personal data, pseudonymising personal data as soon as possible, 

transparency with regard to the functions and processing of personal data, enabling the data subject 

to monitor the data processing…”705 

Article 32 GDPR, on the other hand, regards the security of processing and states that: 

Taking into account the state of the art, the costs of implementation and the nature, scope, 

context and purposes of processing as well as the risk of varying likelihood and severity for 

the rights and freedoms of natural persons, the controller and the processor shall implement 

appropriate technical and organisational measures to ensure a level of security appropriate 

to the risk…706 

Compliance with data protection by design and by default and the security of processing can be 

demonstrated through an approved certification mechanism pursuant to Article 42 GDPR, which is 

also, by itself, a factor that is taken into account when setting fines.707 Certifications are issued by 

accredited certification bodies or data protection authorities and are designed to take into account 

the specific needs of small and medium-sized enterprises.708 They are issued to a controller or 

processor for a maximum period of three years and can be renewed, if the relevant requirements 

continue to be met.709 

 

 

 

 
702 GDPR, Article 83(1). 
703 GDPR, recital 78 and Article 25. 
704 ICO website, Data protection by design and by default, available at https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-
and-governance/data-protection-by-design-and-default/.  
705 GDPR, recital 78 and Article 25. 
706 GDPR, Article 32(1). 
707 GDPR, Article 83. The adherence to codes of conduct is also a factor taken into account when setting 
administrative fines. Codes of conduct have been discussed in the section above concerning co-regulation and 
are thus not explored again in this section. 
708 GDPR, Article 42. 
709 GDPR, Article 42(7). 
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Remarks 

Co-regulatory tools and compliance programmes can help to strengthen voluntary compliance and 

should, therefore, be incentivised and supported by data protection authorities.710 Looking at it from 

a holistic perspective, giving firms more flexibility when deciding how to implement data protection 

obligations can make compliance more sustainable for smaller players, which is vital for a functioning 

market. The supervisory role that the authorities maintain can be centred around ensuring that firms 

(especially the ones with market power) do not abuse this flexibility. Although the problem of the lead 

supervisory authority is not solved, shifting enforcement efforts to increasing voluntary compliance 

can lead to better results in the long term, since it is designed to diminish the active role that the 

supervisory authority needs to play. Furthermore, different supervisory authorities and the EDPB can 

collaborate in developing strategies to improve the effectiveness of co-regulatory measures and 

compliance programmes. 

This view could be criticised for being overly optimistic; like any form of co-regulation or compliance 

programmes, it largely depends on firms’ incentives to comply in a meaningful way. In a market in 

which compliance is complex and expensive and consumers do not consistently respond to better 

terms, firms might be more inclined to game the system. Thus, it might be risky for data protection 

authorities to focus too narrowly on forms of co- and self-regulation and neglect their responsibility 

to police that the right to data protection is respected. This is further exacerbated by the fact that 

often regulatees’ financial, technical, and legal resources are significantly superior to the regulators’. 

However, it is precisely for this reason that this chapters explores enforcement strategies to increase 

voluntary compliance next to punitive approaches, designed to maintain a sufficient level of 

deterrence, and if needed, incapacitate wrongdoers. Regulators should try to find the right balance 

between a cooperative and punitive approach.711 

5.3.2. Competition authorities 

Merger review 

A limitation of data protection authorities’ enforcement powers transpires when it comes to mergers 

involving data. Mergers could significantly affect data protection rights, if the data ends up in the 

hands of new entities and is used in different ways and for different purposes than anticipated at the 

time of disclosure. Data protection authorities can only enforce firms’ obligations in the same way 

 
710 This is already expressly required by the GDPR; for instance, Article 40(1) reads that “Member States, the 
supervisory authorities, the Board and the Commission shall encourage the drawing up of codes of conduct”. 
However, when looking at the EDPB’s register for codes of conduct (which is mandated by Article 40(11)), not a 
single code of conduct has been published yet (available at https://edpb.europa.eu/our-work-
tools/accountability-tools/register-codes-conduct-amendments-and-extensions-art-4011_en, accessed on 27 
May 2020). Although this can be explained by the fact that the GDPR is relatively new, it seems that more efforts 
by authorities are required to motivate the drafting of codes of conduct. When it comes to data protection 
assessments, since they are mandatory in determinate circumstances, no additional encouragement is needed. 
It is more difficult to assess to what extent compliance programmes have been introduced, since there is no 
public information about this. 
711 Ian Ayres and John Braithwaite, Responsive Regulation: Transcending the Deregulation Debate (OUP 1992). 
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they would do in any other circumstance, which might not be adequate for circumstances in which 

two previously separate data controllers become one entity, changing the way the GDPR applies to 

them. From a competition viewpoint, the combination of data could lead to the reduction of 

competitive pressure and greater market power, which gives competition authorities the chance to 

review a merger and potentially block it or place some conditions on its clearance. Thus, when it comes 

to a merger of two data-centred companies, the capacity to combine their data could represent a 

problem from both a data protection and competition point of view. However, while competition 

authorities can verify whether mergers would be harmful for competition, data protection authorities 

do not have special powers in relation to them.  

Here it is useful to return to the different dimensions of the interrelation between the two regimes 

discussed in Chapter 3. In terms of the compatibility of their policy goals and mutual reinforcement, if 

a merger is likely to lead to an increase of market power that will allow the firms to impose worse data 

protection terms on individuals, or the combination of data itself will increase its market power, the 

intervention by competition authorities can have the protection of data as a side-effect. This can, by 

itself, directly prevent harmful data practices or contribute to strengthening voluntary compliance 

with data protection rules, by preserving market conditions that are conducive to competition on data 

protection. 

If competition authorities’ substantive assessment determines that a merger could harm 

competition,712 the potential harmful effects are mainly prevented through structural remedies (or if 

these are not sufficient, the blocking of the merger), rather than remedies that regulate firms’ 

behaviour. In its notice on remedies, the European Commission stated that “divestiture commitments 

are the best way to eliminate competition concerns… Commitments relating to the future behaviour 

of the merged entity may be acceptable only exceptionally in very specific circumstances”.713 Basically, 

if a merger is expected to reduce competition to the point that consumers can be harmed, whether 

through data-related or other practices, competition authorities would opt to block the merger or 

accept structural remedies, such as divestiture, in order to safeguard competition in the market. The 

Commission explained that: 

According to the case law of the Court, the basic aim of commitments is to ensure competitive 

market structures. Accordingly, commitments which are structural in nature, such as the 

commitment to sell a business unit, are, as a rule, preferable from the point of view of the 

Merger Regulation's objective, inasmuch as such commitments prevent, durably, the 

competition concerns which would be raised by the merger as notified, and do not, moreover, 

require medium or long-term monitoring measures.714 

 
712 This could include competition on data protection, see Chapter 4 on the substantive assessment. 
713 Commission notice on remedies acceptable under Council Regulation (EC) No 139/2004 and under 
Commission Regulation (EC) No 802/2004 (Text with EEA relevance) (2008/C 267/01), para. 17. 
714 Commission notice on remedies acceptable under Council Regulation (EC) No 139/2004 and under 
Commission Regulation (EC) No 802/2004 (Text with EEA relevance), paras. 15-16. 
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Nonetheless, behavioural remedies could be adequate, if they allow to realise efficiencies but at the 

same time prevent potential anticompetitive effects. This could be the case, for instance, when the 

impediment to competition is expected from the combination of the merging firms’ databases and 

commitments can prevent this from happening. Commitments must be “proportionate to the 

competition problem and entirely eliminate it”;715 furthermore,  

in assessing whether they will be effective, divestitures are the benchmark: a non-divestiture 

remedy can only be considered if it is at least as effective as a divestiture… There is a clear 

correlation between the type of remedy on the one hand and the theory of harm and 

specificities of the industry on the other.716 

Consequently, if the combination of data is what could create the anticompetitive effects, competition 

authorities could make a merger conditional on the data not being merged.717 An example is the 

Google/Fitbit merger, which was reviewed and cleared, subject to commitments, by the 

Commission.718 Following an in-depth investigation, the Commission raised a number of concerns in 

relation to the way the merger could harm competition. Among these, the Commission argued that 

by acquiring Fitbit’s database with users’ health and fitness data, Google would gain access to more 

data that it could use for ads personalisation. This, the Commission argued, would raise barriers to 

entry and expansion for Google’s competitors, because it would make it more difficult to compete 

against Google’ services in the markets for online search advertising, online display advertising, and 

the entire ad tech ecosystem. To address this concern, Google offered a commitment under which it 

will not use Fitbit’s health and wellness data in search advertising etc., it will maintain a technical 

separation of this data, storing it in ‘data silos’, and it will give users an effective choice over how their 

health and wellness data is used.719 

When data protection goals are in line with competition goals, competition authorities will promote 

both interests, independently of the type of remedy adopted. Distinct dynamics will arise when the 

regimes’ interests in relation to a merger diverge. This will be the case when a merger is likely to bring 

about efficiencies or innovation and is deemed pro-competitive by competition authorities but raises 

data protection concerns. Competition authorities’ mandate will not justify intervention, leaving data 

protection authorities to their own devices in dealing with the merger’s threats to data protection. In 

these cases, it is attractive to explore how competition authorities can still support data protection 

 
715 Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations between 
undertakings (the EC Merger Regulation), recital 30. 
716 Carles Esteva Mosso, Deputy Director General Mergers, Directorate General for Competition, European 
Commission, ‘EU merger control: how to remove anti-competitive effects?’ Paris, 5th Global Merger Control 
Conference, 8 December 2017, https://ec.europa.eu/competition/speeches/text/sp2017_23_en.pdf, pp. 7-8. 
717 How effective such a remedy is going to be in practice is another question.  
718 Case M.9660 – Google / Fitbit, case overview available at  
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=2_M_9660.  
719 European Commission press release, ‘Mergers: Commission clears acquisition of Fitbit by Google, subject to 
conditions’, 17 December 2020, available at  
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2484.  
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authorities through their powers related to mergers, for example by including them in their merger 

assessments. 

Generally, data protection authorities can only “impose behavioural remedies and sanction 

companies after the latter have infringed the rules by requiring changes in the way they deal with 

consumers or process personal data”.720 The sole prospective tool they have is to mandate a data 

protection impact assessment, discussed earlier, if they determine that a specific merger counts as a 

processing operation subject to this requirement.721 In this case, controllers “shall, prior to the 

processing, carry out an assessment of the impact of the envisaged processing operations on the 

protection of personal data”.722 The controller has to inform the supervisory authority prior to the 

processing where a data protection impact assessment indicates that the risk of processing cannot be 

appropriately mitigated.723 By intervening at the time at which the merger takes place, data protection 

authorities might be able to prevent harm, by setting out in advance what firms need to do in order 

to comply with the Regulation.  

However, there is no specification about when firms need to carry out such assessment; they could 

do so after the merger has been cleared by competition authorities (if scrutinised by them) and when 

the merger is already underway. This might leave data protection authorities with little scope to 

effectively change something. Although, as explained above, data protection assessments are a good 

tool to promote voluntary compliance with data protection obligations, they do not give data 

protection authorities sufficient power to control the threats created by mergers. Mergers may 

represent substantial risks for the rights of data subjects, since the conditions under which the data is 

collected suddenly change, because, for instance, the data controller turns into a new entity or 

engages in new activities. Furthermore, even if the firms do not comply with their obligations to carry 

out such assessment in a timely and meaningful way, data protection authorities’ powers are limited 

to imposing administrative fines.724 In any event, impact assessments regard the ongoing behaviour 

of a firm after the completion of a merger, meaning that the authorities have to keep monitoring the 

firm and intervene if an infringement is established, which is what happened in the 

Facebook/WhatsApp merger.725 After the Commission cleared the merger, various national data 

protection authorities started proceedings against the merged entity, to prevent the combination of 

their data.726 

 
720 Inge Graef, ‘Blurring Boundaries of Consumer Welfare’, in Bakhoum M., Conde Gallego B., Mackenrodt MO., 
Surblytė-Namavičienė G. (eds) Personal Data in Competition, Consumer Protection and Intellectual Property Law, 
MPI Studies on Intellectual Property and Competition Law, vol 28. (Springer 2018), p. 141. 
721 GDPR, Article 35(4). 
722 GDPR, Article 35(1). 
723 GDPR, recital 84; main provision contained in Article 36. 
724 GDPR, Article 83. 
725 Case No COMP/M.7217 - Facebook/ WhatsApp. 
726 The Hamburg Commissioner for Data Protection and Freedom of Information, Press release, ‘Administrative 
order against the mass synchronisation of data between Facebook and WhatsApp’, 27 September 2016, 
available at https://datenschutz-hamburg.de/assets/pdf/Press_Release_2016-09-
27_Adminstrative_Order_Facebook_WhatsApp.pdf; Commission Nationale de l'Informatique et des Libertés, 
‘Décision n° MED-2017- 075 du 27 novembre 2017 mettant en demeure la société WhatsApp’ available at  
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Both competition and data protection authorities could benefit from the latter being involved in 

merger reviews in which data plays a role.727 In this respect, the EDPB claimed: “We consider it 

essential to assess longer-term implications for the protection of economic, data protection and 

consumer rights whenever a significant merger is proposed, particularly in technology sectors of the 

economy”.728 It argued that data protection authorities can support competition authorities with the 

assessment of the impact of a merger on “the level of data protection and freedom enjoyed by 

consumers of digital services”.729 It reiterated this message in regard to Google’s proposed acquisition 

of Fitbit; here the EDPB expressly stated that it “stands ready to contribute its advice on the proposed 

merger to the Commission if so requested”.730 The Commission, however, emphasised the need to 

draw a line; it stated that in relation to Google/Fitbit “it will not consult the European Data Protection 

Board (EDPB), which has adopted a very critical statement on the privacy implications of this 

merger”.731 Competition Commissioner Vestager declared: “We cannot invite other bodies to 

participate…We are very much aware that in cases there can be a privacy issue. We are just very 

careful not to see a competition issue where there is a privacy issue because, if that is the case, it’s 

not for us”.732 

Nonetheless, data protection and competition authorities could liaise during the merger review, while 

maintaining separate roles. In this way they could inform each other of possible concerns that could 

have wider effects in their regulatory spaces. By sharing information gathered from the merging 

parties, relevant stakeholders, market analysis etc., both regimes could benefit by having a better 

understanding of the market realities and possible negative effects of a merger. Ultimately, all parties 

will benefit from knowing, as early as possible, what the implications of a merger are. As argued in the 

last chapter, for instance, competition authorities should be aware of ways in which data protection 

 
https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&id=CNILTEXT000036232595&fastReqId=
1869831892&fastPos=2; https://www.cnil.fr/en/data-transfer-whatsapp-facebook-cnil-publicly-serves-formal-
notice-lack-legal-basis; 
ICO, Letter by Information Commissioner Elizabeth Denham to WhatsApp dated 16 February 2018, RE ‘Sharing 
personal data between WhatsApp Inc. and the Facebook family of companies’, available 
https://ico.org.uk/media/2258375/whatsapp-letter-20180216.pdf. 
727 See discussion in Chapter 4 for the substantive aspects relating to data protection that competition 
authorities should take into account. 
728 Statement of the EDPB on the data protection impacts of economic concentration, adopted on 27 August 
2018, available at 
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_economic_concentration_en.pdf.  
729 Statement of the EDPB on the data protection impacts of economic concentration, adopted on 27 August 
2018, available at 
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_economic_concentration_en.pdf. 
730 Statement of the EDPB on privacy implications of mergers, adopted on 19 February 2020, available at 
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_privacyimplicationsofmergers_en.p
df.  
731 Parliamentary questions, 15 July 2020 – Question for written answer to the Commission, Subject: Privacy and 
data protection implications of the Google-Fitbit merger, available at 
https://www.europarl.europa.eu/doceo/document/E-9-2020-004222_EN.html. 
732 Aoife White and Hamza Ali, ‘Google-Fitbit Probe Isn’t for Data Watchdogs, Vestager Says’, Bloomberg, 25 
February 2020, available at https://www.bloomberg.com/news/articles/2020-02-25/google-fitbit-probe-is-for-
me-not-data-watchdogs-vestager-says.  
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rules could promote or prevent pro-competitive conduct. For data protection authorities, on the other 

hand, the information exchanged between the merging parties and competition authorities could be 

relevant, if it includes details about what will happen with data and if it helps them to determine 

whether data protection obligations need to be enforced more strictly, in light of a potential increase 

of market power.733 Even if ultimately pro-competitive outweigh anti-competitive effects and 

competition authorities do not intervene, data protection will be better informed and their response 

could come during or immediately after the merger review process.  

Another suggestion put forward by the EDPB is that upon a request by a data protection authority, 

the parties are invited by the competition authority to carry out a data protection impact assessment 

before formally notifying their merger. The EDPB claimed that, in line with the accountability principle, 

merging parties have to “conduct in a transparent way a full assessment of the data protection 

requirements and privacy implications of the merger”.734 Further, it urged the merging companies “to 

mitigate the possible risks of the merger to the rights to privacy and data protection before notifying 

the merger to the European Commission”.735 This, again, could benefit both data protection and 

competition authorities. Competition authorities would be aware of the possible data protection 

concerns and could take these into account, if relevant for their own assessment.736 From a data 

protection perspective, it would create an additional incentive for the parties to take data protection 

concerns seriously, since these would become part, albeit informally, of the merger review process. 

The merging firms could demonstrate their intention to protect consumers’ interests and willingness 

to comply with their legal obligations in a meaningful way, which might also have an impact on how 

competition concerns are treated. Having a data protection assessment carried out at the beginning 

of a merger review process would create the possibility for data protection authorities to be part of 

the process from the start, giving them more time for assessing the implications of the merger for data 

protection, as well as the effects of possible conditions imposed by the competition authorities. 

Inge Graef proposed an ulterior way in which the authorities could support each other when it comes 

to mergers: 

The Commission could involve the competent national consumer or data protection authority 

in the implementation or even the monitoring of merger remedies that also affect consumer 

or data protection interests. In such a way, the current limitation of consumer and data 

 
733 See discussion in Chapter 4. 
734 Statement of the EDPB on privacy implications of mergers, adopted on 19 February 2020, available at 
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_privacyimplicationsofmergers_en.p
df. 
735 Statement of the EDPB on privacy implications of mergers, adopted on 19 February 2020, available at 
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_privacyimplicationsofmergers_en.p
df.  
736 These scenarios have been discussed in Chapter 4. 
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protection law relating to the unavailability of prospective and structural measures may be 

addressed.737 

In the telecom sector the Commission already uses national regulators in monitoring remedies; for 

instance, in Newscorp/Telepiú,738 the arbitration system to guarantee the effective implementation of 

the commitments foresaw a major role for the Italian Communication Authority (AGCOM) for matters 

within its competency under Italian law and for the supervision of the functioning of the ‘wholesale 

offer’. In an OECD roundtable on remedies in merger cases, the EU clearly indicated that “one essential 

pre-requisite [for accepting behavioural commitments] is that such commitments can be monitored, 

either via market participants through arbitration clauses (self-enforcement of commitments) or via 

recourses to national regulators (e.g. telecoms or energy)”.739 This possibility would be particularly 

relevant when it comes to behavioural remedies concerning data.740 By working with data protection 

authorities in merger cases, competition authorities not only have a chance to carry out more 

informed merger reviews and formulate better remedies but can also support compliance with data 

protections terms and, as a result, contribute to a better-functioning data market. 

Market examinations  

It is not always possible to point to the cause of a perceived lack of competition in a market and, 

consequently, it might be difficult to establish who should intervene and what should be done to 

restore competition. In these cases, forms of market examinations are a valuable tool for competition 

authorities to uncover the root of market failures. As argued by Dunne, “by enabling a more holistic 

and comprehensive examination of the causes and consequences of market failures, market studies 

can, in theory, identify and facilitate the most appropriate means to resolve such problems”.741 Such 

market examinations could be particularly revealing when it comes to data protection issues. Data 

protection regulation is linked to the market functioning,742 nonetheless, the authorities do not have 

the expertise nor the tools to analyse in what ways market dynamics may affect their regulatory goals 

and, conversely, to what extent their actions have an impact on market dynamics. Competition 

regimes’ market examinations can inform data protection authorities about aspects of the functioning 

of the market that are potentially relevant for their enforcement activities. This knowledge would be 

valuable for data protection authorities to determine when to intervene and, ideally, how to do so in 

a way that increases firms’ competitive incentives to comply. For instance, data protection authorities 

could hugely benefit from having answers to questions such as: 

 
737 Inge Graef, ‘Blurring Boundaries of Consumer Welfare’, in Bakhoum M., Conde Gallego B., Mackenrodt MO., 
Surblytė-Namavičienė G. (eds) Personal Data in Competition, Consumer Protection and Intellectual Property Law, 
MPI Studies on Intellectual Property and Competition Law, vol 28. (Springer 2018) p. 146. 
738 Case COMP/M.2876 — Newscorp/Telepiù [2004] OJ L 110/0073. 
739 OECD, ‘Remedies in Merger Cases’ DAF/COMP(2011)13, p. 237. 
740 This aspect is also relevant in the discussion about competition law remedies at the end of this chapter; see 
in particular the discussion of the Microsoft case.  
741 Niamh Dunne, Competition Law and Economic Regulation: Making and Managing Markets (2015 CUP) 280. 
742 See discussion in Chapter 4 on the effect of the GDPR on competition. 
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 Does more competition in a market lead to better or worse data protection terms?743 

 Are bigger firms more likely to comply with data protection obligations than smaller firms? 

What obligations are they more or less likely to comply with?744  

 Who feels the pressure in terms of consumer demand for greater privacy the most?745 

While competition authorities’ market examination powers can shed light on why a market is not 

working well, in some circumstances data protection authorities might have better tools to correct 

the market failure. Understanding the dynamics of a market and obstacles to its functioning would 

allow data protection authorities to define and monitor specific obligations designed to overcome 

such obstacles, for instance: 

 Simplify information in respect to specific terms and conditions, to overcome framing, 

information overload and inertia. 

 Force consumers to make a choice, instead of allowing them to opt for the default. 

 Promote consumers’ interests more directly by using default opt-ins or opt-outs, if one option 

clearly represents a better choice.746 

In the UK, the Competition and Markets Authority (CMA) has market investigation powers since the 

introduction of the Enterprise Act 2002. The market investigation guidelines state that the authority 

has the possibility: 

to assess whether competition in a market is working effectively, where it is desirable to focus 

on the functioning of the market as a whole rather than on a single aspect of it or the conduct 

of particular firms within it. A market investigation may examine any competition problem 

and identify the feature causing the problem.747  

A market investigation is always preceded by a shorter market study, which serves to improve the 

CMA’s understanding of the market. The outcome of the study is what determines whether it is 

necessary to initiate a more in depth market investigation, or whether it is possible and desirable to 

 
743 My tentative answer: the evidence presented in this thesis until now seems to indicate that, generally 
speaking, more competition should lead to better data protection terms. However, this does not always need 
to be the case; in some instances, competition can become a ‘race to the bottom’. 
744 My tentative answer: formally big companies have advantages in terms of compliance, thanks to their human, 
financial and technological resources, economies of scale and scope and the brand they need to protect. 
However, they pose greater risks, controlling and potentially combining large datasets, and if competition is 
lacking or is defined by lock-in effects, they could effectively obtain consent irrespectively of users’ real 
preferences.  
745 My tentative answer: new entrants and small companies are more responsive to consumer demand for more 
protection terms, since they can offer better terms to attract users, which they need in order to improve the 
quality of their service (e.g. WhatsApp and DuckDuckGo). Once a firm has achieved a critical mass of data 
through its users, it has fewer incentives to renounce to data, since there is not clear/uniform demand for data 
protection (see Chapter 1 on the privacy paradox). 
746 Oxera Consulting, ‘Behavioural economics and its impact on competition policy: A practical assessment with 
illustrative examples from financial services’ prepared for The Netherlands Authority for Consumers and Markets 
(ACM), May 2013, page iv. 
747 Competition Commission (now CMA), Guidelines for market investigations: Their role, procedures, 
assessment and remedies (April 2013), CC3 (Revised), para. 18. 
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accept undertakings instead or make recommendations to the government to change regulations or 

public policy.748 A market investigation reference is made if the CMA “has reasonable grounds for 

suspecting that any feature, or combination of features, of a market or markets in the UK for goods or 

services prevents, restricts or distorts competition in connection with the supply or acquisition of any 

goods or services in the UK or a part of the UK”.749 Once the CMA has identified the cause of the 

problem in the market, it “is able to impose a wide range of legally enforceable remedies that typically 

focus on making the market more competitive in the future and make recommendations for remedial 

action by other public bodies”.750 Remedies resulting from a market investigation can be far-reaching 

and can including divestiture, as was the case in the BAA airports market investigation.751 

In 2019 the CMA launched a market study into online platforms and digital advertising, which tackles 

concerns similar to the ones addressed by this thesis; in the statement of scope the CMA stated that: 

There are concerns that systems have developed which have the effect of depriving 

consumers of the ability effectively to negotiate how data about them is collected and used. 

We will consider whether consumers using platforms funded by digital advertising are able to 

make informed choices over the collection and use of data about them, the reasons for this, 

its consequences, and measures which may address this. There are concerns that this 

information asymmetry may result in consumers receiving poor value for their data compared 

to a counterfactual where they are able to exercise greater control. It may also serve to 

entrench market power enjoyed by platforms that have access to substantial volumes of 

consumer data.  

The business model of the major platforms funded by digital advertising appears highly 

dependent on the continued supply of up-to-date consumer data insofar as this enables more 

targeted advertising. We will consider the incentive and opportunity for online platforms to 

 
748 CMA, Market Studies and Market Investigations: Supplemental guidance on the CMA’s approach, January 
2014 (revised July 2017) CMA3, available at 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/624706/
cma3-markets-supplemental-guidance-updated-june-2017.pdf.  
749 Ibid, p. 20. 
750 Competition Commission (now CMA), Guidelines for market investigations: Their role, procedures, 
assessment and remedies (April 2013), CC3 (Revised), para. 20. 
751 Competition Commission, ‘BAA airports market investigation: A report on the supply of airport services by 
BAA in the UK’, 19 March 2009; see para. 10.32 “Given the nature of these AECs [adverse effects on competition] 
and of the competitive interactions we anticipate will develop between each of the three airports under 
separate ownership… we consider that the divestment of two of Heathrow, Gatwick and Stansted to different 
purchasers is required to achieve a comprehensive solution to these AECs”. 
https://webarchive.nationalarchives.gov.uk/20140402170726/http://www.competition-
commission.org.uk/assets/competitioncommission/docs/pdf/non-
inquiry/rep_pub/reports/2009/fulltext/545.pdf; https://www.gov.uk/cma-cases/baa-airports-market-
investigation-cc.  
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exploit any imbalance of knowledge or power with consumers by obfuscating their data 

collection practice, over -collecting data or misleading consumers.752 

In the market study’s interim report, the CMA announced that: 

We said in our statement of scope that we see recommendations to government as the most 

likely outcome of the study, as we did not ‘expect that a “one -off” intervention by the CMA, 

such as could be achieved through a market investigation, would be sufficient to provide a 

sustainable long-term framework for the sector.’ This reflected the fast-evolving nature of 

concerns in these markets, suggesting that an ongoing regulatory regime would be more 

appropriate. Although it is a finely balanced judgement, we continue to hold this view and 

have concluded that we should consult on not making a market investigation reference at this 

stage.753 

The outcome of a market study such as this one and the resulting recommendations to government 

or to data protection authorities can be very helpful, particularly in relation to data protection 

authorities’ efforts to increase regulatory compliance. For instance, it could reveal that the way data 

protection regulation is enforced affects small undertakings disproportionately and, thereby, distorts 

the market functioning and strengthens firms with market power. Evidence from market examinations 

could shed light on the effect of the way rules are interpreted and applied in practice and point to 

ways to improve the implementation of rules from a substantive and enforcement perspective.754 

Other authorities in the EU also have forms of market investigation regimes, although they differ from 

the UK’s market investigation power, mainly by not giving the authorities the possibility to impose 

remedies directly as a result of the investigation. The European Commission, for example, has the 

power to carry out sector inquiries, when the market conditions suggest that competition is not 

working properly.755 Council Regulation 1/2003 provides the legal basis for such inquiries: 

 
752 CMA, Online platforms and digital advertising market study, Statement of Scope, 3 July 2019, paras. 65-66, 
available at 
https://assets.publishing.service.gov.uk/media/5d1b297e40f0b609dba90d7a/Statement_of_Scope.pdf. 
753 CMA, Online platforms and digital advertising, Market study interim report, 18 December 2019, p. 277, 
available at  
https://assets.publishing.service.gov.uk/media/5dfa0580ed915d0933009761/Interim_report.pdf. In line with 
this statement, the CMA decided not to make a market investigation reference; instead, it argued that “On the 
basis of the evidence we have gathered in this study, we believe that there is a compelling case for the 
development of a pro-competition ex ante regulatory regime, to oversee the activities of online platforms 
funded by digital advertising. We recommend that the government brings forward legislation to introduce such 
a regime”, CMA Online platforms and digital advertising, Market study final report, 1 July 2020, para. 69. 
754 The substantive perspective has been discussed in the last chapter. 
755 The Italian Competition and Markets Authority (AGCM) has similar powers under ‘Legge 10 ottobre 1990, n. 
287 - Norme per la tutela della concorrenza e del mercato’ Article 12; on its website it says that: “When the 
operation of the market or a particular sector suggests that competition is being impeded, the Authority may 
act on its own initiative, and also at the request of any authority or agency, and carry out general fact-finding 
inquiries into that market or Sector.” Available at https://en.agcm.it/en/scope-of-activity/competition/fact-
finding-inquiries. Also the German Bundeskartellamt has the power to conduct sector inquiries to assess the 
overall competition situation in a market since the 7th amendment of the GWB (German Competition Act); 
“Sector inquiries are not targeted against individual companies nor do they follow up a concrete suspicion of a 
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where the trend of trade between Member States, the rigidity of prices or other circumstances 

suggest that competition may be restricted or distorted within the Common Market, the 

Commission may conduct its inquiry into a particular sector of the economy or into a particular 

type of agreements across various sectors.756 

The process is designed to cast light on problems in the market and although it does not allow the 

Commission to impose remedies directly, the inquiry can be followed by competition law 

investigations against particular market players and guide proposals for legislation. It has been argued 

that: 

because the investigative scope of sector inquiries extends beyond breaches of competition 

law, findings may spill over into certain market problems that are best (or only) addressed 

through regulatory amendment rather than antitrust enforcement. Sector inquiries thus allow 

the Commission to analyse the broader market picture alongside the role of individual 

participants, increasing the effectiveness as well as the ambit of its market-supervisory 

efforts.757 

For instance, the Commission’s sector inquiry on retail banking758 occurred in parallel to the drafting 

of the payment services Directive,759 meaning that the Commission could directly tackle the problems 

identified in the sector inquiry. In the inquiry’s final report, the Commission stated that: 

To ensure the proper functioning of the internal market, the European Commission has the 

right to propose legislative measures. The Commission’s proposed Directive on payment 

services will prohibit access restrictions to payment systems and infrastructures based on 

institutional status. This Directive is now in discussion in the Council and the European 

Parliament. Its implementation will enable citizens to benefit from more competitive and 

efficient payment services.760 

 
cartel violation. Their purpose is to gain extensive information about the markets concerned. Furthermore, the 
market knowledge acquired from a sector inquiry can also be useful to the Bundeskartellamt in other 
proceedings”, available at  
https://www.bundeskartellamt.de/EN/Economicsectors/Sectorinquiries/sectorinquiries_node.html.  
756 Council Regulation (EC) No 1/2003 of 16 December 2002 on the implementation of the rules on competition 
laid down in Articles 81 and 82 of the Treaty, Article 17(1). 
757 Niamh Dunne, Competition Law and Economic Regulation: Making and Managing Markets (CUP 2015), p. 
282. 
758 Commission, Sector Inquiry under Article 17 of Regulation (EC) No 1/2003 on retail banking (Final Report), 
(Communication) COM(2007) 33 final. 
759 Directive 2007/64/EC of the European Parliament and of the Council of 13 November 2007 on payment 
services in the internal market amending Directives 97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/EC and 
repealing Directive 97/5/EC [2007] OJ L319/1. The Directive has been repealed by Directive (EU) 2015/2366 of 
the European Parliament and of the Council of 25 November 2015 on payment services in the internal market, 
amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and 
repealing Directive 2007/64/EC [2015] OJ L337/35. 
760 Commission, Sector Inquiry under Article 17 of Regulation (EC) No 1/2003 on retail banking (Final Report), 
(Communication) COM(2007) 33 final, para. 47.  
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Even if it does not lead to new or amended legislation, market studies can result in recommendations 

to other entities, such as the EDPB, on how to apply existing frameworks. If this was the case, the 

EDPB could publish guidelines for data protection authorities, designed to provide practical advice on 

how to implement the findings of a market study.  

Remarks 

It has been suggested that if data protection enforcement is more in line with the market functioning, 

companies will be in a better position to implement the rules and have more incentives to do so. This 

can be achieved, among other things, by competition authorities’ tools, including market examination 

and merger review powers, being combined with data protection enforcement. This is in the interest 

of both regimes, as it has the potential to promote voluntary compliance with data protection 

regulation and incentivise competition. 

The suggestions made here represent just one option to improve data protection authorities’ efforts 

to increase voluntary compliance and take into account market elements. The ideas developed in this 

section do have some shortcomings, which might prompt arguments in favour of different 

approaches. In particular, it might be reasoned that it is not optimal for data protection authorities to 

be reliant on competition authorities’ input, especially because competition authorities’ priorities 

might not be aligned with the ones of data protection authorities. This might mean that market 

examinations that would benefit data protection authorities are not carried out or are carried out 

from an angle which is not particularly helpful for data protection authorities. The same goes for 

mergers; unless data protection issues are actually relevant for the competition assessment of a 

merger, competition authorities might not be interested in including data protection authorities in 

their reviews, nor able to do so, given their strict timelines and other institutional constraints. What 

this could indicate, for instance, is that data protection authorities should develop their own ways of 

obtaining the information they need about the market functioning and improve the way they deal 

with mergers that raise data protection issues. This might be feasible, given that, with the enactment 

of the GDPR, many data protection authorities are receiving more resources, which can be partially 

allocated to such programmes and hiring experts in digital markets. However, these two options are 

not mutually exclusive. If there is a way to create and make use of synergies, there does not seem to 

be a good reason for not trying, as long as efforts to do so are proportionate, so as not to waste 

resources. This is particularly the case when it comes to market which are constantly changing and in 

which authorities should be able to take into account factors that do not traditionally belong to their 

core competency area. 

5.4. Increasing deterrence and incapacitation 

Market dynamics are also relevant when it comes to enforcement designed to deter and incapacitate 

harmful conduct. In this section, I look at the extent to which data protection authorities can consider 

market elements when opting for a more punitive enforcement approach. Furthermore, when it 

comes to increasing deterrence, I argue that competition law can contribute by intervening in cases 
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in which dominant companies adopt data practices that foreclose competition and entrench their 

market position. 

5.4.1. Data protection authorities 

In light of authorities’ limited resources to investigate the countless ways in which data is used in the 

online market, it is crucial for them to deploy enforcement efforts in a strategic way.761 Therefore, 

data protection authorities should keep market dynamics in mind when determining against which 

companies and practices to intervene and how to utilise their corrective powers. Selected intervention 

with punitive measures can increase compliance and lead to an overall increase of enforcement’s 

effectiveness, decreasing the need to intervene with more invasive measures in the future. 

Choosing when to intervene 

When it comes to the type of company data protection authorities should focus on, BEUC (the 

European Consumer Organisation) argued that: 

To strike the right balance – minimising intrusion while maximising impact – ‘selective’ 

regulatory regimes could be explored. For example, smart regulation which targets only those 

likely to be able to generate adverse effects on consumers, while exempting small and 

medium size companies. Certain codes of behaviour and regulatory frameworks could be 

applied, selectively, to companies in gate keeping positions and to situations where customers 

are vulnerable. Smart regulation could introduce a two-tier regime and so reduce the burden 

on small and medium size operators. 762 

This ‘two-tier regime’ is arguably valid from both a substantive and enforcement perspective. The 

extent to which it is relevant from a substantive point of view has been discussed in the last chapter. 

From an enforcement perspective, I argue that data protection authorities should intervene in 

particular against leading firms that can be seen as setting the standard in a market. As has been 

explained in the first chapter, small players are often prevented from adopting better data protection 

practices than the dominant firm, because they would not shift consumer demand and, thus, fail to 

offset the costs of more protective terms. Large players are in a better position to counteract this 

‘dysfunctional equilibrium’,763 but generally are the ones benefitting from it the most. Consequently, 

intervening against dominant companies increases the likelihood to end the ‘dysfunctional 

equilibrium’, leading to a broader behavioural shift. 

Data protection authorities also need to prioritise the type of behaviour that they want to concentrate 

their enforcement efforts on. In line with the reasoning above, it can be argued that they should focus 

on conduct that has the greatest potential to unfairly distort the competitive process in the market 

 
761 The problem of limited resources is exacerbated by the unequal distribution of responsibilities across 
different supervisory authorities under the one-stop-shop mechanism of the GDPR. 
762 BEUC, ‘The Role of Competition Policy in Protecting Consumers’ Well-being in the Digital Era’ (2019), pp. 23-
24, available at https://www.beuc.eu/publications/beuc-x-2019-
054_competition_policy_in_digital_markets.pdf. 
763 Joseph Farrell, ‘Can Privacy Be Just Another Good?’ (2012) 10 Journal on Telecomm. & High Tech. L 251. 
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and is beyond the reach of individuals. For example, when firms rely on a ‘legitimate interests’ 

argument, especially when it involves significant amounts of data and wide processing purposes, it is 

important to verify whether there is in fact a legitimate interest in processing it. Another issue is 

whether firms actually respect their own privacy policies. Deceit of data subjects, when it comes to 

the way their data is processed, does not only harm individuals directly, but can also distort the 

market, since it might make it impossible for firms who genuinely offer protective terms to compete. 

Firms who process extensive amounts of data without being transparent about it might be able to 

offer better or cheaper services and people will have no reason to use a different provider that is more 

protective of their data, if they think they are getting the same terms. 

In order to carry out their assessments, data protection authorities have the following investigative 

powers under Article 58(1) GDPR: 

a) to order the controller and the processor, and, where applicable, the controller's or the 

processor's representative to provide any information it requires for the performance of its 

tasks;  

b) to carry out investigations in the form of data protection audits;  

c) to carry out a review on certifications issued pursuant to Article 42(7);  

d) to notify the controller or the processor of an alleged infringement of this Regulation; 

e) to obtain, from the controller and the processor, access to all personal data and to all 

information necessary for the performance of its tasks;  

f) to obtain access to any premises of the controller and the processor, including to any data 

processing equipment and means, in accordance with Union or Member State procedural law. 

Data protection authorities’ tools to investigate firms’ data practices clearly go far beyond the powers 

of individuals or other interested parties. Hence, they should employ these powers proactively to bring 

illegitimate practices to light, so that they not only inform the public, but create a deterring effect for 

companies. Once data protection authorities have found a harmful data practice against which to 

intervene, the question is how to deploy their remedial powers for their action to have the greatest 

possible impact on the behaviour of the firm in question and on the wider dynamics on firms’ 

incentives to comply. 

How to apply corrective powers 

When voluntary compliance fails, data protection authorities have an array of corrective powers under 

Article 58(2) GDPR; these allow authorities to fine-tune their approach to data controllers and type of 

breach: 

a) to issue warnings to a controller or processor that intended processing operations are likely 

to infringe provisions of this Regulation  

b) to issue reprimands to a controller or a processor where processing operations have infringed 

provisions of this Regulation;  

c) to order the controller or the processor to comply with the data subject's requests… 

d) to order the controller or processor to bring processing operations into compliance … 
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e) to order the controller to communicate a personal data breach to the data subject;  

f) to impose a temporary or definitive limitation including a ban on processing;  

g) to order the rectification or erasure of personal data or restriction of processing… 

h) to withdraw a certification… 

i) to impose an administrative fine… 

j) to order the suspension of data flows to a recipient in a third country or to an international 

organisation.764 

While remedies a) to e) can be employed by the authorities to correct a lack of compliance, they are 

not designed to punish or incapacitate firms as such. Form point f) onwards, the remedies become 

more punitive in nature and can potentially severely limit firms’ activities. In terms of administrative 

fines under point i), these can be up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of 

the total worldwide annual turnover, whichever is higher.765 

Until today, little use has been made of the more punitive powers in the context of the digital market. 

The only fine imposed on a global tech firm so far was in the case against Google brought by the French 

data protection authority.766 The 50m euros fine was for Google’s “lack of transparency, inadequate 

information and lack of valid consent regarding the ads personalization”.767 The Irish Data Protection 

Commission is still investigating Google’s compliance with the GDPR in the area of personalised online 

advertisement.768 The limited use of punitive powers results in a low degree of deterrence when it 

comes breaches of data protection obligations in the digital market. I will now look at how this lack of 

punitive enforcement can be explained and what role competition authorities could play in this regard.  

Various factors may contribute to the weak deterrence and incapacitation efforts, such as the fact that 

there is no EU-wide data protection authority to tackle conduct with an EU dimension and that data 

protection authorities appear to have insufficient resources769 for all their tasks including and beyond 

GDPR enforcement.770 Even if these limitations did not exist, due to the high economic value of data 

 
764 GDPR, Article 58(2). 
765 GDPR, Article 83. 
766 The CNIL’s restricted committee imposes a financial penalty of 50 Million euros against GOOGLE LLC, 21 
January 2019, available at https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-
million-euros-against-google-llc. 
767 CNIL website, available at https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-
million-euros-against-google-llc.  
768 Data Protection Commission, ‘Data Protection Commission opens statutory inquiry into Google Ireland 
Limited’, 22 May 2019, https://www.dataprotection.ie/en/news-media/press-releases/data-protection-
commission-opens-statutory-inquiry-google-ireland-limited. 
769 When asked how they would ‘assess the resources from your DPA from a human, financial and technical point 
of view’, most supervisory authorities (AT, BE, BG, DE, EE, ES, FI, FR, GR, IE, IS, IT, LT, LV, MT, NL, PT, PL, RO, SK, 
SI) answered that they do not have enough resources. EDPB, ‘Contribution of the EDPB to the evaluation of the 
GDPR under Article 97’, adopted on 18 February 2020, p. 30, available at 
 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_contributiongdprevaluation_20200218.pdf.  
770 When asked, all supervisory authorities (SAs) replied that they “perform some tasks in addition to those 
entrusted by the GDPR. While most SAs are also responsible for matters relating to the Law Enforcement 
Directive, the ePrivacy framework, and the coordinated supervision of EU agencies and large-scale systems, a 
variety of other tasks are assigned to them by national laws” (EDPB, ‘Contribution of the EDPB to the evaluation 
of the GDPR under Article 97’, adopted on 18 February 2020, p. 30, available at  
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in the market, the incentives to collect and process vast amounts of it are so great that a rational 

calculator is likely to conclude that the threat of fines does not outweigh the gains that come with the 

processing. This gives rise to a deterrence gap, i.e. the fact that no level of financial deterrent can 

make compliance economically rational,771 and means that even if data protection authorities were to 

start to impose more fines, this, in itself, might not contribute substantially to deterrence. 

Due to their limited resources and, hence, limited ability to bring big cases, data protection authorities 

should ensure that the cases they do pursue have the biggest possible impact on regulatory 

compliance. Given the limitation of fines for achieving deterrence, data protection authorities might 

want to resort to incapacitation remedies in form of limitations or bans on data processing and 

suspension of data flows.772 For data-based companies, severe restrictions on data processing could 

basically mean that they are prevented from offering their services on the market. For this reason, 

besides incapacitating harmful conduct, these remedies could help close the deterrence gap, due to 

their severe implication for businesses. However, imposing such intrusive remedies could be 

problematic, if it disrupts established business models, especially if the company involved provides an 

essential service for internet users. This can be the case with tech giants such as Google, which might 

be considered as ‘too big to fail’.773 Given the potential far-reaching implications of these remedies, it 

is important to ensure that the remedies are proportionate, and that compliance cannot otherwise be 

achieved.774 Data protection authorities appear to be reluctant to adopt such draconian measures and 

tend to resort to fines instead. However, precisely tech giants are the ones that can treat fines as mere 

cost of doing business. 

5.4.2. Competition authorities 

Substantively, data protection regulation and competition law are concerned with two different 

issues: protecting individuals’ rights over data vs guaranteeing the sound functioning of the market. 

Therefore, they never address the same infringement as such. However, as explained in Chapter 3, 

the infringements that they are respectively concerned with are sometimes overlapping, e.g. when 

excessive data collection leads to the entrenchment of market power. In these cases, competition 

authorities could step in to fill the deterrence gap of data protection enforcement. Since the control 

over data is often closely intertwined with firms’ market power, competition authorities can look at 

how data practices help firms maintain their dominant position and tackle the behaviour from this 

perspective. Nonetheless, as discussed in Chapter 3, it is important to maintain a boundary between 

the regimes. I have argued that data protection intervention should be treated as first choice, when it 

 
 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_contributiongdprevaluation_20200218.pdf). 
771 John C Coffee Jr, ‘No Soul to Damn: No Body to Kick’: An Unscandalized Inquiry into the Problem of Corporate 
Punishment (1981) 79(3) Mich L Rev 386. 
772 GDPR, Article 58(2). 
773 The theory ‘too big to fail’, commonly associated with the financial sector, asserts that some companies are 
so large and ingrained in the functioning of the economy that governments cannot allow to let them fail, since 
such failure would harm the larger economic system. 
774 Remedies that effectively amount to shutdowns can also have a series of implications for competition in the 
market, see Michal Gal and Nicolas Petit, ‘Radical Restorative Remedies for Digital Markets’ (2021) 37(1) 
Berkeley Technology Law Journal.  
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is able to tackle harmful data practices. Even if competition authorities have the ‘right’ to intervene 

under Article 102 TFEU, they should not necessarily do so. It is sensible for the authorities to ensure 

that the more apt authority intervenes, in order for intervention to be as efficient and effective as 

possible. Thus, I have argued that competition authorities should not look at data practices as 

exploitative abuses. 

Where the role of competition authorities becomes relevant is where data protection authorities 

cannot adequately address an issue, because it is more one of market power than data protection. 

This could be the case, if the conduct is completely outside the scope of data protection regulation 

(no infringement of GDPR, but could harm data protection in the long term, as in mergers) or when 

data protection remedies are not sufficient, because firms stand to gain too much from the use of 

data and rely on it to protect their market position (this could give rise to exclusionary abuses involving 

data). The suggestion made here is that in the latter case competition authorities should intervene, if 

their remedies are better at correcting the behaviour. Besides having the power to impose higher fines 

than data protection authorities,775 they can impose behavioural and structural remedies that go 

beyond the ones available to data protection authorities. 

This suggestion is in line with the approach articulated in Chapter 3 about the boundary between data 

protection regulation and competition law, because, from a substantive perspective, the dividing line 

between the regimes remains intact. Competition authorities should only intervene if the conduct of 

an undertaking is exclusionary and, thus, harms competition. The point made here is that, when a 

dominant firm’s conduct in relation to data warrants competition law intervention, this form of 

enforcement can be looked at as part of a holistic enforcement framework, rather than as 

independent of it. This is relevant for cases in which data practices are conducive to a competitive 

advantage or the maintenance of a dominant market position.776 In this way, it is possible to articulate 

how competition law can help to close data protection’s enforcement gap and contribute to the 

effectiveness of the regulatory framework as a whole. What this means is that, when a case calls for 

it, competition and data protection authorities should work together to determine which authority 

should intervene, taking into account the nature of a practice and which remedies are best to end the 

harmful conduct.  

This complementary enforcement is based on the interrelation between the regimes and, more 

specifically, is designed to foster their mutual reinforcement and explore how to best address cases 

at the boundary between the regimes from an enforcement perspective. Of course, the conduct can 

only be tackled by competition authorities if it infringes competition law. Thus, if conduct breaches 

data protection regulation and is connected with market power, but falls short of an abuse of 

dominance, data protection authorities will be the only ones able to intervene. This, however, does 

not diminish the utility of this discussion, the aim of which is to explore to what extent competition 

 
775 In case specific conduct amounts to two different infringements under data protection and competition law, 
companies could also be exposed to fines by both regimes, further strengthening the deterrent effect.  
776 The vicious circle created by a lack of data protection and competition in the market has been discussed in 
Chapter 1.  
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law is able to complement data protection regulation. It is expected that it will not be able to close all 

of its gaps; the question is whether it can close enough of them to improve the effectiveness of the 

framework as a whole.  

The following allegations against Google exemplify the type of boundary situations that could call for 

competition law enforcement:777 

Google’s “privacy policy tying” also allows it to cross-use the mass of data that it acquires from 

websites, apps and operating systems between diverse markets. This allows it to: 

1. create a cascading monopoly by offensively leveraging data from one market into a 

succession of other markets; and 

2. protect that cascading monopoly by erecting cross-market barriers to entry, and 

foreclosing nascent competitors.778 

When invasive data practices amount to strategies to secure market power, competition law 

intervention can deter these practices as well as reigniting competition in the market, reducing the 

problems resulting from firms’ market power in the future. If competition authorities commit to 

investigating these cases, dominant firms will have a higher incentive to ensure that their practices 

are legitimate. Various factors can contribute to this; firstly, having two authorities scrutinising data-

related behaviour from different angles increases the chance that one authority will take action.779 

Secondly, competition law remedies can have more severe consequences for dominant firms’ business 

than the ones available to data protection authorities. Furthermore, having two sets of remedies 

designed to correct behaviour in distinct ways ensures that harmful behaviour is approached in the 

most effective way. Thus, in these boundary cases, the authorities should coordinate in order to 

establish which authority is best placed to intervene in terms of the remedies they have to address 

the problem. Thirdly, under the competition regime, the Commission can bring cases at European 

level.780 

I will now explore possible forms of intervention by competition authorities against practices that raise 

competition as well as data protection issues. In the previous chapters, the substantive rules and 

possible theories of harm in these ‘boundary’ cases have been discussed.781 What is relevant for this 

chapter is the enforcement side of these cases, i.e. competition authorities’ tools and remedies to 

tackle harmful conduct. 

 
777 I these cases, it is not material whether and how the conduct actually infringes the GDPR; these boundary 
situations arise whenever conduct that infringes competition law also has an effect on individuals’ data 
protection interests in a broader way.  
778 ‘Formal GDPR complaint against Google’s internal data free-for-all’ by Johnny Ryan, 16 March 2020, available 
at https://brave.com/google-internal-data-free-for-all/. 
779 This is particularly relevant in light of the claim of data protection authorities have insufficient resources. 
EDPB, ‘Contribution of the EDPB to the evaluation of the GDPR under Article 97’, adopted on 18 February 2020, 
p. 30, available at 
 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_contributiongdprevaluation_20200218.pdf. 
780 The benefits of this have been discussed earlier in the chapter. 
781 See in particular part on Competition Law/Abuses of dominance in Chapter 2. 
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Legal provisions 

When it comes to the European Commission, Regulation 1/2003 provides clear rules as to what 

decisions it may take and how it can exercise its powers; 782 there are two main types of decision that 

can result from an antitrust investigation: 

1. An infringement decision pursuant to Article 7 Regulation 1/2003, which formally finds that 

an infringement has been committed and allows the Commission to impose fines and 

remedies; or 

2. A commitment decision based on Article 9 Regulation 1/2003, which allows companies to 

offer commitments to address the competition concerns identified by the Commission, 

without an infringement being established.  

When finding an infringement under Article 7, the Commission orders the parties to stop the 

contested behaviour (cease-and-desist order) and may decide to impose a fine, a traditional 

competition law remedy, whereby the competition authority sanctions a market behaviour 

considered anticompetitive. The Commission can impose a fine of up to 10% of the worldwide 

turnover of the undertaking, compared to the 4% that data protection authorities can impose under 

the GDPR.783 If, at a substantive level, data protection concerns are adequately addressed in theories 

of harm, fines may be effective in changing firms’ data practices. Generally, authorities can create the 

right incentives for businesses to change their behaviour through fines, if the value a firm derives from 

a practice does not justify the risk of incurring the sanction. However, as is the case with data 

protection enforcement, given the enormous profits firms make through data, fines by themselves 

might not create enough deterrence to correct the behaviour in the long term. 

Under an Article 7 decision, besides ordering the parties to stop the contested behaviour and imposing 

a fine, the Commission can “impose on them any behavioural or structural remedies which are 

proportionate to the infringement committed and necessary to bring the infringement effectively to 

an end”.784 This means that an infringement decision may include an order to “do certain acts or 

provide certain advantages which have been wrongfully withheld as well as prohibiting the 

continuation of certain action, practices or situations which are contrary to the Treaty”.785 Behavioural 

remedies are case specific and it is up to the Commission to decide how a particular infringement 

 
782 I will focus the discussion on enforcement by the European Commission, although similar cases could also be 
brought by national competition authorities. The enforcement systems of these authorities are based on the 
respective national laws. Article 5 of Regulation 1/2003 determines that all national competition authorities shall 
have the power to take the following decisions:  

 requiring that an infringement be brought to an end, 
 ordering interim measures, 
 accepting commitments, 
 imposing fines, periodic penalty payments or any other penalty provided for in their national law. 

783 GDPR, Article 83. 
784 Council Regulation (EC) No 1/2003, Art. 7(1). 
785 Joined Cases 6/73 and 7/73, Istituto Chemioterapico Italiano S.p.A. and Commercial Solvents Corporation v 
Commission, EU:C:1974:18, para. 45; Joined Cases C-241/91 P and C-242/91 P, RTE and ITP v Commission, 
EU:C:1995:98, para. 90. 
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should be brought to an end, as long as the remedies are proportionate to the infringement in 

question. A preference for behavioural remedies is contained in the Regulation, which states that 

“structural remedies can only be imposed either where there is no equally effective behavioural 

remedy or where any equally effective behavioural remedy would be more burdensome for the 

undertaking concerned than the structural remedy”.786 In particular, “changes to the structure of an 

undertaking as it existed before the infringement was committed would only be proportionate where 

there is a substantial risk of a lasting or repeated infringement that derives from the very structure of 

the undertaking”.787  

A different approach is constituted by commitment decisions under Article 9, which allow the 

Commission to agree on commitments with the undertakings subject to a competition law 

investigation, based on its preliminary assessment. The advantage is that both parties have the 

possibility to settle the case before it comes to a formal finding of a competition law violation.788 As 

the ECJ emphasised in Alrosa, the commitment procedure is designed to “provide a more rapid 

solution to the competition problems identified”.789 Since they do not require a formal finding of an 

infringement, Article 9 decisions can go beyond the conventional enforcement framework of Article 

7, in terms of theories of competition harm and remedies applied. The Court also noted that 

“undertakings which offer commitments on the basis of Art. 9 of Regulation No 1/2003 consciously 

accept that the concessions they make may go beyond what the Commission could itself impose on 

them in a decision adopted under Art. 7 of the regulation after a thorough examination”.790 

Commitments are offered to the Commission by the undertakings under investigation; the 

Commission market tests the offered commitments and then decides whether they are sufficient to 

address the harm identified, meaning that “there are no longer grounds for action by the 

Commission”.791 Commitments are then made binding upon the undertakings concerned and 

compliance with them is verified by an independent expert appointed by the Commission. 

Most of the remedies mentioned in the section below could be imposed both as a result of 

infringement decisions under Article 7 and of commitment decisions under Article 9. Nonetheless, 

some remedies are probably only a realistic option in infringement decisions, because companies are 

unlikely to commit to them voluntarily, while others might be more viable in commitment decisions, 

given the greater flexibility and remedial choices the Commission has in these cases (since the 

Commission does not have to prove the existence of an infringement and then design remedies 

proportionate to the finding). The flexibility existing in the case of commitment decisions would give 

the Commission the chance to experiment with new ways to address forms of competitive harm that 

 
786 Council Regulation (EC) No 1/2003, Art. 7(1). When it comes to structural remedies, the assets to be relocated 
“may include a shareholding, a seat on a company board, a subsidiary, an unincorporated division, intellectual 
property, customer contracts, or tangible assets” (Cyril Ritter, ‘How Far Can the Commission Go When Imposing 
Remedies for Antitrust Infringements?’ (2016) Journal of European Competition Law & Practice). 
787 Council Regulation (EC) No 1/2003, recital 12.  
788 Niamh Dunne, ‘Commitment Decisions in EU Competition Law’ (2014) 10 J. Comp. L. & Econ. 399. 
789 Case C-441/07 P, Commission v. Alrosa Co. Ltd., 2010 ECR I-5949, para. 35. 
790 Ibid, para. 48. 
791 Council Regulation (EC) No 1/2003, recital 13. 
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result from the shifting dynamics in the digital market. A counterargument to this is that an 

infringement decision under Article 7 allows for a full appeal and a verification of the correctness of 

the approach taken by the Commission. This process is, arguably, particularly important when testing 

new theories of harm and remedies. Stones calls into question the legitimacy of using Article 9 

commitment decisions when it comes to novel theories of harm; he argues that: 

The Commission’s unbounded discretion to secure changes against any business conduct 

systematically undermines the normative comprehensibility of EU competition enforcement 

for all firms. By successfully mounting investigations beyond the pre-existing scope of the law 

with novel theories of harm or below judicially-determined thresholds for characterizing 

certain types of conduct as illegal, businesses have no reasonably guaranteed zone of 

legality.792 

Possible remedies 

Provided that the Commission establishes that a dominant firm’s conduct infringes Article 102, by 

having exclusionary effects,793 it can remedy it in a number of ways. The list below is designed to give 

the reader an idea of potential remedies available to competition authorities. It is not meant to be 

exhaustive, nor to discuss in detail the practicalities of imposing such remedies. 

Pursuant to the framework developed in this thesis, before imposing any remedy concerning data 

processing, competition authorities should have regard to whether there are any data protection 

provisions to the same effect and how they are enforced. If there are, and the company is evidently 

not complying with them, competition authorities should inform data protection authorities and 

assess to what extent the problem could be solved in that way. It is not efficient, nor conducive to 

clarity and consistency, for competition authorities to impose obligations which already exist under a 

regulatory framework that applies to the companies.794 If there are no corresponding obligations 

under data protection regulation, on the other hand, competition authorities will have the chance to 

impose remedies designed to correct the market functioning, and more specifically, counteract the 

exclusionary effects identified in a given case. Some of these will be similar to existing data protection 

remedies but go beyond them to the extent necessary to correct the problem identified in the market, 

whilst others will tackle the problem from a different perspective. While all of the remedies could 

indirectly benefit the data protection regime, by improving the functioning of the market, some of 

them have the potential to directly promote, while others could potentially undermine, individuals’ 

rights over data. These aspects should be taken into account when deciding which remedy to impose; 

ideally the remedy that will be chosen has the greatest potential in terms of safeguarding the 

competitive process, while maintaining the highest level of data protection.  

 

 
792 Ryan Stones, ‘Commitment Decisions in EU Competition Enforcement: Policy Effectiveness v. the Formal Rule 
of Law’ (2019) 38(1) Yearbook of European Law 361, p. 382. 
793 This is probably the biggest hurdle, see discussion in Chapter 2. 
794 See discussion in Chapter 3, ‘The regimes’ boundary’. 
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A. Data portability and interoperability 

When the amount of data that an individual has on a given platform creates lock-in effects, because 

the users could not recreate it on another site, or it would be too burdensome to do so, dominant 

firms can be found to have a responsibility to facilitate consumer switching by supporting the transfer 

of user datasets to other providers. This is particularly desirable in light of the fact that digital markets 

are already characterised by high direct and indirect network effects and have a tendency to tip, and 

lock-in effects can further strengthen dominant positions and prevent new players from entering or 

expanding in the market. Such an obligation can be compared to the data-portability right as it exists 

under the GDPR,795 but it would be tailored to sectors and firms, in order to address specific 

competition-related concerns. Under Article 20 GDPR: 

The data subject shall have the right to receive the personal data concerning him or her, which 

he or she has provided to a controller, in a structured, commonly used and machine-readable 

format and have the right to transmit those data to another controller without hindrance from 

the controller to which the personal data have been provided…  

Since data portability has a crucial competition dimension, it can be a useful tool for competition 

authorities when a dominant firm’s control over user data prevents switching and reduces 

competition. In other words, imposing stricter data portability obligations on dominant firms could 

counteract some of the lock-in effects that prevent other companies from entering the market. In a 

study designed to explore how competition policy should evolve to continue to promote pro-

consumer innovation in the digital age, the authors argued that: 

the right to data portability should be interpreted with a view to ensuring individual control 

of the data subject over his or her data, in particular with a view to avoiding data-induced 

lock-ins. But the interpretation should keep in mind the cost imposed on the data controller. 

Arguably, a more stringent data portability regime can be imposed on a dominant firm in order 

to overcome particularly pronounced lock-in effects.796 

In line with the underlying intention of Article 102, which places a responsibility on dominant firms as 

to the effect their conduct has on competition in the market, higher requirements in terms of data 

portability may be imposed on dominant firms, compared to other market players. The Article 29 

Working Party (now the EDPB) explained that the right to data portability under the GDPR 

provides data subjects with the right to transmit personal data from one data controller to 

another data controller ‘without hindrance’. Data can also be transmitted directly from one 

data controller to another on request of the data subject and where it is technically feasible 

(Article 20(2)). In this respect, recital 68 encourages data controllers to develop interoperable 

 
795 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation). 
796 European Commission, a report by Jacques Crémer, Yves-Alexandre de Montjoye and Heike Schweitzer, 
‘Competition Policy for the Digital Era’, (2019) p. 82. 
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formats that enable data portability but without creating an obligation for controllers to adopt 

or maintain processing systems which are technically compatible. The GDPR does, however, 

prohibit controllers from establishing barriers to the transmission. 797 

Under a competition approach, depending on what exactly prevents switching in a given case, data 

portability requirements may go beyond the GDPR, for instances, when it comes to what is ‘technically 

feasible’.798 For instance, it can be ordered that data be transmitted in a specific format, which 

competitors can easily process and integrate in their datasets. This would have the potential to benefit 

new entrants or smaller firms, which would be in a better position to attract users of dominant firms 

and gain the critical mass of users and data needed to offer a competitive service. 

As pointed out by Inge Graef, for data portability to be effective, a certain amount of interoperability 

between online services is required.799 Data and system interoperability can be defined as “the ability 

of a system, product or service to communicate and function with other (technically different) 

systems, products or services”.800 Some level of standardisation is needed if we want online platform 

to be able to integrate data imported from other platforms, since having the data transferred in 

incompatible formats defies the purpose of data portability. In fact, interoperability is promoted by 

the GDPR: “data controllers should be encouraged to develop interoperable formats that enable data 

portability”.801 

From a competition perspective, while data portability reduces lock-in effects, it still does not solve 

the problem of network effects, which stop individuals from switching platforms and new players from 

gaining market shares. A higher degree of interoperability, one that allows users to interact with users 

on other platforms, could solve the issue of network effects. If we think of social media platforms, it 

signifies that users that leave Facebook could still communicate with their Facebook friends from 

another platforms.802 This can significantly reduce barriers to entry in form of network effects, because 

a new entrant would not have to acquire a critical mass of users to be able to compete. 

Correspondingly, while the GDPR provides a baseline of data portability, competition law can 

complement data protection by adapting data portability requirements to the peculiarities of a 

 
797 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, adopted on 13 
December 2016, as last Revised and adopted on 5 April 2017, 16/EN WP 242 rev.01, p. 5. 
798 If the holistic framework developed in this thesis is put into practice, in these cases the boundary between 
data protection regulation and competition law comes particularly thin, because if data protection authorities 
adopt a market-based approach they might also impose stricter requirements on dominant firms. However, the 
two regimes have different focuses, which can lead to different outcomes. While data protection authorities 
might impose stricter obligations to the extent it is necessary to protect individuals’ rights, competition 
authorities do so to protect the market functioning. Furthermore, as explained at the beginning of this section, 
competition authorities should only impose such obligations, if they are not already foreseen by data protection 
enforcement.  
799 Inge Graef, EU Competition Law, Data Protection and Online Platforms: Data as Essential Facility, Wolters 
Kluwer (2016) 68 International Competition Law Series, p. 151. 
800 Wolfgang Kerber and Heike Schweitzer, ‘Interoperability in the Digital Economy’, 8 (2017) JIPITEC 39, para. 1. 
801 GDPR, recital 68. 
802 Inge Graef, ‘Mandating portability and interoperability in online social networks: Regulatory and competition 
law issues in the European Union’ (2015) 39(6) Telecommunications policy, p. 510. 
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specific market. Although, in theory, interoperability is desirable from a competition perspective, in 

practice, formulating and enforcing interoperability requirements can be very complex and costly, as 

demonstrated by the Microsoft case. 

In the Microsoft case, the company was held to have breached Article 102 TFEU, inter alia, by refusing 

to supply competitors with certain interoperability information and to allow them to use it to develop 

and distribute competing products on the market for work group server operating systems. In order 

to remedy this infringement, Microsoft was forced to license such interoperability information to its 

competitors and allow them to make their products interoperable with its operating system, 

Windows.803 The effectiveness of the interoperability remedy depended on an ongoing effort of 

setting and monitoring compliance standards. This was particularly difficult in the absence of a 

regulatory authority that could supervise the remedies’ enforcement and led the Commission to 

appoint a monitoring trustee. Even so, the compliance process for the interoperability remedy led to 

a number of exchanges between the Commission and Microsoft and resulted in two Article 24 

Regulation 1/2003 penalty decisions.804 Following the judgment of the General Court confirming the 

Commission findings on Microsoft’s liability,805 Microsoft agreed with the Commission to modify 

determinate conditions in its license agreements regarding the provision of interoperability 

information. Commenting on the remedies in the Microsoft case, Economides and Lianos argued that 

“the crafting of remedies needs to involve the consideration of an adequate institutional mechanism 

for their enforcement”.806 

When it comes to using interoperability requirements to improve the market functioning, an ulterior 

limitation is that for them to be effective other firms must choose to be interoperable, too. Although 

I do not intend to discuss the technicalities of such requirements, it is important to take into account 

who stands to benefit most from interoperability. It makes sense to impose such requirements, if it is 

expected that smaller firms will profit from it and it is, thus, likely to solve exclusionary effects and 

foster competition. However, this does not always have to be the case; smaller players might have 

reasons not to adopt the same standards and, in these cases, imposing such requirements will not 

have the desired effects. Before deciding whether to impose interoperability requirements, it would 

be beneficial for competition authorities to consult relevant stakeholders, in order to understand what 

impact such obligations are likely to have. A different problem with both data portability and 

interoperability is that they may raise challenges from a data protection point of view and should, 

 
803 Commission Decision COMP/C-3/37.792 Microsoft [2004] OJ L32/23.  
804 Commission Decision of 12 July 2006 fixing the definitive amount of the periodic penalty payment imposed 
on Microsoft by Decision C(2005) 4420 final (Case COMP/C-3/37.792 Microsoft), available at  
http://ec.europa.eu/competition/antitrust/cases/dec_docs/37792/37792_2186_8.pdf; Commission Decision 
C(2008) 764 final of 27 February 2008 fixing the definitive amount of the periodic penalty payment imposed on 
Microsoft by Decision C(2005) 4420 final (Case COMP/C-3/37.792 Microsoft), available at  
http://ec.europa.eu/competition/antitrust/cases/dec_docs/37792/37792_3997_9.pdf. 
805 Case T-201/04 Microsoft v. Commission [2007] ECR II-3601. 
806 Nicholas Economides and Ioannis Lianos, ‘A Critical Appraisal of Remedies in the E.U. Microsoft Cases’ (2010) 
2 Columbia Business Law Review 346, p. 377. 
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therefore, be designed in a way that maximises their effectiveness while minimising threats to data 

protection.807 

The potential of interoperability measures to promote the market functioning has also been 

recognised in the electronic payments market, as reflected by the Payment Services Directive 2 

(PSD2).808 The PSD2 “seeks to open up payment markets to new entrants leading to more competition, 

greater choice and better prices for consumers”.809 Under the Directive, the European Banking 

Authority (EBA) is in charge of developing regulatory technical standards on strong customer 

authentication and secure communication channels with which all payment service providers must 

comply;810 the Directive provides that: 

Those regulatory technical standards should be compatible with the different technological 

solutions available. In order to ensure secure communication between the relevant actors in 

the context of those services, EBA should also specify the requirements of common and open 

standards of communication to be implemented by all account servicing payment service 

providers that allow for the provision of online payment services. This means that those open 

standards should ensure the interoperability of different technological communication 

solutions.811 

Deutsche Bank claimed that “maximising the benefits for end-users through pan-European 

interoperability could be perceived as the implicit promise of PSD2”.812 However, as in the Microsoft 

case, putting into place such an interoperable system is not straightforward, it involves considerable 

costs and is not without its risks; for instance, it has been argued that: 

providing access to multiple core banking platforms will significantly increase attack vectors 

for cybercriminals, meaning that banks will need to reassess and re-engineer their security 

controls and processes. Applying these controls on legacy IT systems may be extremely 

complex and costly. Conversely, some of the smaller new entrants may not be equipped with 

 
807 See discussion in Chapter 4 on the possible negative impact of competition law remedies on data protection. 
808 Directive 2015/2366/EU of the European Parliament and of the Council of 25 November 2015 on payment 
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation 
(EU) No 1093/2010, and repealing Directive 2007/64/EC [2015] OJ L337/35. 
809 Revised rules for payment services in the EU. Summary of Directive (EU) 2015/2366 on EU-wide payment 
services, Document 32015L2366, Date of last review: 26/07/2019, Initial creation date: 28/06/2016. 
810 This led to the enactment of the Commission Delegated Regulation (EU) 2018/389 of 27 November 2017 
supplementing Directive (EU) 2015/2366 of the European Parliament and of the Council with regard to 
regulatory technical standards for strong customer authentication and common and secure open standards of 
communication [2018] OJ L 69/23. 
811 Directive 2015/2366/EU of the European Parliament and of the Council of 25 November 2015 on payment 
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation 
(EU) No 1093/2010, and repealing Directive 2007/64/EC [2015] OJ L337/35, recital 93. 
812 Deutsche Bank Global Transaction Banking, ‘Payment Services Directive 2: PSD2 sparks innovation in Open 
Banking ecosystems’, June 2017, available at  
https://cib.db.com/docs_new/PSD2_Open_Banking_Ecosystems_Innopay_DB_Article_June2017.pdf.  
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the expertise required to manage fraud, human error, identity theft and the loss of customer 

data.813 

B. Data sharing 

A different characteristic of the digital market that creates entry barriers is the incumbents’ control 

over vast datasets that are difficult for (potential) competitors to recreate. In these cases, it will be of 

little use to facilitate data portability or increase interoperability, since users will not be offered a 

comparable service to port data to, or to interoperate with. In order to spur competition, competition 

authorities might want dominant firms to share their data with other market players.814 The advantage 

of a data sharing remedy compared to data portability/interoperability is that it does not depend on 

the action of consumers. Competition authorities can impose data sharing as a remedy in 102 cases, 

if data is found to constitute an ‘essential facility’ and the refusal to grant access to it gives rise to an 

exclusionary abuse.815 The four conditions needed to prove such an abuse are that the data is 

indispensable, the refusal eliminates effective competition and prevents the development of a new or 

improved product in the downstream market, and that there is no objective justification for the 

refusal. The case law has set a high threshold for meeting these conditions, mainly because a data 

sharing requirement often constitutes a significant intrusion on firms’ freedom of contract816 and can 

undermine incentives to innovate.817 Nonetheless, the ‘essential facility’ doctrine could be adapted to 

the characteristics of digital markets818 and potentially start to play a greater role. As argued by Graef 

and others, 

applying the same cost-benefit analysis which is at the core of the antitrust case-law of duty 

to deal in light of the different characteristics of data and the competitive strategies and 

dynamics of the data economy, leads us to suggest that the threshold for imposing data 

sharing under Article 102 TFEU should be lower than the threshold to impose access to other 

products.819 

 
813 Indy Dhami, ‘Open Banking and PSD2: Disruption or Confusion?’ 31st January 2018, Security Intelligence, 
available at: https://securityintelligence.com/open-banking-and-psd2-disruption-confusion/. 
814 If competition authorities impose an obligation to share certain data, data controllers have a legal basis under 
the Article 6(1)(c) GDPR for this type of data processing.  
815 Relevant EU cases include: Joined cases C-241/91 and C-242/91, Telefis Eireann and Independent Television 
Publications Ltd v Commission of the European Communities (Magill) [1995] ECLI:EU:C:1995:98; Case C-7/97, 
Oscar Bronner GmbH & Co. KG v Mediaprint Zeitungs [1998] ECLI:EU:C:1998:569; Case C-418/01, IMS Health 
GmbH & Co. OHG v NDC Health GmbH & Co. KG [2004] ECLI:EU:C:2004:257; Case T-201/04, Microsoft [2007] 
ECLI:EU:T:2007:289. 
816 See AG Jacobs’ Opinion in Case C-7/97, Oscar Bronner, EU:C:1998:569, para. 56; Commission, ‘Guidance on 
the Commission’s enforcement priorities in applying Article 82 of the EC Treaty to abusive exclusionary conduct 
by dominant undertakings’, (Communication) [2009] OJ C 45/7. 
817 AG Jacobs’ Opinion in Case C-7/97, Oscar Bronner, EU:C:1998:569, para. 57 
818 Inge Graef, ‘Rethinking the Essential Facilities Doctrine for the EU Digital Economy’ (2019) 53(1) Revue 
juridique Thémis de l'Université de Montréal, pp. 33-72. 
819 Inge Graef, Thomas Tombal, and Alexandre de Streel, ‘Limits and Enablers of Data Sharing. An Analytical 
Framework for EU Competition, Data Protection and Consumer Law’ (2019) TILEC Discussion Paper No. DP 2019-
024, Available at https://ssrn.com/abstract=3494212, p. 17. 
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An interesting idea explored by Gal and Petit is that to correct anticompetitive behaviour connected 

to the collection and analysis of data, competition authorities could impose a duty to share not the 

data itself but the algorithms that were fed that data.820 This remedy is particularly attractive when 

considering the vicious circle described in the first chapter, since it could reduce the competitive 

advantage of the dominant player and reverse the dynamics that caused to the market to tip. 

As is the case in relation to data portability and interoperability requirements, there might be practical 

challenges in designing and enforcing data sharing remedies. Furthermore, although data sharing can 

incentivise competition and lead to more choices for consumers in the long term, it may be 

problematic from the point of view of the protection of personal data. When personal data is involved, 

it is necessary to balance the two interests and design remedies in a way to achieve the best possible 

results from a competition perspective but having the least harmful implications for data protection. 

Examples of cases in which competition authorities imposed data sharing obligations that raised data 

protection issues have been discussed in the last chapter in the section ‘Competition law and data 

protection’s fundamental right status’. 

C. Limitations on data processing 

It is also possible to create a level playing field between dominant and smaller firms by limiting the 

dominant firm’s data processing (this would also be more compatible with data protection principles). 

Limitations on data collection and processing could concern, among other things, the length of 

storage, collection purposes, sharing and monetisation. This remedy could promote competition by 

reducing the effects of the self-reinforcing loop and facilitating the entry of new players. However, 

competition authorities will have to be careful not to undermine efficiencies, besides paying attention 

to safeguard incentives to invest in the future, in the same way they need to do before imposing data 

sharing obligations. A concrete way in which this behavioural remedy could be used is in form of an 

‘internal divestiture’821 of a company, meaning that the company is prevented from merging data from 

its subsidiaries and feeding it back into them, thus leveraging market power into new markets.822 

Something in this direction has been attempted by the German competition authority, the 

Bundeskartellamt (BKA) in its case against Facebook.823 Among other things, the BKA argued that, by 

 
820 Michal Gal and Nicolas Petit, ‘Radical Restorative Remedies for Digital Markets’ (2021) 37(1) Berkeley 
Technology Law Journal.  
821 This concept was used by Andreas Mundt, President of the Bundeskartellamt in connection to the German 
competition authority’s case against Facebook. Press release of 07.02.2019, ‘Bundeskartellamt prohibits 
Facebook from combining user data from different sources’, available at 
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/07_02_2019_Faceboo
k.html.  
822 The idea of an ‘internal unbundling’ of data held by a dominant platform was also advanced by Damien 
Geradin, Theano Karanikioti and Dimitrios Katsifis in their paper ‘GDPR Myopia: How a Well-Intended Regulation 
ended up Favoring Google in Ad Tech’ TILEC Discussion Paper, DP 2020-012, 11 May 2020. 
823 Bundeskartellamt, Decision of Facebook proceeding, 6th Decision Division, B6-22/16, administrative 
proceedings, decision under Section 32(1) German Competition Act (GWB) (6.2.2019), English version of the 
decision, available at  
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Missbrauchsaufsicht/2019/
B6-22-16.pdf?__blob=publicationFile&v=5.  
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processing excessive data, Facebook had increased entry barriers for its rivals, allowing it to gain 

market power. It argued that: 

The competitive edge Facebook already has owing to its excellent access to data relevant for 

competition will be further expanded by inappropriate and thus unlawful processing of data 

from other sources assigned to Facebook user accounts, thereby further raising the existing 

barriers to market entry as a result of direct network effects.824 

The BKA prohibited Facebook from processing data without gaining valid consent from users; it 

determined that “Facebook will no longer be allowed to force its users to agree to the practically 

unrestricted collection and assigning of non-Facebook data to their Facebook user accounts”.825 The 

Düsseldorf Higher Regional Court disagreed with the BKA’s substantive assessment in interim 

proceedings, arguing that the BKA had not sufficiently demonstrated how Facebook’s processing of 

more data prevented market entry by Facebook’s rivals. However, this seems to indicate that, at least 

in Germany, if from a substantive perspective such a case is solid, remedies such as this one can be 

imposed to correct the market functioning.826  

D. Structural remedies 

If behavioural remedies are not considered adequate for redressing exclusionary behaviour, 

competition authorities have the option to impose structural remedies. Structural remedies or 

‘changes to the structure of an undertaking’827 have been defined in the following way: 

A structural remedy is a measure that effectively changes the structure of the market by a 

transfer of property rights regarding tangible or intangible assets, including the transfer of an 

entire business unit, and that does not lead to any ongoing relationships between the former 

and the future owner. After its completion, a structural remedy does not require any further 

monitoring.828 

 
824 Bundeskartellamt, Decision of Facebook proceeding, 6th Decision Division, B6-22/16, administrative 
proceedings, decision under Section 32(1) German Competition Act (GWB) (6.2.2019), English version of the 
decision, available at  
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Missbrauchsaufsicht/2019/
B6-22-16.pdf?__blob=publicationFile&v=5, page 250. 
825 BKA, press release of 07.02.2019, ‘Bundeskartellamt prohibits Facebook from combining user data from 
different sources’, available at 
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/07_02_2019_Faceboo
k.html.  
826 The Federal Court of Justice (antitrust division) annulled the decision of the Düsseldorf Higher Regional Court. 
Courtesy translation of Press Release No 080/2020 published by the Bundesgerichtshof (Federal Court of Justice) 
on 23/06/2020 (https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020080.html) 
provided by the Bundeskartellamt, available at 
https://www.bundeskartellamt.de/SharedDocs/Publikation/EN/Pressemitteilungen/2020/23_06_2020_BGH_F
acebook.pdf?__blob=publicationFile&v=2. The main proceedings are still ongoing in the Düsseldorf Higher 
Regional Court. 
827 Regulation 1/2003, recital 12. 
828 OECD, ‘Roundtable on Remedies and Sanctions in Abuse of Dominance Cases’ note by the European 
Commission, 16 May 2006, DAF/COMP/WD(2006)34, para. 37. 
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Because of their intrusiveness “structural remedies can only be imposed either where there is no 

equally effective behavioural remedy or where any equally effective behavioural remedy would be 

more burdensome for the undertaking concerned than the structural remedy”.829 Thus, it seems 

rather unlikely that the idea to split up tech giants to reduce their excessive power will gain any 

traction in the near future. This was also emphasised by Commissioner Vestager, who claimed that 

“when it comes to sort of the very far-reaching proposal to split up companies, for us, from a European 

perspective, that would be sort of a measure of last resort”830 and that: 

We’re dealing with private property, businesses that are built and invested in and become 

successful because of their innovation. So to break up a company, to break up private 

property, would be very far-reaching. And you would need to have a very strong case that it 

would produce better results for consumers in the marketplace than what you could do with 

sort of more mainstream tools. 831 

More recently, however, when discussing the possibility to introduce a new competition tool in form 

of a market investigation power, such as the one in the UK, Vestager expressly mentioned that this 

could be used to break up companies, albeit again, as a ‘last resort’.832 Generally speaking, it cannot 

be excluded that, if today’s monopolies succeed at keeping their market position for the years to 

come, competition authorities will resort to more invasive structural remedies to restore competition 

in the market. 

In the US, the question of whether to break up big tech is more present in the public discourse.833 

Elizabeth Warren, for instance, argued that a ‘platform utility’ should be separated from any of the 

participants on the platform.834 Tim Wu claimed that antitrust authorities should undo the merger 

between Facebook and Instagram to restore real competition. He argues that “while it is not typical 

practice, the government is free to undo a consummated merger that violates the law, especially when 

there is reason to suspect regulators didn't understand the markets well enough at the time of the 

actual merger”.835 However, even when companies have clearly divisible entities such as Google’s 

Android OS, Google Search and Youtube, and Facebook, Instagram and WhatsApp, how to break them 

up is not straightforward. Another thorny question is whether breaking up companies will have the 

 
829 Regulation 1/2003, Article 7. 
830 Vox Recode, Full Q&A: European commissioner for competition Margrethe Vestager on Recode Decode – 
Vestager spoke with Recode’s Kara Swisher in front of a live audience at South By Southwest, 18 March 2019, 
available at https://www.vox.com/2019/3/18/18270522/margrethe-vestager-europe-competition-
commissioner-recode-decode-kara-swisher-podcast-interview-sxsw. 
831 Ibid. 
832 Commissioner Vestager’s speech ‘Competition in a Digital Age: Changing Enforcement for Changing Times’ 
ASCOLA Annual Conference, 26 June 2020, available at https://ec.europa.eu/commission/commissioners/2019-
2024/vestager/announcements/competition-digital-age-changing-enforcement-changing-times_en. 
833 See, for instance, the debate around national security implications of breaking up big tech in Ganesh 
Sitaraman, 'Too Big to Prevail: The National Security Case for Breaking up Big Tech' (2020) 99 Foreign Affairs 116. 
834 Elizabeth Warren, ‘Here’s how we can break up Big Tech’, 8 March 2019, available at 
https://medium.com/@teamwarren/heres-how-we-can-break-up-big-tech-9ad9e0da324c. 
835 Tim Wu, ‘The case for breaking up Facebook and Instagram’ 28 September 2018, Washington Post. A similar 
argument can be made in relation to the merger between Facebook and WhatsApp. 
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desired effect of boosting competition. In this regard, Benedict Evans argued that “changing who owns 

Instagram doesn’t alter the network effects that make Instagram strong, nor YouTube, nor 

WhatsApp… You don’t use WhatsApp because Facebook owns it. Google Search isn’t far ahead of Bing 

because it also owns Youtube”.836 He subsequently claims that “If network effects are equivalent to 

natural monopolies, and the market position of some of the companies that you worry about are 

based on network effects, what do you do? Well, when faced by a natural monopoly with problems, 

we don’t just shrug and give up - we regulate it”.  

Remarks 

This section offered a high-level discussion of issues that the four types of remedies give rise to. It was 

not meant to discuss these issues exhaustively, but rather to give an overview of different remedies 

available to competition authorities and point out their potential and limitation. The four different 

remedies were discussed in the order of the most to the least likely/feasible, considering to what 

extent they have been used in the past and policy considerations around them. Particular importance 

was given to the data portability and interoperability remedy, since it has the potential to solve 

competition aspects raised in this thesis and is directly relevant for data protection, in terms of the 

right to data portability contained in the GDPR. It, thus, represents an opportunity to bring the two 

regimes together through a remedy that can protect individuals’ economic interests and fundamental 

rights simultaneously.  

The suggestions made in this last part are probably the most controversial of this chapter, particularly 

in light of the fact that throughout the thesis it has been argued that a line between competition law 

and data protection regulation should be drawn. Even though I propose that competition authorities 

should only intervene in the limited circumstances in which they are better placed to correct the 

market conduct, there might be instances in which such an assessment will be difficult to carry out 

and, in any case, will only work if the authorities communicate effectively. However, such line should 

not be too difficult to draw, if competition authorities only bring exclusionary abuse cases when it 

comes to conduct related to data and before imposing a behavioural remedy consider whether a data 

protection obligation achieving the same effect already exists. 

A different issue is that most of the remedies suggested are behavioural and, as such, require ongoing 

monitoring, which might prove difficult for competition authorities, as demonstrated by the Microsoft 

case. Here it might make sense, as suggested in the merger section, to have data protection authorities 

involved in monitoring remedies concerning data. Again, this would require collaboration between 

the authorities, but it would be in the interest of both, since the remedies would enhance data 

protection and at the same promote the functioning of the market. 

 

 
836 Benedict Evans, ‘Would breaking up 'big tech' work? What would?’ 10 August 2020, available at 
https://www.ben-evans.com/benedictevans/2020/8/10/would-breaking-up-big-tech-work.  
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5.5. Conclusion 

This chapter represents an attempt to develop a complementary enforcement strategy encompassing 

data protection and competition law enforcement, to solve the problem of consumer 

disempowerment over personal data in the online market. This is based on the understanding of their 

interrelation developed in Chapter 3 and the recognition that although very distinct, the effectiveness 

of the regimes can be improved by them being applied in a complementary manner. Furthermore, it 

is designed in a way to put into practice the recommendations concerning the substantive interaction 

between the regimes, formulated in Chapter 4.  

It has been suggested that 1) data protection authorities can employ their enforcement tools in way 

that takes into account market dynamics, to increase both voluntary compliance and deterrence; and 

that 2) competition authorities can complement data protection enforcement at both levels, while 

pursuing their own objective of safeguarding the competitiveness of markets. Data protection has 

limited tools when it comes to understanding market dynamics around data, acting pre-emptively in 

case of mergers, and creating enough deterrence for tech giants to adopt legitimate data practices. 

Competition authorities could supplement data protection authorities by aiding their understanding 

of the market and involving them in merger review. Furthermore, they could increase deterrence by 

intervening against dominant companies that secure their competitive advantage through data. 

Besides threatening to impose fines, competition authorities have the power to impose far-reaching 

remedies regarding the way companies conduct their business. 
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CONCLUSION 

The thesis in brief  

The thesis started by describing how big data has revolutionised the landscape of information 

technology, carrying profound implications for the digital economy. The first chapter explained that, 

for digital consumers, the increased value of data signifies the possibility to trade their personal 

information against digital services and content, transforming it into a commodity. It also showed why 

the peculiarity of big data and the way it obtains its value make it difficult for consumers to take 

informed decisions in relation to the terms under which they disclose their personal information. I 

illustrated how multiple facets of the big data market contribute to consumers’ lack of control, 

including information asymmetries, consumers’ cognitive biases and market concentration. These 

factors cause the market to be tilted in favour of internet platforms, which are in a position to process 

more personal data than would be the case had data subjects greater control over it. The chapter also 

looked at the way in which this market failure can harm consumers; individuals’ data has both an 

economic and an intrinsic value and its excessive collection can, therefore, simultaneously harm 

individuals’ economic interests and their fundamental right to data protection. 

The upshot of the first chapter was that, in light of the fact that the developments of the digital market 

do not give us reason to believe that this market failure will correct itself, the dynamics of data 

collection and utilisation call for a renewed analysis of the legal tools designed to guarantee the sound 

functioning of this market. These tools should ensure that consumers can make informed choices 

about data protection terms and that the market offers options for them to choose from. Based on 

this, the second chapter explored the regulatory landscape and recognised that there is no specific 

regulatory framework covering all aspects of this market failure; rather, the issue is approached from 

different angles by distinct regulatory regimes. Since data protection regulation is specifically designed 

to deal with the problem of lack of individuals’ control over personal data, it is generally treated as 

the first avenue of recourse. The role of data protection regulation is to protect individuals’ 

fundamental right to data protection, among other things, by correcting power and information 

asymmetries between digital companies and individuals. However, the data protection regulatory 

framework does not consider to what extent market power can affect individuals’ interests, which 

falls under the scope of competition law instead. Competition law is devised to safeguard the 

competitive process and protect consumers’ economic interests, by preventing the illegitimate 

exercise of market power. Accordingly, while data protection regulation promotes individuals’ ability 

to choose how much data they are willing to disclose and under what conditions, competition law 

protects the availability of options on the market and ensures that consumers can in fact exercise their 

choices.  

In the second chapter the gaps of the individual regimes were identified; the first challenge that 

thwarts the regimes’ attempts to solve the market failure is that market concentration might lead to 

a less than adequate choice spectrum for individuals, who might be forced to consent to data 

processing, which, in turn, can entrench dominant positions. Secondly, data collection occurs at too 
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large a scale to be effectively controlled by individuals; consent does not necessarily correspond to 

individuals’ preferences and firms do not have sufficient incentives to offer better terms. What makes 

it especially difficult to overcome these obstacles is the fact that there is no specific regime capable of 

looking at the market failure in its entirety; instead, different regimes deal with facets thereof largely 

independently. The discussion in the second chapter revealed that the gaps that result from the 

dichotomy between data protection regulation and competition law could be closed by the regimes 

moving closer together and adopting a more complementary approach. 

The fact that data protection and competition law are in some ways interconnected and could benefit 

from working together has long been recognised in the literature and acknowledged by the relevant 

authorities. These contributions, as has been pointed out in the introduction, are, however, often 

limited to individual areas of the regimes’ interrelation and fail to assess how the regimes stand in 

relation to one another and what they mean for the regulatory framework as a whole. In this thesis, I 

decided to go one step further and conceive a holistic framework that unites the regimes, clearly 

identifies the position of each within it and explores the multiple ways in which they interact. The 

holistic framework, formulated in the third, fourth and fifth chapter, tried to bring the two regimes as 

close as possible to seeing the market failure in its entirety and explained how the individual 

authorities could make their responses better suited to the market functioning. By looking at the 

regimes’ interrelation in a holistic manner, I could bring structure to the existing literature and identify 

new ways in which the regimes could complement each other and be more effective. 

In the third chapter, I set out to conceptualise the relationship between data protection regulation 

and competition law. Before looking at the individual legal rules that the regimes enforce, I deemed it 

necessary to identify the different dimensions of the regimes’ interrelation and analyse what they 

mean for the construction of a more integrated approach. Having been prompted by the social-

technological changes in the digital market, the interrelation between the two regimes in the 

regulatory landscape has not been defined by the lawmakers and has only been briefly touched upon 

by the courts. Characterising this interrelation was a necessary step in constructing an integrated 

approach that could increase the coherence and effectiveness of regulatory responses. This was 

particularly important in view of the fundamentally different and partially opposed roles of the 

regimes. Three main points were crucial at this stage: 

1) By looking at the way in which the regimes could reinforce one another, I could develop a 

more convincing argument about why the regimes should have a general interest in 

cooperating, and I showed in which areas the regimes could benefit from incorporating 

aspects from each other. Since the framework developed in the thesis is designed to increase 

consumer control over personal data in the digital market, which data protection authorities 

have an evident interest in, this discussion was most relevant for competition policy, since it 

showed why it should have a closer look at the level of data protection in the market. 

2) I looked at disparities among the regimes and identified a fundamental point of divergence 

in the way the two regimes treat data. I argued that the fact that data protection regulation 
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does not accept data’s market dimension is a severe obstacle to developing the 

complementarity of the two regimes and, accordingly, solving the market failure. As a result, 

I analysed two different ways in which this divergence could be solved, balancing data 

protection and the freedom to conduct business or seeing data as counter-performance as 

compatible with the right to data protection. This discussion is a crucial addition to the current 

state of thinking about the interrelation between the regimes because it is what allows the 

regimes to approach the problem from the same viewpoint, and thus to complement each 

other in a more meaningful way. It also generally improves the way data protection regulation 

applies in the context of the digital market. 

3) Having recognised that trying to unify the two approaches raises issues concerning their 

boundary, I discussed where the line between the regimes should be drawn. I argued that 

there is no reason to accept a blurry line, which leads to doubts about which regime should 

intervene in which circumstance. Given their very different mandates and competencies, it is 

relatively straightforward to distinguish which issues should be approach by whom. 

Competition authorities should, according to my line of reasoning, not intervene if a case falls 

under data protection rules. This means that in case of an ‘exploitative abuse’ concerning 

data, data protection authorities should be the ones determining whether data processing 

exceeds what is fair and legitimate.837 But for this to work, and here the need to look at the 

interrelation in a holistic way becomes apparent, data protection authorities should take into 

account to what extent market power affects individuals’ rights. This is to say, they should 

make sure that the application of data protection rules is tailored to firms’ market power, if 

this power is capable of impacting the level of protection that the rules are designed to 

achieve. 

The development of this foundation paved the way for a comprehensive analysis of how the regimes 

can complement each other. From a substantive point of view, covered in the fourth chapter, this 

meant looking at how the regimes could benefit from incorporating elements from each other, as well 

as making sure not to unnecessarily compromise each other’s objectives. Regarding the latter, I did 

not claim that the regimes should add goals to their agenda that do not belong there, but that they 

should realise that it might be in their interest to consider the impact on the other regime. This rests 

on their mutual reinforcement in general terms and on the fact that it can lead to reciprocity in terms 

of being collaborative in cases where actions can have unwanted side-effects. From a data protection 

point of view, the main suggestion was that market elements should be integrated in the application 

of rules. This is based on the recognition that market dynamics can have a crucial impact on the level 

of data protection and the effectiveness of the rules. Conversely, it was argued that competition law 

should look under the ‘hood’ of data protection regulation and consider to what extent it actually 

 
837 As explained in Chapter 3, although Article 102 TFEU is primary law and takes priority over the GDPR, meaning 
that the Commission or competition authorities are entitled to intervene as a matter of law, independently of 
the applicability of the GDPR, there are policy reasons for not doing so. These reasons are mostly related to 
guaranteeing efficiency, legal certainty, coherence and fairness in the way obligations are enforced. 
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empowers consumers over data, meaning whether observed behaviour on the market actually reflects 

consumer choices. Competition law should also take into account to what extent data protection rules 

impact undertakings’ behaviour in a way that could be pro- or anticompetitive. Furthermore, it was 

proposed that competition law could use principles of data protection regulation as benchmark to 

assess the behaviour of market players. 

The fifth and final chapter added a new angle to the discussion, by exploring how the framework could 

be made more effective by a better allocation of enforcement efforts, with the aim of promoting a 

market in which firms can compete on data protection. This comprised analysing how data protection 

regulation can be enforced in a way that considers and advances the market functioning and how 

competition authorities can help close gaps in data protection enforcement. It was argued that data 

protection authorities can increase voluntary compliance, if they promote co-regulatory tools and 

compliance programmes, because it gives firms more flexibility as to how to comply with their 

obligations within a market context. Competition authorities can assist data protection authorities 

through greater involvement in merger reviews and sharing insights from market examinations, both 

of which could help to secure a better functioning market. It was also discussed how deterrence and 

incapacitation can be improved, and here, again, it was suggested how data protection authorities 

could select their cases in a way that makes the most of the market forces and how competition 

authorities can support this by bringing cases in which data is at the root of exclusionary abuses. 

As a whole, the thesis explored different dimensions of data protection and competition law’s 

interrelation and suggested how their complementarity could be used to optimise their responses to 

consumer disempowerment over personal data in the online market. This represents a way to solve 

the regulatory failure, without having to design a whole new regulatory regime, which would risk 

creating new uncertainties and side effects as well as further issues around boundaries and 

interrelations between different regulatory regimes. Nonetheless, this is certainly not the only way to 

solve the market failure – many have, indeed, argued that what is necessary is a new framework that 

specifically deals with this problem, or that competition authorities should be given more powers to 

deal with the behaviour of dominant players.838 The reason for me to choose this line of research was 

that I could see that in the literature the potential of the two regimes to complement each other was 

often relied on, but never explored exhaustively. This led me to investigate the ‘full’ potential of a 

complementary approach and find out if it could open the door to new ways to use the existing 

regimes to better address issues around consumer control over data in the digital market.  

The intention of the thesis was not to give a definite answer, but rather to enhance the thinking on 

the interrelation between these regimes. I can conclude that there is scope to make the existing 

regimes more effective in dealing with consumer disempowerment over personal data, by making 

their approaches more coherent, realising synergies between them, and improving the understanding 

of how these markets really (fail to) function. Although I did keep practical considerations in mind 

when writing this thesis, the approach remained one of exploring the possibilities in terms of legal 

 
838 See the overview in the introduction.  
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tools and policies on a more theoretical level, rather than formulating specific instructions for the 

authorities. Nonetheless, I am confident that several issues raised in this thesis would be worth for 

both data protection and competition authorities to consider when thinking about how to improve 

their responses to problems of data and market power. 

Framework for regulatory interrelation 

I believe that the contribution of this thesis goes beyond adding to the discourse on how to tackle 

consumer disempowerment over personal data and the corresponding roles of data protection 

regulation and competition law. It shows a way in which to address complex and multidimensional 

regulatory interrelations in order to maximise regulatory effectiveness. Two main lessons have been 

learned in this regard:  

Firstly, before getting into the substantive side of the interrelation, i.e. looking at how specific rules 

could be interpreted, it is important to take one step back and analyse how regimes relate to one 

another in more conceptual terms. This can shed light on the different ways in which regimes affect 

one another and what circumstances call for closer interaction between them. As discussed in the 

third chapter, this assessment can reveal to which extent the regimes reinforce one another and 

identify synergies that could be strengthened and that might motivate the regimes to move closer 

together. It will also tell whether there are points of divergence between the regimes that risk to 

undermine the effectiveness of both regimes and hinder the achievement of common goals. Last, it 

shows if there are issues around the boundaries between the regimes; here it is relevant to discuss 

how to keep the regimes distinct and identify the best regime to intervene in a given case. Aligning 

the two regimes in these three dimensions has several advantages for their effectiveness; notably, it 

is conducive to better expertise in decision-making and it avoids the duplication of functions and a 

loss of effectiveness resulting from the regimes working at cross-purposes. Besides making the 

interrelation of the regimes more effective, this analysis can constitute a pre-requisite for the 

formulation of a holistic approach, if it is used to solve fundamental divergencies between the regimes, 

which would otherwise impede the development of such complementary approach. 

Although the focus of the thesis was on how to improve the effectiveness of the regulatory framework, 

it is important to bear in mind that this assessment is also about safeguarding the legitimacy and 

coherence of the different regimes. Given that regulators gain their legitimacy from specific regulatory 

frameworks that are put in place to pursue determinate goals, they should not be used for different 

purposes than originally intended. This means that they need to be used in light of the overarching 

objectives of the frameworks they are part of and should not be distorted to achieve extrinsic goals. 

If one merely looks at single provisions of different regimes and tries to reunite them, this can distort 

these provisions in order to reach some goals that they were not designed for. It is necessary to take 

one step back and look at the underlying goals of the regimes and based on that decide what direction 

to take in order to make the best use of the provisions. It is particularly important to remain aware of 

this when, due to changes of market dynamics, there is no specific regime intended to tackle a 

determinate issue. This will create the temptation to use whatever is available to solve a problem in 
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the market. However, it remains crucial to make sure that the use of rules and regimes’ powers is 

compatible with the intention behind the regulatory regimes. For example, arguably, the exploitative 

abuse case brought by the German competition authority against Facebook went beyond the scope 

of competition law, since there was no evidence that Facebook was abusing its market position to get 

consumers to accept its data practices.839 Although it might be appealing, it is wrong to assume that 

competition law can close data protection regulation’s enforcement gaps in this way, because it is 

neither likely to be particularly efficient, nor conducive to legal certainty and coherence. Using a 

regime’s tools to achieve goals it was not intended to pursue could also have wider negative 

repercussions, such as blurring the authorities’ mandate is as well as deviating resources from their 

core activities. 

Secondly, when analysing ways in which the regimes could complement each other in regard to 

specific functions, it is desirable to assess the wider implications of the individual forms of integration. 

In this thesis it has been shown that often points of contact between the regimes raise multiple 

interconnected issues. Integrating the regimes in relation to one aspect might give rise to 

complications, which should be addressed, or it might facilitate some other form of complementarity, 

which should not be missed. In relation to the former, for example, it was shown how integrating data 

protection principles into competition law raises issues around the boundary between the regimes. 

While it was argued that competition authorities should take into account factors relating to data 

protection when assessing mergers or exclusionary behaviour, it was also maintained that they should 

not intervene against unfair data protection practices as such, since these fall under the remit of, and 

can better be addressed by, data protection authorities. Accordingly, when analysing how regimes can 

become more complementary it should be ensured that this integration does not go too far, in a way 

that would risk undermining the soundness of the individual regimes. Such analysis should, thus, be 

coupled with a consideration of potential issues regarding the boundaries of the regimes. On the other 

hand, any form of integration between two regimes may give rise to a number of possibilities at the 

same time; as has been discussed in the fourth chapter, data protection authorities taking into account 

market elements can lead to both better protection of individuals’ fundamental rights, as well as 

avoiding that the application of the regulation unnecessarily disrupts the market functioning. It is 

desirable to adopt a wider view that captures the full potential of a recommendation, since this can 

create efficiencies and represents a stronger case for adopting an integrated approach. 

While discussing substantive ways of integration, the thesis also indicated that it is valuable to think 

about how these can be connected to the enforcement tools available to the authorities, as discussed 

in the fifth chapter. For instance, when exploring how data protection authorities can include market 

elements in their assessment, a link can be made to competition authorities’ market examination 

powers, which can support data protection authorities’ task. Another example are co-regulatory tools 

available to data protection authorities, which can be used by regulatees to adapt data protection 

obligations to their specific position in the market. These enforcement tools can be used to put into 

 
839 See chapters 2 and 3. 



          Alessia D’Amico | Law Department | European University Institute  
 

206 
 

practice the substantive recommendations made in regard to the role that market power should have 

when it comes to the interpretation and application of data protection rules. If one decides to take an 

even wider perspective, one can see how specific enforcement tools are conducive to a better-

functioning market, which is what both data protection and competition authorities rely on to achieve 

their regulatory goals. 

Finally, a holistic approach might allow to propose more significant overhauls than otherwise possible; 

for instance, I could only argue that data protection authorities should allow data to be used as a 

counter-performance, in order to better address how the market functions in practice, by explaining 

how they can effectively respond to threats to individuals’ rights deriving from firms’ market power. 

In a similar vein, I could argue that competition authorities should refrain from looking at data 

practices of dominant players through the lens of an exploitative abuse, by proposing how it can be 

ensured that data protection authorities effectively tackle this issue. 

Thoughts about regulatory cooperation 

The framework developed in this thesis requires cooperation between the regimes in various 

circumstances. For instance, the authorities should be able to exchange information and work with 

each other, when cases are at the intersection between the regimes, and be involved at the remedial 

stage, to guarantee that remedies bring about synergies and not conflicts. The aim of the thesis was 

to construct the framework for the regimes’ interrelation and a discussion of the practicalities of 

cooperation was considered outside of the thesis’s scope. The main reason is that there is nothing 

novel about the cooperation between data protection and competition authorities for the purposes 

of this thesis, which would justify engaging with it in more detail. Furthermore, in order to understand 

obstacles to collaboration and how it can be improved in practice, different methods of research than 

the ones adopted in this thesis are necessary. Nonetheless, I want to raise some issues concerning 

cooperation that result from what has been discussed in the thesis and that might inspire future 

research on how to make the interrelation between authorities in general, or data protection and 

competition authorities in particular, more successful.  

First of all, it is important to understand what level of collaboration is needed. Attempts have been 

made to distinguish different levels of inter-agency work. For example, Rob Canton places 

communication at one end of the spectrum, meaning that “agencies recognise that they have a role 

to play in relation to each other, but do not go beyond communication”,840 then comes the 

cooperation model, in which agencies work on a mutually defined problem, then the coordination 

model, in which agencies work together in a more systematic way, next the federation model, in which 

the agencies operate integrated services, and finally the merger model, in which agencies become 

indistinguishable from one another.841 

 
840 Rob Canton, ‘Inter-Agency Cooperation: How Can It Best Enhance Compliance with the Law?’, 162nd 
International Senior Seminar Visiting Experts’ Paper, p. 83. 
841 Ibid. 
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When we look at the common responsibilities of data protection and competition authorities 

identified in the thesis, it can be argued that the models they fall under are the communication and 

cooperation models, since authorities should work on mutually defined goals, but do not go as far as 

working together in a systematic way. The reason why their relationship stops at collaboration and 

does not amount to coordination can also be understood in the following way:  

Collaboration, an arrangement which relies, to a substantial degree, on voluntary or 

discretionary participation among the members, who are relatively equal or at least have 

parity in such an activity and arrangement; coordination, an arrangement in which a lead 

agency or officer directs an operation, project, or program among one or more other 

agencies.842  

Again, it appears that the former case is more apt for our purposes; the authorities define in what 

areas they want to work together, but there is not one agency that takes charge of a project that 

involves the other agency. In fact, it is necessary that the authorities retain their independence. The 

terms describing different levels of interaction are used very loosely and there is no commonly agreed 

definition and, thus, neither are there lines that separate the different forms of interactions among 

agencies.843 Nonetheless, it is helpful to have an idea about what level of collaboration is needed for 

the purposes of implementing the framework suggested in this thesis. 

An effective way of achieving collaboration/cooperation is by introducing a cooperation framework, 

which clearly lays down in what ways the regimes should interact and in which cases what level of 

cooperation between the authorities is warranted. Under such a framework, authorities should be 

able to request inputs when bringing cases raising issues under the other regime, as well as offer 

inputs when it appears that an action might have inter-regulatory implications. A person or team can 

be identified, who will be responsible for such interactions. Furthermore, the format of 

communication throughout an investigation, to report on progress and allow for participation and 

feedback, can be established. 

One example of a cooperation agreement exists in France, where the data protection authority (CNIL) 

and the competition and consumer authority (DGCCRF) entered into a general cooperation protocol 

in 2011.844 The protocol is made of three main components: exchanges of information obtained during 

 
842 Frederick M. Kaiser, ‘Interagency Collaborative Arrangements and Activities: Types, Rationales, 
Considerations’, Congressional Research Service Report for Congress, 31 May 2011. 
843 GAO, ‘Results-Oriented Government: Practices That Can Help Enhance and Sustain Collaboration Among 
Federal Agencies’, GAO-06-15, p. 1, note 2 and, for further explanation, pp. 6-7. 
844 Christine Gateau and Anne-Laure Morise, ‘European Union: Protecting Consumer Data: Closer Collaboration 
Between French Data Protection Authority And French Consumer Protection’, Mondaq 12 July 2019, available 
at  
http://www.mondaq.com/france/x/824294/data+protection/Protecting+Consumer+Data+Closer+Collaboratio
n+Between+French+Data+Protection+Authority+And+French+Consumer+Protection+Authority. 

Communication
Cooperation
Collaboration

Coordination Federation Merger
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investigations that indicate potential violations of each other’s regimes; joint investigations on issues 

of common interest; and training of each other’s staff. Since the protocol was entered into, the CNIL 

and DGCCRF have cooperated on issues including the processing of personal data by social networks, 

compliance with the GDPR and use of personal data in e-commerce.845 On 31 January 2019, the two 

authorities have signed a renewed protocol, designed to reinforce their collaboration.846 This reflects 

the rise of areas of common interest created by the increased significance of data in the online market. 

The new protocol is designed to improve the following areas of cooperation:  

 heighten consumer awareness of the risks incurred when communicating personal data and 

spreading best practices among professionals;  

 facilitating the exchange of information;  

 conducting joint investigations;  

 bringing joint proposals at European level;  

 sharing knowhow, in particular in regard to investigative tools; and 

 exchanging views on the development of the legislative and regulatory framework governing 

protection of consumers and their personal data.847 

Similarly, in the UK, the Competition and Markets Authority, the Information Commissioner’s Office 

and the Office of Communications have set up the Digital Regulation Cooperation Forum. The Forum 

is meant to strengthen collaboration and coordination between them and harness their collective 

expertise when data, privacy, competition, communications and content interact, to enable coherent, 

informed and responsive regulation.848 The launch document sets out six objectives of the Forum:  

 Collaborate to advance a coherent regulatory approach by facilitating open dialogue and joint 

working. 

 Inform regulatory policy making by using the collective expertise of the Forum to explore 

emerging policy challenges in the digital space and develop solutions to inform regulatory 

approaches.  

 Enhance regulatory capabilities by pooling knowledge and resources to ensure that all 

members have the skills, expertise and tools needed to carry out their functions effectively in 

digital markets.  

 Anticipate future developments by developing a shared understanding of emerging digital 

trends, to enhance regulator effectiveness and inform strategy.  

 
845 Ibid. 
846 CNIL, ‘La CNIL et la DGCCRF font évoluer leur protocole de coopération pour renforcer la protection des 
consommateurs et de leurs données personnelles’, 31 January 2019, available at https://www.cnil.fr/fr/la-cnil-
et-la-dgccrf-font-evoluer-leur-protocole-de-cooperation-pour-renforcer-la-protection-des.  
847 Ibid. 
848 ICO’s website, news item, ‘UK regulators join forces to ensure online services work well for consumers and 
businesses’ 01 July 2020, available at https://ico.org.uk/about-the-ico/news-and-events/news-and-
blogs/2020/07/uk-regulators-join-forces-to-ensure-online-services-work-well-for-consumers-and-businesses/; 
the launch document is available at https://www.ofcom.org.uk/__data/assets/pdf_file/0021/192243/drcf-
launch-document.pdf.  
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 Promote innovation by sharing knowledge and experience, including regarding innovation in 

the approaches of regulators. 

 Strengthen international engagement with regulatory bodies to exchange information and 

share best practice regarding approaches to the regulation of digital markets.849 

The cooperation agreements between the competition and data protection authorities in France and 

the UK foresee a similar level of cooperation and coordination and represent good starting points for 

more inter-agency collaboration. However, for the purposes of implementing the framework 

developed in this thesis, deeper coordination would be beneficial. What this means is that the 

authorities should not only support each other but identify how to integrate their legal rules and 

enforcement tools, to become more effective.  

Various obstacles to inter-agency collaboration need to be overcome to allow for such comprehensive 

collaboration. Firstly, collaboration is time-consuming and does not always yield tangible results; 

agencies are often already under time pressure, and it can be difficult to convince them to allocate 

more time to collaboration efforts. Secondly, such a framework would imply that agencies lose some 

of their independence, which they might resist against, especially if they have determinate targets 

they need to meet as an agency to justify their budget. Thirdly, internal procedure and timelines might 

be difficult to reconcile with the ones of other agencies.850 How can these obstacles be overcome, and 

far-reaching cooperation be facilitated? Various possibilities can be explored in this regard. A crucial 

element of successful cooperation is to be able to show how it actually improves the effectiveness of 

the regulatory regime and benefits individuals, which is ultimately the goal of both agencies. This 

justifies the time spent in collaborating and creates a common sense of purpose. In order to prove 

this, carrying out an impact assessment might be advantageous, since it can reveal the benefits 

deriving from the integration of the regimes in terms of increasing consumer control over data online. 

Furthermore, such common aims could be reflected in the mission statements of the agencies and be 

mentioned in their yearly report – they should be institutionalised and incentivised from the top, 

rather than being only carried out informally amongst different individuals and teams. Another 

possibility is having a system to enable secondments or co-location of personnel; not only is it an 

efficient way to transfer skills, experiences, and knowledge, but also to create personal contacts 

among agencies that facilitate formal and informal collaboration. Co-location of personnel can 

increase the collaborative spirit and sense of mutual goals in agencies, potentially making 

collaboration more seamless and effective. These are only some ideas that might be worth exploring 

as part of a more hands-on study on regulatory cooperation.  

Other ideas for future research based on this thesis 

Besides offering numerous starting points for studies on how to achieve better regulatory 

cooperation, the thesis also raises other issues that could open the door for different types of 

 
849 Ibid. 
850 For instance, the merger review process has strict timelines; see Commission’s website, Competition – 
Merger control procedures, available at https://ec.europa.eu/competition/mergers/procedures_en.html.  
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enquiries. By having a clear framework regarding the different dimensions of the interrelation 

between data protection and competition law, future research on their relationship can be carried out 

in a more systemic manner, focusing on parts that might be underexplored, controversial, or 

unrealistic in the thesis, uncovering new links between different forms of interactions, or adding new 

forms of interaction to the existing framework. It might also be valuable to follow the development of 

the relatively newly enacted GDPR and the interrelation between the regimes and analyse it in light 

of the framework developed in this thesis.851 Examples of research questions that could be relevant in 

the future are: is it necessary to change the system of lead supervisory authorities under the GDPR? 

Do we need to give data protection authorities more powers in relation to mergers? Naturally, it might 

also be interesting to take a broader view and assess the feasibility and effectiveness of this framework 

now or in light of future developments. The concerns addressed at the beginning of the thesis could 

be discussed, and perhaps used to analyse whether it would not be more effective to introduce a new 

regime that is specifically designed to solve the market failure. 

  

 
851 In terms of the potential and limitations of the GDPR, see the Commission’ communication, ‘Two years of 
application of the General Data Protection Regulation’ COM(2020) 264 final, available at 
https://ec.europa.eu/info/law/law-topic/data-protection/communication-two-years-application-general-data-
protection-regulation_en. 
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