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Summary
With the approval of Directive (EU) 2016/681 on the use of Passenger Name Records (PNR),
the personal information provided to carriers by air passengers crossing European Union (EU)
borders is available for mining by national law enforcement, third countries, and Europol. This
is in line with other pre-emptive security policies, but it goes further in generalizing suspicion
over large numbers of EU and non-EU travelers.
After years of pressure from the United States under the banner of the global war on terror,
air companies are no longer between a rock and a hard place. They are now able to lawfully
disclose big data gathered as part of the normal course of business. Following booking and
reservation, up to 19 items of individual data must be provided to Passenger Information Units
for criminal investigations and other appropriate actions.
The intra-EU PNR system has managed to fly under the radar of scholars and public opinion.
Most specialized literature is limited to superficial discussions on security and privacy. There
is insufficient research looking at it comprehensively and in detail.
This thesis explores this novel security policy in depth and questions its validity. It argues
that the PNR scheme should be invalidated by the Court of Justice of the EU for two reasons.
In the first place, the Union was not competent to approve a secondary law so intrusive to the
national security agendas and policies of the member states. Secondly, the Directive
disproportionately encroaches upon the fundamental rights of passengers.
There is, as yet, no doctoral project which analyzes the EU PNR so thoroughly. This work
fills a gap in scholarly writing regarding fundamental rights and creeping competences in EU
law. Its novelty lies in questioning issues that have been overlooked, or insufficiently addressed,
in the journey of the PNR Directive.
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Introduction
“National security concerns are also resulting in the widening of access to existing and future
EU-wide databases (such as EURODAC, SIS and VIS), which will allow immigration data to
be used for law enforcement purposes. There is something eerie in the prospect that the data
of millions of visa applicants, and arguably their sponsors, will be accessible to law
enforcement agencies, as if third country nationals were a specific category of suspect
individuals.”1
1. Subject matter and research question
This work is entitled ‘Hello. It’s me. The invisible journey and uncertain validity of Passenger
Name Records.’ It is inspired by the opening lyrics of the song ‘Hello’ from the 2015 album
‘25’ by the British singer Adele. She sings “Hello, it’s me / I was wondering if after all these
years you’d like to meet / To go over everything / They say that time’s supposed to heal ya, but
I ain’t done much healing.”2
This research is not on copyright, or patent law. It is, instead, about a piece of pervasive
security legislation that failed to gain approval when it was first put forward due to the problems
it presented regarding fundamental rights. Time passed, there were many discussions, and this
legislation ended up being sanctioned. Yet, time did not manage to heal the wounds it opened
for the privacy and data protection of European citizens.
The European Union (EU) lived under a climate of fear in 2015 and 2016. A series of
terrorist attacks within its borders led it to raise its security levels to an unprecedented degree.
The Union and national legislators then set out to adjust their security agendas to better prevent,
detect, investigate, and prosecute terrorism and serious crime. This led to the approval of widescope surveillance mechanisms that rely on the collection, retention, and processing of big data
of a personal nature. Biometric, financial, and travel information are nowadays gathered to
monitor EU citizens and third-country nationals in a systemic and systematic way, by public
entities and private actors alike.
The legislation studied here was tabled for the first time in 2011 but only managed to achieve
approval in 2016. On 27 April, the EU enacted Directive (EU) 2016/681, on Passenger Name
Records (PNR).3 PNR refers to electronic receipts containing up to 19 elements of personal
1

Baldaccini & Toner, 2007: 14.
Adele, 2015.
3
Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger
name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences and
serious crime (Official Journal [OJ] L 119, 4.5.2016).
2

1

data of prospective air passengers. This information is inserted into booking and reservation
systems. With this Directive, these data, which were once used exclusively by carriers for
marketing and other private ends, must now be transferred to Passenger Information Units
(PIUs), law enforcement authorities which process them to find meaningful patterns and
connections to help fight terrorism and other serious crimes. PIUs can then transfer these data,
or the results of their processing, to other authorities and agencies for further action.
This system reconfigures air security, permitting authorities to access data from passengers
crossing EU borders almost instantaneously. It is a tool for police and judicial cooperation in
the Area of Freedom, Security and Justice (AFSJ) that is more sophisticated than any of the
previous data-based air security mechanisms.
PNR was approved together with the General Data Protection Regulation (GDPR). 4 The
contemporaneous climate of fear managed to hide PNR’s flaws. In fact, the journey of the intraEU PNR has been largely invisible to the public. There is a significant media gap between the
GDPR and PNR. Most passengers, even frequent flyers, are not aware of the use that law
enforcement can make of their data. This is, perhaps, why there was little commotion about a
security policy that is so intrusive and ubiquitous. Its approval in 2016, without revising key
aspects included in the 2011 draft which threaten privacy, data protection, and other
fundamental values enshrined in EU primary law, might suggest that the Union is loosening its
emphasis on privacy in favor of security.
Yet, as Anneliese Baldaccini and Helen Toner put it, if there is something eerie about making
the data of millions of third country nationals available to law enforcement agencies when they
cross EU borders, extending this to European citizens is even eerier. This research questions
the validity of the 2016 intra-EU PNR scheme.5 Is Directive (EU) 2016/681 valid, and was the
Union competent to approve it? These are the research questions that this thesis tries to answer.
It argues that the PNR Directive should be declared invalid by the Court of Justice of the EU
(CJEU) for two principal reasons. Firstly, the Union was not competent to approve the Directive
as it did. It is so invasive to the national security agendas and policies of the member states that
its adoption should have been voluntary, and the issues arising should have remained partially

4

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016).
5
‘Validity’ is the term used in the context of preliminary ruling procedures. It will be used here instead of ‘legality’
since this is used regarding direct actions for annulment, which can only be tabled in the strict time limit of two
months following publication, as set out in Article 263 of the Treaty on the Functioning of the EU (TFEU).

2

the responsibility of the member states, under the terms of the treaties. 6 Secondly, the PNR
scheme encroaches upon the fundamental rights of passengers in a disproportionate manner,
thus violating the Charter of Fundamental Rights of the EU (CFREU). 7

2. Methodology

This work combines an expository perspective and a normative perspective on the intra-EU
PNR system. The expository aspect is present in the detailing of the evolution of this policy in
Europe. It discusses its context, related instruments, the Union’s external agreements for the
transfer of data, and its internal development. Other examples of this approach can be seen in
the review of the literature, parliamentary discussions, and opinions of supervisory bodies. The
case law of the CJEU is also described. The exposition included in this thesis has been built on
an exhaustive study of legal, policy, and jurisprudential material. Secondary sources were also
essential, from academic articles and books to reports and information available online.
Exchanges of emails and conversations with experts, inside and outside academia, have been
useful to comprehend the complexity of PNR. There are, nonetheless, no interviews mentioned
in this work, or direct quotes from people who have assisted in the research. The insights offered
by these interviews were used to highlight issues and questions that were addressed by reference
to the documentary sources stressed above.
The normative perspective is legal and doctrinal in nature. It focuses on the unveiling of key
problems that the approved Directive presents to the principle of conferral and the balance of
shared competences in the AFSJ, as well as to the integrity of the fundamental rights of citizens.
This project makes a legal claim about the validity of EU secondary law, searching for the limits
of Union creeping competences and the lawfulness of provisions that curtail fundamental rights.
The legal analysis on fundamental rights is grounded in the literature review and the
appraisal of the debates taking place at the European Parliament (EP) during the legislative
process. Substantial insights are likewise gleaned from two recent decisions of the CJEU. This
methodological approach, which combines these different sources and approaches (expository
and normative/doctrinal), goes beyond existing studies on PNR.
There is already relevant literature exploring PNR and fundamental rights. Names like
Cristina Casagran, Paul De Hert, Olga Enerstvedt, Mireille Hildebrant, Emmanuelle Saulnier-

6

Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European Community
(OJ C 306, 17.12.2007).
7
Charter of Fundamental Rights of the European Union (OJ C 326, 26.10.2012).

3

Cassia, Maria Tzanou, or Susanna Villani have made an enormous contribution to PNR, the
AFSJ, and EU criminal and data protection laws. They, and many others, have been essential
in moving this project forward. Yet, existing literature is insufficient on two accounts.
On the one hand, no previous study has examined the 2016 PNR in such a comprehensive
and complete manner. There has been, so far, no analysis putting together a detailed account of
this instrument’s context and storyline with a methodical and substantive assessment of key
issues. The literature review shows that some authors do explore the evolution of PNR but they
do not discuss its features in depth. Others prefer to focus only on certain aspects, thus not
considering its broad rationale, or background. Either way, there is a sense that the literature
sees PNR as taking a back seat in relation to other security policies in the overall AFSJ. In fact,
many authors only study it à propos other policies on crime and counter-terrorism.
That is the main reason this research focuses exclusively on the intra-EU PNR. There was a
need to address this topic specifically, setting aside discussions about other security policies.
The current literature has been crucial in identifying key problems with PNR, as a point of
departure, but this analysis goes one step further.
On the other hand, most works do not critically discuss the published version of the Directive
and consider the arguments that might render it susceptible to being invalidated by the Court.
Few authors suggest how it could be improved, or amended, to comply with treaty law and the
CFREU. This project does that in a clear way, thereby providing a concrete added value.
This added value also stems from assessing the debates in the EP. No scholar has looked
closely at the concerns of the Members of the EP (MEPs) expressed in the final stages of the
legislative process. Yet, the PNR Directive was far from gaining unanimous support in the
debates. Many MEPs have tabled relevant arguments that can be used to criticize the validity
of its provisions. These commentaries complement the opinions of scholars, making the
doctrinal claim of this thesis more robust and ample.
Regarding the jurisprudence of the CJEU, there is already a relevant collection of cases
mentioned in scholarly writing which illustrates the Court’s position on privacy, data
protection, security, and data rights. The case law serves two main purposes here.
First, it provides the formal structure to assess the validity of the PNR Directive. As this
research intends to persuade commentators and the CJEU about the possible invalidity of this
piece of secondary law, emulating the process that judges typically follow makes the arguments
clearer, more relevant, and easier to follow. Therefore, the violations of fundamental rights will
be reviewed using the proportionality scheme adopted by the Court in its existing jurisprudence
on privacy, data protection, and security.
4

Second, the substantive arguments used to criticize the EU PNR are based not only on
previous academic and parliamentary discussions but also on this jurisprudence. For reasons of
space and time, it was only possible to select two main cases. Yet, the two cases were selected
precisely because, in terms of the Court’s substantive reasoning, they are crucial to assess the
validity of PNR. The two cases selected are the Court’s decision 8 invalidating Directive
2006/24/EC on the retention of online and telecommunications data, 9 and its Opinion10 on the
EU-Canada PNR Agreement of 2014.11
Directive 2006/24/EC tabled a system of blanket collection, retention, and processing of
personal data on a massive scale for investigative purposes. Although it was a different system
from PNR, it included many of the same features. Several aspects criticized by the Court in
relation to Directive 2006/24/EC can therefore be criticized in relation to the intra-EU PNR
using similar inferences and rationale.
Opinion 1/15 is about a PNR external agreement. So far, it is the only case decided by the
Court on PNR and violations of fundamental rights. It is a detailed Opinion that could not be
overlooked in research on this topic.
The structure of the doctrinal claim on fundamental rights follows the proportionality
analysis used by the CJEU in these cases. Yet, not every problem for the rights of air passengers
is discussed. While the Court criticized many aspects of Directive 2006/24/EC and the PNR
Agreement without extensively elaborating its reasoning, the rigor of academic work relies on
the strength and logic of its arguments. As such, this analysis focuses exclusively on three key
problems. These are issues that recurrently surface in the literature, institutional debates, and
jurisprudence for the gravity of their impact upon fundamental rights. They are the quantity and
quality of collected data, the data retention period, and access rights by third parties.
The idea is that the depth of the study of these problems will suffice to demonstrate how the
intra-EU PNR is disproportionate and, therefore, susceptible to being invalidated. Other
problems could have been selected. However, only these allowed for a robust and thorough
analysis based on a composite approach integrating different sources.
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Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v Minister for Communications, Marine and
Natural Resources and Others and Kärntner Landesregierung and Others, 8 April 2014 (ECLI:EU:C:2014:238).
9
Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data
generated or processed in connection with the provision of publicly available electronic communications services
or of public communications networks and amending Directive 2002/58/EC (OJ L 105, 13.4.2006).
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Opinion 1/15, delivered on 26 July 2017 (ECLI:EU:C:2017:592).
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Agreement between Canada and the European Union on the transfer and processing of Passenger Name Record
(12657/5/13 REV 5, 23.6.2014).
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3. Limitations

This work has certain limitations. The first regards its scope and the choice of issues under
discussion. Concerns of time and space, together with the importance of fundamental rights and
competence creep, have not allowed for an exploration of other topics.
Fundamental rights are a key matter explored in the literature. They could not, and should
not, be avoided, especially because the flaws of the PNR Directive are mainly concerned with
violations of privacy, data protection, and data rights.
The matter of conferral, or competence, however, is more original. No scholars have yet
considered PNR and shared competences on security together. The discussions on creeping
competences are often detached from solid analysis of concrete policies. This is particularly
odd in the AFSJ, where the balance between the powers conferred to the EU and the original
statehood powers that remain with the member states should be well-defined. There is a tension
in the law permitted by ambiguous treaty law provisions, a tension which PNR embodies in a
particular way.
A second limitation is that this research is concerned only with the intra-EU PNR scheme
currently in force. It talks about related policies, the external agreements with third countries,
and the 2011 proposal. Yet, they are not discussed in depth, being included to the extent they
are relevant for understanding the Union’s composite system. Otherwise, there would be no
space to have a careful analysis of the current legislation.
This is a thesis on EU law. It does not include comparative studies, or field work, on national
systems, for instance. The project could include comparisons with other policies and legislation,
either internal or from abroad. PNR can, indeed, be studied from different angles and it raises
many questions. But, it was necessary to be selective. The most pressing matter, at the moment,
is to look at the recently approved system and find out whether it is characterized by major
problems — and it is. There is already significant work on the agreements, national PNR
schemes, and even the previous versions of the EU PNR. There was a gap, however, regarding
Directive (EU) 2016/681.
Another limitation stems from the time of writing. This investigation began with the
approval of this legislation, in 2016, lived through its transposition phase, until 2018, and
finished after the Commission issued its first review, in 2020. While it has been an opportune
and important moment to write about the EU PNR, this timing has also presented certain
challenges. On the one side, there is more freedom to unpack possible problems that may have
been flying under the radar. Still, it also means there are fewer authors with whom to enter into
6

dialogue about these problems. On the other, it might be rather too soon to see whether, and
how, the functioning of the system actually encroaches upon fundamental rights and member
states’ agendas on security.
There are already pending cases before the Court claiming that the PNR Directive is
disproportionate and invalid. The purpose of this research was, in a way, to prepare the ground
for the judges, and its added value may change with a decision from Luxembourg. However,
this work was written before there was even an opinion issued by an Advocate General (AG).
Such added value will also remain due to the ample doctrinal analysis presented in this thesis
and the originality of the research.

4. Structure of the study

This project is divided into three chapters, plus an introduction and concluding remarks. It goes
from a broad contextualization and explanation of PNR in the EU to two thematic segments
focusing on conferral and fundamental rights.
Chapter 1 explains what PNR is and how it works, providing basic terminology and a general
introduction to its context and related policies. It then maps its evolution in three moments. The
first moment addresses the legislation applicable to air bookings and explains the system that
preceded PNR, called Advance Passenger Information (API). The second gives an account of
the international agreements into which the Union has entered with third countries to exchange
PNR data. It also looks at ongoing negotiations and the Commission’s plans to adopt a
multilateral legal tool. The final moment traces the development of a PNR scheme in the
internal market, from the initial dialogues and failed draft to the approval, transposition, and
review of Directive (EU) 2016/681.
Chapter 2 is the first thematic chapter. It argues that the Union went beyond its security
competences, as the Directive goes past its constitutional bases and unduly encroaches upon
national security. In fact, it unveils a tension in EU primary law provisions between the Union’s
conferred powers and national security exceptions which apparently give member states some
discretion to define their policy agendas.
Its first section critically assesses the treaty law bases mentioned in the Directive, showing
how they fail to justify a fully-fledged PNR. The legislation has provisions that do not find a
sufficiently clear connection with those legal bases. The Union legislator also failed to find
support in Article 16 of the Treaty on the Functioning of the EU (TFEU), which aims to protect
individual personal data. The second section builds upon this to contend that the Union was not
7

competent to enact the intra-EU PNR system as it did. It explores the responsibilities of member
states on national security in treaty law, until the Treaty of Lisbon. It then argues that, beyond
its insufficient legal basis, PNR should be regarded as invalid because the issues falling under
it should have been partially regulated by member states’ legislators, mainly in light of the
national security exception that can be found in Article 4(2) of the Treaty on EU (TEU), in fine.
Chapter 3 is the second thematic chapter and is divided into three autonomous, yet
interdependent, parts. This classic topic in security studies is a cornerstone of research about
PNR. Its first part reviews the literature on PNR and fundamental rights. It also appraises the
legislative debates at the EP and comments on the input of member states, as well as supervisory
and advisory bodies. The second looks at the jurisprudence of the CJEU. It lays out the formal
structure that will be used to assess the Directive. This part distills the Court’s decision
regarding Directive 2006/24/EC and its Opinion on the EU-Canada 2014 Agreement. It
unpacks the jurisprudential reasoning, and identifies major criticisms put forward by the Court
regarding privacy, data protection, and the data right to individual notification. This is a stepby-step approach that clarifies the case law, starting with the identification of interferences with
fundamental rights, and ending with proportionality assessments.
The formal structure and substantive inferences of these two parts are then brought together
in the final part of this chapter. The purpose is to scrutinize the PNR Directive in detail. As
such, the arguments used by the literature, MEPs, member states, advisory bodies, and, above
all, the CJEU are combined to criticize it, in a manner similar to what the Court would do
following a reference for a preliminary ruling regarding the validity of PNR.
The key conclusions of both thematic chapters are reiterated in the end. In summary, this
project raises awareness about critical issues that affect a recent and far-reaching piece of
legislation enacted by the EU. It provides an important contribution to studies on PNR, but also
on security, law enforcement, the AFSJ, fundamental rights, conferral, and treaty law. It strives
to be a step towards more sophisticated discussions on PNR, as well as towards rethinking the
intra-EU system and the Union’s security rationale. The concluding remarks also include some
thoughts on the broader lessons that can be distilled from PNR, and its process of approval, for
the Union and EU law.
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Chapter 1.
An aviation story
“For example, it has been often criticized by security practitioners and critical activists alike,
that it is not the lack of citizens’ data, but, reversely, the abundance of such data which poses
a problem. It seems, at least in some cases, that public authorities store far more data than
they can usefully process.”12
Introduction

On 27 April 2016, the Union enacted a Directive on PNR. It was approved together with a data
protection package that changed Europe’s legal regime, 13 headed by the GDPR. Yet, they are
markedly different, not the least in their approach to fundamental rights. There is also a blunt
contrast between the buzz that has surrounded the GDPR and the silence about PNR. 14
This chapter tells the story of PNR. Following a contextual introduction, it explains what it
is, what it does, and locates its place in the security agenda of the Union. The following sections
detail its evolution in EU law, from the agreements with third countries to the intra-EU system.
By explaining this security policy and providing a robust contextual approach, this chapter
prepares the ground for the following analyses. Such a broad and updated study was missing
from the scholarly writing on this topic.
With the growing number of security hazards, there are more and more systems being
developed to process personal data for security purposes. This is happening outside but also
within the Union. This work does not broadly tackle EU security policies. Instead, it focuses
on PNR, which deserves the spotlight.
To tell a comprehensive story of PNR in the Union fills a gap in PNR studies, but also has
the added value of shedding light on the difficulties the EU has faced in relation to this matter.
PNR is diffusing globally. However, it can present serious problems to the constitutional and
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Kolliarakis, 2017: 234.
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016) and a draft proposal of what would later be Regulation (EU) 2018/1725 of the European Parliament and
of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal
data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing
Regulation (EC) 45/2001 and Decision 1247/2002/EC (OJ L 295, 21.11.2018).
14
Bug & Bukow, 2017: 297 and 303.
13
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legal systems of many countries, since PNR is an aggressive policy of criminal justice that relies
on serious interferences with the privacy of individuals.
The external influence of the EU on third countries 15 may help consolidate the spread of
PNR, and the problems it brings. In fact, the issues arising in EU law will likely have relevance
and resonance in other legal systems. This chapter is the first step in this journey, but it also
helps to bear out the claims that will be made in this thesis as the issues explored further in the
following chapters come into focus in the very story of PNR in Europe.

1. Check-in

1.1 A broader context
In June 1999, the European Council met in Cologne to reflect upon chief issues 16 following the
entry into force of the Treaty of Amsterdam. 17 One of those issues was codifying the
fundamental rights protected by the Union in a Charter. 18 This would happen the following
year. On 7 December 2000, in Nice, at another meeting of the European Council, the EP, the
Council, and the Commission proclaimed the CFREU.
For the first time, the Union acquired a specific legal text incorporating political, civil, social,
and economic rights that were already enshrined in other sources, either national, regional, or
international.19 In 2009, with Lisbon, this document gained binding force and the same legal
value as the TEU and the TFEU. 20
The CFREU shows the Union’s commitment to guaranteeing fundamental rights. It is its
“bill of rights.”21 Yet, it protects rights whose scopes often collide. This happens, for example,
with the rights to privacy, data protection, and security. While individuals have the right to see
their private life22 and personal data23 respected, they likewise have the right to be secure. 24 To
ensure citizens are safe, the EU has repeatedly curtailed their privacy and intruded upon the
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Wessel & Blockmans, 2012: 2.
Presidency conclusions of the European Council meeting in Cologne (3-4.6.1999), paragraph 1.
17
Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing the European
Communities and certain related acts (OJ C 340, 10.11.1997).
18
Presidency conclusions of the European Council meeting in Cologne (3-4.6.1999), paragraph 44.
19
Presidency conclusions of the European Council meeting in Nice (7-10.12.2000), paragraph 2.
20
Hartley, 2014: 156.
21
Leczykiewicz, 2019: 131. See also Maduro, 2003: 277.
22
Article 7 CFREU.
23
Article 8 CFREU.
24
Article 6 CFREU.
16
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protected status of their personal data, especially by approving secondary law to counter serious
transnational crime and terrorism, under the ambitions and demands of its AFSJ. 25
These laws and policies are the result of negotiation and compromise, of political and legal
choices that unveil the balance and tension between fundamental rights. Many were approved
in the aftermath of concrete events. For instance, the terrorist events in the early 2000s, like
those in New York, London, and Madrid, were followed by various reactions at EU level, with
the legislator testing the limits of criminal law and the relationship between the constitutional
and legal systems of the member states and the Union.
The result, however, is seldom optimal. While many security policies tend to devote some
attention to privacy and data protection, these rights usually end up crowded out by security
concerns. Besides, there are often insufficient assessments of their outcome, efficacy, and
proportionality. For Valsamis Mitsilegas, the AFSJ has, thus, become a “patchwork of measures
adopted swiftly, without detailed justification or impact assessment and resembling at times
kneejerk reactions or quick fixes to complex issues, while presenting significant challenges to
fundamental rights and the rule of law in Europe.” 26
Many such policies aim at anticipating and preventing further criminal and terrorist acts from
taking place on EU soil. This has been designated by scholars as preventive, or pre-emptive,
justice,27 i.e., the use of state force to deter potential actions that may pose a danger to security. 28
Modern preventive justice relies extensively on profiling operations based on permanently
updated risk criteria drawn from pools of big data. These data are normally collected by private
actors, who are then required to convey them to law enforcement agencies. Pre-emptive justice
techniques raise many questions, and form a heated topic in scholarly writing. They will not be
addressed in detail for now. It suffices to say that, despite such questions, more and more laws
are being approved, at EU and national level, which are shaped as preventive security tools.
The Schengen information system,29 the rules to facilitate access and use of financial and
bank account data,30 or the agreement between the EU and the United States of America (US)
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A relatively innovative tool introduced by the Treaty of Amsterdam (Walker, 2006: 3).
Mitsilegas, 2017: 5.
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De Goede, 2012: 57 ff., also calls it speculative security.
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Mitsilegas, 2017: 6.
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Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November 2018 on the
establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council Decision 2007/533/JHA, and repealing
Regulation (EC) 1986/2006 of the European Parliament and of the Council and Commission
Decision 2010/261/EU (OJ L 312, 7.12.2018).
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Directive (EU) 2019/1153 of the European Parliament and of the Council of 20 June 2019 laying down rules
facilitating the use of financial and other information for the prevention, detection, investigation or prosecution of
certain criminal offences, and repealing Council Decision 2000/642/JHA (OJ L 186, 11.7.2019).
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on the processing and transfer of financial messaging data 31 are recent examples of such
policies. They are based on the retention and processing of troves of personal data and, although
expressing concerns about the privacy and data protection rights of individuals, end up
encroaching upon these rights in favour of tighter security.
This is a growing trend in the AFSJ. All sorts of information can be collected, from biometric
to financial, health, and travel data. PNR is in line with this legislative fashion. It is one of the
most recent technologies applied to travel data, aiming at the prevention, detection, and
countering of cross-border crime and terrorism through the retention and processing of personal
information by law enforcement authorities. The data are extracted from bookings and
reservations made by prospective air passengers who are, for the most part, unaware of the uses
that will be made of their information.
PNR, however, is not the first Union policy to allow national and European agencies, private
and public, to gather travel data. Air travel has been a sphere for testing in the implementation
of new technologies, and the enforcement of legislation that allows police units to monitor EU
citizens and third-country nationals.

1.2 Booking and ticketing
The first electronic ticketing systems appeared in the 1980s.32 The largest Global Distribution
System was created in 1987 by a consortium between Air France, Iberia, Scandinavian Airlines
System, and Lufthansa. It is called Amadeus and includes 95% of all booked airline seats
worldwide,33 making it the leading transaction processor in civil aviation. In 2016, it processed
circa 595 million bookings and boarded 1382 million passengers. It includes air services but
also other travel options, like rail and ferry.
Additional systems have appeared since then and, in 1989, the Council of the European
Communities drafted a code of conduct for reservation technologies. 34 The aim was to
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Council Decision of 13 July 2010 on the conclusion of the Agreement between the European Union and the
United States of America on the processing and transfer of Financial Messaging Data from the European Union
to the United States for the purposes of the Terrorist Finance Tracking Program (OJ L 195, 27.7.2010).
32
Enerstvedt, 2017: 270.
33
Amadeus, 2018.
34
Council Regulation (EEC) 2299/89 of 24 July 1989 on a code of conduct for computerized reservation systems
(OJ L 220, 29.7.1989), last amended by Council Regulation (EC) 323/99 of 29 October 1993 (OJ L 40, 13.2.1999).
See also Commission Regulation (EEC) 2672/88 of 26 July 1988 on the application of Article 85 (3) of the Treaty
to certain categories of agreements between undertakings relating to computer reservation systems for air transport
services (OJ L 239, 30.8.1988), no longer in force, Commission Report on the application of Council Regulation
(EEC) 2299/89 of 24 July 1989 (COM(97) 246 final, 9.7.1997), Recommendation 1/98 of the Article 29 Working
Party, adopted on 28 April 1998, on airline Computerised Reservation Systems (CRS) (XV D/5009/98 final, WP
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harmonize the purchase and use of Computerized Reservation Systems (CRS) 35 for scheduled
air passenger services, and it especially targeted vendors and distributors. This code, repealed
by Regulation (EC) 80/2009,36 kept competition fair and protected consumers.37 The Council
not only sought to prevent anti-competitive behavior and guarantee that customers had access
to impartial data,38 but also to protect flyers regarding the processing of information undertaken
by CRSs.39
Although this Regulation introduced data protection norms, its underlying rationale is purely
commercial. There is no indication that data can be used for non-commercial purposes. It states
that processing, access, and storage serve only booking and the supply of tickets in
transportation services.40 The idea is that information collected by CRSs should only be used
to fulfill the requirements of the contract.41 The drive for the code of conduct and the Regulation
is far from law enforcement.

10), and Working document, adopted on 14 September 2001, on IATA Recommended Practice 1774 ‘Protection
for privacy and transborder data flows of personal data used in international air transport of passengers and of
cargo’ (5032/01/EN/Final, WP 49).
35
According to Article 2(b) of Council Regulation (EEC) 2299/89, these are informatics structures “containing
information about, inter alia, [participating] air carriers’ schedules, availability, fares, and related services.” This
classification applies regardless the possibility of making reservations, or issuing tickets, and accessibility facilities
to subscribers (e.g., travel agencies) or consumers. Similar information is mentioned by European Commission,
2021, where it reads that CRSs “act as technical intermediaries between the airlines and the travel agents
[providing] their subscribers with instantaneous information about the availability of air transport services and the
fares for such services.”
36
Regulation (EC) 80/2009 of the European Parliament and of the Council of 14 January 2009 on a Code of
conduct for computerised reservation systems and repealing Council Regulation (EEC) 2299/89 (OJ L 35,
4.2.2009).
37
Paragraphs 1.6, 1.8, 3.6.1, and 3.6.4 to 3.6.6 of Opinion of the European Economic and Social Committee
[EESC] on the Proposal for a regulation of the European Parliament and of the Council on a Code of conduct for
computerised reservation systems (COM(2007) 709 final — 2007/0243 (COD)) (2008/C 224/12) (OJ C 224,
30.8.2008) already addressed PNR and privacy concerns. The Committee stated, for instance, that a “new
regulation should be introduced whereby all PNRs created by CRS subscribers must be protected by the Codes
Data Privacy articles without exception, including airlines who outsource the hosting of their PNR databases to
CRS providers, as well as travel agencies, tour operators, corporations and any other source of booking connected
to the CRS” (paragraph 3.6.6).
38
Recital 4 of Regulation (EC) 80/2009.
39
Recital 21 of Regulation (EC) 80/2009.
40
Article 11 of Regulation (EC) 80/2009.
41
Article 11(2) of Regulation (EC) 80/2009. This could lead to some tension between this legislation and the PNR
Directive. The former’s Article 11(1) refers to “[p]ersonal data collected in the course of the activities of a CRS.”
It does not specify who collects them. Naturally, it is system vendors, air carriers, and other lawfully-interested
parties, like travel agencies (subscribers), who do this. This means that data processing is, under this legislation,
protected from uses that are incompatible with commercial operations, like security purposes. In Directive (EU)
2016/681, however, carriers are expected to transfer that same data to member states for processing (Article 6(1))
for “the purposes of preventing, detecting, investigating and prosecuting terrorist offences and serious crime”
(Article 1(2)). It seems the protection provided in 2009 has been tacitly overridden in 2016, with respect to carriers.
Only other entities remain unaffected, like system vendors who have to store identifiable bookings offline “within
seventy-two hours of the completion of the last element in the individual booking and [destroy them] within three
years [with access] allowed only for billing-dispute reasons” (Article 11(4) of Regulation (EC) 80/2009).
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1.3 Transferring basic personal data

The first policy based on having air carriers hand passenger data to the police appeared in 2004.
Council Directive 2004/82/EC42 instructs member states 43 to oblige airlines to transfer data
whenever this is requested by border authorities.44 These data are called API and consist of five
items related to the itinerary and four concerning the passenger, namely their travel document
information, nationality, names, and date of birth.
This legislation aims to monitor frontiers and to combat unlawful migration.45 The purposes
and scope of data processing operations under this policy differ significantly from those
developed in 2016 under the PNR Directive. The data are stored, for instance, only
temporarily.46 They can be retained only up to 24 hours after the person crosses EU borders
(i.e., after transmission takes place), unless they are needed for statutory functions and, even
then, only in accordance with the conditions set out in the GDPR.47 Member states must take
appropriate action to compel carriers to erase any personal information they have obtained
within 24 hours after arrival. 48 Furthermore, API systems require the collection of nine items
of data. PNR requires the collection of 19.
Already in 2003, the Commission tabled the bases for future EU action on PNR, while
clarifying the differences between API and PNR. 49 The Commission stressed that API strictly
concerns the biometric data present in the machine-readable areas of passports and other
identification documents. Plus, only in-bound flights are to be monitored and the use of such
information is to be exceptional.50 On the contrary, PNR makes the use of data the rule rather
than the exception.

42

Council Directive 2004/82/EC of 29 April 2004 on the obligation of carriers to communicate passenger data (OJ
L 261, 6.8.2004).
43
This follows the guidelines specified in Opinion 9/2006 of the Article 29 Working Party, adopted on 27
September 2006, on the implementation of Directive 2004/82/EC of the Council on the obligation of carriers to
communicate advance passenger data (1613/06/EN, WP 127).
44
This was a Spanish initiative in the aftermath of the 2004 terrorist attacks in Madrid and, according to its recital
(13), builds upon Schengen.
45
Articles 1 and 6(1) of Council Directive 2004/82/EC.
46
Article 6(1), 1st paragraph, of Council Directive 2004/82/EC.
47
Article 6(1), 2nd paragraph, of Council Directive 2004/82/EC.
48
Article 6(1), 3rd paragraph, of Council Directive 2004/82/EC.
49
Communication from the Commission to the Council and the Parliament on the transfer of air Passenger Name
Record (PNR) data: A global EU approach (COM(2003) 826 final, 16.12.2003). This would be later developed by
Communication from the Commission on the global approach to transfers of Passenger Name Record (PNR) data
to third countries (COM(2010) 492 final, 21.9.2010).
50
Communication (COM(2010) 492 final, 21.9.2010), 3.
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API is an identity authentication tool, while PNR serves criminal intelligence. 51 PNR
schemes make risk assessments to target and identify unknown persons, i.e., individuals who
may be of concern to police agents but have been previously unidentified. It tries to link
personal elements with serious crimes, as well as to compare data entries in order to identify
connections and associations between potential suspects. 52 PNR does not regulate movements
at EU borders but, instead, co-exists with rules on entry and exit. 53

2. Working definitions
PNR has been used for more than 50 years by border authorities worldwide. 54 Collecting data
from passengers by carriers is an obligation foreseen in the Convention on Civil Aviation, 55
also known as the Chicago Convention. 56 Data are used to identify and trace natural persons,57
ranging from physical and observable traces, like age, gender, or height, to other types of
information, such as names, addresses, or bank details.58 The purposes of processing them are
widening as they can provide important details that would, otherwise, be difficult to find.
PNR refers, in particular, to personal data collected in the context of transportation. It
consists of unverified information transmitted in bulk and provided by prospective passengers
during reservation and check-in. These records are examples of big data.
This project looks only at air carriage, so PNR here means the data of air travelers. They are
collected by carriers and non-carrier economic operators, being stored in receipts 59 which can
51

Communication (COM(2010) 492 final, 21.9.2010), 4.
Ibidem.
53
Commission staff working paper ‘Impact Assessment’ (SEC(2011) 132 final, 2.2.2011), 13.
54
It first appeared in 1964, when International Business Machines and North-American airlines developed an
electronic mechanism that would replace manual reservation and the repartition of fares (Han, et al., 2017: 1048
and 1049).
55
Lord, 2019: 261.
56
Convention on International Civil Aviation (adopted 7 December 1944, entered into force 4 April 1947) 15
UNTS 295 (7300/9).
57
Which means that data to be collected in PNR schemes fall under the scope EU data protection laws, namely
Article 4, 1st paragraph, of Regulation (EU) 2016/679, previously Article 2 of Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (OJ L 281, 23.11.1995). Until the former’s approval,
carriers collected and processed PNR under this Directive and the external agreements. See also Article 2(a) of the
Convention of the Council of Europe for the protection of individuals with regard to automatic processing of
personal data (European Treaty Series 108, 28.1.1981).
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Their broad scope may present serious concerns regarding the guarantees aiming at protecting data. Some
carriers, for instance, can store them for up to 40 years, according to Commission staff working paper (SEC(2011)
132 final, 2.2.2011), 34.
59
They are usually not entirely filled as they are limited to what is provided in the reservation process. This means
that certain slots are usually left empty, like baggage and billing details, or frequent flyer data. The model of these
receipts has been standardized by the International Air Transport Association (IATA), which helps carriers,
governments, and interested parties in designing and implementing PNR systems, according to Opinion on the
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be saved in different databases, from departure control systems to frequent flyer programs. With
the approval of the PNR Directive, that data must then be transferred to PIUs,60 who are law
enforcement entities specifically designated for processing and storing such information. 61
PIUs can be created anew, or designated from existing bodies, but must be authorities which,
under member state law, are competent to prevent, detect, investigate, and prosecute terrorist
offenses and serious crime. They can later provide the collected data to other competent
authorities, whenever requested, for further examination or other action.62
The Council of Europe (CoE) recognized the need to regulate the use of personal data by
law enforcement as early as 1987, 63 facing its growing use.64 Such use originally targeted only
certain flights, and processing was manual.65 Data were handled exclusively by the police, or
judicial authorities. However, nowadays, this has become a common security practice based on
sophisticated automatic transfers. 66 This trend was accentuated in the aftermath of the 9/11
events and following debates on the need to effectively fight and prevent terrorism and serious
crime of a transnational nature. It also shows that security is increasingly the result of
cooperation between public and private actors.

data protection implications of the processing of Passenger Name Records of the Consultative Committee of the
Convention for the protection of individuals with regard to automatic processing of personal data (TPD(2016)18rev, 19.8.2016), 3. On this matter, see also Opinion 10/2004 of the Article 29 Working Party, adopted
on 25 November 2004, on more harmonised information provisions (11987/04/EN, WP 100), namely its examples
of notices in the Appendixes.
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European Parliament and of the Council of 14 November 2018 on the European Union Agency for the Operational
Management of Large-Scale IT Systems in the Area of Freedom, Security and Justice (eu-LISA), and amending
Regulation (EC) 1987/2006 and Council Decision 2007/533/JHA and repealing Regulation (EU) 1077/2011 (OJ
L 295, 21.11.2018), member states may request its assistance as “a technical support tool to facilitate connectivity
with air carriers...In such a case the Agency shall centrally collect the data from air carriers and transmit those data
to the Member States via the common component or router.”
61
Articles 4 ff. of Directive (EU) 2016/681.
62
Article 7(1) of Directive (EU) 2016/681.
63
Especially to balance the “interests of society in the prevention and suppression of criminal offences and the
maintenance of public order...and the interests of the individual and his right to privacy,” according to the preamble
of Recommendation of the Committee of Ministers to member states regulating the use of personal data in the
police sector (R(87) 15, 17.9.1987). It comes after an update to Convention 108, following a 2011 public
consultation promoted by the Bureau of the Consultative Committee, and Recommendation of the Committee of
Ministers to member states on the protection of individuals with regard to automatic processing of personal data
in the context of profiling (CM/Rec(2010) 13, 23.11.2010).
64
Due to the “explosion in the number of computers, an increase in their computing power, a reduction in their
cost, and their increased availability in the home, within enterprises and within public administrations.” Legislation
in the 1970s suddenly became inadequate to the capacity to collect, process, and share data of the new decentralized
computer systems. Using such equipment with telecommunications permitted a quick availability of “telematic
services which gradually began to pose their own problems,” in the words of the Study ‘New technologies: a
challenge to privacy protection?’ prepared by the Committee of experts on data protection under the authority of
the European Committee on Legal Co-operation (1989).
65
Communication (COM(2010) 492 final, 21.9.2010), 4.
66
Ibidem.
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3. Flying abroad
PNR suits civil aviation, not the least as carriers gather data systematically. 67 While some
member states had been using it, or were planning to implement it, for quite some time, 68 it first
appeared in EU law through external agreements with third countries.
The first agreement was struck with the US. This was followed by accords with Canada and
Australia. All of them have been reviewed by various actors, often more than once. In 2010,
the Commission tabled a common global approach to PNR agreements, and there are ongoing
negotiations with other third countries.

3.1 United States of America
The 9/11 terrorist events transformed many countries’ political attitudes on security. The US
quickly started reforming its surveillance apparatus on air transportation.69 Since then, and
under section 122.49b of the Code of Federal Regulations, together with the Aviation and

67

European Commission, 2011: 5.
According to Enerstvedt, 2017: 271, the United Kingdom has a PNR scheme since 2004. In 2011, it was the
only member state with a fully-functioning system in place, while Belgium, Denmark, France, Spain, and Sweden
were developing, or testing, their own programs (European Parliamentary Research Service, 2015: 7). This was
made possible mostly through the funding of 14 national programs under Council Decision of 12 February 2007
establishing for the period 2007 to 2013, as part of General Programme on security and safeguarding liberties, the
Specific Programme ‘Prevention of and fight against crime’ (2007/125/JHA) (OJ L 58, 24.2.2007).
69
A first PNR scheme was introduced immediately in November 2001. It became a concern to the EU in terms of
guaranteeing the security of its citizens’ data, expressed in European Parliament Resolution of 13 March 2003 on
transfer of personal data by airlines in the case of transatlantic flights (P5_TA(2003)0097) (OJ C 61 E, 10.3.2004).
It says that the terrorist attacks led the US to a “root-and-branch overhaul of its legislation with a view to tightening
internal security” (recital A), namely through the approval of Aviation and Transportation Security Act, Pub. L.
107-71, 115 Stat. 597 (2001) and Enhanced Border Security and Visa Entry Reform Act (EBSV), Pub. L. 107-73,
116 Stat. 543 (2002). The main problem was that the US Administration started requiring carriers to supply only
the Passenger Manifest Information (a document with cabin and crew basic identification elements) but,
subsequently, began to demand, “under threat of severe penalties, direct access to computerised reservation
systems and, in particular, to [PNR], which [could] be linked up not only with identification data but with other
information of the most various kinds...including sensitive information as defined in Article 8 Directive 95/46/EC”
(recital B). The EP reproached the Commission’s actions regarding data protection norms — as “reservation
system databases may become de facto ‘data-mining’ territory for the US Administration” (recital C) under these
changes — and the protection of airlines, “which [were] caught between a rock (if they follow[ed] Community
law, they [were] liable to US sanctions) and a hard place (if they [gave] in to the US authorities’ demands, they
[fell] foul of the data protection authorities)” (2nd paragraph). See also European Parliament Resolution of 9
October 2003 on transfer of personal data by airlines in the case of transatlantic flights: state of negotiations with
the USA (P5_TA(2003)0429) (OJ C 81 E, 31.3.2004), where the EP stressed its dissatisfaction with some issues
regarding data protection safeguards presented by the US throughout the negotiations for a bilateral agreement,
and Opinion 6/2002 of the Article 29 Working Party, adopted on 24 October 2002, on transmission of Passenger
Manifest Information and other data from Airlines to the United States (11647/02/EN, WP 66). Some of the
commentaries found in the latter, such as those on the necessity and justification of PNR transfers, would later be
stressed in Working document of the Article 29 Working Party, adopted on 25 November 2005, on a common
interpretation of Article 26(1) of Directive 95/46/EC of 24 October 1995 (2093/05/E, WP 114), 13 and 14.
68
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Transportation Security Act and Article 44909(c)(3) of the US Code, air companies operating
flights that depart, land, or fly over US territory with a foreign origin or destination must
transfer their passengers’ PNR to the Customs and Border Protection of the Department of
Homeland Security (DHS). The data are collected from the reservation systems of carriers and
transferred before departure. They are then processed by DHS agents to determine which
passengers need to be subject to additional inspection and control measures, or detained in the
course of criminal investigations.
European air companies had to comply with these measures under threat of losing landing
rights, or accepting heavy economic sanctions. Even though compliance with this obligation
violated data protection norms present in Directive 95/46/EC,70 most airlines chose to break
EU law rather than to suffer direct economic disadvantages. They were “caught between a rock
and a hard place,”71 until the negotiations between the Commission and the US led the former
to desist from law enforcement actions against carriers that complied with American standards
while it assessed the adequacy of US data protection norms. On the other hand, American
authorities decided not to enforce their PNR legislation until 5 March 2003.
In the first customs talks between the EU and the US, it was agreed that the parties would
strive for a mutually acceptable 72 bilateral agreement, under the conditions of Article 25(6) of
Directive 95/46/EC. Even so, the Commission insisted on a multilateral agreement under the
umbrella of the International Civil Aviation Organization (ICAO).73
In 2003, the Commission emphasized that the relationship with the US should be based on
a balanced and tenable compromise. 74 It had to aim at the prevention of terrorism and
transnational crime, respect privacy and other fundamental rights, demand a reasonable cost
from carriers, and be convenient and secure for travelers. The Commission wanted an adequacy
decision75 supplemented by a “«light» bilateral international agreement” 76 and mechanisms to
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Not least because the US did not present an adequate level of protection while processing such data, as required
by its Article 25. In this regard, the US Transport Security Administration conducted tests in 2004 and 2005 which
revealed its contractors did not collect, process, or store data according to the Privacy Act, Pub. L. 93-579, 88 Stat.
1896 (1974).
71
An expression used by a representative of Lufthansa in an interview promoted by europarltv.eu to Timothy
Kirkhope, MEP and rapporteur of the EP’s Committee on Civil Liberties, Justice and Home Affairs responsible
for drafting the PNR Directive, to illustrate the difficult position of airlines at the time.
72
Joint Statement ‘European Commission/US customs talks on PNR transmission’ (2003), paragraph 7.
73
Idem, paragraph 8.
74
Communication (COM(2003) 826 final, 16.12.2003), 4.
75
Assisted by Opinion 4/2003 of the Article 29 Working Party, adopted on 13 June 2003, on the level of protection
ensured in the US for the transfer of passengers’ data (11070/03/EN, WP 78).
76
Communication (COM(2003) 826 final, 16.12.2003), 4.
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inform passengers in a comprehensive, precise, and timely manner. Plus, it insisted on the use
of the push method77 regarding data transfers.78
The EU and the US signed a first PNR Agreement in 2004.79 It was a short text referring to
legislation and documents stemming from the discussions between the contracting parties. The
terms and limits of data transfers, for instance, were not included, as they were defined in the
Undertakings issued by the DHS.80 They would serve as the basis for an adequacy decision
subsequently issued by the Commission. 81 Only in the following agreements would a specific
provision be introduced to certify that the DHS presented sufficient data protection guarantees.
The Agreement ensured that carriers located in the Union, operating flights to and from the
US, would process PNR present in their CRSs as defined by the DHS. The DHS would access
their databases through the pull method until new technology enabled the adoption of the push
method. Data were to be treated without negative discrimination and in compliance with US
statutory and constitutional standards. 82
Though it was reviewed in September 2005, 83 the CJEU invalidated84 the Commission’s
adequacy decision of 14 May 2004 and the Council’s decision of 17 May 2004 to conclude the
The pull method consists in law enforcement having direct access to carriers’ databases to withdraw information.
The push method, on the contrary, obliges law enforcement agents to ask airlines for data, who then transmit the
records. The latter, however, does not mean the transmission of data is fully left at the discretion of air carriers.
Unlawful noncompliance may result in severe penalties and there are legal criteria compelling carriers to transfer
the information. In the case of the EU-US agreements, for example, the transfer decision rests upon the DHS,
according to US law, and regardless the method used.
78
Communication (COM(2003) 826 final, 16.12.2003), 5 and 8.
79
Agreement between the European Community and the United States of America on the processing and transfer
of PNR data by air carriers to the United States Department of Homeland Security, Bureau of Customs and Border
Protection attached to the Council Decision of 17 May 2004 (2004/496/EC) (OJ L 183, 20.5.2004).
80
Undertakings of the Department of Homeland Security Bureau of Customs and Border Protection, United States
Federal Register, volume 69, number 131, 41543 ff.
81
Commission Decision of 14 May 2004 on the adequate protection of personal data contained in the Passenger
Name Record of air passengers transferred to the United States’ Bureau of Customs and Border Protection
(2004/535/EC) (OJ L 235, 6.7.2004). It followed the critical European Parliament Resolution of 31 March 2004
on the draft Commission decision noting the adequate level of protection provided for personal data contained in
the Passenger Name Records (PNRs) transferred to the US Bureau of Customs and Border Protection
(2004/2011(INI)) (P5_TA(2004)0245) (OJ C 103 E, 29.4.2004). Both documents were informed by Opinion
2/2004 of the Article 29 Working Party, adopted on 29 January 2004, on the adequate protection of personal data
contained in the PNR of air passengers to be transferred to the United States’ Bureau of Customs and Border
Protection (US CBP) (10019/04/EN, WP 87).
82
Agreement (OJ L 183, 20.5.2004), paragraph 4.
83
Commission staff working paper (SEC(2011) 132 final, 2.2.2011), 5.
84
The Article 29 Working Party had already alerted the Commission that it had only partially respected its previous
opinions when it enacted that adequacy decision and that the EP could summon the CJEU to review it, as well as
the Agreement, for potential violations of fundamental rights. This can be found in Opinion 6/2004, adopted on
22 June 2004, on the implementation of the Commission decision of 14-V-2004 on the adequate protection of
personal data contained in the Passenger Name Records of air passengers transferred to the United States’ Bureau
of Customs and Border Protection, and of the Agreement between the European Community and the United States
of America on the processing and transfer of PNR data by air carriers to the United States Department of Homeland
Security, Bureau of Customs and Border Protection (11221/04/EN, WP 95), 2. It issued a second opinion a few
months later, namely Opinion 8/2004, adopted on 30 September 2004, on the information for passengers
77
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Agreement.85 As such, the 2004 Agreement was replaced by a provisional text in 2006. 86 It
expired on 31 July 2007 and was substituted by a follow-up Agreement87 with a structure and
content similar to its predecessors.88 Moreover, 1 January 2008 was set as the deadline to
change transfer procedures from the pull to the push method for all carriers who managed to
implement the necessary technical means.
This Agreement was accompanied by a letter 89 from Michael Chertoff, Secretary of
Homeland Security, to Luís Amado, President of the Council, explaining how the DHS handled
and stored PNR. It did not expressly revoke the 2004 Undertakings but it gave a detailed
account of the functioning of the system and American standards.
concerning the transfer of PNR data on flights between the European Union and the United States of America
(11733/04/EN, WP 97).
85
See joined cases C-317/04, European Parliament v Council of the European Union, and C-318/04, European
Parliament v Commission of the European Communities, 30 May 2006 (ECLI:EU:C:2006:346), paragraphs 67 to
69. The Article 29 Working Party quickly issued Opinion 5/2006, adopted on 14 June 2006, on the ruling by the
European Court of Justice of 30 May 2006 in Joined Cases C-317/04 and C-318/04 on the transmission of
Passenger Name Records to the United States (1015/06/EN, WP 122) stressing the importance that a new deal be
drafted as soon as possible to “avoid a legal gap...for the transfer of passenger data and to ensure that the rights
and freedoms of passengers continue to be protected” (2). An emergency backup was developed a few months
later, in Opinion 7/2006, adopted on 27 September 2006, on the ruling by the European Court of Justice of 30 May
2006 in Joined Cases C-317/04 and C-318/04 on the transmission of Passenger Name Records to the United States
and the urgent need for a new agreement (1612/06/EN, WP 124).
86
Agreement between the European Union and the United States of America on the processing and transfer of
passenger name record (PNR) data by air carriers to the United States Department of Homeland Security attached
to the Council Decision of 16 October 2006 (2006/729/CFSP/JHA) (OJ L 298, 27.10.2006). As usual, it came
after an analysis from the EP, namely European Parliament Recommendation to the Council of 7 September 2006
on the negotiations for an agreement with the United States of America on the use of passenger name records
(PNR) data to prevent and combat terrorism and transnational crime, including organised crime (2006/2193(INI))
(P6_TA(2006)0354) (OJ C 305 E, 14.12.2006). The EP was not as critical as it had been in Resolution (OJ C 103
E, 29.4.2004). Still, it insisted on certain aspects that had been mentioned two years earlier and that it deemed not
to have been satisfactorily addressed, such as the need to extend the protection of personal data that was enjoyed
by US passengers to EU citizens, or the appeal for caution on the establishment of an indirect EU PNR scheme on
US soil due to the considerable amount of processed data that could be transferred from US authorities to law
enforcement units operating in the member states outside proper criminal investigations and judicial cooperation
schemes. See also Opinion 2/2007 of the Article 29 Working Party, adopted on 15 February 2007, on information
to passengers about transfer of PNR data to US authorities (XXXX/07/EN, WP132).
87
Agreement between the European Union and the United States of America on the processing and transfer of
Passenger Name Record (PNR) data by air carriers to the United States Department of Homeland Security (DHS)
(2007 PNR Agreement) attached to the Council Decision of 23 July 2007 (2007/551/CFSP/JHA) (OJ L 204,
4.8.2007). This Agreement was informed by European Parliament Resolutions of 14 February 2007 on SWIFT,
the PNR agreement and the transatlantic dialogue on these issues (P6_TA(2007)0039) (OJ C 287 E, 29.11.2007)
and of 12 July 2007 on the PNR agreement with the United States of America (P6_TA(2007)0347) (OJ C 175E,
10.7.2008). It was also reviewed by the Article 29 Working Party, which published Opinion 5/2007, adopted on
17 August 2007, on the follow-up agreement between the European Union and the United States of America on
the processing and transfer of passenger name record (PNR) data by air carriers to the United States Department
of Homeland Security concluded in July 2007 (01646/07/EN, WP 138).
88
Both the US and the Australian agreements tend to be provisional, as was noted on Communication from the
Commission to the European Parliament and the Council ‘Overview of information management in the area of
freedom, security and justice’ (COM(2010) 385 final, 20.7.2010), 17.
89
Letter to the Council Presidency and the Commission from the Department of Homeland Security (DHS) of the
United States of America, concerning the interpretation of certain provisions of the undertakings issued by DHS
on 11 May 2004 in connection with the transfer by air carriers of passenger name record (PNR) data (OJ C 259,
27.10.2006).
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The agreements have been subject to different reviews.90 The 2007 Agreement was reviewed
in 2010 by the Commission with the input and assistance of authorities from the member states
and the US,91 following an informal meeting at Toledo which culminated in a joint declaration
on aviation security.92 This renegotiation was also due to the entry into force of the amendments
of the Treaty of Lisbon.
A new Agreement was put forward in 2012, acknowledging previous arrangements, joint
reviews, and even input from the European Data Protection Supervisor (EDPS).93 This was
more extensive, comprising 27 provisions. A reciprocity clause was added, but specified only
that the Agreement should be modified to guarantee complete reciprocity 94 if an EU PNR
system were to be implemented in the meanwhile. As before, this was a provisional text
providing for periodic joint reviews95 and which should expire seven years after its entry into
force,96 if the parties did not renew it.97
The results of the latest joint review were published in 2017. It took place in July 2015, in
Washington, D.C., following recommendations from 2013, which were implemented, or are in
the course of being implemented. One of the more telling changes concerned fully applying the
push method to data transfers, 98 with the DHS assisting air carriers on a technical level. Redress
mechanisms were also modified for transparency reasons.
Despite the EU finding that the DHS was broadly compliant with the Agreement, it still
issued some recommendations. The number of accesses to PNR data without a nexus with the
US increased between 2013 and 2015 with no obvious cause. The Commission suggested this
fact should be documented and form the basis for further study. It also stressed the need to
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Despite their provisional nature, only the Canadian and Australian agreements have sunset clauses (Commission
(COM(2010) 385 final, 20.7.2010), 24).
91
And after European Parliament Resolution of 5 May 2010 on the launch of negotiations for Passenger Name
Record (PNR) agreements with the United States, Australia and Canada (P7_TA(2010)0144) (OJ C 81E,
15.3.2011).
92
US Department of Homeland Security, 2010. In the section on information sharing, the parties stated that they
should find ways to improve cooperation amidst all agents involved in aviation based on previous agreements and
joint reviews.
93
Agreement between the United States of America and the European Union on the use and transfer of passenger
name records to the United States Department of Homeland Security attached to the Council Decision of 26 April
2012 (OJ L 215, 11.8.2012). See also Opinion of the EDPS on the proposal for a Council Decision on the
conclusion of the Agreement between the United States of America and the European Union on the use and transfer
of Passenger Name Records to the United States Department of Homeland Security (OJ C 35, 9.2.2012).
94
Article 20 of Agreement (OJ L 215, 11.8.2012).
95
Article 23 of Agreement (OJ L 215, 11.8.2012).
96
Article 26(1) of Agreement (OJ L 215, 11.8.2012).
97
Article 26(2) of Agreement (OJ L 215, 11.8.2012).
98
Report from the Commission to the European Parliament and the Council on the joint review of the
implementation of the Agreement between the European Union and the United States of America on the processing
and transfer of passenger name records to the United States Department of Homeland Security {SWD(2017) 14
final} {SWD(2017) 20 final} (COM(2017) 29 final, 19.1.2017), 3.
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restrict and control the number of agents with access rights. The codes to access sensitive data,
mechanisms to anonymize data, and response times for dealing with passenger requests were
also targeted and recommended for review. Finally, the Commission suggested that more
details should be publicly provided to passengers by the DHS regarding the processing of data.

3.2 Canada

On 7 March 2005, the Council of the EU authorized the Commission to negotiate an agreement
with Canada on the transfer and processing of API and PNR data.99 This came in the aftermath
of legislation empowering the Canada Border Services Agency (CBSA) to collect data from
passengers flying to its territory from international destinations. It was a similar case to the
hardening of security regulations by the US after 9/11.
Nonetheless, the obligation to feed authorities with PNR data was phased in by the CSBA100
from March 2003 to September 2004. Economic sanctions for noncompliance were tabled only
in February 2005 and the EU benefited from an extended derogation until July. This allowed
authorities to reach an understanding regarding possible international agreements. In any case,
there seemed to be a sense of urgency from the EU in drafting the proposal. 101 The Commission
even said it represented the easiest, fastest, and most effective way to provide a legally adequate
resolution.102
The main concern was, again, that privacy and data protection safeguards were lower in
Canadian than in European legislation. Hence, the Commission started working on a proposal,
based on a 2003 Communication 103 and the expertise drawn from negotiations with the US.
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Following Opinion 1/2005 of the Article 29 Working Party, adopted on 19 January 2005, on the level of
protection ensured in Canada for the transmission of Passenger Name Record and Advance Passenger Information
from airlines (1112/05/EN, WP 103) and Opinion of the European Data Protection Supervisor, adopted on 15 June
2005, on the proposal for a Council Decision on the conclusion of an agreement between the European Community
and the Government of Canada on the processing of Advance Passenger Information (API) / Passenger Name
Record (PNR) data (OJ C 218, 6.9.2005).
100
Explanatory memorandum of the Proposal for a Council Decision on the conclusion of an Agreement between
the European Community and the Government of Canada on the processing of Advance Passenger Information
(API)/Passenger Name Record (PNR) data (COM(2005) 200 final, 2005/0095 (CNS), 19.05.2005), 2.
101
This had also happened with the first EU-US Agreement. The Council sent two letters to the EP, dated 25
March and 28 April 2004, stressing the urgency to produce an opinion as “the fight against terrorism, which
justifies the proposed measures, is a key priority of the European Union. Air carriers and passengers are at present
in a situation of uncertainty which urgently needs to be remedied. In addition, it is essential to protect the financial
interests of the parties concerned,” according to Opinion of AG Philippe Léger, delivered on 22 November 2005
(ECLI:EU:C:2005:710), paragraphs 8 and 11. Curiously, the EP rejected both requests.
102
On such basis, the Commission argued it complied with the principle of proportionality (Explanatory
memorandum of Proposal (COM(2005) 200 final, 2005/0095 (CNS), 19.05.2005), 3 and 4).
103
Communication (COM(2003) 826 final, 16.12.2003).
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Canada committed to strengthening data protection norms, and the draft was based on previous
adequacy decisions. 104
The Council of the EU approved the outline attached to the Commission’s proposal, despite
a negative opinion from the EP. 105 It recognized that the negotiations had struck a reasonable
compromise between freedom and security, 106 from a procedural standpoint. The guarantees
and binding clauses, however, did not appear sufficiently explicit in the text. 107 As such, it did
not sanction the negotiations and instructed the Council to wait until the CJEU had delivered a
decision in joined cases C-317/04 and C-318/04.
The Agreement entered into force on 22 March 2006,108 notwithstanding the efforts of the
EP. Its Article 8 and Annex III opened the floor for joint reviews on its implementation to take
place on an annual basis, or as agreed between the parties. 109
It was, indeed, jointly reviewed in November 2008 and the CBSA was found to apply its
commitments to a substantial degree. 110 Although the supporting adequacy decision expired in
September 2009, Canadian authorities maintained high data protection standards until a new
agreement was negotiated. A renegotiation would be tabled in 2010, under request of the EP,111
following the entry into force of the Treaty of Lisbon.
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Commission Decision of 20 December 2001 pursuant to Directive 95/46/EC of the European Parliament and
of the Council on the adequate protection of personal data provided by the Canadian Personal Information
Protection and Electronic Documents Act (2002/2/EC) (OJ L 2, 4.1.2002) based on that Canadian regulation (SC
2000, c. 5). See also Opinion 2/2001 of the Article 29 Working Party, adopted on 26 January 2001, on the adequacy
of the Canadian Personal Information and Electronic Documents Act (5109/00/EN, WP 39). That adequacy
decision would later be replaced by Commission Decision of 6 September 2005 on the adequate protection of
personal data contained in the Passenger Name Record of air passengers transferred to the Canada Border Services
Agency (2006/253/EC) (OJ L 91, 29.3.2006), based on section 107.1 of Customs Act, RSC 1985, c. 1 (2nd Supp.),
Access to Information Act, RSC 1985, c. A-1, Privacy Act, RSC 1985, c. P-21, and paragraph 148(d) of
Immigration and Refugee Protection Act, SC 2001, c. 27. As before, the Article 29 Working Party was consulted
and issued Opinion 3/2004, adopted on 11 February 2004, on the level of protection ensured in Canada for the
transmission of Passenger Name Records and Advanced Passenger Information from airlines (10037/04/EN, WP
88).
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European Parliament Legislative Resolution of 7 July 2005 on the proposal for a Council decision on the
conclusion of an Agreement between the European Community and the Government of Canada on the processing
of Advance Passenger Information (API)/Passenger Name Record (PNR) data (COM(2005)0200 – C6-0184/2005
– 2005/0095(CNS)) (P6_TA(2005)0294) (OJ C 157E, 6.7.2006).
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Idem, recital (A), first item.
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Idem, recital (A), second item.
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Agreement between the European Community and the Government of Canada on the processing of Advance
Passenger Information and Passenger Name Record data (OJ L 82, 21.3.2006).
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Unlike the EU-US Agreement, this one foresaw a Joint Committee to accompany the implementation of
procedures and address any issues, or disputes, that might arise afterwards (Article 6).
110
Explanatory memorandum of the Recommendation for a Council Decision authorising the opening of
negotiations on an Agreement between the European Union and Canada for the transfer and use of Passenger
Name Record (PNR) data to prevent and combat terrorism and other serious transnational crime (COM(2017) 605
final, 18.10.2017).
111
European Parliament Resolution (OJ C 81E, 15.3.2011).
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The Commission forwarded a recommendation to the Council allowing for these
renegotiations in September. The EP authorized them112 and, in December, the Council agreed
to undertake them. They only took place, nevertheless, in May 2013.113
The new text was signed in June 2014, with an expected duration of seven years. 114 It was
submitted for the approval of the Council and the EP. On 25 November 2014, the latter
requested115 an Opinion from the CJEU to inquire about the text’s compatibility with the treaties
and the CFREU. On 26 July 2017,116 the Court issued its first decision on the conformity of an
international agreement with the CFREU. 117 The Agreement was found to be incompatible with
EU primary law. It directly conflicted with Articles 7, 8, 21, and 52(1) CFREU.
Just like a legislator outlining and revising a legal document, 118 the Court listed the
adjustments it thought necessary to make the Agreement lawful. Passengers should be clearly
informed about which data were to be transferred to Canada, for instance. Plus, the use of data
by the CBSA should be strictly limited, subject to a prior review by judicial or other
independent bodies, and only serve to fight terrorism and serious international crime. The Court
also deemed it inappropriate that PNR could be further transferred to other third countries
without an adequacy decision from the Commission.119
After this decision, the CBSA expressed its will to renegotiate the Agreement, and the
Commission recommended that the Council issue a decision to reopen negotiations. 120 The idea
was to modify the text according to the instructions of the CJEU. 121 Discussions between the
EU and Canada were concluded at the beginning of 2019. Until the writing of this text, Canada
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European Parliament Resolution of 11 November 2010 on the global approach to transfers of passenger name
record (PNR) data to third countries, and on the recommendations from the Commission to the Council to authorise
the opening of negotiations between the European Union and Australia, Canada and the US under the EU external
strategy on Passenger Name Record (PNR) (P7_TA(2010)0397) (OJ C 74E, 13.3.2012).
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According to Proposal for a Council Decision on the signature of the Agreement between Canada and the
European Union on the transfer and processing of Passenger Name Record data 2013/0251 (NLE) (COM(2013)
529 final, 18.7.2013). This proposal would later be sent to the EDPS, which would issue an Opinion on the
proposals for Council decisions on the conclusion and the signature of the agreement between Canada and the
European Union on the transfer and processing of passenger name record data (OJ C 51, 22.2.2014).
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Article 28(1) of Agreement (12657/5/13 REV 5, 23.6.2014). Its number 2 foresaw its automatic renewal for a
subsequent term of seven years, unless otherwise decided by the parties.
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European Parliament Resolution of 25 November 2014 on seeking an opinion from the Court of Justice on the
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processing of Passenger Name Record data (2014/2966(RSP)) (P8_TA(2014)0058) (OJ C 289, 9.8.2016).
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Following Opinion of AG Paolo Mengozzi, delivered on 8 September 2016 (ECLI:EU:C:2016:656).
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Kuner, 2018: 858.
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Vedaschi & Graziani, 2018.
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Opinion 1/15, paragraph 232.
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Based on Article 218 TFEU.
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This was highlighted also in Annex 1 to Recommendation (COM(2017) 605 final, 18.10.2017), which
contained the directives for the renegotiation. Another key point was to include “all the safeguards required in
order for it to be compatible with Articles 7, 8, 21 and 52 (1)” CFREU.
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was reviewing the legal aspects of the new draft, which should ensure the confidentiality and
security of data.122

3.3 Australia

Before concluding an agreement with the EU, Australia already required providers of
international air services to transmit the PNR they collected to the Australian Customs and
Border Protection Service. 123 The Council authorized the Presidency and the Commission to
begin negotiations in February 2008. 124 After a meeting that approved a general approach, a
provisional Agreement was signed on 30 June. 125 It was binding to all member states, except
those who had first to adapt their legal regimes. 126
The Agreement was somewhat different from those struck with the US and Canada. It came
with a long Annex in which the parties developed important aspects, such as rules on disclosure
and data protection. It included a clause about joint reviews, 127 though the parties were free to
determine most of their details. The first review was supposed to take place after four years, 128
unless an intra-EU PNR system was approved.

122

Canada-EU Summit joint declaration of 17 and 18 July 2019, paragraph 11.
This obligation was based on section 64AF of the Customs Act 1901 (Cth), Crimes Act 1914 (Cth), Migration
Act 1958 (Cth), Freedom of Information Act 1982 (Cth), Customs Administration Act 1985 (Cth), and Privacy
Act 1988 (Cth).
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The EP, nonetheless, makes reference to a first round of negotiations between the Union and Australia already
in 2003 and 2004 in Recommendation of 22 October 2008 to the Council concerning the conclusion of the
Agreement between the European Union and Australia on the processing and transfer of European Union-sourced
passenger name record (PNR) data by air carriers to the Australian customs service (2008/2187(INI))
(P6_TA(2008)0512) (OJ C 15 E, 21.1.2010). This was a critical text, starting with the fact the EP lamented not
having been informed of those negotiations under the principle of loyal cooperation. It stressed that it should
always be consulted in matters affecting citizens’ fundamental rights, regardless the lack of will from other
institutions. This document also mentions that, in 2003, the Australian government requested an investigation from
the Commission into whether it complied with adequacy levels for PNR transfers. In response, the Commission
asked for an advisory opinion and the Article 29 Working Party produced Opinion 1/2004, adopted on 16 January
2004, on the level of protection ensured in Australia for the transmission of Passenger Name Record data from
airlines (10031/03/EN, WP 85).
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Agreement between the European Union and Australia on the processing and transfer of European Unionsourced passenger name record (PNR) data by air carriers to the Australian customs service attached to the Council
Decision 2008/651/CFSP/JHA of 30 June 2008 (OJ L 213, 8.8.2008).
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These were Belgium, the Czech Republic, Finland, Germany, Hungary, Ireland, Latvia, Malta, the Netherlands,
and Poland, according to item “I/A” of Note from the Presidency to the Coreper/Council (10439/08, 10.6.2008).
Austria added a statement to the minutes (Annex I) arguing that Article 12, on data retention, should be read as
allowing the transfer and retention of data only under the purpose limitation set in Article 5(1) and not of PNR
data as a united group, so as to comply with the principle of proportionality. Moreover, Germany and Malta asked
to have written statements (Annex II) confirming their need to adapt the Agreement to their constitutional
frameworks, in order to respect their legal and constitutional bases.
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Article 9 of Agreement (OJ L 213, 8.8.2008).
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The EP reproached the Agreement for not setting a fixed deadline for the first review. It thus called on the
Commission and Council to require a joint review no later than June 2010 in Recommendation (OJ C 15 E,
21.1.2010).
123
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This provisional Agreement was replaced by a definitive one 129 that entered into force on 1
June 2012.130 It was to be jointly reviewed after one year 131 and remain in force for the following
seven years.132 This first review took place in Canberra, in August 2013. It focused on certain
aspects of the implementation, namely the masking of data and onward transfers to third
countries. It was similar to what was foreseen in the agreements with the US and Canada, being
based on replies to a questionnaire sent by the Commission.
An EU team then visited Australia’s Passenger Analysis Unit and the parties met to discuss
implementation. It seemed its border services were respecting all terms and conditions, and that
they were constantly working to improve the automatic detection and erasure of sensitive
information. In fact, PNR receipts were analyzed against risk factors in a targeted manner,
which reassured the EU of the restricted access to passenger data. 133

3.4 Prospective agreements and a revised global approach

PNR is spreading across the world. Japan, New Zealand, Saudi Arabia, Singapore, South
Africa, and South Korea, for instance, are implementing, or testing PNR systems. Though some
are willing,134 they have not settled agreements with the Union.135
Mexico has had legislation instructing carriers to provide customs and border agencies with
data from international flights since 2012. Still, its PNR system has not been implemented, in
practice, and authorities have been prevented from applying sanctions to European airlines for
not supplying them with such information. In 2015, Mexico pressed the Union to start
negotiations. Following the proposal of Dimitris Avramopoulos, Commissioner for Migration,
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This new Agreement was additionally based on Auditor-General Act 1997 (Cth), Ombudsman Act 1976 (Cth),
and Public Service Act 1999 (Cth).
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Agreement between the European Union and Australia on the processing and transfer of Passenger Name
Record (PNR) data by air carriers to the Australian Customs and Border Protection Service (OJ L 186, 14.7.2012).
This was preceded by a Proposal for a Council Decision on the conclusion of the Agreement between the European
Union and Australia on the processing and transfer of Passenger Name Record (PNR) data by air carriers to the
Australian Customs and Border Protection Service (2011/0126 (NLE)) (COM(2011) 281 final, 19.5.2011), which
had been assessed by the EDPS in its Opinion on the proposal for a Council decision on the conclusion of an
Agreement between the European Union and Australia on the processing and transfer of Passenger Name Record
(PNR) data by air carriers to the Australian Customs and Border Protection Service (OJ C 322, 5.11.2011).
131
Article 24(2) of Agreement (OJ L 186, 14.7.2012).
132
Article 26(1) of Agreement (OJ L 186, 14.7.2012).
133
Report from the Commission to the European Parliament and the Council on the joint review of the
implementation of the Agreement between the European Union and Australia on the processing and transfer of
Passenger Name Record (PNR) data by air carriers to the Australian Customs and Border Protection Service
{SWD(2014) 236 final} (COM(2014) 458 final, 10.7.2014), 2.
134
South Korea is, at least since 2008, in negotiations with the Union, according to European Parliament
Recommendation (OJ C 15 E, 21.1.2010).
135
Communication (COM(2010) 492 final, 21.9.2010), 2 to 4.
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Home Affairs and Citizenship, in June, 136 the Council mandated the Commission to enter into
negotiations, as Mexico is a relevant partner in Latin America. Negotiations began immediately
in July,137 but they are currently stalled.
Since 2014, Argentina has also adopted legislation to collect PNR. The Spanish delegation
to the Council of the EU raised this issue in March 2015, pressing the Union to initiate
conversations with Mexico and Argentina as soon as possible, especially in light of the
implications that delays in striking international agreements with these third countries could
have for the commercial interests of carriers.138 Nevertheless, there have been no developments
regarding forthcoming agreements.
More recently, the Council of the EU authorized the Commission to begin talks with Japan
to draft an international PNR agreement. 139 It was stressed, in a press release, that the text would
respect fundamental rights by applying all required mechanisms foreseen in EU law. 140
The existing bilateral agreements have considerable differences. They have been outlined
separately, on a case-by-case basis, an approach which has resulted in disparities in how data
are managed.141 The Commission has considered renegotiating them and creating a model for
future ones.142 This idea was already present in a Communication from 2003, in which the
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The Article 29 Working Party had sent a letter to Avramopoulos, on PNR obligations Mexico, dated 6 February
2015, expressing concern about potential transfers to Mexican authorities. Representatives from carriers had,
apparently, talked with the Working Party, complaining about its risks. The Working Party pointed out the lack of
legal base in EU law, as well as of an adequacy decision, or similar instrument, assuring the proper processing of
citizens’ data. It thus called on the Commission to promote solutions that would prevent airlines from breaking
EU and Mexican law, stressing that this was applicable to any third country which failed to enforce appropriate
measures to protect PNR data from incoming EU flights.
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Royal, British Airways, and Iberia, according to Joint statement: Beginning of negotiations between Mexico and
the European Union on PNR data transmission (STATEMENT/15/5374, 14.7.2015).
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Note from the Spanish delegation to the Council on the information by the Commission on the PNR legislation
adopted by Mexico and the Republic of Argentina requesting the transfer of PNR data from the EU (6857/15,
5.3.2015).
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Article 1(1) of Council Decision authorising the opening of negotiations with Japan for an agreement between
the European Union and Japan on the transfer and use of Passenger Name Record (PNR) data to prevent and
combat terrorism and serious transnational crime (5378/20, 4.2.2020).
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Council of the European Union, 2020.
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Communication (COM(2010) 492 final, 21.9.2010), 5. See also, in general, Jones, 2012.
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It claimed, in Communication (COM(2003) 826 final, 16.12.2003), 9 and 10, that a multilateral framework
under ICAO should replace the agreements as PNR data transfers are a global matter, not a bilateral issue. This
position was subsequently reinforced in Communication (COM(2010) 492 final, 21.9.2010), 11, where it
concluded that the “EU should explore the possibility of replacing, in the medium term, bilateral agreements by a
multilateral agreement between all countries that use PNR data.” In fact, the use of PNR was discussed for the first
time in ICAO at the 12th session of its Facilitation Division, which took place from 22 March to 1 April 2004. It
committed itself to the creation of guidelines that should be used by operators worldwide to prevent the unilateral,
or bilateral, request for PNR transfers, especially due to the technical, legal, and even financial constraints that
could ensue for carriers. These guidelines were developed and presented on different occasions, until their latest
revised version was released to the public in 2010, in a document called Guidelines on Passenger Name Record
(PNR) data (9944, 2010). An important aspect affecting the uniformity of data transfers is the format of messaging.
Machine-readable travel document programmes, API, and PNR featured as item 7 on the agenda of the high-level
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Commission said it wanted to achieve uniformity in the EU’s external actions on PNR through
a set of broad criteria that could be used to guide future dialogues with third countries. 143
The review of the global approach to transnational PNR transfers was being completed when
the Commission published a Communication giving a comprehensive account of how data were
managed in the AFSJ. It fostered the idea that citizens are entitled to know who processes and
handles their personal information, and for what reasons.144 As such, the Commission listed all
EU law applicable to systems based on data processing for law enforcement or immigration
purposes. It also laid out common principles that should be observed in the development and
assessment of tools for managing data.
The Commission issued a second Communication, in September 2010, reaffirming the will
to standardize external policies, and the aim of implementing those principles. 145 It justified
revisiting its global approach on PNR for five main reasons.146 The first was that the EU has a
duty to cooperate with third countries in fighting terrorism. An effective way of doing so is by
exchanging relevant data with foreign authorities. A unified PNR transfer messaging system
can only increase efficiency and closer cooperation. Secondly, it is easier to ensure data
protection and control with standardized transfers, namely by having a single processing
model.147 In third place, the obligations for carriers must be clear and harmonized to lower the
aviation industry’s cost pressure and to maintain fairness in the area. 148 A clear and consistent
legal basis for PNR data transfers is the only way to achieve this. Fourthly, differences in

conference on aviation security that took place in Montréal, from 12 to 14 September 2012, which recommended
that ICAO should incorporate the PNRGOV message format developed by an IATA/Air Transport Association of
America Passenger and “Airport Data Interchange Standards Reservations Sub-Group composed of experts from
the airline industry and interested States.” This was endorsed by IATA, ICAO, and the World Customs
Organization. They also supported PAXLST, the standardized messaging format for API (paragraphs 3.1 ff. and
4.2 of High-level conference on aviation security working paper on Passenger Name Record (PNR) data and its
role in aviation security (HLCAS-WP/5, 4/6/12)). See also Management summary on passenger-related
information of the IATA, ICAO, and World Customs Organization (‘Umbrella Document’ version 2.0, July 2017).
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Communication (COM(2003) 826 final, 16.12.2003), 3.
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Communication (COM(2010) 385 final, 20.7.2010), 3.
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This was despite the EP suggesting the Commission should table “a single model and a draft mandate for
negotiations with third countries...no later than mid-July 2010 [to establish a] coherent approach on the use of
PNR [through a] single set of principles to serve as a basis for agreements with third countries,” in Resolution (OJ
C 81E, 15.3.2011), paragraph 7.
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Following Opinion of the EDPS on the Communication from the Commission on the global approach to
transfers of Passenger Name Record (PNR) data to third countries (OJ C 357, 30.12.2010) and Opinion 7/2010 of
the Article 29 Working Party, adopted on 12 November 2010, on European Commission’s Communication on the
global approach to transfers of Passenger Name Record (PNR) data to third countries (622/10/EN, WP 178).
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The Commission noted that adherence by third countries to common criteria on data protection through the
ratification of international legislation should be essential to allowing data transfers. It then identified the principles
that requesting countries must respect in this matter, adding that previous adequacy decisions could be used as a
guide for determining what is appropriate (Communication (COM(2010) 492 final, 21.9.2010), 8). Nonetheless,
it is not clear whether and how the Commission wanted to add these criteria to formal adequacy decisions.
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Communication (COM(2010) 492 final, 21.9.2010), 6.
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external agreements are inevitable, as countries have different legal orders. Yet, a common set
of provisions is key to treating passengers equitably, which hangs on a common and uniform
approach to data transfers. Finally, the Commission underlined that security checks at airports
are getting longer and more meticulous. Adding to the data which need processing is likely to
increase waiting times in transit. Simpler common electronic transfers taking place before
passengers cross EU borders can make travelling quicker and law enforcement more targeted. 149
The Commission would reaffirm in 2017 the need for common criteria and robust legal
safeguards to protect fundamental rights. It also suggested drafting a model agreement which
could clarify the EU law obligations for third countries, in an effort towards data sharing options
that are both legally acceptable and viable on the long term. 150

4. A long departure
Legislation for an intra-EU PNR underwent a long incubation period.151 Before 2016, only a
few member states had specific legislation, or were trying to implement it. 152
On 9 October 2003, the Commission held a meeting with specialists to start preparing a
common position on PNR.153 The Council of the EU would call on it, in early 2004, to draft an
instrument to use passenger data for border security and related concerns, 154 like the fight
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(7906/04, 29.3.2004), 9.
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against terrorism.155 PNR was not expressly mentioned but debates on the security of air
transportation were preparing the ground for its advent.156
A year later, the Hague Programme to strengthen freedom, security, and justice in the Union
was approved. The Council recalled that the Commission had been asked to submit a plan for
a uniform approach to using data from air passengers for the protection of borders and civil
aviation.157 Still, only the action plan to implement that Programme would explicitly mention
PNR, as well as the follow-up Council meeting of 13 July 2005, which instructed the
Commission to present a proposal on PNR by October.158
One of the measures of the Programme on cooperation among police and judicial authorities
was the sharing of PNR data.159 Under this topic, the Council and Commission proposed to look
at a common approach on passenger data, jointly review the PNR Agreement with the US,
finish the negotiations with Canada and Australia, and define international guidelines that
would ensure privacy when accessing PNR receipts.160

4.1 Harmonizing the common space
The first proposal for a PNR Directive appeared in 2007161 but, as it was not adopted in due
time, it became outdated with the entry into force of the Treaty of Lisbon. In 2010, the Council
155

Defined in Council Framework Decision of 13 June 2002 on combating terrorism (2002/475/JHA) (OJ L 164,
22.6.2002).
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Objective 4 of Annex I ‘European Union strategic objectives to combat terrorism (Revised plan of action)’ to
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the European Union to the Council/European Council on the European Union counter-terrorism strategy
(14469/4/05 REV 4, 30.11.2005), 10.
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C 53, 3.3.2005), 8.
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Council and Commission Action plan implementing the Hague Programme on strengthening freedom, security
and justice in the European Union (2005/C 198/01) (OJ C 198, 12.8.2005), 10.
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Idem, 11.
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Proposal for a Council Framework Decision on the use of Passenger Name Record (PNR) for law enforcement
purposes {SEC(2007) 1422} {SEC(2007) 1453} (COM(2007) 654 final, 2007/0237 (CNS), 6.11.2007), issued
after European Parliament Resolution of 20 November 2008 on the proposal for a Council Framework Decision
on the use of Passenger Name Record (PNR) for law enforcement purposes (P6_TA(2008)0561) (OJ C 16E,
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and whose results were discussed, in Brussels, on 2 February 2007. This questionnaire aimed to achieve a
comprehensive overview of the different positions on PNR, and so it was sent to member states and their data
protection authorities, as well as the EDPS, Association of European Airlines, Air Transport Association of
America, European Regions Airline Association, International Air Carrier Association, and IATA. They
committed to supporting security mechanisms in civil aviation through “industry-driven security initiatives such
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of the EU called upon the Commission to propose new legislation, with particular care to
guarantee an adequate level of data protection.162
A second proposal appeared in February 2011. 163 It was one of more than 40 actions aimed
at tackling the EU’s most pressing challenges in the Commission’s internal security strategy. 164
Despite some developments on privacy guarantees,165 it was rejected, on 24 April 2013, by 30
votes to 25, at the EP’s Committee on Civil Liberties, Justice and Home Affairs (LIBE). It was
argued that the collection, processing, and retention of passenger data were not proportionate.
Additionally, fundamental rights were inadequately protected.
On 30 August 2014, the European Council called on the EP and the Council to resume work
on PNR.166 It was not until 2015, however, in the aftermath of two terrorist attacks in Paris, that
the debate gained momentum and substantial developments took place. 167 After the first attack,
in January, the EP approved a Resolution in which it committed to work for the implementation

as...Passenger Name Record,” according to paragraph 8 of Resolution on aviation security, adopted at the 73rd
IATA annual general meeting (4 to 6 June 2017), mentioned in Commission staff working paper (SEC(2011) 132
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of an intra-EU system until the end of 2015. It advised the Commission to consider carefully
the ramifications of the CJEU’s decision regarding the data retention Directive, as well as its
potential effects on the EU PNR. The EP also encouraged it to consult experts from various
fields, namely the police and intelligence services, to bring in their viewpoints on the need and
proportionality of such system. 168
At the meeting on the European Agenda on Security, the EP maintained the need to adopt a
common PNR scheme, by the end of the year, with all the safeguards to respect fundamental
rights.169 It committed itself to assisting the Commission in working towards a proposal that
would meet the criteria of necessity and proportionality.170 It also underlined that future security
schemes should contain reciprocity mechanisms.171 In November 2015, the EP would approve
another Resolution, wherein it insisted on the importance of PNR, never ceasing to stress the
need to protect fundamental rights.172
Despite this apparent urgency, a PNR Directive would only be approved in April 2016,
following other terrorist events, this time in Brussels.173 This is a similar text to the one
168

European Parliament Resolution of 11 February 2015 on anti-terrorism measures (2015/2530(RSP))
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presented in 2011.174 It was approved with 461 votes in favor, 179 against, and 9 abstentions,
having entered into force on 24 May. The process was relatively quick,175 although it followed
the ordinary legislative procedure. 176 Following on from discussions at the Council on 18
November and 15 December 2015, a first reading and issuing of an opinion by the EP took
place on 14 April 2016.177 The text was accepted with some modifications, and was then subject
to new discussions on 15 and 18 April. It was finally passed, at first reading, on 21 April, and
signed by the presidents of the EP and Council simultaneously with the data protection package,
on 27 April 2016.178

4.2 Transposing the Directive

Two years after their approval, on 25 May 2018, the data protection package and the PNR
Directive had to be transposed to the member states’ internal legal orders. This was an odd
moment in the history of data protection laws in the EU, as they have contrasting purposes and
opposite effects upon the fundamental rights of European citizens. The Union managed to “both
strengthen and weaken its privacy on the same day.” 179
On 21 February 2018, the Bulgarian presidency of the Council of the EU convened a
conference on the future of PNR. Several political figures and representatives from 24 member
states participated, as well as from Australia, the US, and Switzerland. Many EU agents were
present too. The discussions were informed by the work undertaken by the Informal Working
Group on PNR (IWG-PNR). They discussed the quality, exchange, protection, and proper use
of data, alongside the difficulties regarding the implementation of the Directive, the
not have been finished if it were not for the succession of terrorist attacks in 2015 and 2016. See, for instance,
Servent & MacKenzie, 2017: 402.
174
Even some important documents accompanying the current Directive, like opinions from supervisory bodies
or reports from member states, date back to 2011, or previous years. The legislative process is available at
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distracting fog” (Massé & Krahulcova, 2016).
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relationships of member states with third countries, access rights by Europol, and best practices
against terrorism and serious crime. 180
A few days later, on 26 February, the Council of the EU issued a note stating that the
implementation of the Directive was being regularly discussed at the IWG-PNR and by the
Commission.181 It commended the progress achieved, especially due to the exchange of lessons
learned and the financial and legal assistance provided by the Commission though bilateral
cooperation. The Council urged member states to reflect on whether all available mechanisms
were being considered in the adoption of the Directive, identify the main outstanding
difficulties, and share what they expected from other member states and EU institutions for a
timely implementation.
Still, few member states managed to transpose it on time. Already in November 2016, the
Commission published an implementation plan with six “indicative milestones” 182 and a
timeline. It acknowledged, however, that implementing PNR schemes compatible with the
Directive requires a considerable amount of money, time, and technological expertise.183 These
milestones are mentioned in succeeding progress reports. The report of 7 June 2018184 says that
only 14 member states had communicated to the Commission the measures they had taken to
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transpose the Directive,185 though the online list of national transpositions counted 19 member
states, at the time. 186
The report also states that critical obstacles, like the lack of technical capabilities, had been
overcome in 24 member states. Despite this progress, an unsatisfactory level of implementation
led the Commission to stress that it would keep helping member states, but that it would also
resort to infringement actions if needed. 187 This warning showed the Commission’s belief that
PNR is essential for the Union’s approach to serious crime and transnational terrorism, 188 even
if it has issued no efficiency reports confirming this.
By 2020, 24 member states had indicated that they had transposed the Directive. As for the
defaulting member states, the first review report says that “Slovenia ha[d] notified partial
transposition and Spain, which ha[d] not notified any transposition measures, was referred to
the Court of Justice on 2 July 2020 for failure to implement the Directive.” 189
The common protocols and data formats foreseen in Article 16 of Directive (EU) 2016/681
were adopted in 2017.190 The remaining implementation work was monitored by the IWG-PNR.
By October 2018, it had met seven times.191 Australia presented its system in the last meeting,
after Canada had done so in April. This has been useful mostly in assisting member states in
learning how third countries are using PNR, as well as in tackling operational problems. 192
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4.3 The 2020 review

The Commission should have conducted a review of the Directive, and then submitted an
account of its findings to the EP and the Council, by 25 May 2020.193 The legislator left the
door open for a thorough review, as the Commission was given powers to make amendments
by means of a legislative proposal. 194
The report was delayed two months, having been presented in July. Yet the review, together
with its more detailed accompanying document, 195 did not match the apparent expectations of
the legislator in 2016. They provided a general context of the Directive and listed key
implementation aspects. The Commission considered that member states had implemented data
protection standards while transposing it196 and it found almost no elements needing review,
from the processing of data to the retention period.
This first review served more to confirm the seeming need for an intra-EU PNR system than
to appraise challenging aspects, even in light of recent case law of the CJEU.197 Aspects that
could be developed, like extending it to data collected by non-carrier economic operators or
using PNR to address issues beyond terrorism and serious crime, were postponed because the
Commission believed this should be preceded by a detailed impact assessment. 198 It concluded
that, at that point, no adjustments could be suggested, since it was the moment for ensuring that
the Directive was being properly applied. 199
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Chapter 2.
Creeping competences: A (not so) clear runway
“Lastly, there is the question of how to ensure that a redefined division of competence does
not lead to a creeping expansion of the competence of the Union or to encroachment upon the
exclusive areas of competence of the Member States and, where there is provision for this,
regions. How are we to ensure at the same time that the European dynamic does not come to a
halt? In the future as well the Union must continue to be able to react to fresh challenges and
developments and must be able to explore new policy areas.”200
Introduction

The previous chapter has explained the context and development of PNR in Europe. Chapters
2 and 3 focus, instead, on particular legal issues that the intra-EU system gives rise to, with a
view to demonstrating that the Directive should be regarded as invalid if it is challenged before
the CJEU. This first thematic chapter presents a topic which tends to be absent from debates on
security and law enforcement. It argues that the EP and the Council of the EU went beyond
their conferred powers when adopting the PNR Directive. Not only did they exceed the limits
laid down by the Directive’s legal bases, but certain features should have been left for the
member states to regulate, as they still hold some responsibilities regarding the definition of
their national security agendas.
Very few authors talk about conferral when writing on PNR. Neither is it a matter of regular
discussion at an institutional level. Yet, debates on how the security-related powers of the
member states are limited by the attribution of competences to the EU in the AFSJ are far from
settled. This chapter tries to bridge PNR studies and the literature examining the AFSJ’s legal
bases and the principle of conferral, in order to critically assess whether primary law offers
sufficient support, in terms of competences, for the adoption of the Directive.
EU treaties have been gradually expanding Union competences on security, easing the
construction of an AFSJ. However, the treaties also contain provisions which embody what the
EP has called national security exceptions.201 These exceptions restrict the scope of the Union’s
competences. While the general rule is that the Union is free to legislate in areas of shared
competences, these exceptions aim to prevent the EU from approving binding legal acts that
are too intrusive on member states’ responsibilities in security.
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The problem, however, is that treaty law is not clear on the line separating the powers
conferred upon the EU and the powers that remain with the member states. The Union has taken
advantage of this ambiguity to approve various legal acts over the years that may be thought to
bypass those exceptions. This has given rise to a tension in the law, between the TEU, the
TFEU, EU secondary law, and member state security legislation. This tension has resurfaced
with PNR, making this an ideal opportunity to rekindle the debate on the Union’s creeping
competences in the AFSJ.
This chapter is divided into two parts. The first critically reviews the legal bases used by the
legislator to approve the Directive. It argues that the retention of PNR goes beyond what is
allowed under Article 87(2)(a) TFEU and that the legislator should have enacted it using a
multiple legal basis, including Article 16 TFEU as well, which is concerned with the protection
of data. The second part stretches the argument considerably further and consolidates the claim
that the Directive should be regarded as invalid. It starts by discussing the allocation of
competences in the AFSJ and by exploring the concept of national security exceptions. It then
analyzes Articles 72 TFEU and 4(2) TEU, in fine. These two provisions contain national
security exceptions that could apply in relation to the example of PNR, and should have
prevented the adoption of a fully-fledged system.

1. Reviewing the legal bases
An adequate legal basis is indispensable for the lawful exercise of EU competence, 202 as well
as a prerequisite for the validity of EU legal acts. This principle is applicable to international
agreements, as well as internal legislation. In fact, the CJEU has stated that:

The choice of the appropriate legal basis has constitutional significance. Since the
Community has conferred powers only, it must tie the Protocol to a Treaty provision
which empowers it to approve such a measure. To proceed on an incorrect legal
basis is therefore liable to invalidate the act concluding the agreement and so vitiate
the Community’s consent to be bound by the agreement it has signed.203
The first part of this chapter critically reviews the legal bases of the Directive. On the one
hand, it will be argued that the bases sustaining PNR do not allow for indiscriminate retention
of personal data by law enforcement, contrary to what is foreseen by the PNR scheme. The
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claim is that the EU legislator adopted an act providing for retention of data beyond what is
allowed in treaty law. On the other hand, it will also be argued that the Directive should have
been based on an additional legal basis, which the Court has found to be essential regarding law
enforcement systems that process and retain big data of a personal nature. This first part of the
chapter is thus about an insufficient legal basis and about a missing legal basis. Still, it will be
demonstrated that even the addition of this missing legal basis would not make the legal bases
relied on sufficient as a matter of law.

1.1 Article 82(1)(d) TFEU

The Directive identifies its treaty law bases by claiming that the EP and the Council of the EU
had regard to the TFEU, namely Articles 82(1)(d) and 87(2)(a).204 The former states that the
EP and the Council may adopt measures to smooth collaboration between member states’ police
and judicial bodies in criminal cases and regarding the execution of court rulings. Article
87(2)(a) TFEU confers power on the EU to establish measures concerning the collection,
storage, analysis, or exchange of relevant information, for establishing police cooperation
involving all the member states’ competent authorities.
In Opinion 1/15, the Court found that Article 82(1)(d) did not serve as legal basis for the
Union to conclude the EU-Canada PNR Agreement.205 This followed the Opinion of AG
Mengozzi, who admitted to having reservations about whether the proposed text could be found
to specifically promote the purposes set out in that provision.206 The AG’s main concern was
that the Agreement encouraged judicial cooperation only in limited circumstances. Cooperation
was, apparently, beyond its scope and seemed to be merely a secondary effect.
There was only one explicit reference to cooperation in the Agreement. Article 6 foresaw
that Canada should share “relevant and appropriate analytical information containing PNR data
obtained under this Agreement with Europol, Eurojust, within the scope of their respective
mandates, or the police or a judicial authority of a Member State of the European Union.”207 In
Mengozzi’s view, this meant that Canadian judicial authorities would be obliged to cooperate
with the EU in exchanging data. Yet:
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[T]he fact nonetheless remain[ed] that...the agreement envisaged [did] not really
seem to contribute to facilitating cooperation between the judicial or equivalent
authorities of the Member States. [I]t [was] only if the Court were to adopt a more
generous interpretation of Article 82(1)(d) TFEU...or if the contracting parties were
to amend the terms of the agreement envisaged in such a way that [its] judicial
dimension [was] taken more directly into account, that Article 82(1)(d) TFEU
might genuinely constitute an additional legal basis for the act concluding that
agreement.208
The CJEU adhered to this view. 209 The judges acknowledged that the norms of the draft
Agreement did not allude to easing collaboration. Besides, the authority appointed by Canada
was neither a judicial nor a similar authority. 210
Considering these remarks, it might appear questionable whether the EU PNR could lawfully
be based upon Article 82(1)(d) TFEU. As is explained below, however, this legal basis suffices
to justify the adoption of some elements of the Directive.
The type of cooperation foreseen in that provision is present in the PNR Directive as, inter
alia, it provides for the interchange of PNR data. 211 The authorities competent to first process
these data are PIUs. They were not foreseen in the EU-Canada Agreement. PIUs are law
enforcement authorities who collect, retain, and analyze the personal data of air passengers that
are included by carriers in their PNR receipts.212 Each PIU may also exchange raw or processed
data with other PIUs and with Europol. 213 One of the purposes of the Directive is, thus, to allow
for cooperation between law enforcement authorities by means of exchanging data in
connection to court procedures in criminal affairs. 214
There is even a provision specifically on data transfers between the PIUs and other
authorities.215 This second step is likewise quite relevant. Article 9 determines that PIUs process
information to detect individuals who need to be further investigated because they could be
involved in terrorism or serious criminal conduct. 216 Besides, they must respond to duly
justified requests from authorized entities to assess and supply PNR information in particular
situations for the purposes of the Directive. 217
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According to Article 7 of Directive (EU) 2016/681, PIUs are established or designated by
the member states, who then notify the Commission of their choices. 218 They must be competent
to prevent, detect, investigate, or prosecute terrorist or serious criminal acts. 219 For now, they
range from courts to national and local police, ministerial sections, military forces, secret
services, and border agencies. 220 Many of the authorities mentioned in the lists sent by the
member states to the Commission are judicial authorities. Others can be considered equivalent
authorities, like the PIUs themselves, although this could be a matter of debate.
There is no definition of what a judicial or equivalent authority is, in treaty law. It might be
quite a stretch to consider some of those entities as equivalent to judicial authorities, and to thus
claim that the Directive is sufficiently limited to the scope of Article 82(1)(d). Besides, the
TFEU does not use this expression elsewhere. Since there is no explanation as to what
equivalent means, nor about the scope or breadth of this concept, the Union legislator has
interpreted it in a broad way, finding that authorities competent for law enforcement purposes,
specifically in relation to criminal matters, are within the scope of the expression ‘equivalent
authorities’ of Article 82(1)(d).
Although Article 7 of the Directive and the other provisions referring to the PIUs do not talk
specifically about judicial and equivalent authorities, all of them must be competent to
scrutinize PNR receipts and to take the necessary measures to serve the purposes of the
Directive.221 It is, therefore, possible to find a connection between the intra-EU PNR and this
treaty law basis, even if the former could have been worded more clearly.
Some help can be found in recital (23), which stresses that the Directive does not prevent or
encroach upon the transfer of data between law enforcement and judicial bodies by means of
other EU legal tools. The word ‘other’ shows that the legislator finds PNR to be one of the
instruments in law enforcement cooperation based on the exchange of data. Plus, recital (23)
also says that the rules governing police and judicial collaboration apply to the sharing of data.
The legislator has further claimed that only an EU-wide PNR scheme allows for real
collaboration between local agencies. 222 Besides, Article 6(4) specifies that processing
standards must be defined and periodically checked by the PIUs in coordination with the other
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authorities of the member states. And Article 9(5) adds that data transfers can take place by
resorting to any mechanisms of communication used by the authorities.
Unlike the Agreement, the PNR Directive promotes cooperation between judicial and
equivalent authorities. The elements that refer to cooperation, transfers of data, and the very
purpose of the system, inter alia, are correctly based on this legal basis. Moreover, given that
the Commission is informed by the member states about the identity of these entities, it can be
argued that the Directive does not leave the choice of authorities, or the processing of PNR,
exclusively in the hands of the member states. If the member states were to allow data to be
transferred to authorities outside the scope of Article 7, this would give rise to non-compliance
with the Directive and allow the Commission to pursue an infringement action against the
relevant member state.
It would be interesting to know whether all the authorities chosen by the member states so
far are judicial or equivalent, and what would happen if they went beyond Article 7 and allowed
authorities that are not thus to access and process PNR. However, these questions are not crucial
to ascertaining the matter of legal bases from the perspective of the thesis. They go beyond the
purpose of this research and are therefore not going to be explored further.

1.2 Article 87(2)(a) TFEU

The grounds for the second treaty basis mentioned in the Directive, Article 87(2)(a) TFEU, are
shakier. Included in the chapter on police cooperation, Article 87(1) enables the Union to launch
mechanisms of cooperation including police units, border control, and even specialized
services. For this purpose, Article 87(2)(a) empowers the Council and the EP, through the
ordinary legislative procedure, to define policies based on “the collection, storage, processing,
analysis and exchange of relevant information.”223
The Court also considered this legal basis in Opinion 1/15. Here, the judges discussed the
content and purpose of the Agreement and then its connection with the TFEU. 224 They found
that given that PNR data were to be transferred to Canada to prevent, detect, investigate, and
prosecute serious international offenses and terrorism, the envisaged Agreement indeed
referred to the purposes laid out in Article 87(1) and was within the scope of Article 87(2)(a). 225
Following the Opinion of the AG, the CJEU further remarked that PNR data being originally
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obtained by carriers for their business rather than by law enforcement authorities for criminal
investigations did not prevent Article 87(2)(a) from serving as an adequate legal basis. 226 What
is more, it claimed that:
[T]he terms ‘processing’ and ‘exchange’ of such data cover both its transfer to the
Member States’ competent authorities in this area and its use by those authorities.
In those circumstances, measures concerning the transfer of personal data to
competent authorities in relation to the prevention, detection and investigation of
criminal offences and the processing of that data by those same authorities fall
within the scope of the police cooperation referred to in Article 87(2)(a) TFEU and
may be based on that provision.227
Despite the collection of data being undertaken by private actors, it is clear that the Court
considers that the purpose for which such information is used and the nature of the entities
which process it are the relevant criteria for determining the appropriateness of the selected
legal basis. In light of this case law, the subject-matter and scope of the PNR Directive might
appear to fit under Article 87(2)(a) TFEU. Its Article 1 states that it “provides for...the transfer
by air carriers of passenger name record (PNR) data [and] the processing of the data[,] including
its collection, use[,] retention...and its exchange between Member States[,] for the purposes of
preventing, detecting, investigating and prosecuting terrorist offences and serious crime.” 228
However, there is an aspect that needs to be better explored in relation to Article 87(2)(a).
This concerns the reference to “relevant information.”229 In its judgement, the Court simply
mentioned that relevant data could comprise personal data. 230 Yet, this appraisal is superficial,
leaving open questions about its meaning in this context.
The CJEU knew that all passenger data were to be transferred to Canada. This can be inferred
immediately from the fact it concluded that the Agreement was invalid due to a lack of clarity
about which data could be transferred and processed. It would only have been considered valid,
from this point of view, if the text defined the information to be sent to outside the EU in a clear
and precise way. 231 This remark is very pertinent to the discussion on the proportionality of
PNR systems. It will be revisited later in the thesis precisely for this purpose. Yet, it is also
useful for illuminating the limits and meaning of Article 87(2)(a) TFEU, in fine, as a legal basis
for the Directive.
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PNR receipts created under the Directive may contain all the personal data elements of all
air passengers regarding all bookings of all flights crossing EU borders.232 There are no criteria
to sort through data and there has been no institutional assessment justifying the need to harvest
all these data, or demonstrating how they are relevant for the purposes of the Directive.
From its wording, however, it does not seem that Article 87(2)(a) provides carte blanche,
permitting the indiscriminate retention of all kinds of big data, especially of a personal nature.
On the contrary, it is written in such a way as to oblige the legislator to pass secondary law
allowing only for the collection of those data which are relevant for the security purposes set
out in secondary legislation.
It appears, therefore, that the Directive allows for the broad retention and use of data beyond
what treaty law permits. In fact, only some of its provisions are limited in a way which respects
that threshold. Article 6(2)(b), for example, tables guarantees limiting data transfers from the
PIUs to other competent authorities and to Europol. One of such guarantees is that these entities
should be provided only with the byproduct of data processing operations. 233 This means that
other entities are to receive PNR receipts after they have been treated and assessed by the PIUs,
instead of all the information originally sent by carriers. These data are, therefore, limited to
the relevant elements that competent authorities and Europol will need to carry out their law
enforcement operations.
It is true the PIUs probably need to receive large troves of raw data to ascertain what is
relevant for their law enforcement purposes, and what is not. Yet, perhaps there could be less
information contained in the PNR receipts, or some of it could be eliminated once passengers
are cleared by the PIUs. Maria Tzanou raises doubts about whether many of the data items
retained are really necessary. 234 There are many alternatives the legislator could have
considered to mitigate, or altogether avoid, the collection of so much data. Law enforcement
authorities do not need them to achieve the purposes of the Directive. This is especially the case
regarding data that are redundant in identifying passengers or in tracking their movements. In
fact, the legislator should have studied alternative options to ensure only the processing and
retention of relevant information, thus respecting the principle of data minimization and fully
complying with Article 87(2)(a).
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1.3 The missing Article 16 TFEU

One of the questions submitted by the EP to the CJEU on the validity of the EU-Canada PNR
Agreement concerned the issue of whether Articles 82(1)(d) and 87(2)(a) TFEU constituted a
sufficient legal base for the Council to settle the Agreement, or whether it ought also to be
grounded on Article 16 TFEU. 235 In the view of the EP, the Council should have taken into
consideration this latter provision, since it affects the AFSJ, as well as all areas of Union law. 236
This was justified because the Agreement substantially concerned data protection. 237
The CJEU partially agreed with the EP. It thought that Article 16 should have been one of
the legal bases explicitly mentioned in the Council decision on the conclusion of the EU-Canada
Agreement, together with Article 87(2)(a) TFEU. However, it did not concede that it would be
possible to conclude the Agreement based on Article 16 alone. 238
Since the rise of the CFREU to the status of primary law, Article 16 has often been set aside.
This is due to its similarity with Article 8 CFREU and the more detailed nature of this latter
provision.239 Yet, Article 16 TFEU should continue to enjoy some of the spotlight,240 not least
as a legal basis for secondary law provisions. Article 16(1) states that “[e]veryone has the right
to the protection of personal data concerning them.” 241 And Article 16(2) reads that:

The European Parliament and the Council, acting in accordance with the ordinary
legislative procedure, shall lay down the rules relating to the protection of
individuals with regard to the processing of personal data by Union institutions,
bodies, offices and agencies, and by the Member States when carrying out activities
which fall within the scope of Union law, and the rules relating to the free
movement of such data. Compliance with these rules shall be subject to the control
of independent authorities.242
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The CJEU claimed that the Agreement foresaw a set of norms aimed at safeguarding
personal data.243 In fact, it appeared to have two main purposes, one concerning the need to
guarantee public security and a second one to do with the safety of information.244 The judges
acknowledged that the first purpose was the leading one. 245 However, they argued that the
Agreement likewise contained many substantive provisions meant to ensure that the content of
PNR receipts was safe and protected when they were transferred to Canada.246
As such, the Court held that concluding the Agreement was explicitly linked to the aim
foreseen by Article 16(2) TFEU. 247 And it added that:

That provision constitutes...an appropriate legal basis where the protection of
personal data is one of the essential aims or components of the rules adopted by the
EU legislature, including those falling within the scope of the adoption of measures
covered by the provisions of the [TFEU] relating to judicial cooperation in criminal
matters and police cooperation.248
The judges therefore ruled that, beyond Article 87(2)(a),249 Article 16 must also be one of
the legal bases supporting the decision to settle the Agreement. 250 If this is the case for the PNR
Agreement,251 the Directive should similarly be based on that provision, since it also has as one
of its essential aims or components the protection of personal data, as will be shown below.
As with the Agreement, the intra-EU PNR often refers to the protection of data. It does not
begin by saying that its goal is to establish the means through which personal data will be
secure.252 Yet, other provisions indicate that this is one of its key purposes. Each PIU must
appoint a Data Protection Officer (DPO), for instance, who will oversee the management of
information and put in place appropriate protections.253 Positive matches must always be
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examined by non-automatic means on an individual basis,254 and DPOs should be able to access
all stored information in the PIUs, as well as having the autonomy to file complaints to national
supervisors if they suspect infringements. 255 Besides, PIUs must keep and process PNR receipts
solely in secure settings within EU borders.256
On the other hand, data are safeguarded by access limitations, like mandatory requests to the
PIUs,257 or compulsory conditions to allow transfers to the Europol258 and third countries.259
There are also guarantees about depersonalization and the retention period,260 as well as a
specific norm on data protection. Article 13 provides for individual data rights, prohibits
negative discrimination based on sensitive data, obliges PIUs to document all operations, and
foresees mechanisms to deal with security breaches.
Regardless of the efficacy of these norms, they suffice to show that, as with the Canada
Agreement, data protection is an important objective or component as per the wording of Article
16 in the intra-EU PNR Directive. This does not mean its guarantees are adequate, or sufficient,
to protect fundamental rights. The claim here is simply that the Directive should have been
based in Article 16 TFEU as well.
This raises a problem, however, the solution to which is not as linear as in the case of Article
87(2)(a) TFEU. While it is relatively safe to say that secondary law provisions going beyond
their treaty law bases are unlawful, it is not so easy to make such a claim when the legislator
fails to include a necessary legal basis.
The Court concluded, in Opinion 1/15, that the Agreement had to be based both on Article
16(2) and 87(2)(a) TFEU.261 It appears that, in PNR systems, keeping data safe is not an
incidental objective but is as essential a purpose as police cooperation through the processing
of relevant information to prevent, detect, and investigate criminal offenses. So, does this mean
the Agreement was invalid because Article 16 TFEU was not expressly included among the
legal bases relied on in the Council decision? And if this is so, can the Directive be considered
unlawful for likewise not referring to this provision?
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It seems the answer to these questions is yes. As the case law of the CJEU shows, 262 the key
issue is to determine whether data protection is an important, or just incidental, objective of the
PNR Directive. Considering that it is as relevant as the fight against crime and that they cannot
be dissociated, in light of Opinion 1/15, the lack of a basis in Article 16 TFEU makes the intraEU PNR scheme insufficiently grounded.
The Court may soon address these questions again, as there are already requests for
preliminary rulings questioning the validity of the Directive, which allude to the lack of Article
16 among its legal bases. 263 The judges did not say which bits of the Agreement should be
covered by this provision. Yet, if it concerns the protection of data, it is reasonable to assume
two things. In the first place, Article 16 forces the EU legislator to include provisions
guaranteeing the safety and integrity of data in every legal act that foresees data processing
systems used for law enforcement cooperation. The other side of this coin is that the legislator
can only include these data protection norms because Article 16 permits it. Without this
reference to Article 16, there is no primary law basis sustaining data protection norms in
secondary law on judicial and police cooperation.
This is the reason why the GDPR, for example, is specifically based on Article 16. One of
its essential aims or components is the protection of personal data. And this is also why the
2014 PNR Agreement and the 2016 PNR Directive should have been based on Article 16
TFEU. The provisions foreseeing data protection guarantees in the intra-EU PNR, like those
mentioned above, could only have been validly included in the Directive if Article 16 had been
expressly set out as a legal basis. As with the Agreement, Articles 82 and 87 are not sufficient
legal bases taken alone.
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2. Limits to competence creep

The EU legislator did not only legislate beyond what Article 87(2)(a) TFEU allows. This second
part builds on and extends this argument. It will be claimed that the legislator also acted beyond
the conferred powers of the Union, since it overlooked certain treaty law limits applicable to its
legislative competences in the AFSJ.
The EU and its member states share competences in the AFSJ.264 Yet, no treaty has entirely
settled the matter of the limits and balance between the powers conferred on the Union and the
original security powers that remain with the member states. There is already considerable
literature on competence creep and limitation of powers. This part does not enter into general
discussions. It will, instead, engage with scholars who focus on national security exceptions,
develop their ideas, and use them to challenge the validity of the intra-EU PNR system.

2.1 A long story short

The Union has knitted a complex web of policies and laws on security. Following the approval
of the Schengen acquis, 265 the Treaty of Maastricht266 considered judicial and police
cooperation267 to be matters of common interest to the member states. Originally, the CJEU
thought that, in principle, criminal and criminal procedure law were subjects under the
responsibility of the member states.268 Yet, its jurisprudence269 has been steadily nurturing the
idea that EU law also imposes certain restrictions. 270
Primary law was, back then, taking its first steps in establishing shared competences on
criminal law, security, and law enforcement. This helps to explain why Article K.2(2) of the
Treaty of Maastricht foresaw an exception to the growing EU powers, which tried to keep some

264

Piris, 2010: 75.
Schengen Agreement of 14 June 1985 between the Governments of the states of the Benelux Economic Union,
the Federal Republic of Germany and the French Republic on the gradual abolition of checks at their common
borders, last modified by Regulation (EC) 1987/2006 of the European Parliament and of the Council of
20 December 2006 on the establishment, operation and use of the second generation Schengen Information System
(SIS II) (OJ L 381, 28.12.2006).
266
Treaty on European Union (OJ C 191, 29.7.1992).
267
Articles K.1(7) and K.1(9), respectively.
268
Case C-203/80, Criminal proceedings against Guerrino Casati, 11 November 1981 (ECLI:EU:C:1981:261),
paragraph 27.
269
See cases C-186/87, Ian William Cowan v Trésor public, 2 February 1989 (ECLI:EU:C:1989:47), paragraph
19, C-226/97, Criminal proceedings against Johannes Martinus Lemmens, 16 June 1998 (ECLI:EU:C:1998:296),
paragraph 19, and C-61/11 PPU, Hassen El Dridi, alias Soufi Karim, 28 April 2011 (ECLI:EU:C:2011:268),
paragraphs 53 and 54.
270
Case C-203/80, paragraph 27.
265

49

degree of control under the grasp of the member states. This norm provided that the rules on
cooperation in the fields of justice and home affairs did “not affect the exercise of the
responsibilities incumbent upon Member States with regard to the maintenance of law and order
and the safeguarding of internal security.” 271 This security exception has resisted the test of
time, becoming Article 72 TFEU.
The Declaration on the future of the Union attached to the Treaty of Nice 272 was crucial for
EU competence. It laid down key issues, such as the definition and monitoring of the allocation
of powers between member states and the EU. 273 The contracting parties intended to outline a
real limit to competence creep at institutional level. 274
In December 2001, the European Council meeting in Laeken addressed the issue of EU
competences, recognizing it as one of the challenges in EU reform. It was stressed that the
Union had to be more democratic, effective, and transparent. 275 Processes for defining and
allocating competences were found to be unclear. The Presidency believed citizens would be
closer to the Union if its conferred powers were well-defined. As such, it was suggested that
forthcoming meetings should debate how each future EU policy was framed within the scope
of its competences.
The European Council even recommended a competence re-assignment. In the future, the
Union should consider whether it wants to take a more comprehensive approach to cooperation
in criminal justice matters.276 The future of the EP was likewise examined. The key issue was
whether national parliaments should have a say in the sharing of competences. 277 This would
be discussed as well in the Convention on the Future of the Union,278 where a competence
reform started to take shape. These changes would be later included in the Treaty of Lisbon. 279
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2.2 The Lisbon status quo on security
Security is a core attribute of statehood280 and a tool of political and legal authority. 281 This
means that state power is the legal foundation for national security. 282 Such ideas have
influenced EU treaty law, which is between a rock and a hard place in trying to find a
compromise that enables the Union to achieve its objectives in the AFSJ, while still affording
some agency for the member states to regulate and oversee their national security agendas.
The Treaty of Lisbon has not escaped this predicament. It is divided between allowing
national security to be the sole responsibility of the member states, and fostering a robust AFSJ.
On the one hand, Article 4(2) TEU, in fine, claims that “national security remains the sole
responsibility of each Member State.”283 On the other, Article 4(2)(j) TFEU states that “[s]hared
competence between the Union and the Member States applies in the...area of freedom, security
and justice.”284 The treaty does not define the concepts of security, or national security. Neither
does it set their boundaries.
In the meanwhile, the EU has been expanding its security powers 285 by, inter alia, enacting
binding legal acts, like the PNR Directive. This has been justified by a growing number of
threats of a transnational nature, terrorism first and foremost. These threats have led Union
institutions to argue that these matters can only be efficiently addressed through international
and regional cooperation under the EU umbrella. 286
This position was hardened as the Union acquired legal personality, 287 and a body to be
secured,288 with Lisbon. It seems that, nowadays, member states are only free to decide
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exclusively regarding mutual assistance in cases of terrorism, or armed offenses. 289 Abraham
Newman anticipated that Lisbon would “communitarize”290 many aspects of internal security
and law enforcement collaboration. Other authors, however, have not been so quick to take the
member states out of the equation. Ben Jones thinks European security lacks teeth while a
proper defense strategy is not implemented. 291 And Antonio Manrique de Luna Barrios adds
that countries still decide individually about most military interventions,292 usually under the
North Atlantic Treaty Organization. 293
What is, at least, clear is that, since 2009, EU law has been extending its reach to areas that
were previously under national jurisdiction. 294 By abolishing the pillar system, security has
come to be under European influence, 295 in a single institutional frame.296 While some authors,
like Jörg Monar, still see the treaties as rather protective of national powers, 297 their arguments
seem tenuous in light of the growing Union intervention in security and law enforcement.
The fear of competence creep has, nevertheless, persisted. The aforementioned Article 4(2)
TEU, in fine, is a clear example that member states are not always willing to hand over their
competences to the EU. 298 Loïc Azoulai highlights that one of the idiosyncrasies of the Treaty
of Lisbon is, indeed, the plethora of norms restricting EU competences.299 And André Klip has
even argued that Lisbon has given more relevance to national identities and member states’
security responsibilities than previous treaties. 300
This is why Paul Craig and Gráinne De Búrca suggest that the AFSJ is designed in a rather
particular way.301 EU norms are necessary to ensure joint transnational action and the
enforcement of common values. While in many areas of shared competences there is,
nonetheless, a considerable margin of discretion for the member states, the AFSJ has been an
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exception. A fast “‘Europeanisation’ of internal security” 302 is taking place, with more and more
security policies being strongly influenced by the Union.
The security status quo after Lisbon is not easy to describe, let alone comprehend. What is
clear is that there is a tension in EU law between the provisions regulating the AFSJ, and those
idiosyncrasies that limit the Union’s security competences. The edges of conferral and the scope
of national security exceptions are still far from well-defined.303 This has given rise to countless
debates, as well as criticism of how the AFSJ is being built. Janne Salminen, for instance,
believes that treaty provisions on police cooperation expect secondary law to be limited to
minimum norms.304 Differently, Takis Tridimas argues that the EU cannot even legislate on
national security.305
PNR is one of the most recent policies illustrating the Union’s creeping competences in
security. It reveals a proactive EU legislator which should have drafted the Directive in such a
way as to leave more scope for the member states to decide on certain issues that directly
conflict with how they manage their national security agendas. In fact, some of those national
security exceptions seem to apply to PNR, and the member states should have retained some of
those responsibilities that fall within the PNR system.

2.3 Applicable national security exceptions
By enacting a Directive so detailed that it resembles a Regulation, 306 the Union left little margin
of discretion for the parliaments and governments of the member states to have a voice in PNR,
and it weakened their stance in internal security. In the first place, and despite the harmonization
goals pursued by the EU, PNR systems are so intrusive into the lives of air passengers and the
302
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business of carriers that they should be an optional security feature whose implementation is
left to the discretion of the member states. 307 Instead, the Union opted for a “top-down
uniform”308 legislation whereby “implementation is, from the Member State’s point of view,
an empty exercise.”309
As already mentioned, this part of the chapter will try to establish that the Union was not
competent to adopt a fully-fledged intra-EU system, due to the national security exceptions
contained in the treaties and that, by doing so, the Directive is liable to be declared invalid.
With a mandatory PNR system almost fully outlined at the European level, the Union is forcing
the member states to collect, retain, process, and possibly transfer all the personal data from all
air passengers crossing their borders to an unprecedented degree. They are required to do so
regardless of their constitutional and legal traditions, security agendas, or attitudes towards
fundamental rights.
It can be argued that the Directive disregards what treaty law says about the responsibilities
of the member states on security. The EU legislator should have limited its content to
harmonizing data transfers, defining messaging formats and safe channels of communication,
and to ensuring that fundamental rights and EU data protection laws were respected by the
member states, if they were to decide autonomously to implement national PNR schemes.
As noted earlier, there are two national security exceptions in the treaties that can be used to
question how far the EU legislator is entitled to interfere with the responsibilities of the member
states on security and, therefore, to challenge the validity of the Directive. To reiterate, these
are found in Articles 72 TFEU and 4(2) TEU, in fine. Scholars have also called them
competence reservation clauses, although considering the first to be a direct derogation clause
and the second a general exception to the principle of conferral. This is because Article 72 is
included in the title V of the TFEU, which regulates the AFSJ, and Article 4 is one of the
common provisions opening the TEU. While the former is perceived as a specific brake in the
system, the latter is seen as a general principle guiding EU action on a broader scale. Authors
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are seldom clear on the merits of such categorization and why they use it. Since it is of little
relevance for the present research, they will simply be considered national security exceptions,
as the EP named them. 310
These exceptions do not prevent the Union from legislating on security matters, or from
furthering the goals of the AFSJ. It is established in the jurisprudence of the CJEU that
considerations of national security cannot be used to try to prevent the enforcement of EU
law.311 The judges have repeated the idea that, while it is the responsibility of the member states
to take the necessary steps to guarantee their security, both internally and externally, this does
not mean that those steps are completely beyond the scope of Union law,312 even regarding
national measures313 taken “for the purpose of protecting national security,” 314 “public security
or national defence.”315 Regardless of the criticism that can be made of the fact that the Court
has not accepted that all measures affecting national security fall beyond the reach of EU law,
this jurisprudence has the merit of making it clear that only in extraordinary and very welldefined situations can actions undertaken by the member states be regarded as falling within a
national security exception and, consequently, as outside the scope of the EU.316 And it is for
EU law to decide on which those situations are.
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This stems immediately from the very existence of an AFSJ, an area of law and policy to be
built co-operatively between the Union and the member states. In fact, for the Court, admitting,
as a general principle, that any action taken by the member states motivated by concerns of
public security could be outside the range of EU law, beyond very specific occasions, would
jeopardize the compulsory nature and equal application of EU law. 317 This comes in line with
the Court’s belief that internal security cannot be seen as isolated, as it is inextricably related
to the overall security of the international community.318
What national security exceptions aim at is, in contrast, to limit how far, under cover of
shared competences, EU law encroaches upon a core of member states’ responsibilities in
relation to their national security agendas and policies. Though the AFSJ is constructed in a
way that gives preference to the Union to regulate and harmonize security, potentially to the
detriment of the national security interests of the member states, the drafters of the treaties do
not appear to have wanted an AFSJ fully decided at EU level. These national security
exceptions, together with the sharing of competences, are a reminder that this should be a
collaborative effort wherein the member states retain some of their original powers to decide,
not the least, regarding foundational aspects of their security programs.
Despite this, the Union has been legislating on security with few, if any, constraints. This
has been possible for two reasons. In the first place, many of the provisions foreseeing national
security exceptions are ambiguous, or contradictory in light of other norms.319 Some of them
have had, in fact, more political echo than normative strength, 320 like Article 4(2) TEU, in fine.
Secondly, as demonstrated, the CJEU has taken advantage of this legal uncertainty to affirm
the EU’s sway over security matters. Based on the argument that the member states are not
generally free to deviate from the treaties solely on the basis of their security interests,321 the
Court has curtailed their agency in the AFSJ.322 Its interpretation of Article 72 TFEU, as will
be seen below, is an example of how it has reduced the scope and strength of certain exceptions.
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This interpretation has found some resonance in the literature. Marcus Klamert, for instance,
claims that only when treaty law provides for specific derogations, can member states oppose
the scope of EU law. Following a certain body of jurisprudence,323 he believes that, beyond
these derogations, the Union is under no duty to prioritize the national interests of the member
states over its own interests. 324 These derogations are present in Articles 36, 45, 52, 65, 72, 346,
and 347 TFEU.325 Curiously, however, Klamert has ignored other Court rulings where some of
these derogations have been limited or emptied of legal meaning, like Article 72 TFEU.
The following sections will analyze the national security exceptions that are relevant to
discussions regarding the intra-EU PNR. Although Articles 72 TFEU and 4(2) TEU, in fine,
have similar wording, they have distinct useful content. It will be argued that the former has
been emptied of its legal strength and cannot be used to question interference by the Union in
the national security agendas and policies of the member states.

2.3.1 Article 72 TFEU
Article 72 TFEU states that the provisions in the AFSJ “shall not affect the exercise of the
responsibilities incumbent upon Member States with regard to the maintenance of law and order
and the safeguarding of internal security.” 326 This provision comes from previous treaties.327
As will be explored below, the Directive contains recitals referring explicitly to internal security
and its scope and subject matter are clearly within the logic of Article 72 and the maintenance
of law and order.
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Paul Craig argues that this provision fails to “reflect reality,”328 since it promises more than
it can deliver. The design of the AFSJ does not make very clear what such responsibilities of
member states may be. As Craig points out, competences are shared in the AFSJ. This means
that Union action will unavoidably limit the responsibilities of member states in keeping law
and order. For him, what matters is how the nature and extent of this limitation differ depending
on the action undertaken by the EU.
It is hard to envisage the maintenance of law and order in member states as falling outside
the scope of EU law, given that the TFEU proclaims that the Union should maintain a high
degree of security by taking steps to deter and fight crime, as well as by coordinating and
fostering collaboration between law enforcement agencies. 329 The useful content of Article 72
is lessened, from the outset, by this incongruity.
Some scholars, like Manuel Kellerbauer, think that this “public order clause...should be
construed narrowly.”330 There seems, indeed, to be few other ways to read Article 72. Still, it
is worth taking a close look at it to see whether it may be useful for critiquing the creeping
competences of the EU that have been revealed with the approval of PNR.
The first step is to interpret Article 72, namely by defining the concept of internal security
and checking whether the scope of the PNR Directive overlaps with it. The following step is to
see what the Court has written on this provision. Article 72 has been largely depleted of its
normative strength and, consequently, has limited value for the present research. In light of the
current interpretation of Article 72 by the CJEU, it is doubtful whether member states can
challenge the validity of the Directive based on this provision. It raises, in any event, interesting
questions for contemplating national security exceptions and their dialogue with secondary law
on the AFSJ.

A. Defining internal security

By stating that the member states are responsible for maintaining law and order and for
preserving their internal security, it looks like Article 72 TFEU is bringing these concepts into
proximity. Maintaining law and order is part of what it means to safeguard internal security,
even though the treaties fail to define it. The vocabulary of security is, oddly, not very clear in
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primary law, which has given rise to a certain confusion in the case law, scholarly writing, and
discussions within EU institutions.
Albeit that it is often used interchangeably with the notion of public security, the CJEU has
also referred to public security as comprising both the internal and the external aspects of
security.331 They appear to be two sides of the same coin.
External security essentially means military defense. This was established already in 1999,
when the Court claimed that the organization of the armed forces and recruitment for the
military service are within the sphere of competences of the member states. 332 The judges said
that member states should implement effective actions to guarantee security, internally and
externally, and organize their military. 333 Curiously, they later added that this did not mean that
their actions were completely beyond the scope of EU law.334
External also relates to border control. While ruling in a case about the elimination of internal
borders in Regulation (EC) 562/2006,335 the CJEU argued that national police forces exercising
their powers under municipal law must be regarded differently from border control.336
In a report following the adoption of the Treaty of Lisbon, the House of Lords of the United
Kingdom suggested that internal security should be understood in a minimalistic way. It
considered that this expression refers to matters of public order to be handled internally by
member states, especially those under the jurisdiction of police forces. 337 Nonetheless, the
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Lords regretted that there was no agreed catalogue of matters that fall under the different types
of security.338
Internal security therefore seems to concern law enforcement and police operations. To
recall, Article 1(2) of the PNR Directive states that “PNR data collected in accordance with this
Directive may be processed only for the purposes of preventing, detecting, investigating and
prosecuting terrorist offences and serious crime.” 339 For Henri Labayle, Article 72 reflects a
specific aspect of the AFSJ by foreseeing a stack of powers in the hands of the member states
on criminal affairs.340 Hermann-Josef Blanke considers these “reservations to integration”341 to
be a rather distinct element. 342 He believes that, as a result, the state “remains the principal
guarantor of security and enforcer of the law as conceived by classical political philosophers
such as Bodin, Hobbes and Weber.”343 Still, Blanke concedes that internal, like national
security, is not an exclusive prerogative of the member states. They are not competent to deal
with these matters in such a way as to prevent the Union from exercising its sovereignty. 344
This strengthens the idea that internal security is, indeed, a matter of shared powers,
competences, and responsibilities, not least due to the numerous rules which make the Union
competent to legislate on police action and law enforcement. 345

B. Weakened provision

Article 72 TFEU has been explored by the Court. On many occasions, it has been the
intervening parties who have highlighted the issue pertaining to the scope of security. 346 One
of the first cases in which the judges discussed the concept of internal security, albeit using the
338
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expression ‘public security,’ was in 2012. It concerned the interpretation of Article 28(3) of
Directive 2004/38/EC, which reads that “[a]n expulsion decision may not be taken against
Union citizens, except if the decision is based on imperative grounds of public security, as
defined by Member States.”347
The CJEU acknowledged that member states should be able to specify what they consider
to be those imperative grounds. 348 However, it immediately added that:

While Member States essentially retain the freedom to determine the requirements
of public policy and public security in accordance with their national needs, which
can vary from one Member State to another and from one era to another, particularly
as justification for a derogation from the fundamental principle of free movement
of persons, those requirements must nevertheless be interpreted strictly, so that their
scope cannot be determined unilaterally by each Member State without any control
by the institutions of the European Union.349
This interpretation has been recalled and reaffirmed in different cases. 350 It leaves little doubt
as to the position of the Court regarding the scope of Article 72. This view, however, has not
been consensual in the literature. Bruno De Witte notes that the Court did not set practical
criteria to understand this norm and that it made member states not truly free to define their
policies on the limitation of movement. 351
This reading might be a reaction against Article 276 TFEU, which states that the CJEU
“[s]hall have no jurisdiction to review the validity or proportionality of operations carried out
by the police or other law-enforcement services of a Member State or the exercise of the
347
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responsibilities incumbent upon Member States with regard to the maintenance of law and order
and the safeguarding of internal security.” 352
By guaranteeing that there is little, or no, space for member states to exercise any kind of
responsibility free from EU interference, the CJEU has eluded this “residual limitation on [its]
jurisdiction.”353 This way, the Union, as a whole, retains a considerable degree of control over
local police and law enforcement operations even if the Court, individually, does not. By
stretching the reading of Article 72 to its limit, the CJEU has quashed any possible scenario in
which there persists a core of member states’ responsibilities free from Union intervention.

C. Insufficient basis to prevent creeping competences
It appears there is no “EU-free zone”354 within the scope of Article 72. There may not be any
meaningful legal content to be salvaged which could sustain an argument to prevent the EU
legislature from enacting such an exhaustive and detailed intra-EU PNR scheme. It also seems
unlikely that the Court would impugn the validity of the PNR Directive for not allowing a
margin of discretion to member states to regulate their security systems on this basis. As such,
and despite the apparent robustness and clarity of Article 72, its problems render it unusable to
prevent the creeping competences of the EU, manifesting with the approval of PNR.
The Directive contains two recitals referring to internal security. Recital (6) says that
“[e]ffective use of PNR data...is necessary to prevent, detect, investigate and prosecute terrorist
offences and serious crime and thus enhance internal security.” 355 And recital (15) claims that:

A list of the PNR data to be obtained by a PIU should be drawn up with the objective
of reflecting the legitimate requirements of public authorities to prevent, detect,
investigate and prosecute terrorist offences or serious crime, thereby improving
internal security within the Union...The PNR data should only contain details of
passengers’ reservations and travel itineraries that enable competent authorities to
identify air passengers representing a threat to internal security. 356
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It is not exactly clear whether recital (6) refers to internal security from the perspective of
the member states or of the Union. It could be seen as the former, since the recital talks about
operations undertaken by national law enforcement authorities. Recital (15), on its side, refers
first to the Union’s internal security and, then, possibly, to the member states’, as threats are to
be identified by national competent authorities.
PNR serves to safeguard both the internal security of the member states and the Union as a
whole. This is clear in those recitals and from the general purposes of the Directive. The
information collected is to be processed to prevent, detect, investigate, and prosecute terrorism
and serious transnational crimes.357 The criminal offenses it lists358 pertain to the logic of
internal security, being investigated, primarily, by law enforcement units.
Given the structural problem of Article 72 TFEU, the powers of the Union on police matters,
and the case law of the CJEU, it seems this provision has lost most of its legal strength. Thus,
it cannot be safely claimed that the EU legislature, in enacting PNR, went beyond its conferred
powers based on Article 72. As things stand, this provision does not preserve a core of state
powers on internal security in the hands of member states and free from EU interference. It is
not a national security exception which can be mobilized against the intra-EU PNR system.

2.3.2 Article 4(2) TEU, in fine
Article 4(1) TEU states that “competences not conferred upon the Union in the Treaties remain
with the Member States”359 and the principle of conferral360 is developed in Article 5. The EU
has only the competences that treaty law, and, therefore, the member states, have given it. 361
This is especially important regarding security, since it is a crucial building block of statehood.
Notwithstanding Article 4(2)(j) TFEU determining that the AFSJ is an area of shared
competences, Article 4(2) TEU appears to foresee a national security exception to this sharing
of power. It reads that:

The Union shall respect the equality of Member States before the Treaties as well
as their national identities, inherent in their fundamental structures, political and
constitutional, inclusive of regional and local self-government. It shall respect their
essential State functions, including ensuring the territorial integrity of the State,
357
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maintaining law and order and safeguarding national security. In particular, national
security remains the sole responsibility of each Member State. 362
This provision originated in efforts undertaken while preparing the Constitutional Treaty of
2004, to mitigate the effects that functional powers were having on those policy areas which
the member states deem more delicate. 363 It is known as the Christophersen clause, after
Henning Christophersen, the Danish delegate at the Convention on the future of the European
Union, at Laeken, in 2001, who was especially involved in its drafting.364
The security exception appears in the last sentence. As with many other exceptions scattered
in the treaties, this provision creates quite an impact on first reading. A literal interpretation
could suggest that member states have a large margin of discretion to decide on security, even
with regard to issues falling within the scope of the AFSJ. There is room for discussion on the
content of the “enigmatic”365 ending of Article 4(2) TEU.
Although the general stance of the CJEU on security exceptions is that the member states
cannot invoke a core of sovereignty 366 which evades the influence of EU law, its case law has
not yet delved deep into the complex world of Article 4(2) TEU, in fine. The Court’s silence
has provoked a variety of different reactions.
Some scholars claim that this norm sets parameters that work as constitutional chains,
casting light on the legitimate scope of EU action and restricting its ability to take over the
competences of the member states. 367 On the other hand, this silence has created some anxiety
regarding the reach of Court rulings which can impact on how member states conduct security.
AG Campos Sánchez-Bordona has highlighted the fact that:
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[A]uthorities in some Member States are concerned by [the] judgments...of 8 April
2014, Digital Rights Ireland and Others...21 December 2016, Tele2 Sverige and
Watson and Others [and] 2 October 2018, Ministerio Fiscal...because, in their view,
the result is to deprive them of an instrument which they consider essential to the
safeguarding of national security and countering terrorism. That is why some of
those Member States argue that the case‐law in question should be overturned or
qualified.368
Until very recently, the judges have mostly limited their observations to stressing the idea
mentioned above that Article 4(2) does not contain a wide-ranging rule exempting public
security actions from the grasp of EU law.369 This remark reflects the traditional view of the
CJEU on security exceptions, even though it leaves ample margin for interpretation. With this
observation, it avoided scrutinizing Article 4(2) but managed nonetheless to ensure that member
states could not block EU action protecting individuals by invoking a margin of discretion under
the indeterminate concept of national security. 370 Yet, as will be seen bellow, there are some
recent developments in the case law that have come to help define the meaning of this concept.
Similarly to the above analysis of Article 72 TFEU, the following sections will, first,
interpret the substantive legal content of the national security exception present in Article 4(2).
The purpose is to table a sensible and meaningful interpretation of the concepts of national
security and sole responsibility. It will then be seen whether the legislator went beyond its
conferred powers in the AFSJ when it enacted the PNR Directive, in light of this provision.
Although there may be deep disagreements about its nature and meaning, it proves a relevant
tool for questioning the Union’s creeping competences in security, and challenging the validity
of the Directive.
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A. Difficult interpretation

Interpreting Article 4(2) TEU, in fine, requires a considerable effort as it does not adopt the
typical terminology of conferral. Clemens Ladenburger has rightly suspected that it would be
very difficult to interpret,371 ever since the approval of the Treaty of Lisbon.
Janne Salminen claims that most EU competences are defined in the treaties in a clear way,
especially regarding police and judicial cooperation. 372 Yet, the vocabulary used in Article 4(2)
is anything but clear. For one thing, it does not set a sharp limit that can be used by courts,
member states, and EU institutions to assess the interference of Union law with the national
security responsibilities of the member states. For another, the meaning of national security and
sole responsibility in the logic of conferral is rather ambiguous. Each of these points will be
discussed in turn below.

A.1 National security

No definition of national security is mentioned in treaty law. To understand this concept for the
purposes of EU law is a difficult task that requires some digging. Despite the complexity of this
section, the overall relevance of this discussion for PNR will become clear in the end.
Safeguarding national security is vital for states, 373 just like “ensuring [their] territorial
integrity [and] maintaining law and order.”374 These are examples of areas about which member
states are exceptionally concerned. 375 National security does not depend on the constitutional
identity of states. Blanke says it relates, instead, to the “very «identity as a State»...as it refers
not to a particular national interpretation, but to the State as a general concept.”376 It objectively
reveals statehood.377 The essence of statehood foreseen in the treaties is intimately tied to the
use of force, which is normally under state control.378
The use of force as a key feature of national security has also been highlighted by the German
Constitutional Court. In 2009, it claimed that any handover of sovereignty that goes beyond
intergovernmental collaboration and affects fundamental rights can only aim at harmonization,
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take place in certain transnational circumstances, and be restricted by specific conditions. The
principle is that member states must remain free to act and to decide on security. 379
Still, there are so many diverging interpretations of what security means that even some AGs
have failed to sharpen the scope and differences between national, public, and state security.
For Sánchez-Bordona, for instance, they have overlapping meanings, based on his reading of
Article 1(3) of Directive 2002/58/EC.380 This provision states that it “shall not apply to activities
which fall outside the scope of the Treaty establishing the European Community, such
as...activities concerning public security, defence, State security...and the activities of the State
in areas of criminal law.”381 Moreover, its Article 15(1) permits member states to enact
legislation to “safeguard national security (i.e. State security), defence, public security.”382
He has elsewhere written that collecting and using data is essential to “countering serious
threats to public security, particularly terrorism, espionage and nuclear proliferation. The
[United Kingdom Security and Intelligence Agencies’] capabilities to acquire and use the data
are essential to the protection of the national security of the United Kingdom.”383 This acritical
use of national and public security needs refining, but it has the merit of being a good starting
point for discussing and narrowing the concepts.
A 2014 study of the Directorate-General for internal policies of the EP, on national security
and secret evidence, echoes the impression that the notion of national security is opaque and
shrouded in legal uncertainty. Although the concept is frequently used in legal and political
discussions, both at Union and national level, there is yet no common and clear understanding
of what it entails in most member states. And even when they try to define it, it seems that the
definitions they propose do not meet the requirements of legal certainty and the rule of law.
The study proposed certain actions to tackle this uncertainty, from an EU observatory on this
evolving concept, to harmonized local legislation dealing with whistle-blowers.384 This shows
how difficult it can be to define national security.
Conflating national, state, and even internal security is common in scholarly writing.
Valsamis Mitsilegas has tabled concerns on whether the concepts of national and internal
security intersect, or whether the latter should be used to refer to police cooperation and national
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security should cover military and intelligence activities. 385 Ladenburger has also suggested
that national security could be seen simply as regarding intelligence services, excluding any
law enforcement action. 386
It seems national security is normally associated with complex state affairs, namely counterterrorism, intelligence, and fighting very serious crime. Its relevance for PNR is thus beginning
to take shape, since the Directive provides for the processing of data to counter terrorism and
serious crime.387 Yet, to entirely detach this concept from law enforcement measures, like
Ladenburger does, might be hasty considering the modern complexity and interoperability of
police action. Blanke comments that:

The maintenance of law and order [i.e., internal security] is accompanied by the
function of safeguarding national security, which partially overlaps with the notion
of public policy (and security)...In some ways it is however even wider, as it also
comprises external security. It refers to essential matters affecting the existence of
the State.388
The research division of the European Court of Human Rights (ECtHR) produced a
document, in 2013, on national security and European case law. It is not a study on EU law, but
it may nonetheless be helpful. It is notable that it reinforced this interpretation of national
security. It argued that the concept tends to be used in relation to terrorism. 389 As in EU treaty
law, it is far from clear and may be described as rather ambiguous in the European Convention
on Human Rights. The ECtHR has thus been working to make it more concrete, with the
research division finding that it unquestionably comprises the defense of states and democracies
against acts of separatism, terrorism, espionage, and incitement to infringe military conduct.
The report concluded that, at the CoE, state parties have a wide margin of discretion to assess
and counter risks to national security.390
Mitsilegas observes that treaty law uses this term mostly from a national standpoint. He goes
as far as suggesting that there is no real effort to integrate security into the wider context of the
AFSJ.391 This is an interesting perspective, although it is not entirely consensual in the
literature. Blanke, for instance, argues that national and internal security are, nowadays, terms
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of EU law, but he also believes that member states still retain a margin to develop their internal
policies.392 This position, however, seems to clash with the idea that it is for the CJEU to
interpret them and their evolving scope in an authoritative manner.
A 2018 briefing from the EP on security claimed that national security is a textbook example
of an area that lies beyond the scope of EU law. While there is no single meaning of the concept,
the EP acknowledged that it includes measures to fight threats to the member states’
“independence, sovereignty, territorial integrity, [and] constitutional order.”393 This
interpretation is, nevertheless, rather problematic.
On the one hand, the EP is reducing national security to matters usually associated with
external security, i.e., matters of military and external defense. On the other, terrorism and
serious criminal offenses can often affect a state’s constitutional order, or even its sovereignty.
Cybercrime,394 kidnapping and taking key state figures as hostages, 395 illicit trafficking in
cultural goods396 or nuclear and radioactive materials,397 crimes in the jurisdiction of the
International Criminal Court, 398 unlawful seizure of aircrafts and ships,399 sabotage,400 or
industrial espionage401 are some examples of that type of misconduct. Yet, these examples,
which the EP considered to fall beyond the scope of EU law, are examples mentioned explicitly
in Annex II of the PNR Directive.
This position of the EP is contradictory. Many of the policies and pieces of legislation
enacted by the EP and other institutions in the AFSJ, until 2018 and beyond that, concern
terrorist and criminal acts which can affect the “independence, sovereignty, territorial integrity,
[and] constitutional order”402 of the member states. So, they cannot be outside the scope of EU
law. To say they are outside the scope of EU law would be to admit to a blatant violation of
conferred powers, well beyond what is being argued in this chapter.
This interpretation of the meaning of national security should be carefully rethought. If it
were accepted, the AFSJ would be far more limited than it is, and many legal acts would be
invalid. PNR data, for instance, could only be used to investigate some of the criminal offenses
that are currently listed in that Annex of the Directive.
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Despite the limited observations of the Court over the last decades, very recent developments
in its case law may now help to articulate an authoritative definition of national security. In
2020, the judges admitted having failed to scrutinize “the objective of safeguarding national
security”403 before and examined the scope of this concept on two occasions. They appear to
mark the beginning of the settling of this matter, albeit the Court is yet to address the thornier
question of what ‘sole responsibly’ for member states exactly entails and how competences
should be allocated. The CJEU has found that:

[At] the outset...Article 4(2) TEU provides that national security remains the sole
responsibility of each Member State. That responsibility corresponds to the primary
interest in protecting the essential functions of the State and the fundamental
interests of society and encompasses the prevention and punishment of activities
capable of seriously destabilising the fundamental constitutional, political,
economic or social structures of a country and, in particular, of directly threatening
society, the population or the State itself, such as terrorist activities. 404
Save for the aspect of considering national security to lie beyond the scope of EU law, this
opinion overlaps with the 2018 briefing of the EP when claiming that national security relates
to the protection of the “independence, sovereignty, territorial integrity, [and] constitutional
order”405 of the member states. The CJEU has drawn a line that separates the notion of national
security from related concepts, apparently shattering the conflation of national, public, and
internal security. It could have gone further in pulling out the useful content from a sentence as
robust as “national security remains the sole responsibility of each Member State.” 406 Still, this
reading strengthens the arguments taking shape in this section and supports the claim that
national security is a particular area of state interest that is at the heart of statehood.
The Court added that the “importance of the objective of safeguarding national security, read
in the light of Article 4(2) TEU...goes beyond...the objectives of combating crime in general,
even serious crime, and of safeguarding public security.”407 It has thus acknowledged that treaty
law is here protecting the primary interests of the member states that, “by their nature and
particular seriousness, [go well beyond] the general risk [of] tensions or disturbances, even of
a serious nature, affecting public security.” 408
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It is now clear that matters of national security are conceptually different from those of
internal, external, or public security. And, regardless of whether the Court has relied on it or
not, this jurisprudence creates space for the idea that, where EU law regulates matters of
terrorism — the only example of criminal activity explicitly mentioned there —, member states
must have a degree of agency, a core of responsibility, to be decided at a domestic level,
precisely because of the importance of the key interests at play.
This argument can somewhat be glimpsed when the judges said that “[s]ubject to meeting
the other requirements laid down in Article 52(1) of the Charter, the objective of safeguarding
national security is therefore capable of justifying measures entailing more serious interferences
with fundamental rights than those which might be justified by...other objectives.” 409 After
alerting to the need of complying with the criteria set out in Article 52 CFREU,410 the sentence
highlights how far the legislator and authorities can go to safeguard national security. Seeing
that treaty law protects the primary interests of the member states and that national security is
one of such fundamental interests, it can thus be suggested that the CJEU is open to consider
that their margin of action to decide on matters of national security must be sufficiently wide
to ensure that they can safeguard this societal interest effectively. In any case, this aspect of
shared responsibilities will be analyzed in more detail in the following section.
Considering the foregoing, especially this recent input from the case law of the CJEU, and
keeping in mind the risks of a too narrow definition,411 it seems safe to claim that national
security refers to operations countering very serious crime and terrorist acts, as well as to
intelligence services and actions relating to state security. For what it is worth, this is likewise
supported by the definition present in Encyclopaedia Britannica. It states that national security
relates to intelligence and counterintelligence and that, “[i]n continental Europe, police work
that is directed at protecting national security is known as high policing, in reference to the
«higher» interests of the state.”412
This interpretation appears to be the most consensual and sensible. And an important
conclusion is that, in this case, the scope of the PNR Directive overlaps with the scope of Article
4(2) TEU. Remembering that PNR data can only be processed to prevent, detect, investigate,
and prosecute terrorism and serious offenses, it can be argued that this national security
exception applies in the PNR case.
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Before moving on, there are two additional remarks that are necessary to bring to the fore at
this stage. It may be helpful, on the one hand, to separate this interpretation of national security
from the scope and meaning of external security. Article 23(1) of Regulation (EU) 2016/679
says that “Union or Member State law...may restrict by way of a legislative measure the scope
of the obligations and rights [of certain provisions] when such a restriction [is] necessary and
proportionate...to safeguard (a) national security; (b) defence; (c) public security.” 413 Military
and defense matters are parted from complex crime, terrorism, and intelligence.
The second remark is not so innocuous. It should not be argued that any given operation
does not pertain to national security affairs just because it is undertaken by standard law
enforcement and police forces. As highlighted above in a comment contra the view of
Ladenburger, the level of cooperation between ordinary and special law enforcement units is
nowadays so deep and complex that the investigation of serious crime and terrorism can,
partially or in full, be handled by the police and similar competent authorities. This does not
make such matters less relevant from the viewpoint of the national security agendas of member
states. National security is a term related more to the level of complexity of crime and the
interests affected, rather than the actors involved in its deterrence.
The CJEU has, nonetheless, twisted this argument to, again, repeat its opinion that EU law
applies to any security-related activity. In the recent case law mentioned above, the judges have
also affirmed that while there may have been more room for competent authorities to act
exclusively under national laws in the past, under the current EU legislation on data protection,
“all operations processing personal data [concerning] public security, defence, [and] State
security [and including those] resulting from obligations imposed on [private] providers by the
public authorities...fall within the scope”414 of EU law. As such, while processing undertaken
by private actors will generally fall within the scope of the GDPR, 415 the data operations
performed by public bodies will essentially fall within the scope of Directive (EU) 2016/680,416
if no other norms apply.
While the Court’s reasoning in this recent case law does not undermine the conclusions
tabled before on the content and meaning of national security, it is surprising that the CJEU still
feels the need to reiterate such an opinion, as if it feared Article 4(2) TEU. This only continues
to create confusion on the normative strength of this provision. Regardless the actors involved
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in data processing, “national legislation enabling a State authority [or] providers of...services
to [process or handle] data...for the purpose of safeguarding national security falls within the
scope of”417 EU law.
This reasoning also does not encroach upon the more general point defended in this chapter
since the implementation of PNR at European level is not put into question. The concern
expressed regards the adoption of a fully-fledged and highly intrusive system. Still, the
persistence of the Court fosters a reflection on how far it is willing to go in security integration
and on what operational core is truly subject to member state agency and independent decisionmaking. The next section will help to shed some light on this complex task.

A.2 Sole responsibility

To grasp what the TEU means when it says that member states are solely responsible for
national security is an even thornier task. There is little consensus in the literature, with scholars
adopting conflicting views and positions that do not fully align with the logic of conferral. So
far, the scarce observations of the CJEU have confirmed the predictions of Ladenburger when
he claimed that the judges would probably not be capable of exploring the full consequences of
Article 4(2) in the way that its drafters expected. 418
Some authors address its national security exception too literally, focusing on the powers
apparently maintained in the hands of the member states. For Takis Tridimas, this norm sets
out an area of exclusive member state power. 419 He echoes Ladenburger, for whom it contains
“a reservation of exclusive national competence” 420 that is unique in treaty law. Even AG
Sánchez-Bordona has suggested that EU law does not apply to member state action in national
security.421 In the end, this would mean that:

[T]he EU cannot legislate in this area under any legal basis. It does not, however,
remove national security from the dormant competence of the EU. National
measures which seek to maintain national security may not interfere with the
fundamental freedoms and, insofar as they fall within the scope of EU law, must
respect fundamental rights as understood in the EU legal order. 422
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Other authors have adopted a softer tone, even if they embrace the same perspective. Rosas
and Armati, for example, find a core of legislative discretion in this provision. 423 And Armin
Von Bogdandy and Stephan Schill believe it tries to guarantee that the Union recognizes key
member states’ competences. 424
A different faction of scholars sees it more as a norm guiding EU action, instead of a clause
on member state competence. Blanke affirms that, while reasons of national security may serve
to limit the EU when exercising its competences, they are not universal sovereignty reservations
and should not be misinterpreted as allowing the member states to exercise exclusive powers. 425
Valsamis Mitsilegas sees here a threshold to EU legislative competences on security. 426 And
Sacha Garben says that Article 4(2) actually entails a control mechanism on competence
creep.427 Although the exact legal meaning of that norm is as yet unknown, she thinks that it
aims at forcing the Union to uphold national variety, as well as to respect key constitutional
elements of the member states. 428
Bruno De Witte has built on top of this, arguing that Article 4(2) seems like a red line for
the Union to control its interference in the area, rather than a reservation of sovereignty in the
hands of the member states. 429 For De Witte, it could never be read as a provision on “genuinely
exclusive Member State competence [nor] a genuine competence reservation clause.” 430 As
referred above, the dogmatic differences between these doctrinal perspectives are not going to
be explored. Yet, as Article 4(2) does not use the typical language of conferral, it seems sensible
to say that its national security exception is not a competence reservation clause but, indeed, an
obligation for the EU when legislating on security. The only missing step in this interpretation
is about its practical consequences. Authors have failed to suggest what can be extracted from
this norm in terms of member states’ agency in regulating national security matters.
The intra-EU PNR is an example of a piece of legislation in which the Union should have
felt compelled to respect the substantive obligation discussed by De Witte. Article 4(2) TEU
should serve, precisely, to make the Union legislator refrain from legislating on security as
intrusively as it has done in recent decades. In contrast to this, however, the PNR Directive
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stands as a good example of the Union’s creeping competences and the frail agency of the
member states in the AFSJ.
Michael Dougan is right in claiming that Article 4(2) TEU, in fine, has an “open-ended
nature (combined with a good dose of institutional connivance).” 431 By not adopting the classic
terminology used in EU law on the division of competences, the drafters have clouded the legal
scope and strength of the norm. They, perhaps, feared that keeping security powers explicitly
in the hands of the member states could lead to friction in the construction of the AFSJ. Yet,
the solution adopted poses challenges, and it is important to recall that, with the Lisbon reform,
the allocation of competences in criminal law matters is subject to a set of requirements. 432
Sole responsibility appears to relate more to constitutional law.433 What is certain is that this
provision cannot be interpreted literally. To do so is not defensible, since it goes against other
treaty norms which bestow upon the Union competences in national security in the logic of the
AFSJ.434 Sole responsibility is certainly not an adequate term. If security is a matter of shared
powers and competences, there cannot be responsibilities exercised by the member states in
isolation. However, it is also unsustainable to claim that this norm is effective because it is
possible for the member states to leave the Union and restore all the powers they had delegated
to the Union.435 It cannot be reasonable that this provision is rendered useful only in extremis.
The national security exception in this norm has thus been neglected over the years, mainly
due to the difficulties in its interpretation. 436 Hitherto, its legal potential seems quite significant,
not the least as a mechanism that could help member states challenge the validity of EU
secondary law which they consider to be excessively intrusive with respect to their national
security agendas. Sole responsibility can be construed in a way that salvages this potential. On
the one hand, Article 4(2) should be understood as a substantive obligation that limits EU laws
and policies. The Union must supervise its legal output and remind itself that it must cooperate
with the member states when legislating on serious crime and terrorism, as well as on
intelligence services and actions relating to state security. It should verify that it has done so,
for example, by ensuring respect for a strict reason giving requirement.
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This goes beyond the strict logic of conferral. It is justified by the special relevance of
security for state building, which the treaties tried to capture in Article 4(2) and other security
exceptions.437 As mentioned by the German Constitutional Court, EU law on these matters
should be limited to allowing transnational collaboration and harmonizing exceptional cases.438
This interpretation is also supported when reading together Articles 4(2) TEU and 67(1)
TFEU, which reads that “[t]he Union shall constitute an area of freedom, security and justice
with respect for fundamental rights and the different legal systems and traditions of the Member
States.”439 Mitsilegas sees here the “first, horizontal, element revealing resistance to
communautarisation.”440 He is right in claiming that respecting national differences has been,
from the start, at the heart of the AFSJ.
On the other hand, self-scrutiny may not be sufficient. Alexandros Kargopoulos argues that
Article 4(2) should be used to guarantee that the constitutional framework of the member states
is respected and that EU secondary law and policies can be challenged if they violate this
obligation. The CJEU and the courts in the member states, especially constitutional courts,
cannot evade affirming the cooperative logic permeating the AFSJ. They are key players in
making this norm legally pertinent and in pulling out the strength of national security
exceptions, even if this means quashing EU secondary law. In fact, Article 4(2) seems to call
for its own proportionality test to check whether Union law goes beyond those purposes of
multilevel harmonization and cooperation. It fosters the “need for a ‘balancing test’ for the
resolution of frictions between antithetical precepts of constitutional law and EU law.”441 If the
courts take that step, it will be a step towards making the spirit of the treaties a reality.
Kargopoulos goes so far as to say that this means that lawmakers in the member states have
a broader margin to fine-tune EU secondary law on security and criminal affairs than in other
areas in which the Union can intervene. 442 As such, he concludes that breaching such
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obligations could be considered a sufficient basis to ask for the annulment or non-enforcement
of national laws applying European policies.
This is not an easy step, but it is an imperative step in the direction of achieving legal
certainty and security that is long due. Mary Dobbs explains why this is not yet standard
practice. She recalls that the Treaty of Lisbon:

[D]eveloped in a context where the tension between the Member States and the EU
remained unresolved and in part as a reaction to the failure of the Constitutional
Treaty. It clarifies and amends some aspects, but unsurprisingly leaves much still
unresolved regarding the relationship between the EU and the Member States, with
reactions at the national level reflecting the continuing battle over sovereignty,
including elements such as primacy. 443
A truly cooperative construction of the AFSJ, which values national security exceptions, is
still precluded by this battle over sovereignty and by a kind of institutional fear of what member
states might do if the principle of conferral and the division of security competences are
interpreted in a more nuanced fashion. Yet, these nuances are gaining momentum in the tension
between “the categorical positions of the ECJ [supporting] the doctrine of absolute primacy of
EU law...and that of most domestic constitutional courts...which largely follow a doctrine of
relative primacy.”444
Only by having a self-aware and restrained EU, which gives member states a certain leeway
regarding the details of national security arrangements and their constitutional identity, and by
making this Article 4(2) usable in court, will this norm gain legal significance. Neither the
Union nor the member states are solely responsible for national security. That is the very
premise of the AFSJ. Still, the latter must keep a certain degree of agency with regard to their
security needs, to be assessed on a case-by-case basis. Otherwise, Article 4(2) TEU, in fine, is
nothing but an empty shell.
As mentioned above, this interpretation of Article 4 may be more in line with the intentions
of the drafters of the treaties. It salvages the legal meaning and content of this provision, making
it a tool in the hands of the member states to judge, on a case-by-case basis, many EU preemptive security policies. The final section of this chapter undertakes such an assessment, with
regard to the intra-EU PNR system.
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B. PNR beyond conferral

Adding to the claims made in the first part of this chapter, a final contention is that PNR is
susceptible to being invalidated because the Union legislator ignored Article 4(2) TEU, in fine,
and interfered with a core of national security responsibilities that should have been left for the
member states to decide upon. There are relevant aspects of the system that the member states
could regulate in cooperation with the EU. As things stand, they have little margin of discretion.
The Union went beyond its conferred powers in light of the shared competences in the AFSJ
and the national security exception of Article 4(2).
There is no mention of national security in the Directive. There are only references to internal
security, in recitals (6) and (15), and recital (5) says that “[t]he objectives of this Directive are,
inter alia, to ensure security.”445 Nevertheless, it is clear that the intra-EU PNR greatly interferes
with the national security responsibilities of member states, starting with the purposes for which
data are processed. 446 A list of envisaged offenses is present in its Annex II and most headings
relate to very serious crimes, as indicated above.
If doubts remained, the recent case law of the Court manages to dismiss them. In light of the
fact the CJEU considered that the sole responsibility of the member states enshrined in Article
4(2) TEU “corresponds to the primary interest in protecting the essential functions of the State
and the fundamental interests of society and encompasses the prevention and punishment of
activities...such as terrorist activities” 447 and that “PNR data collected in accordance with
[Directive (EU) 2016/681] may be processed only for the purposes of preventing, detecting,
investigating and prosecuting terrorist offences,” 448 it seems clear that PNR systems indeed
interfere with the national security agendas of the member states and fall within the scope of
Article 4(2) TEU, in fine.
Beyond that, it should be recalled that national security operations are undertaken not only
by special agents but also by law enforcement units. Under PNR arrangements, data are
collected by carriers and then sent to member states’ authorities designated to act as PIUs.449
They can then transfer data to other local authorities for further examination, or appropriate
action.450 Entities with access rights are chosen by the member states 451 and they range from
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federal police bureaus to border agencies, regional and local police forces, governmental
departments and ministries, intelligence agencies, military bodies, courts of law, and even fiscal
authorities.452 This proves that the Directive is well within the scope of Article 4(2) TEU, in
fine, and the concept of national security.
The EU was competent to enact a PNR system at European level. There is no question about
this. PNR falls within the scope of EU law. Yet, it also falls within the scope of the ‘sole
responsibility’ of each member state. Therefore, what is questioned is how extensively the EU
drew up the details of the system. The legislator should have abstained from passing such a
broad, intrusive, and comprehensive scheme. This scheme left member states with very little
margin to legislate and to decide on how they wanted to implement a sophisticated mechanism
for the retention of personal data, which is unprecedented in EU law. It overlooked the fact that
the Directive should serve only to regulate cooperation and harmonize procedures. The way it
is written, the PNR Directive does not respect the diversity of national legal systems and
disregards their constitutional distinctiveness.453
Article 4(2) appears to have two effects. For one thing, if member states have the
responsibility to decide on their national security agendas and policies, and since the PNR
Directive is such an intrusive piece of legislation, the adoption of a national PNR scheme should
be optional. For another, there are important features of the system that could be regulated more
significantly by the member states.
In the first place, PNR should be an optional security policy. Cristina Casagran has used
Directive (EU) 2016/680 to show there is no need for a uniform regime on data handling by
law enforcement to achieve the security goals of the Union. In fact, even with a single PNR
system, passengers continue to have their personal data subject to many different processing
schemes and data protection criteria, as that Directive gives a wide margin of discretion to the
authorities of the member states to manage and store data once they are sent by the PIUs.
This is because the PNR Directive does not set common processing protocols for competent
authorities other than the PIUs. Curiously, Directive (EU) 2016/680 leaves national legislators
to decide on the implementation of protocols. As such:

If we consider this same scenario for a potential decentralised PNR regime within
the EU, then each Member State would have competence to decide on the data
protection rules and standards for its PNR system. Twenty-eight data protection
regimes could thus potentially coexist, aside from any common EU data protection
452
453

Notice (OJ C 194, 6.6.2018).
Garben, 2015: 58.

79

framework, and with 108 CoE Convention as solely common supranational
framework.454
There are other cases in which the EU has left a margin of discretion to member states.
Article 27(1) of Directive 2004/38/EC, for instance, allows them to restrict the freedoms of
movement and residence of EU citizens and their families for security reasons. There is leeway
for member states here and EU secondary law struck the right balance in the allocation of shared
powers, while compliance with fundamental rights and EU law principles remains under Union
control since its number 2 determines that any decision taken by the member states must be
proportionate and based solely on individual behavior.455 This could be adapted to PNR.
To make it optional would also be in line with the aspirations of commentators following
the adoption of the Treaty of Lisbon. Mitsilegas, for example, wrote, in 2010, that:

[N]ational parliaments...may obtain post Lisbon an increasingly prominent role in
scrutinising proposals for EU legislation from a subsidiarity perspective. This
scrutiny is particularly relevant as regards proposals related to the area of freedom,
security and justice and EU criminal law in particular, where national parliaments
can be informed by an agenda of preserving national autonomy with regard to
decision-making and safeguarding the integrity of their domestic legal system. 456
This is far from having been achieved. The treaties embrace a cooperative, and rather unique,
approach in the AFSJ that the EU institutions have, to an extent, overlooked. However, the
proximity of security and sovereignty favors a conservative approach in terms of having the
Union meddle with substantive criminal matters. This should be viewed as a last resort, under
stringent limitations.457
In the second place, the Directive should not be as intrusive as it currently is. Many features
of the system should have been left for the member states to regulate, or regulate more
extensively. The following examples show this clearly, referring to norms that should be
purged, or rewritten, to allow national legislators to exercise responsibility. Greater attention to
PNR and conferral may, one day, reveal further examples.
Article 4, on the PIUs, for instance, did not need to address how they should be staffed, or
how member states have to organize themselves. It should be limited to stating that each
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member state needs to establish, or designate, an authority to process data and to act as liaison,
similarly to how the responsibilities of the DPOs are defined in Article 5.
The processing of information, foreseen in Article 6, should also have been left for the
member states to elaborate. The Union should have been concerned with limiting it in line with
the purposes of the Directive, data protection laws, and fundamental rights. The EU should not
have outlined how the assessment of air passengers is to take place. That should be up to
national competent authorities to decide. In fact, ordering the PIUs to compare data against
relevant databases,458 to process them “against pre-determined criteria,”459 or to analyze the
information “for the purpose of updating or creating new [assessment] criteria” 460 are
unnecessary, and unnecessarily burdensome, legal requests.
Saying that processing should be non-discriminatory,461 positive matches must be examined
by non-automatic means,462 DPOs need to be able to access all data, 463 or that data must be
stored in secure locations464 is, in contrast, clearly within the logic of shared competences in
the AFSJ, has a connection to the legal bases (including the missing Article 16 TFEU), and
respects the responsibilities of member states in national security. This would have been enough
to guarantee that EU primary law, and the purposes of the security Union, are respected while
national authorities gather and process PNR data.
Even the provisions on cooperation contain elements that should be for the member states to
decide. Article 9 says that the exchange of data among them “may take place using any existing
channels for cooperation between the competent authorities. [Plus, the] language used for the
request and the exchange of information shall be the one applicable to the channel used.”465
Although relatively innocuous on first sight, these demands do not fit the logic of directives,
namely being compulsory in terms of the outcomes, while allowing member states to choose
the means and methods. 466 Only the second part of Article 9(5) fits this logic, as it says that
“Member States shall, when giving their notifications...inform the Commission of the details
of the contact points to which requests may be sent in cases of emergency. The Commission
shall communicate such details to the Member States.”467
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Article 14 is likewise controversial. It tables the penalties for infringements of national laws
transposing the Directive, and the EU has focused on financial sanctions to carriers. Yet, how
can this be framed within the purpose of cooperation? It is another example of where the Union
should have remained silent and given member states space to breathe.
The PNR Directive is a necessary instrument for the pre-emptive security of the Union and
of member states. Nevertheless, it is a piece of legislation that tables a system which
aggressively interferes with the private life and personal data of millions of EU citizens and
third country nationals. This is a sufficient basis to argue that it should, therefore, be carefully
based on treaty law and be limited to the legislative powers of the Union in the AFSJ. As things
stand, however, the intra-EU PNR goes beyond its treaty law bases, and the data protection
norms it foresees are not built upon the treaties. On top of that, Article 4(2) TEU, in fine,
contains a national security exception that obliges the Union to be less intrusive vis-a-vis the
national security agendas and policies of the member states, leaving them with a margin of
discretion to decide on such matters. The EU legislator, nonetheless, disregarded the full
strength of this provision when it enacted this Directive. It is, perhaps, time for the CJEU to
further explore Article 4 TEU.
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Chapter 3.1
Trumping fundamental rights: Departure
“«We need to be operating at the level of Google», said Joe Leader, chief executive of the
Airline Passenger Experience Association, in a report ahead of this year’s Aviation Festival.
«For every passenger, we know every detail that serves as a marketing treasure trove of
personalisation. We have full names, address, exact birthdays, seat assignments, credit cards
and everything that should make personalisation easy», he added. According to researchers at
the Amrita School of Engineering in India, the average transatlantic flight generates about
1,000 gigabytes of data, the equivalent of about 2,000 hours of CD-quality recording.”468
Introduction

This second thematic chapter unveils the incompatibility of the PNR Directive with the rules
on fundamental rights enshrined in the primary law of the EU. It is divided into three parts. This
part engages with the literature, as well as the views of auxiliary and supervisory bodies and
the opinions of member states and MEPs in its legislative process.
It searches for the arguments that have been tabled for and against the intra-EU PNR by
academics and institutional actors. The purpose is to start exploring the viability of a possible
claim that the Directive may be open to challenge on the basis that it is insufficiently protective
of privacy, data protection, and other rights. Ultimately, this chapter argues that it should be
declared invalid by the CJEU for violating the CFREU.
The Court tends to declare legal acts invalid, even when only certain provisions are unlawful.
This was the case in joined cases C-293/12 and C-594/12 and Opinion 1/15, the two decisions
that will be assessed in detail in the following part of this chapter. Although only some
provisions of Directive (EU) 2016/681 appear to violate the CFREU, it is likely that the judges
would also declare it entirely invalid if its validity was challenged in a preliminary ruling.
This first part is divided into two sections. The first reviews the literature on PNR and
fundamental rights. This is the most heated topic discussed in relation to PNR. Yet, this section
presents a more systematic review of the literature than has been available to date. It will assist
readers in identifying and organizing the large body of literature that, to some degree, engages
critically with PNR. This section is likewise essential to highlight the key questions which
potentially make the Directive susceptible to invalidation, but need a deeper engagement. Key
issues arising relate to the length of the data retention period, the data protection guarantees that
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ensure the anonymity and safety of the data, especially those of a sensitive nature, access rights
by third parties to PNR receipts and their content, and individual notification procedures. These
issues will be explored in detail to provide the basis for the structure and content of the legal
analysis in the final part of this chapter.
The second section looks at the legislative process that led to the approval of the Directive.
It explores the concerns voiced by member states, MEPs, and assisting bodies. These opinions
have been largely ignored in PNR studies, but they may prove relevant to understanding the
broader picture of how fundamental rights have been treated. No previous study has analyzed
the PNR system so comprehensively. The literature review and the analysis of these debates
will help to define the scope of the legal analysis in the thesis. This chapter will identify key
points of controversy, the safeguards which, authors claim, mitigate potential shortcomings in
the Directive, and major recommendations for improvement tabled by the intervening parties.
The literature discussing the previous draft of the Directive has not been included. The 2011
and 2016 versions are alike and raise similar concerns. Going through the discussions on the
previous proposal would be redundant. Moreover, it is not relevant for this chapter as it was
rejected in 2013. Also, while most authors have looked at that version, or at the agreements
between third countries and the Union, there is still work to be done regarding the adopted
version of the Directive, partly because its approval coincided with that of the GDPR, which
has tended to garner more attention.
This is also the reason that this chapter is limited to the institutional opinions mentioned in
the Directive, or in the legislative process. Still, the EP did not ask for new opinions, in 2016,
from the EDPS, the European Economic and Social Committee (EESC), or national
parliaments. In those cases, the documents used are those mentioned in the legislative
procedure, even if they refer to the 2011 proposal. This is without prejudice to the criticism that
this is not an adequate way to legislate, especially regarding security policies that can encroach
to a significant extent upon fundamental rights.

1. Reviewing the literature

The main themes addressed by the literature on PNR and fundamental rights are the tension and
trade-off between public security and the rights to privacy and to data protection; the
controversy concerning how modern profiling techniques used in PNR systems may lead to
unlawful profiling and negative discrimination; and the transparency of the Directive in terms
of notification procedures and individual data rights. These topics often surface in policy
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discussions on the AFSJ. They are “révélateur des évolutions à l’oeuvre dans le champ de la
sécurité intérieure européenne.”469
A basic problem in the literature is that PNR is usually criticized with vague and superficial
comments. Its complicated nuances are seldom explored, many arguments are thin, and most
authors do not table serious alternative proposals. Purely descriptive accounts of its functioning
will not be included. This section looks, instead, at works that discuss and engage with the
issues arising in relation to PNR.
An expression used by Emmanuelle Saulnier-Cassia may be revealing. He wrote that the
Directive seems to be comprehensive and complete, dealing with all details in an adequate and
sufficient manner. Yet, this conceals lacunae and shortcomings. Some literature on PNR is just
like that. It gives an impression of thorough assessment frequently based on repeating the
legislation. It does not go into the details, nor does it question the system in practice. Despite a
growing literature,470 many works still deal with PNR too rapidly, and without a systematic
approach or sufficient depth. Few engage with the possibility that it is “une usine à gaz des
risques supplémentaires pour la protection des droits foundamentaux des individus.” 471

1.1 Security, privacy, and data protection

Most scholars sense PNR is at a crossroads between security policies and the fundamental rights
to privacy and data protection. Noor Huijboom and Gabriela Bodea recall that, until the 9/11
terrorist attacks, European authors were concerned with preventing technologies from intruding
on private lives. Then, suddenly, security and privacy were reconsidered and reshaped. 472 Their
relationship has since been described as a “trade-off.”473
This is one of the key points of controversy that is present in almost every work on PNR. It
was a divisive matter also in the legislative debates, and it underlies the reports and
contributions of auxiliary and supervisory entities that will be analyzed below. To find a
sustainable balance between calls for security and respecting fundamental rights is a struggle
for every policy and legal act enacted in the AFSJ. PNR is no exception.
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1.1.1 Tension and trade-off

For Kerianne Wilson, API and PNR are policies that illustrate how the relationship between
privacy, data protection, and security has been reframed. 474 Francesca Di Matteo believes this
is a delicate subject as legislators are, nowadays, called to regularly adjust the balance between
the growing demands of security and the need to respect fundamental rights. In Europe, privacy
has traditionally been protected by high legal standards, but security is gaining ground in
governance, the media, and public opinion. PNR was born in this context of tension. 475 A
tension that, for Chang-Ryung Han, Rachel McGauran, and Hans Nelen, arises because one of
the aims of security governance is to transform personal data into a resource. 476
Some authors claim that the Directive has sufficient guarantees to protect rights, despite its
security purposes. Others say these rights have been sacrificed for a vague sense of security.
Others, still, believe it should include more safeguards, but still accept it as a necessary tool. 477
The first group of authors analyzed here argues that PNR is satisfactory as it stands, while the
second pleads for additional guarantees. Curiously, almost no one considers this tension to be
about clashing rights. Despite being enshrined in Article 6 CFREU, 478 security is usually
perceived as a public policy, and not as a right that can be balanced, per se, against privacy
(Article 7),479 or data protection (Article 8).
It is still not possible to identify major theoretical trends based on the current literature. The
classic literature reviews in which authors are grouped around a fundamental concept cannot
yet be applied to the debates on PNR, for two reasons. For one thing, they are still incipient,
with few authors looking at other works. This chapter brings some added valued from this
perspective, as it tries to present research in a dialogue. For another, authors tend to engage
with PNR in a pragmatic way. They locate a certain feature and discuss it. The more developed
theoretical discussions address the tension and trade-off between fundamental rights and
security. Yet, seldom do authors discuss the concept of security, for instance, or the implications
of PNR for the future of fundamental rights. The latter will be better examined in the concluding
remarks of this thesis, as PNR may represent a turning point in how far privacy and data
protection can be curtailed in favor of security.
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1.1.2 A necessary tool

Susanna Villani has strongly criticized PNR, but she believes it to be essential for police and
law enforcement to have access to such data. She sees it as a part of the AFSJ that will make
the Union safer for citizens. This should compensate for its flaws, although she does not say
exactly how. She also believes that the timing of its entry into force, alongside the GDPR, is a
sign that PNR adequately balances the need to protect citizens from security threats and the
encroachments on fundamental rights that might occur.480 Still, Villani does not explore this,
or the compensatory remedies she claims are present in the Directive.
Those claiming that the EU PNR strikes the right balance between security and rights tend
to table three main arguments. Firstly, they say that only through a common instrument at Union
level is it possible to arrive at that balance. In second place, they believe the Directive is imbued
with sufficient data protection safeguards. And, finally, they accept the long data retention
period, as they find it necessary to facilitate the conduct of complex criminal investigations.

A. Common instruments for EU security

Villani argues that harmonization through a Directive is preferable to leaving member states to
regulate PNR autonomously. She believes that this is because local parliaments may give in to
a certain security appeal and thereby fail to protect privacy. 481 Harmonized legislation at EU
level is, indeed, more likely to foresee common guarantees to shield fundamental rights.
This is a relevant takeaway. Regardless of the flaws of the intra-EU PNR system, to have a
single instrument guiding the legislation of the member states is preferable in many regards,
especially to protect fundamental rights. Villani’s opinion is shared by Elena Carpanelli and
Nicole Lazzerini, as well as Francesca Di Matteo. 482 The privacy guarantees they identify in
the Directive, which could be missing if PNR were left entirely in the hands of the member
states, are the establishment of PIUs, mandatory supervision by entities at Union and national
level, specifically DPOs, and the use of the push method.
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Likewise, Bogdan Bîrzu483 and David Lowe484 claim that PNR is an adequate and necessary
tool for European security. Villani would later reinforce this, saying that it is consistent with
other such data security practices, as well as the aim of law enforcement collaboration. 485 These
opinions echo that of Cristina Casagran, who had previously argued that PNR systems offer
robust, reliable, and appropriate data protection tools, suitable for the EU’s internal market. 486
The idea of PNR being necessary for EU security is reiterated by Han, McGauran, and Nelen.
Albeit stressing that it collects so much data from air passengers that it can lead to a permanent
trace on their whereabouts, they believe it to be an indispensable measure. 487 Borrowing the
idea from Kerianne Wilson, they argue that the intangible opportunity cost of revealing
passengers’ information (in other words, interfering with their privacy), is a necessary price to
pay for keeping people safe.488
The security appeal is such a strong argument that it even influences authors known for
criticizing PNR. Andrea Chiappetta and Andrea Battaglia, for example, though recognizing that
it is a disruptive tool, claim that its weight in fighting terrorism is vital.489

B. Mechanisms of data protection
Han, McGauran, and Nelen have applied a privacy test developed by Adam Moore 490 to PNR.
They concluded that these data are not as confidential as telephone calls or e-mails since they
have always been available to air carriers and non-carrier operators. Besides, despite data being
gathered mostly for purposes unrelated to security, passengers know and expect that border
authorities will access and monitor their movements on a regular basis. 491 The risk to privacy
does not appear excessive, since the Directive excludes the need for courts to authorize access
to data by law enforcement. In their view, if the interferences were excessive, the Directive
would have included such procedures.
However, the final text does include prior review mechanisms. This is a good example of
what is often missing in the legal analysis of key issues undertaken by scholars until now.
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Authors have often failed to study carefully the final version of the EU PNR. In fact, while the
2011 proposal did not require that access to depersonalized data be dependent on the approval
of a judicial authority, Directive (EU) 2016/681 does, in Article 12(3)(b), point i. It is a
safeguard that helps to justify its adoption, but which will be revisited in the final part of the
chapter, since it has important limitations to consider. Contrary to what Han, McGauran, and
Nelen argued, courts do need to authorize access to data in many situations. Does this mean
that the risks to privacy are excessive after all?
Certain scholars believe that cautious attitudes towards the collection of big data are a sort
of paranoia. Arthur Rizer, for example, considers it to be a reaction to recollections of Nazi and
Soviet control.492 David Lowe finds that the debates on balancing security and fundamental
rights have been one of the primary impediments to achieving fruitful negotiations and adopting
an internal system. They apparently stem from “fear of expanding a surveillance society.” 493
Lowe adds that this fear might have been understandable regarding the external agreements and
the 2011 proposal, but it is ill-founded à propos the 2016 Directive, which is brimming with
data protection tools.494 Still, he fails to identify them, thus weakening his argument.
This author concludes that the Directive is fit for purpose, because it manages to protect
personal data. This is based on features like the need to appoint DPOs to work at the PIUs to
monitor data processing operations and apply appropriate precautions. 495 Plus, as DPOs are the
single contact points for data subjects, this seems to suffice in ensuring privacy, as all matters
are dealt with in a centralized and controlled manner.496 This is reinforced by the fact that its
Article 6(8) obliges the PIUs to process and store data in safe places. These are good points and
relevant improvements. Yet, these features make the protection of the information dependent
on the performance of external entities. They do not stem directly from obligations embedded
in the system, developed as security-by-design technology.
Lowe also judges the guarantees on data transfers to be adequate. He argues that Article 11,
on transfers with third countries, read together with Article 13, on the protection of data, lay
out a set of sufficient conditions for the exchange of data outside the Union. Given that third
countries must provide an adequate level of protection, and DPOs must be informed of every
transfer, this author believes that compliance with European data protection laws and the rulings
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of the CJEU has been achieved. Oddly, it is not clear which legal instruments, or case law, he
has in mind. Plus, this argument will be unpacked and deconstructed in chapter 3.3, as Article
11 is not watertight, presenting holes that third countries can exploit to collect data from EU
citizens without guaranteeing an adequate level of protection at all times.
Enrique Pérez-Luño Roledo likewise considers the Directive to offer general guarantees to
keep data safe.497 This is based on the fact that member states are required to ensure that their
PIUs offer enough technical measures to maintain adequate levels of security. 498 Villani had
previously voiced a similar view,499 stressing that the use of sensitive data is prohibited and that
the push method500 prevents member states from accessing carriers’ files. 501

C. Data retention period

While Susanna Villani and Giulia Tiberi contend that five years is an overly long period which
leaves data unnecessarily exposed, 502 Bîrzu defends the opposite position. He maintains that
the Directive is sufficiently limited, since data are not retained for more than a fixed period of
five years and are masked six months after collection.503 Still, he fails to explore precisely why
data are left unmasked during these initial months, and the effects this may have on their safety.
This is an aspect that few authors scrutinize, despite the impact that faulty depersonalization
mechanisms can have on the overall safety of data and, therefore, on the privacy of air
passengers. It will be an important feature of the final legal analysis, even though it has, so far,
been little more than a marginal note.
Pérez-Luño Roledo adheres to this view, stressing that the right to be forgotten is guaranteed
in all processing operations. He believes that Article 12, on the retention of data and
depersonalization, is adequate when judged by the standards of Article 17 of GDPR, on the
right to be forgotten.504 He repeats the depersonalization argument, highlighting the apparently
strict access conditions. 505 Yet, it remains unclear what problems derive from having data
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retained for long periods of time, whether masking up is sufficient as it stands, or how potential
difficulties can be overcome. Again, despite its insufficiencies, existing literature proves to be
crucial in identifying key points of debate.

1.1.3 Insufficient guarantees

Other authors have called for additional guarantees to protect the privacy and the integrity of
data of passengers in the intra-EU PNR. Brendan Lord says that pro-privacy authors have
detected several issues with the functioning of the system, most related to the quantity of
collected data and potentially unlawful profiling.506 Still, on the tension between security and
fundamental rights, the main arguments used to challenge the Directive are its long data
retention period, and its ambiguity regarding the authorities that can access PNR receipts.

A. Data retention period

The deficiencies of the Directive in protecting data stem, for most authors, from the lengthy
retention period. Many claim that a key improvement would be a shortening of this period. In
fact, Georgios Nouskalis claimed, in 2011, that five years is a disproportionate encroachment
upon privacy, in order to deflect indeterminate hazards.507 He failed to elaborate further, but
Emmanuel Saulnier-Cassia has developed the idea. For him, the possibility of revealing (demasking) passenger data for four and a half years is too easy and, therefore, too dangerous. As
an ex ante approval by a judicial authority to access data can be replaced by that of any
competent national agency, 508 he believes anonymity, in PNR, “n’est donc qu’un leurre.” 509
Giulia Tiberi agrees with them, stressing that PNR data are retained longer than any other
data collected under security policies, even the invalidated Directive 2006/24/EC.510 For Nora
Loideain, a lengthy period renders the Directive less in line with fundamental rights and the
case law of the CJEU.511 It is unfortunate that she fails to dig deeper into this idea. In any case,
these are weighty arguments. The length of PNR’s data retention period is a matter that will be
analyzed in depth in chapter 3.3.
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Tiberi also refers to an important criticism mentioned by other scholars and even the CJEU.
The Directive does not provide for specific retention periods according to different categories
of data.512 Yet, certain data allow for easier identification of passengers, like names or contact
details. As such, some scholars argue that the retention period should be tailored according to
the interference with fundamental rights of each data element. This is another crucial suggestion
for improvement that will be developed in the legal analysis of chapter 3.3.
Di Matteo sides with this argument, adding that PNR disrespects the data minimization
principle.513 This principle should always guide the processing of data 514 as it obliges processors
to reduce the amount of data they access and use.515

B. Third parties with access rights

On a different level, Olga Enerstvedt argues that the Directive should not be silent on the third
country authorities with access rights. Other recommendations that could improve the PNR
system would be to lay down precise guidelines on processing operations undertaken outside
the EU, as well as include mechanisms to ensure data protection standards are applied abroad.
These recommendations are interesting, although they could be difficult to implement. They
stem from the purpose limitation principle, which also concerns transfers to third countries.516
Enerstvedt sees this principle as a key tool to constrain data processing, inside and outside the
Union. Unfortunately, she does not make her argument more concrete by suggesting how she
would change the text of the Directive and operationalize these suggestions. She just concludes
that a balance must be found between purpose limitation requirements and the correct
functioning of the system.517
Saulnier-Cassia has built on top of this to argue that the Directive should not allow member
states to transfer data outside the EU without the consent of other member states, especially
those whose nationals’ data could be involved in such transfers.518 Again, this seems a sensible
recommendation, but it might be in tension with the need to have a speedy and efficient system.
Regarding internal transfers, Enerstvedt makes a key legal argument when criticizing Article
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9 for being unnecessarily confusing. This is a blatant shortcoming of the Directive that will be
assessed later in the thesis. Article 9 tables a set of criteria to allow for the exchange of
information, while letting member states skip the enforcement of data protection guarantees. 519
First, Article 9(2) allows for transfers between PIUs of unmasked data through “duly reasoned
[requests and for a] specific case of prevention, detection, investigation or prosecution of
terrorist offences or serious crime.” 520 Its number 3 adds that authorities “may request directly
the PIU of any other Member State to provide them with PNR data...when necessary in cases
of emergency and under the conditions laid down in paragraph 2.”521 And, finally, number 4
allows any PIU to require other PIUs for data “[e]xceptionally, where access to PNR data is
necessary to respond to a specific and actual threat related to terrorist offences or serious
crime.”522 The redundancy of these provisions is notorious. They open too many avenues for
information to circulate among member states, which can weaken legal security and certainty,
while concealing the limitations of the Directive. 523

1.2 Profiling and discrimination

A second common theme for discussion is the matter of profiling and how it can lead to negative
discrimination. Only Timothy Kirkhope, the rapporteur of the LIBE Committee for PNR, is
known to have said that no profiling occurs through use of PNR.524 This is a dangerous opinion.
It conceals one of the most preoccupying features of the system, its ability to classify passengers
in a way that human operators do not fully understand, but on the basis of which they must take
relevant decisions, including those relating to the possible detention of persons.
Profiling occurs in PNR systems. There is a consensus about this in the literature. What has
divided scholars is whether the Directive’s profiling system is a necessary and acceptable price
to pay. A minority faction thinks that the efficiency of PNR depends on profiling and accepts
it as it is, while a large majority of authors considers that it should be reviewed. They fear that
this system will eventually lead to negative discrimination and incorrect predictive assessments
based on a black box of impenetrable algorithms, whereby human agency is rendered a remote
feature of the final decision-taking.
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The following sections will unpack the arguments regarding profiling and negative
discrimination. First, however, it is important to explain how scholars perceive profiling in the
intra-EU PNR system.

1.2.1 Modern profiling techniques
Profiling is the process525 of classifying and treating people according to pre-determined
criteria.526 Ben Wagner explains that this usually happens with machines processing data by
means of algorithms that suggest whether a person is statistically likely to be a criminal or to
belong to a criminal network.527 They then supply that data to law enforcement to check
whether these matches are correct.
The PNR Directive carefully avoids using the term profiling, or related words. This is,
perhaps, a way to lessen the impact that such vocabulary could have if it was openly used in
this piece of legislation. However, the processing undertaken by the PIUs and other law
enforcement authorities necessarily leads to the profiling of air passengers. The key issues
arising are, in fact, how people are sorted through and whether profiling operations lead to
positive or negative discrimination, i.e., segregation based on prohibited criteria.
PNR data can be sent to the PIUs before take-off, which enables law enforcement to ask for
such information before, or immediately upon arrival. Profiling is mostly done automatically.
Wagner adds that PNR is often coupled with data from social media to augment what national
authorities know about passengers. This is made easier as most passengers log in to their
accounts on Global Distribution Systems through social media.
New technologies have transformed profiling, allowing for instant processing that boxes
people into groups based on risk analysis. Already in 2011, Paul De Hert and Rocco Bellanova
suspected that modern technologies, like the ones used to profile passengers in PNR systems,
could give rise to problems with fundamental rights, as well as in terms of “non-discrimination,
presumption of innocence, and due process.”528 Matthias Leese recalls that the degree of risk
to fundamental rights in data-based profiling (also called preventive analytics) is higher than in
standard criminal investigations. With big data, it becomes easier and faster to connect the dots
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and get added value from data that were apparently irrelevant when seen independently. 529 Yet,
the risk of intrusion and of committing errors is also higher.

1.2.2 A necessary tool

A few authors consider that profiling in PNR is necessary, or even acceptable. Enerstvedt
believes that only through targeted profiling of air passengers can PNR be efficient.530 She and
Steve Wolff agree that, without profiling techniques, “clean-skin”531 terrorists could pass
security checks unnoticed.
On the other hand, Enerstvedt acknowledges that negative discrimination can also take
place.532 She and Bart Schermer suggest that the efficiency of data mining might decrease if
sensitive data are prevented from being used in the system. They fear that this could increase
false results. However, while Schermer backs up this position and admits that it is preferable to
sacrifice efficiency rather than privacy, advocating for security systems that are designed to be
especially attentive to discrimination, 533 Enerstvedt is silent in this regard. 534 She admits that
the use of sensitive material does appear to breach the principle of equality535 but it is not clear
whether she is against the discrimination possibly occurring in PNR schemes.

1.2.3 Unlawful profiling and discrimination

Most academic work accepts, to different degrees, that using PNR segregates people in an
unlawful way. Still, there is no main argument and, unfortunately, some scholars do not explain
exactly the manner in which this profiling occurs in the EU system. In any case, the fact that it
allows for the use of sensitive data to discriminate is the key takeaway from this literature. It is
a feature that will be more fully explored in the legal analysis.

529

Leese, 2014: 501 and 502.
Enerstvedt, 2017: 274.
531
Wolff, 2012: 5.
532
The author distinguishes between direct and indirect discrimination. The former takes place by means of using
sensitive data, while the latter depends on the use of non-sensitive data, that is, neutral data (Enerstvedt, 2017:
304). She explains the concept of neutral data with an example recurrent in the literature. It has happened that
certain individuals have been submitted to physical searches, or barred from flying, only because their names were
similar to those of known terrorists and criminal offenders. One’s name is an example of neutral data.
533
Schermer, 2011: 51.
534
Enerstvedt, 2017: 289.
535
Idem: 290.
530

95

Matthias Leese claims that the more data are collected, the higher is the chance of finding
patterns that can be used in meaningful ways. 536 This has been standard procedure in commerce
for a long time, primarily to increase sales based on consumer behavior. 537 This is, in a way,
also the logic behind PNR. Yet, while algorithmic operations used in business are usually
innocuous and serve limited commercial purposes, Leese alerts us to the risks of profiling
applied to security, namely those stemming from incorrect predictive assessments 538 and
operational errors.

A. Operational errors and incorrect predictive assessments

Paul De Hert and Rocco Bellanova have taken a close look at operational errors. They believe
the literature on PNR should be more attentive to these particular failures of the system. 539
Classic criminal investigations depend on reasonable suspicion, or a similar level of certainty,
to persuade the judiciary into issuing search warrants or detention orders. Yet, this does not
happen with PNR systems. Law enforcement authorities must submit a reasoned request to
access data from the PIUs.540 However, the Directive does not require them to have a high level
of suspicion resulting from an ongoing investigation targeting concrete individuals each time
they require data from any given flight.
A low suspicion threshold, especially if access is not necessarily authorized by courts or
independent authorities, amplifies the chances and consequences of errors. One of the
operational errors identified by De Hert and Bellanova could have a serious discriminatory
effect. It was already present in the 2011 proposal541 and was not corrected in 2016. Carriers
can add “general remarks”542 to PNR receipts that will help provide personalized services to air
passengers. The issue is that the Directive allows for such remarks, which can contain sensitive
data, to be sent to the PIUs and be disclosed alongside the other data in the PNR receipts.
There are many problems with this opening of the system, starting with its open-ended nature
and broad potential access to sensitive material. Plus, these remarks can often be incorrect or
misrepresentative, thus making passengers a sitting duck for inaccurate assessments. This key
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issue is going to be explored in depth later in this chapter. It is a shortcoming that could easily
have been avoided, especially considering that it has been identified for quite some time. The
authors conclude that the legislator should protect passengers from such errors. And it “goes
without saying that the added value of this «guess work» has [yet] to be solidly proven.”543
Such openings and errors in processing can lead to incorrect predictive assessments, which
can become a serious problem due to the use of modern technologies that process data at an
unprecedented scale and speed. Mathias Leese thinks that, as decision-making in security
procedures is systematically pressured by time limitations, 544 adding speed to the
unpredictability of algorithmic results, and the general suspicion that pervades security
operations, may easily lead to biased social sorting.
Already during the discussions on the first PNR proposal, some authors feared that the
preventive uses of data “introduiraient de facto un système de data mining et de profiling à
echelle européenne.”545 Paul De Hert and Vagelis Papakonstantinou would later reaffirm this,
saying that profiling is the elephant in the room in PNR. And the problem is that all versions of
PNR are based on opaque preemptive assessments.
They are based on “une approche inductive [instead of] une approche hypothéticodéductive.”546 De Hert and Papakonstantinou argue that, in a way, this makes data mining
operations highly mistrustful. 547 In the words of Antoinette Rouvroy and Thomas Berns, with
a deductive approach, data are verified against databases to confirm what is already suspicious.
With an inductive approach, on the other hand, law enforcement tries to make discoveries, i.e.,
to access and link unknown facts.548 This is what happens with the use of PNR. The issue is
that, while some of these discoveries may reveal unknown criminals, many operations target
innocent individuals, turning them into suspects with little respect for their freedom of
movement, privacy, or the integrity and secrecy of their data.

B. Negative discrimination

Such biased social sorting may give rise to unlawful discrimination against certain categories
of passengers. Didier Bigo and other authors have contended that the risk criteria used to profile
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passengers in PNR tend to target those with a “second (‘foreign’) nationality or foreign
background [in] a person-centric approach.”549 They are also often based on criminally
irrelevant behavior and innocuous physical traces.
Discrimination, as Schermer sees it, is an inevitable part of data mining and profiling
operations.550 Toon Calders and Indre Zioblaite stress, from a different angle, that racial
profiling often leads to discrimination in security checks at airports. 551 Yet, they also recall that
security operations aim at positive and necessary discrimination. The literature tends to forget
this, although it is a sound idea. Positive discrimination, or differentiation, of passengers is
essential to make people safe. What is important, in security checks and in the PNR system as
a whole, is that this differentiation is regulated and limited so it does not escalate into negative
discrimination, i.e., that these systems do not become based on biased or irrelevant traces but
remain dependent on concrete risk factors.
Suspicious profiles need to be verified by a human controller, which is a key safeguard in
the Directive.552 Plus, there are as yet no cases of PNR data mining patterns constituting
evidence in court. Despite this, Enerstvedt has insisted on the perils of negative discrimination
and the impact of false positives on fundamental rights. They do not only affect privacy and
data protection.553 False positives can lead to having innocent passengers detained, deported,
added to no-fly lists, or included in watch lists. 554 They can thus affect many other rights and
values, from freedom of movement to human health.
The processing of sensitive material is perceived by different authors as the cause, or origin,
of most disproportionate interferences with fundamental rights. Sensitive data are those that
cannot serve as grounds to differentiate people, save for reasoned exceptions. Otherwise such
discriminatory operations are prohibited. 555
Enerstvedt emphasizes an aspect that is discussed by the CJEU in this regard. Any decision
taken by law enforcement where sensitive data are relevant despite the behavior of the
passengers individually considered disregards the rights enshrined in Articles 7, 8, and 21
CFREU.556 She thinks that the freedom of movement of EU citizens should be curtailed only
based on individual criminal conduct and threats to security. Enerstvedt is here echoing Bigo,
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who believes that PNR enters into direct conflict with the Schengen principles. They “prohibit
systematic checks and surveillance of EU citizens on the move, which is precisely what
instruments such as the EU PNR [seek] to establish.” 557
In this sense, Saulnier-Cassia does not believe that Articles 6(4), 7(6), and 13(4) of Directive
(EU) 2016/681558 are sufficiently watertight to prevent sensitive data from being processed and
to oblige PIUs to delete them if they appear in PNR receipts. A first problem is that these norms,
aimed at preventing such processing, have a more limited scope than Article 21(1) CFREU.559
A person’s color, genetic features, or even property, he says, can be assessed for the purposes
of the intra-EU PNR.560 Although Bîrzu claims that the scope of the Directive expressly bans
the use of sensitive data, 561 this is not enough to prevent possible discriminatory actions. The
criticism holds and it is a key recommendation for improvement to consider in the legal analysis
of chapter 3.3.

1.3 Data rights and transparency

The final theme for discussion, data rights, is an issue that makes authors engage more deeply
with the Directive and the functioning of PNR. The right to notification tends to emerge in the
literature as the most relevant of the various data rights. If passengers know whether, how,
when, and for what purposes their data are processed, Villani states that they will be able to
exercise all other rights. 562 Once again, there are authors who believe the PNR Directive
contains sufficient guarantees, and there are those who disagree.

1.3.1 Sufficient guarantees

Only a few authors think the PNR system adequately protects individual data rights. Most base
their claims on the Directive’s references to national supervisory authorities 563 and to the DPOs
working in the PIUs.564 Villani believes that the legislator paid attention to the ideas of the
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EDPS during the legislative process regarding the supervision of data processing.565 Lowe has
made a similar argument, seeing in the supervisors a development that distinguishes the 2016
Directive from the 2011 proposal. He considers that member states are now obliged to ensure
that processing is lawful and that complaints are addressed.566 He also claims that Article 15 is
a crucial step in ensuring an accountable system, since it makes national supervisory bodies
competent to conduct investigations and to advise member states on the enforcement of PNR. 567
Villani further recalls that member states are required to keep an updated list of authorities
that may request access to PNR data. As the Commission must be notified of any changes, this
guarantees institutional transparency and allows passengers to know what entities are entitled
to access their data. 568 Although not agreeing entirely with their positions, Enerstvedt says that
this can also serve the principle of purpose limitation, provided these lists are exhaustive. 569
These are important remarks to take on board. The approved version of the Directive is
characterized by positive developments that help mitigate its potential shortcomings with
regards to transparency, and even supervision. Yet, controversy has persisted over the years,
especially due to the fact that data subjects are still left in the dark regarding why and how their
data are processed, as well as the reasons justifying their segregation.

1.3.2 Insufficient protection

Most scholars disagree with Lowe and Villani. Mathias Bug and Sebastian Bukow argue that
passengers, even frequent flyers, are not usually aware of PNR. It is not a widely known or
discussed measure, which renders it opaque and distant. 570 Enerstvedt is one of the scholars
565
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who has better explored this topic, pointing to four key issues of transparency and data rights
during processing operations in the PNR scheme.
The first problem is that the Directive is unclear regarding how passengers can access their
PNR receipts.571 Plus, if data are to flow through different databases, it may be the case that
records stored in one place are outdated, or do not correspond with those held by other entities.
There are no guarantees of uniformity in the Directive. To overcome this, air passengers would
have to ask for their data simultaneously from all entities. As this is not feasible, there appears
to be an issue of lack of transparency by design.
A second problem is closely related. Enerstvedt thinks that data controllers and processors
might find it difficult to comply with requests for access from data subjects. This is because not
all have implemented mechanisms enabling them to produce copies of receipts which are
accessible, or readable, by the public. She illustrates this with the complications faced by MEP
Sophia In’t Veld to access her files from flights she took to the US, as well as a similar case
experienced by Edward Hasbrouck in the Netherlands.572 These situations are more than a
decade old. Yet, they should be used as examples to press for an evaluation of notification
procedures in the current system, especially considering In’t Veld only managed to access her
PNR after filing a lawsuit. And she was only given partial access to her own personal data.
The third issue concerns the lists of authorities with access rights. The author argues that, by
not including a list of entities with access rights or, at least, by not specifying the databases
against which data are run, the Directive fails to meet basic transparency requirements. Still, it
is not clear how this could be improved. Leaving member states to decide who those authorities
are, as is currently the case, 573 seems the only possible scenario in light of the differences among
national legal systems.
Enerstvedt’s final remark flows from the previous issue. This is an aspect meriting close
attention, and which will be developed in more depth in the doctrinal part of this chapter. She
argues that passengers do not know which data are being processed, when, by whom, or for
what reasons. This happens for two reasons.
First, the Directive is silent on whether PNR receipts must be transmitted in full, or only
partially, whenever law enforcement requires them from the PIUs. This appears to be a question
accepted by those who are already familiar with widespread security measures” (305). In fact, Britain has
systematically implemented more security policies than Germany. Many are openly visible to the public, like
Closed-Circuit Television installations. In the authors’ view, this has made the British people generally more
insensitive to new security policies, like PNR.
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left to be settled on a case-by-case basis. Yet, it may generate uncertainty. 574 In second place,
as mentioned regarding operational errors and incorrect predictive assessments, heading (12)
of its Annex I says that carriers can include in the PNR receipts:

General remarks (including all available information on unaccompanied minors
under 18 years, such as name and gender of the minor, age, language(s) spoken,
name and contact details of guardian on departure and relationship to the minor,
name and contact details of guardian on arrival and relationship to the minor,
departure and arrival agent). 575
Even if this is intended to apply to unaccompanied minors, it still allows carriers to add all
kinds of observations to receipts, from dietary habits to health information. This increases the
risk of having sensitive data circulating. Additionally, Elena Carpanelli and Nicole Lazzerini
comment that heading (5), on address and contact data, is likewise problematic, because it does
not identify whether these data must belong to passengers, or to them and other people involved
in the flight arrangements. 576
There are other scholars arguing against the lack of transparency and criticizing the way in
which it may encroach upon data rights. Tarleton Gillespie joins Bug and Bukow, for instance,
in saying that individuals are seldom aware of secondary uses of data when they book air tickets.
PNR has been designed to operate behind a veil of opacity which makes it impermeable. 577
In fact, PNR is a textbook example substantiating the fears of Mireille Hildebrant and Serge
Gutwirth. Trailing the work of Frank Pasquale, 578 they assert that “data mining techniques
remain a technological black box for citizens.” 579 Enerstvedt also puts it in an interesting way,
referring to the lack of “algorithmic transparency.” 580
This “loss of traceability”581 makes passengers unaware of how their personal data are used,
rendering them powerless to exercise their data rights. Leese contends that transparency is
slowly disappearing from data retention systems. People interact with these schemes without
realizing what happens to their data. Private and public entities profile individuals in invisible
ways and often do not give them the tools, or opportunities, to react. Oscar Gandy stresses that
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most passengers only know they have been profiled when they experience the offline effects,
like being detained, or listed as no-flyers.582
This literature review has highlighted the main tensions that divide scholars in relation to
the merits and hazards of PNR. The arguments that will sustain the doctrinal claim in the last
part of this chapter are starting to take shape. In fact, the thesis builds on top of previous
scholarly writing and takes it a step further in unpacking what is wrong, legally speaking, with
the PNR Directive from the perspective of fundamental rights. And there is already a substantial
set of relevant takeaways from the existing literature that will help us move forward.
A PNR system is seen by most authors as essential to keep the EU and its member states
safe in light of modern transnational criminal threats. The security appeal is very strong, but
this has not prevented scholars from arguing in favor of alternative solutions that would be
more in line with the fundamental rights of passengers. It is clear that the data retention period
is too long, and that the Directive does not guarantee the anonymity and integrity of data
throughout that period. It also allows for the collection of too much material, namely sensitive
data that can be used to discriminate against passengers and may have a significant impact on
the lives and well-being of individuals. There is likewise some controversy regarding the
identity of the third parties who can access PNR receipts. Two other issues worth highlighting
in this literature review are the risks associated with modern profiling techniques, and the lack
of robust notification procedures. While the Directive shows positive developments in terms of
oversight and transparency in comparison to the 2011 proposal, some authors still consider it
opaque and distant from passengers. A mechanism to allow them to know if, and for what
reasons, their data are used is a key feature that is missing in the final version of the Directive.
These issues are echoed in the following sections and in the doctrinal claim put forward in
this thesis. The next section will present the discussions of MEPs in the final steps of the
legislative process, as well as the contributions of national parliaments and EU bodies to the
drafting of this piece of legislation.

2. In the legislative process

Noor Huijboom and Gabriela Bodea conducted a study on PNR debates that has showed that
“the power struggle between the Commission and Parliament...became less fierce” 583 in 2005.
That year, the EP started softening its stance on the PNR agenda. This might have happened
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because the CJEU invalidated the agreement with the US and the Commission’s adequacy
decision that supported it.
That struggle gave way to an institutional consensus. Huijboom and Bodea recall, however,
that, while PNR appears to be a purely administrative and bureaucratic concept, it interferes
with a wide range of principles, including security and privacy. Discussions in and outside the
EP have dealt with a broad array of topics. Nevertheless, it appears that they have had little
impact on the final text, as is apparent from the fact that the 2016 Directive is very similar to
the EP’s draft proposal of 2011.
Although PNR has been discussed a few times in the parliamentary term of 2014-2019, this
section is limited to the debates that took place during the process for approving Directive (EU)
2016/681. This allows for a deeper look at the concerns of the advisory bodies and of the MEPs,
which so far have been ignored by most scholars.
It must be recalled, nonetheless, that PNR was tabled and discussed rather hastily, following
the 2016 terrorist attacks in Brussels. The debates were based on written comments by member
states and advisory bodies from 2011, since the EP did not ask for new opinions. While this
piece of legislation was discussed and approved in just a few days in April 2016, it had been on
the table since the terrorist attacks that took place in January 2015, in Paris. There was plenty
of time to review the 2011 proposal and improve it to answer both the new security demands
and the fundamental rights requirements of the CFREU. As will be shown, however, the
approved version does not reflect either a mature legislative process nor sufficient care for
fundamental rights.
This section will first table the contributions of national parliaments. It will then put forward
the main arguments present in the reports of auxiliary and supervisory entities, and will
conclude with an analysis of the key topics and opinions brought to the floor by the MEPs in
the hour and a half that it took them to debate PNR on 13 April 2016.

2.1 National contributions
All member states favored the approval of the Directive. 584 Yet, the EP received observations
from only eight national parliaments. And only three raised concerns regarding fundamental
rights. They were not very sophisticated in their opinions and the main topics addressed are
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also present in the literature. They talked about the tension between privacy and security, the
data retention period, profiling and discrimination, and the right to notification. In any case, the
EP seems to have ignored their concerns.

2.1.1 Tension and trade-off

While the tension between security and fundamental rights is extensively developed in the
literature, the member states did not give it considerable importance. The Austrian National
Council appealed to the Commission to pay attention to the balance between the protection of
public security and respect for individual rights.585 This trade-off was also mentioned by the
German Federal Council, who stressed that equilibrium between personal liberties and public
security was not satisfactorily addressed in the Directive. 586 However, there were no more
explanations, or further arguments, backing the Austrian and German Councils’ positions. They
might have been on the right track, but they missed the opportunity to table a relevant claim.

2.1.2 Data retention period

The first relevant criticism concerns the length of the data retention period. The Austrian
National Council argued that data should not be stored irrespective of there being concrete
suspicions regarding a particular individual. Moreover, a period of five years regardless of
criminal charges is in a “bestimmten Spannungsverhältnis,”587 that is, a certain tension, with
the rights to privacy and data protection enshrined in the CFREU.
The German Federal Council and the Dutch Senate explored this issue in more detail. The
Dutch Senate contended that holding data from innocent people might contribute to redundant
profiling.588 And the German Council argued that storing data with no just cause (“Anlass”),
i.e., an attributable conduct (“zurechenbar vorwerfbares Verhalten”) with a dangerous nature
(“Gefährlichkeit”), is a particularly serious limitation of the rights to informational selfdetermination and to private life. Plus, a period of five years outstrips any notion of
proportionality and allows for interferences with privacy. 589 As data are kept in a way that can
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be unmasked at any time, this is disproportionately long from the perspective of fundamental
rights.590 The Dutch Senate made a similar remark, adding that the mechanisms to mask
information present in the proposed Directive seem inappropriate, especially since the norms
on the anonymization of payment data are not sufficiently tight.591

2.1.3 Profiling and discrimination

For the German Council, the lack of legal certainty and publicity regarding the criteria used to
assess data leaves passengers with few tools to understand processing operations and to know
whether they have been negatively discriminated against. And, if different standards are applied
to different people, this can render the tools intended to prevent discrimination less effective. 592
The Dutch Senate queried the Commission about those criteria and about which data
elements combined could warrant additional scrutiny.593 The Dutch Senate acknowledged that
the PNR Directive tries to prevent the collection of sensitive data, but it remarked that other
elements might indicate, for instance, a religious orientation or health situation, like meals. It
also asked why nationality was not listed as a sensitive criterion, given that Article 21(2)
CFREU forbids discriminatory action based on nationality. 594 Regrettably, there seems to have
been no reaction to these comments.

2.1.4 Right to notification

Only the German Federal Council raised concerns about the right to notification. Though an
interesting point, it only observed that data subjects should be informed whenever their personal
information is sent to third countries. 595

2.2 Input from auxiliary and supervisory entities

The EP and the Council of the EU consulted the EESC, the EDPS, and the Committee of the
Regions (COR) before initiating verbal discussions on the intra-EU PNR.
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2.2.1 Committee of the Regions
This Committee was the only one which did not present an opinion. On the 129th meeting of
the COR’s bureau, in 2011, its Commission for Citizenship, Governance, Institutional and
External Affairs (CIVEX) noted that it had been requested by the Council of the EU to give an
opinion to the proposal for a Directive by mid-May.596 Yet, sitting on 8 April, its secretariat
gave notice that CIVEX had decided not to table opinions on two legislative proposals, PNR
and the Directive on attacks against information systems.597
The COR argued that it did not provide an opinion on PNR because, from a data protection
standpoint, the strategic value of this matter for municipal and regional powers seemed rather
narrow. Although this may be a controversial position, the COR added that this topic could be
dealt with in a wider perspective in light of the strategy for a new regulatory agenda on data
protection in the Union that was foreseen for July 2011.598
PNR seemed to be secondary in the COR’s political concerns. As such, anything they could
say about it could be postponed for a global review of EU security. In fact, in the general
comments of the policy recommendations of the COR’s Opinion on the Union’s internal
security strategy, this Committee showed interest in measures protecting transport but pointed
to previous comments censuring PNR, which, in its view, should be carefully considered by the
Union legislator when delineating a EU PNR system.599 There is no other mention of PNR and
there were no further developments, with the section on transport of this Opinion being mostly
dedicated to land carriage.

2.2.2 European Data Protection Supervisor

The EDPS, on the contrary, was rather vocal in standing up for fundamental rights. As it had
provided informal feedback throughout the development of the proposal, it gladly observed that
the legislator had adopted some of its suggestions, like on data protection safeguards.600 Some
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of these consisted of making clearer the role of the PIUs, prohibiting the analysis of sensitive
data, adopting the push method, and adding limits to the retention of information. 601

A. Harmonized system

The EDPS was not certain about the added value of a harmonized European system. Despite
acknowledging that common standards improve legal security and certainty, it stressed that the
Directive obliges member states to request PNR data, even if they did not do so. From this point
of view, the supervisor questioned the benefit of the system to the security of personal data. 602
What the EDPS meant was that, for data protection, the best option is not to have a PNR
system at all. In fact, even if, hypothetically, data could be rendered entirely secure, it is always
riskier to have data collected by law enforcement units than not having them collected at all.

B. Impact assessments

The supervisor thus called upon the legislator to present an impact assessment to review the
privacy and data protection guarantees, considering how PNR impacts individual rights. It
argued that an overall review was unsatisfactory. 603 Alas, no general impact assessment was
drafted for the 2016 proposal, let alone a specific one on privacy and data protection. This was
not even addressed by the MEPs when discussing the proposal.
Still, it is an interesting point for reflection. This recommendation will be revisited in the
concluding remarks of the thesis as it is an important lesson for the future of the EU. General
impact assessments, especially if supplemented by specific impact assessments, are a crucial
tool for evaluating the efficiency, efficacy, and proportionality of policies and legislation in the
AFSJ. Moreover, such impact assessments should be subject to regular updates after the entry
into force of the legislation to ensure that it is still necessary and proportionate, especially when
it affects essential rights as PNR does.
The EDPS further remarked that including internal flights would be a broadening of the
reach of the system that could jeopardize fundamental rights even further. 604 Unfortunately, the
supervisor gave no reasons or concrete proof to substantiate this fear.
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C. Data retention period

The EDPS also made important comments about the data retention period. Its position on this
matter was already very clear in 2011. The EDPS questioned the need and proportionality of
retaining data for five years, especially seeing that these records would not be fully
anonymized.605 It thus recommended that the proposal:

[S]hould be reworded [to keep] the principle of real anonymisation with no way
back to identifiable data, which means that no retro-active investigation should be
allowed. These data could still — and solely — be used in order to serve general
intelligence purposes based on the identification of terrorism and related crime
patterns in migration flows.606
It suggested that “[n]o data should be kept beyond 30 days in an identifiable form, except in
cases warranting further investigation.”607 Regrettably, this was ignored in 2011 and in 2016.

D. Transparency

Finally, the EDPS said that the development of an EU PNR system aiming at the retention of
all passenger data, and which works based on anonymous and volatile risk criteria, poses
significant transparency issues. The worst of these is that the scheme could lead to the arrest of
innocent individuals, even before the commission of criminal offenses.608
The supervisor argued that the only way to mitigate this would be to use PNR data
exceptionally, only where there are real menaces based on real risk factors. 609 This argument
would later be echoed by the EESC610 and it seems both entities believed that this could mitigate
the fact that PNR depends on the massive collection of all booking elements of every passenger.

2.2.3 European Economic and Social Committee
Rodríguez García-Caro, the EESC’s rapporteur-general, stressed that it generally agreed with
the opinion of the EDPS. He expressed reservations about whether fundamental rights could be
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jeopardized by the proposal, as the much discussed trade-off between security and rights looked
to him more like “stepping up security at the expense of citizens’ rights.” 611 The EESC claimed
that PNR came down to:

[L]egislation allowing a wide range of data about millions of citizens who have
never committed any of the offences set out in the directive, and who never will, to
be processed and analysed. This means that data concerning absolutely normal
people will be used to establish the profiles of dangerous criminals.612
It is unclear how the EESC knows that these individuals will never commit any offenses.
Yet, what matters is that, like the EDPS, the EESC believes that PNR privileges security over
privacy. While the Committee did not explore this argument, it was clear in saying that,
whichever document was approved, it should guarantee the widest protection and privacy to
the data processed in the system. 613
The EESC added that the Directive should have an exceptional nature. Its provisions should
never contradict key principles on fundamental rights. And it further specified that this was of
special importance whenever third countries sought to transfer data to other third countries. 614
Another interesting point was made on the technical alternatives that air carriers should use,
if the common protocols for transferring data fail. This has been largely ignored by the
literature. The Committee claimed that the possibility of using “any other appropriate means” 615
is not entirely suitable. In its view, the legislator should have provided concrete information on
exactly which alternative means are adequate for transferring data. 616 Regrettably, this flaw is
still present in the 2016 version of the Directive, which leaves the door open to security risks.
Just like the EDPS, the EESC did not discuss many other problems arising from the PNR
Directive. Yet, it concluded with a note on transparency. It suggested that it should contain a
mandatory traceability mechanism so that access and processing would be registered.617 The
purpose would be to make it possible to determine who accesses PNR data at any time. 618 It
must be noted that this safeguard has been added in 2016. The PIUs are now obliged to keep
records of all operations performed upon the data. 619
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2.3 The debate in the European Parliament

Sitting on 13 April 2016, the EP debated the PNR proposal before approving it at first reading
on the following day. 43 MEPs intervened. There were also questions tabled under the blue
card prerogative and seven written declarations. Yet, not all speakers were clear on where they
stood on the issues arising, and few engaged with fundamental rights in a shrewd way.

2.3.1 The kick-off

The opening and end of the debate were led by Timothy Kirkhope, the rapporteur of the LIBE
Committee for PNR. He considered that only through a common legal instrument at EU level
would it be possible to protect individual privacy. He opened the debate arguing in favor of its
approval, although he did not explain how the Directive protects passengers. His concern was
that broad protection would not be ensured if member states were left to regulate PNR.620
Kirkhope’s position was backed by Dimitris Avramopoulos, the MEP representing the
Commission in the discussions. He was confident that the Directive had been drafted to arrive
at the best equilibrium between privacy and security, through a set of robust safeguards. He
referred to the limited conditions on data access and transfer, the controlled retention period
with anonymization mechanisms, the prohibition on storing sensitive data, and the obligation
to delete them, as well as to the supervision of the DPOs and national independent entities.621

2.3.2 Tension and trade-off

The balance between security and privacy was mentioned throughout the whole debate. Most
MEPs speaking in favor of the Directive addressed this trade-off. Still, they often referred to
data protection guarantees built into its text without concretely looking at its draft norms, or
discussing how they safeguard fundamental rights. Almost all, in fact, considered the balance
between privacy and security adequate in the proposal, without going into much detail. Only a
few clarified their views by reference to specific examples, which reveals a gap between the
arguments of the MEPs and the functioning of PNR.
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A. For security

Michał Boni, of the European Conservatives and Reformists Group (ECR), was, perhaps, the
most sophisticated intervener pro security, considering that:

[T]he masking-out of data after six months...[establishing] monitoring
mechanisms...and a list of serious crimes [as well as having a section on] the role
of national data protection authorities [and] the obligation of appointing a data
protection officer [are examples of the] many data protection safeguards and
principles that guarantee respect for fundamental rights.622
He tried to demonstrate how the proposal directly tackled security without waiving
individual privacy. However, Boni might have gone too far in claiming, based on no examples,
that data, privacy, freedom, and security are all equally protected and given the same relevance
in the Directive.
There was a sort of haste in the interventions of some MEPs who tried to lessen the relevance
of privacy concerns, while persuading the EP to approve the proposal. These interventions
recurrently used the Brussels terrorist attacks to argue that the debate should not be delayed any
further. Helga Stevens, also of the ECR, for instance, finished her intervention with a call to
common sense, saying that she saw no reason to delay, or even to vote against, PNR.623 This is
an important aspect to highlight from the debate. To use those dreadful events was a persuasive
strategy, and it may have pressured many MEPs into believing that they needed to approve
PNR, regardless of its flaws, in order to ensure the safety of EU citizens. To vote against would,
therefore, be seen almost as a criminal act in itself. Yet, this rhetoric needs careful study.
Hastening parliamentarians into approving security legislation in the aftermath of criminal
events with a large impact on social media and public opinion will be revisited in the conclusion
of the thesis. It indicates a relevant lesson underlying the journey of the PNR Directive.
Along this line of thought, Christel Schaldemose, of the Group of the Progressive Alliance
of Socialists and Democrats (S&D), admitted that PNR’s deficiencies were corrected by the
data protection package. She agreed that there should be a more controlled retention of data
but, shortly after, Schaldemose added that MEPs had to be pragmatic in terms of finding a
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balance between the protection of private life and the protection of citizens against terrorism
and organized crime.624
The call for such balance was echoed by other members of the S&D, such as Christine
Bonnefoy and Juan López Aguilar. Bonnefoy stated that PNR should be “efficace et
opérationnel, juste et proportionné, [but also a measure] qui assure la protection des libertés
individuelles, en particulier le respect de la vie privée.”625 And like her colleague, Schaldemose,
she saw its implementation at the same time as the data protection package as a strong guarantee
of this balance. This was reiterated by López Aguilar, who stressed that the EP was being
unfairly accused of dragging its feet regarding PNR. In his view, “privacidad es un derecho
fundamental de los europeos, garantizado como tal en la Carta de los Derechos Fundamentales
[and the approval of the GDPR] puede ser útil en la garantía de un equilibrio razonable entre
libertad y seguridad para los ciudadanos europeos a los que representamos.”626 Curiously, it
could be said that, from this angle, these MEPs did not believe that the PNR Directive included
sufficient guarantees to ensure privacy and individual liberties, but that this was somehow made
tolerable by the simultaneous approval of the GDPR.
Esteban González Pons, of the European People’s Party (EPP), likewise used the trade-off
idea, but ended up making a controversial argument. He distanced himself from those who
believed the right to privacy of terrorists was more important than the right to life of potential
victims. He emphasized that citizens already relinquish their privacy in order to pay taxes, with
fiscal authorities having access to troves of relevant data. Analogously, he said he would be
willing to abdicate part of his privacy to save his own life. In a rather populist move, González
Pons balanced the rights to life and to private life and concluded that the main priority of MEPs
should be the former.627

B. For privacy and data protection

Most of those who presented ideas against the approval of the Directive were not very
sophisticated in replying to the previous remarks, or in deconstructing the problems that could
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ensue from PNR systems. Still, some MEPs raised issues that are worth recalling. Sophia In’t
Veld, for example, of the Alliance of Liberals and Democrats for Europe (ALDE), argued that
it gave a false sense of security 628 which undermined the whole discussion on fundamental
rights. She was backed by Jan Phillip Albrecht, of the Greens and European Free Alliance
(EFA), who stated that the EP was tabling nothing more than a symbolic policy which would
take a heavy toll on the security and rights of citizens.629
The risk of jeopardizing citizens’ freedoms was also emphasized by other MEPs,630 with
Albrecht adding that PNR violates privacy because of its blanket data retention, i.e., the
capacity of the system to broadly and indiscriminately collect huge amounts of information.
Although not pinpointing concrete case law, he ended his intervention by highlighting that both
the CJEU and the ECtHR have consistently observed that putting everyone under control
violates individual rights and freedoms.631
While initially appearing to be in favor of PNR, Beatrix Von Storch, of the Europe of
Freedom and Direct Democracy (EFDD), remarked that it is “eine gigantische
Vorratsdatenspeicherung,”632 a gigantic data retention system that violates privacy. In her
visual description, it is about the data of those who flew where and when, who sat next to whom,
who ate what, how they paid for the trip, and so on. It consists of data stored about everyone
for no proper reason, and then made accessible to law enforcement authorities.
Notis Marias, from the ECR, also positioned himself emphatically as against PNR. He said
that security should serve freedom and not make it a hollow concept. In an interesting point,
Marias added that the trade-off between freedom and security was unbalanced in the proposal
since security was not serving freedom, or respecting the core of individual rights. It not only
disrespected personal data guarantees but actually circumvented them. He concluded by
criticizing the EP if, under the pretext of terrorism, it managed to approve a policy which, he
believed, should be used only in emergency scenarios and under strict conditions. 633
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Marju Lauristin, of the S&D, used her blue card prerogative to ask Monika Hohlmeier, of
the EPP, why there were so many limitations to the functions and tasks of the DPOs. It is,
however, not clear whether Lauristin was comparing the final version with previous drafts, or
with the external agreements. In any case, the answer was that the control mechanisms and data
protection standards were set very high in terms of how the algorithms could be used to search
for the most serious criminals. It was a rather vague answer, but Hohlmeier further commented
that data protection guarantees would be reviewed in five years, if necessary.

2.3.3 Data rights and transparency

There were no significant references to profiling, or discrimination, in the debate. And only a
few MEPs addressed data rights and transparency. In his opening words, Kirkhope claimed that
the Directive contemplates specific rights of redress that he feared would not be considered if
PNR was left to the member states to regulate. 634 Yet, he failed to explain why he thought
member states would omit rights of redress in their national proposals. Despite this, Anna Bildt,
of the EPP, backed his idea and added that a EU PNR system is a guarantee of more
transparency. In her view, a single scheme makes the circulation of data known to passengers
and ensures harmonized protection in all member states.635
On the opposing side, Marju Lauristin put a second question to Monika Hohlmeier. This
time, she asked why the EPP opposed the idea of letting air passengers know about their rights
and how data are collected and processed. 636 Hohlmeier replied this was false, and Lauristin
missed the opportunity to further elaborate on PNR’s transparency issues.

2.3.4 Wrapping-up

Most speakers were in favor of PNR, and the majority of MEPs who participated were from the
EPP. In total, 15 members of this group voiced their concerns, and all said they would vote in
favor of the proposal. Four others provided written declarations, but were likewise pro approval.
Three EP groups were divided. Six members of the S&D voiced their support for PNR, while
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one said he would vote against. Two others provided written declarations in which they showed
that they were in favor of the proposal. The same happened with ALDE, with five MEPs for
and one against, and the ECR, with three in favor and one against. The remaining parties
expressed their opposition to PNR, but they were not as vocal as the members of the supporting
parties. Three MEPs spoke from the Confederal Group of the European United Left/Nordic
Green Left, with two others from the Greens/EFA, one from the Europe of Nations and
Freedom, and one from the EFDD, with another from this party providing a written declaration
arguing against PNR.
The bulk of the arguments was not very refined from either side, and the fundamental rights
of air passengers affected by PNR were often far from the core of the debate. There was little
time to intervene in these discussions, but it is unfortunate that most MEPs did not manage to
direct the spotlight onto the key issues concerning rights and freedoms.
This first part of chapter 3 has provided us with a very broad set of findings. More arguments
have been made by scholars, MEPs, and other actors. Those tabled here are just the most
relevant for the purposes of this research. The next part will sift through the judgements and
opinions of the CJEU in much the same way, so that the legal analysis provided at the end of
the chapter examines the most solid arguments and the most promising observations, in order
to challenge the validity of the PNR Directive.
The overall argument of the thesis benefits greatly from the literature review and this survey
into the legislative process relating to the intra-EU PNR. The debate in the EP was brief and
poor. The engagement with the draft text of the Directive was relatively thin and, on account
of this, there were relevant shortcomings in how the MEPs addressed the fundamental rights
dimension of PNR. This engagement is an aspect that will merit close attention in the doctrinal
claim put forward in chapter 3.3. Despite strong warnings from supervisory bodies, the EDPS
above all, most MEPs ignored key problems which had been discussed since 2011, like the
risks of collecting sensitive data, and the lack of individual notification. Still, the length of the
data retention period is, probably, the best example of a problem that was anticipated, but did
not resonate in the legislative debate. The MEPs maintained the heavily criticized period of five
years, in the belief that the data protection safeguards, the depersonalization mechanisms, and
the powers of DPOs would suffice to guarantee the integrity and security of data. It is also
notable that the approval of the GDPR at the same time led many parliamentarians to believe
that this piece of legislation would be able to counteract certain flaws of the Directive.
There are, in any case, also positive aspects worth stressing. Concerns raised regarding
access conditions, data transfers, or supervision by national independent bodies have been
116

included as legal norms. It is not clear whether the MEPs were influenced by the views of
national parliaments or auxiliary bodies, since there was no mention of their contributions in
the debate. Still, some provisions reveal a connection with such contributions. The EESC had
suggested that the system should include a traceability mechanism to identify and trace access,
for example, and PIUs are now obliged to keep a record of data processing operations.
Many, if not all, of the arguments put forward by the MEPs have been discussed in the
literature. They too refer to the balance and trade-off between security and fundamental rights,
the advantages of having a unified PNR system at EU level, the need to inform passengers of
how their data are handled, and the risks of having law enforcement agents collect large troves
of personal information. To have different actors mention certain topics and express common
fears is a good indicator that there are material to be researched and arguments to be explored.
They will be the building blocks for the legal analysis that is now taking form.
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Chapter 3.2
Trumping fundamental rights: Stopover
“The European Court of Justice has long required the Community to respect fundamental
rights...Thus, in diverse ways, the European Union has acknowledged that it has an important
role to play in promoting respect for the human rights of its citizens and of all others resident
within the Union and of ensuring that those rights are fully respected...[Yet,] the European
Court of Justice, no matter how carefully it may be attuned to the need to ensure full respect
of fundamental rights within the Community legal order, cannot make up for the absence of
the necessary legal and policy commitments on the part of the other institutions.”637
Introduction

This is the second part of the thematic chapter on fundamental rights. It looks at case law of the
CJEU.638 Its structure and findings will then be used to assess the Directive, and the question
of whether it has disregarded key rights enshrined in EU primary law. This part examines the
judgment declaring the invalidity of Directive 2006/24/EC (commonly known as ‘Digital
Rights Ireland’639) and the Opinion on the 2014 EU-Canada PNR Agreement (‘Opinion 1/15’).
Opinion 1/15 is frequently cited in discussions about fundamental rights and PNR. 640 It is
seen by some as a key example of how the CFREU is asserting its place in the Union’s external
policies.641 Still, it has also attracted criticism for resembling a rewording of the PNR
Agreement.642 That debate is beyond the scope of the present work.643 It is, however, important
637

Alston & Weiler, 1998: 666 and 668.
It emulates the scheme of analysis used by the CJEU which, according to Andrew Roberts, follows the method
applied in the jurisprudence of the ECtHR. In case S. and Marper v the United Kingdom, 4 December 2008
(30562/04 and 30566/04), the ECtHR asked “the following questions: (i) what is the nature of the right at issue?
(ii) what is the nature of the interference with the right? (iii) how serious is the interference? (iv) what is the object
pursued by the interference? These questions, if tackled sequentially, provide a logical and coherent framework
for thinking about the function and limits of a right to privacy” (Roberts, 2015: 540).
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at this moment to highlight how Directive 2006/24/EC has, oddly, been left out of most
commentaries on the intra-EU PNR system.
Directive 2006/24/EC, challenged in Digital Rights Ireland, is also known as data retention
Directive and it tabled a system that would be copied by the PNR Directive in terms of blanket
collection, retention, and processing of personal data on a massive scale for investigative
purposes.644 As Luisa Marin wrote, PNR is close to the data retention Directive since they both
allow for the unprecedented collection of personal data from innocent individuals. 645
Its invalidation is seen as a landmark in the case law on fundamental rights.646 The Council
of the EU said it was a critical ruling for the future of EU action on privacy and data protection
matters.647 This is mostly due to the fact that the Court outlawed general surveillance practices
of EU citizens and laid out concrete criteria for the Union and the member states to enact
legislation compliant with EU primary law. 648 It is a decisive ruling, in Federico Fabbrini’s
view, on the expansion of the Court’s supervision over governmental surveillance 649 — a type
of surveillance which would later resurface with the European PNR.
Some authors have raised concerns about the compatibility of the PNR Directive with the

the Agreement to other EU institutions, not only by way of principled declarations, but also by proffering concrete
examples of the words and phrases to be substituted. This high rate of ‘intrusiveness’ can be related to the gist of
this decision, which can be synthesised as follows. Conceiving a legal framework in which surveillance has no
role would be utopian, given the seriousness of the current terrorist threat; nonetheless, mass surveillance must be
kept subject to particularly strict rules. Against this background, if the policy-maker proves unable to remain within
these limits and to guarantee that individual rights will not be totally sacrificed in the name of security, courts will
be increasingly called to play a pivotal role, even going beyond their institutional attributions and bearing quasilegislative (and political) responsibility.” On a similar note, Hijmans, 2017: 410, remarks that “the opinion
positions the CJEU as a sort of co-legislator. The precise scrutiny by the Court — almost article-by-article —
raises the question [on] whether the Court does not acquire features of the legislator.” See also Pfersmann, 2002:
789 ff. Differently, Mendez, 2017: 812, contends that “rather than criticise the Court for its detailed scrutiny of
the Canada PNR Agreement, we should praise it for seeking to ensure that the privacy and data protection standards
in the Charter are taken seriously and that, despite the very real threat of terrorism and serious crime, international
agreements cannot simply be used in a manner that rides roughshod over these fundamental rights.”
644
See Maras, 2012, for a reflection on the Directive as part of the general trade-off between security, civil liberties,
and fundamental rights. The author also looks at some of its relevant social consequences.
645
Marin, 2016: 225.
646
This has been stressed by considerable literature over the years, namely Granger & Irion, 2014: 841, Ojanen,
2014: 529, Spina, 2014: 250, Stoeva, 2014: 590, Benedizione & Paris, 2015: 1757, Fabbrini, 2015: 72, Lynskey,
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judgment in Digital Rights Ireland. 650 But these concerns are not sufficiently consolidated in
the literature and institutional discussions. The invalidation of the data retention Directive was
based on issues that are present in PNR because EU legislative bodies overlooked key problems
mentioned in the case law. This is a key finding that will be revisited as a broader lesson in the
conclusion to this thesis. If, as AG Mengozzi contends, Opinion 1/15 has consequences for the
future of the EU PNR system,651 this is no less true for the ruling of the Court in joined cases
C-293/12 and C-594/12.652
There are other judgements regularly mentioned when discussing privacy and data
protection, but no case law is as pertinent as that which is considered here. As exemplified by
Arianna Vedaschi, 653 in joined cases C-203/15 and C-698/15,654 for instance, the CJEU
addressed a preliminary ruling on a data retention scheme foreseen by national legislation. And,
in case C-362/14,655 it declared an adequacy decision issued by the Commission invalid. Neither
case was about PNR, or about legislation regulating data-based systems at EU level. They, and
many others, will be used to help explore the views of the Court, but joined cases C-293/12 and
C-594/12 and Opinion 1/15 seem the most important rulings to study in depth to assess the
validity of Directive (EU) 2016/681. Plus, they are rather important decisions for understanding
data protection in a broader, deeper sense. 656
This part is structured in accordance with the case law. It is divided into two major sections,
each corresponding to those Court rulings. They are assessed chronologically and, just as the
judges did, the analysis takes a small-step approach in identifying the interferences with the
rights to privacy and data protection of those EU legal acts. The sections question whether there
is a serious interference and whether it is provided for by law, encroaches upon the essence of
those rights, and serves objectives of general interest recognized by the Union. The last
subsections apply proportionality tests to such interference, assessing its compliance with the
criteria of adequacy and strict necessity.
These are the crucial elements reviewed by the judges in the case law and they are analyzed
here, even if the Court rulings are not entirely summarized. Though the findings result from a
comprehensive appraisal of the jurisprudence, there would be no space or need to review the
650
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cases in full. In fact, just like the previous chapter, the proportionality assessments only focus
on key issues that can then be used to further evaluate the intra-EU PNR system. These issues
are the quantity and quality of collected data, the data retention period, access rights by third
parties, and individual data rights, especially the right of air passengers to notification.
This is a methodological approach suited to this project, as it uses complementary sources
to help build specific and robust claims, rather than broad remarks which only vaguely critique
the Directive. The doctrinal viewpoint taken in this chapter rests on a multilayered approach
combining case law, literature, and policy discussions, differentiating it from previous works
on the matter.

1. Joined cases C-293/12 and C-594/12

In case C-293/12, the referring Court, the High Court of Ireland, asked the CJEU directly about
the privacy and data protection rights of citizens. 657 It queried whether Directive 2006/24/EC
was compatible with the right to privacy enshrined in Articles 7 CFREU and 8 of the European
Convention of Human Rights.658 It also asked about its compatibility with the right to data
protection, foreseen in Article 8 CFREU.659
This case was joined with case C-594/12 because the Constitutional Court of Austria had
similar concerns about the compatibility of the Directive with the CFREU since it provided for
the long-term storage of data from countless individuals. For the Verfassungsgerichtshof, those
most likely to be affected by this system of phone data retention were consumers whose
behavior did not warrant the collection of their personal data. It exposed them:

To a greater risk that authorities [would] investigate the data relating to them,
become acquainted with the content of those data, find out about their private lives
and use those data for multiple purposes, having regard in particular to the
unquantifiable number of persons having access to the data for a minimum period
of six months.660
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Above all, it found this to be a matter of proportionality. It thus asked for a preliminary
ruling to determine whether “Articles 3 to 9 of [Directive 2006/24/EC were] compatible with
Articles 7, 8 and 11 [CFREU].”661 AG Cruz Villalón would claim that he firmly believed that
the data retention Directive by itself violated privacy.662
The CJEU joined the questions referred by these courts and discussed data protection
together with privacy. 663 It claimed that private telecommunications providers storing the
personal information of customers interfered with both rights, not least because providers
processed data and Article 8(1) CFREU regulates data processing activities. 664
Some scholars have criticized this view. They doubt the added value of discussing data
protection since the case law does not treat it as autonomous from privacy. Others expected a
more sophisticated justification. Xavier Tracol finds it unimpressive and even naïve, 665 while
Orla Lynskey remarks that:

[G]iven the overlap between the two rights, it can be seen that there is little to be
obtained by incorporating data protection analysis in the Court’s judgment. It is
suggested that the outcome of the proceedings would have been identical had the
case been decided on the basis of the right to privacy alone. 666
This observation reveals a fundamental criticism. It is often unclear in the case law how EU
secondary law interferes with the right to data protection separately from the right to privacy.
Data protection usually comes as an appendix to privacy. If privacy is affected, data protection
is affected as well, without a robust theoretical justification. The Court often disregards the
legal autonomy of the concept of data protection and its specific scope in primary law.
Maria Tzanou finds that this assertion suggests that any data processing operation causes the
application of Article 8 CFREU and immediately leads to its violation, even when such
operations comply with the standards set out in its numbers 2 and 3. Still, this is an impractical
approach as everything relates to data protection,667 making it very difficult to assess the quality
of data protection safeguards in secondary law through the lens of the jurisprudence.
Curiously, she adds that the Court addressed each fundamental right individually, which
might indicate that it sees data protection as a separate and independent right, not a subsection
661
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of the right to privacy.668 Yet, it did not use separate arguments to justify how the scope of data
protection was interfered with. As such, Tzanou concludes that, in substantive terms, the
CJEU’s assessment of what is an interference with data protection seems to be rather
superficial.669 It seems the Court followed Elitsa Stoeva in believing that data protection is
indivisible from privacy.670 Hitherto, this is not true. There is an evident connection between
these rights but they have distinct scopes and purposes.
As mentioned before, the first step taken by the judges was to assess the type of interference
with fundamental rights. The idea was to determine which provisions in the data retention
Directive provoked a serious interference with privacy and data protection.

1.1 Serious interference

The Court began by stating that data collected could allow persons with access rights to:

[K]now the identity of the person with whom a subscriber or registered user ha[d]
communicated and by what means, and to identify the time of the communication
as well as the place from which that communication took place, [together with the]
frequency of the communications...with certain persons during a given period. 671
As such, those with access rights could depict a rather detailed impression of the lives of
data subjects, namely concerning their behaviors, whereabouts, daily routines, and even social
and personal connections.672

1.1.1 Was there an interference?

Retaining personal data to allow law enforcement authorities access openly affects private lives
in a particular way. 673 This was the Court’s position, namely that this interference shattered the
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privacy-centered view of Directives 95/46/EC and 2002/58/EC. Unlike the data retention
Directive, they:

Provide[d] for the confidentiality of communications and of traffic data as well as
the obligation to erase or make those data anonymous where they [were] no longer
needed for the purpose of the transmission of a communication, unless they [were]
necessary for billing purposes and only for as long as so necessary.674
This idea was first put forward by AG Cruz Villalón. 675 It seems the Court thought the data
retention Directive could create a new paradigm on privacy, a paradigm that endangered the
classic European approach to protecting individual rights.
The Court further declared that ascertaining that the right to privacy has been violated 676 is
independent from the sensitivity of certain data, and even from individuals being aware of the
interference.677 This line of reasoning has been consolidating in the case law, 678 following the
jurisprudence of the ECtHR. 679 The judges therefore concluded that having providers of online
and telecommunications services collect personal data of an intimate nature from consumers
constituted, per se, an interference with Article 7 CFREU. 680 There was no need to assess
whether those data were sensitive, or to find out if telecommunications users would sustain
concrete disadvantages as a result of having their data processed.
Martin Nettesheim interestingly remarked that the Directive only created “a threat
potential.”681 This means that the CJEU found an interference with privacy, even though it was
almost certain that none of the personal data of most individuals would be used. 682 Nettesheim
674
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and the Court presented no statistical data to support their claims. Yet, they are based on how
law enforcement operations are undertaken, and the fact that only a limited number of people
is usually investigated for criminal purposes. It seems the judges were careful here. They agreed
that even a small possibility of data being used might endanger the rights and freedoms foreseen
in the CFREU.683 As such, the CJEU had to find that the data retention Directive had the power
to interfere with personal liberties.684
The Court considered that its claims also applied regarding the right to data protection. 685 In
fact, the Directive regulated the responsibilities of service providers on how they retained the
data they produced or processed.686 It encompassed activities involving the processing of data.

base their opinions on the theoretical distinction they distil from the case law of the CJEU between retention of,
and access to, data. In Dimitropoulos words, “[i]f the distinction between ‘retention’ by the communications
providers and ‘access’ by the authorities is followed systematically, it could be argued that the retention alone does
not constitute an interference with fundamental rights. The initial retention occurs, one way or another, for logistics
reasons of the communications companies that keep our data for billing and customer service purposes...If one
agrees to such a definition of intervention, then one has to be stricter with the assessment of the provision of access
to the data by the national authorities” (Dimitropoulos, 2015: 77). This argument is not free from controversy, but
a distinction between access and retention should be kept in mind. There are different degrees of interference and
encroachment with fundamental rights in distinct phases of processing. However, retention implies access and, on
the other hand, Dimitropoulos forgets the impact on the right to data protection of having data incorrectly stored
and accessible for later use. Retaining data without sufficient safeguards can be highly dangerous for their integrity
and for the privacy of data subjects. In any case, this seems more a matter of degree of data security rather than a
matter of privacy, contrary to what these authors suggest. Having third parties accessing personal data tends to
interfere with privacy regardless of whether they are private or public bodies. It is the different purposes for which
data can be used and the implemented safeguards that are the key issues.
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As such, it had to comply with Article 8 CFREU. The judges explained their reasoning by
saying that the:

[R]etention of data for the purpose of possible access to them by the competent
national authorities, as provided for by Directive 2006/24, directly and
specifically...falls under Article 8 of the Charter because it constitutes the
processing of personal data within the meaning of that article and, therefore,
necessarily has to satisfy the data protection requirements arising from that
article.687
The retention of data is part and parcel of processing operations. It is where they begin. So,
regulating retention sufficed to make the provisions of the Directive fall under that rule of the
CFREU. Since it also regulated access to data by law enforcement so that they could investigate,
detect, and prosecute crime, 688 no doubts remained for the Court that the Directive provided for
an interference with the fundamental right to data protection.

1.1.2 When did the interference take place?

The interference occurred at two moments. First, when providers retained data. And, secondly,
when law enforcement agencies accessed such information.689 Each processing stage seems to
present a potential interference.

1.1.3 Was the interference serious?
AG Cruz Villalón said the interference was especially serious. 690 While the Directive forbade
the retention of the content of communications, it nevertheless created a system to retain vast
amounts of information related to daily telecommunications in massive databases. 691 For him,
this could make EU citizens feel they were under a constant risk of surveillance during the data
retention period.692 The Directive required:
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ECtHR to sustain this, namely cases Leander v Sweden, 26 March 1987 (9248/81), paragraph 48, Rotaru v
Romania, 4 May 2000 (28341/95), paragraph 46 (which mentions the referred case Amann v Switzerland,
paragraphs 69 and 80, and Kopp v Switzerland, 25 March 1998 (23224/94), paragraph 53), and Weber and Saravia
v Germany, 29 June 2006 (54934/00), paragraph 79.
690
Opinion of AG Cruz Villalón, paragraph 70.
691
Idem, paragraphs 71 and 72.
692
Idem, paragraph 72.
688

127

[T]he retention of every piece of communications data generated by every person
in every Member State of the European Union, irrespective of whether or not
individuals were suspected of any wrongdoing and notwithstanding that national
law might recognise certain communications to be privileged. The duty to retain
data was not subject to any restriction, exception or limitation. 693
The AG felt this to be particularly grave since the impact of such interference was amplified
by the relevance of telecommunications in contemporary times. Their extensive and widespread
use by most EU citizens in their professional and personal lives 694 had the capacity to turn the
data retention Directive into a pervasive method for controlling data and people, whose effects
were hidden behind a veil of ignorance. 695 This idea of control has been further explored by
Andrew Roberts. He considers that:

The acquisition of data might facilitate more subtle forms of interference. If we can
draw inferences about a subject’s interests, strategies, fears and weaknesses, we can
devise counterstrategies, manipulate and nudge him in the direction of choices we
think more desirable...This kind of manipulation depends on the subject being
unaware that [he] has suffered a loss of privacy and that information acquired as a
consequence of the loss is being used to ensure that [he] decides in accordance with
the manipulators’ preferences rather than [his] own. Awareness leaves open the
possibility of resistance.696
Directive 2006/24/EC was, undeniably, supposed to work under a veil of secrecy as data
subjects were not to be regularly informed about processing undertakings. As a result,
compelling the retention of those data was virtually arbitrary.
The CJEU thus found the interference to privacy and data protection rights caused by that
Directive to be extensive and exceptionally serious. 697 Such information could allow law
enforcement to draw inferences about “the number and nature of a person’s relationships; the
state of his finances; his political views, religion, sexual orientation, life plans and other
aspirations; what opinions he might hold about others; his fears, predilections and foibles.”698
As Andrew Roberts concluded, the seriousness of the interference was due to the fact that
telephone and internet metadata can expose more about one individual than what those closest
to him know. This should suffice to make individuals watchful when limiting their freedoms in
such an apparently voluntary way. Plus, there were no reasonable exceptions to prevent the
693
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retention of communications data, like professional or trade confidentiality. 699 As Tuomas
Ojanen incisively commented, this type of general and rather intrusive surveillance scheme has
a detrimental influence on the bond between governments and citizens. 700
The Court followed the opinion of the AG. It argued that, as data were collected and
processed without the service user knowing, this would give rise to a reasonable fear that
peoples’ lives were under continuous monitoring. 701
The judges afterwards explored the criteria stemming from Article 52(1) CFREU. 702
According to that norm, any “limitation on the exercise of the rights and freedoms laid down
by the Charter”703 must: i) be provided for by law; ii) respect the essence of the affected rights
and freedoms; iii) serve purposes of general interest recognized by the EU; and iv) under the
principle of proportionality, be necessary and limited to that which is strictly necessary. 704
These criteria are cumulative, meaning that failing to comply with one is enough for the Court
to conclude that the interference violates the CFREU.705

1.2 Provided for by law

The first criterion was not addressed by the Court. The interference was provided for by law as
this was a preliminary ruling on the validity of the provisions of a Directive, an act giving rise
to legal effects contained in EU secondary law. From a formal point of view, Article 52(1)
CFREU was satisfied in this regard. 706
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1.3 The essence of the rights

1.3.1 To privacy

The judges found that the data retention Directive did not allow access to content data, which
lead them to conclude that the essence of privacy remained intact. 707 Article 1(2) expressly
stated that, despite applying to “traffic and location data on both legal entities and natural
persons [it did not] apply to the content of electronic communications, including information
consulted using an electronic communications network.”708
Some literature has criticized this position. Already in 2014, Tuomas Ojanen saw this as the
easy way out, pointing out the fact that:

[T]he distinction between the content of the electronic communications
and...metadata as traffic data and location data is rapidly fading away in a modern
network environment. A lot of information, including sensitive information, about
an individual can easily be revealed by monitoring the use of communications
services...Hence, the processing of metadata cannot any longer be invariably seen
as falling within such ‘peripheral areas’ of privacy and data protection where
limitations would be permissible much more easily than in the context of the content
of electronic communications. Indeed, the more systematic and wide the collection,
retention and analysis of metadata becomes, the closer it can be seen as moving
towards the core area of privacy and data protection with the outcome that at least
the most massive, systematic forms of collection and analysis of metadata can be
regarded as constituting an intrusion into the inviolable core of privacy and data
protection.709
Xavier Tracol also found the opinion of the Court problematic, since a systematic assessment
of online and telephone metadata allows authorities to glean substantial intelligence on data
subjects, which clearly encroaches upon the essence of privacy.710 This is, truly, an outdated
distinction between content data and metadata. The judges ignored the fact that modern big data
systems can provoke a particularly serious interference with privacy just by using metadata.
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1.3.2 To data protection

Similarly, the CJEU believed that the essence of data protection was respected. Article 7 of
Directive 2006/24/EC imposed “certain principles of data protection and data security [upon]
providers.”711 They aimed at maintaining the quality of data (Article 7(a)), as well as securing
their physical integrity (b). They also ensured limited access by competent authorized personnel
(c) and their elimination upon the expiry of the retention period (d).
This position again provoked disagreement in the literature. Maria Porcedda said that the
CJEU found the essence of this right to lie in respecting minimal data security protections. 712
Her opinion echoes that of Tzanou, who criticized the limited way in which the judges viewed
this right, reducing it to the principle of data security and excluding aspects like transparency
or the right to information, which are an integral part of the right to data protection. 713
The problem was clearly explained by Orla Lynskey, when arguing that the:

Court envisag[ing] that technical data security concerns lie at the heart of this newly
recognized right...is likely to divide opinion. It is unexpected insofar as such data
security measures are not explicitly mentioned in the wording of Article 8 of the
EU Charter. [W]hile Article 8...does not explicitly refer to data security or
‘technical and organizational principles’, the Article is titled ‘Protection of Personal
Data’ and such principles provide the practical means to protect personal data. The
Court is therefore perhaps suggesting that the essence of the right to data protection
is not an objective of that right...but rather it is the means of achieving data
protection that constitutes the essence of the right. 714
It is questionable that the Directive, as well as other big data-based systems, do not interfere
with the essence of the fundamental rights to privacy and to data protection. This also raises the
question of whether a proportionality test was actually necessary in this case, in light of what
has been said on the cumulative nature of the criteria set out in Article 52 CFREU.

1.4 Objectives of general interest recognized by the EU

The Court considered that the retention of telecommunications data satisfied an objective of
general interest recognized by the Union. The substantive goal of the data retention Directive
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was to guarantee that collected information was accessible for law enforcement purposes,
thereby helping to counter crime and ensure public security. 715
Fighting cross border terrorism and serious crime to keep peace and security in the EU has
been generally recognized as an objective of general interest in the CJEU’s case law. 716 As
such, retaining personal data to allow national agencies to access and use them in preventing
and countering crime, especially of a complex nature, indisputably satisfies this requirement. 717

1.5 The principle of proportionality

The last step was to assess whether the interference was appropriate and necessary to achieve
the purposes of the legislation. 718 As Alessandro Spina put it, this ruling came:

[I]n a line of cases in which the ECJ has given weighty recognition to the
fundamental rights of privacy and data protection in the legal order of the EU and
[upheld] the principle that proportionality is the paramount principle in the judicial
715
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review of measures providing interferences into the private life of individuals as
provided in the judgment Rundfunk.719
The Court stressed that the EU legislator had limited discretion to approve measures
interfering to such a serious extent with fundamental rights and that it would assess such
discretion very rigorously.720 As the Council of the EU would later recognize, the CJEU showed
that it would not be satisfied with anything other than a thorough examination of the adequacy
and necessity of serious interferences to fundamental rights, regardless how valid the intentions
of the EU legislator might be. 721
The judges did not rule out the validity of retaining personal data on a large scale to fight
terrorism and complex crime. Still, if the EU decides to do this, it has an obligation to provide
for stringent measures to protect rights and freedoms. The collection and processing of metadata
and content data cannot be, as Arianna Vedaschi says, widespread or arbitrary.722 As such, the
Court first assesses the adequacy and then the strict necessity of EU secondary law. The next
sections will expound these two standards, as the judges did in their ruling.

1.5.1 Adequacy

The first part of the proportionality test was deemed by the Court to have been met. The
adequacy criterion implies that any measure or policy must be fit to attain its purposes. 723 The
Directive provided supplementary tools to national law enforcement units to deal with serious
crime.724 In light of the increasing use of online and telecommunications, retaining
communications data was seen as appropriate 725 to achieve those purposes.
Data may, indeed, be an essential help to counter crime. While not all means of
communication were targeted, the CJEU decided that this did not make the Directive
inappropriate, or devoid of purpose. 726 This was a limitation by design 727 which, if anything,
rendered it more in line with fundamental rights.
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1.5.2 Strict necessity

The case was not so linear regarding strict necessity. This second criterion of the principle of
proportionality requires that the measure or policy to be implemented only interferes with the
life and rights of the affected individuals strictly as much as is truly necessary. It should be as
least intrusive as possible. 728 The Council of the EU commented that legislation encroaching
upon fundamental rights:

[D]o not stand a serious chance of passing the legality test unless they are
accompanied by adequate safeguards in order to ensure that any serious restriction
of fundamental rights is circumscribed to what is strictly necessary and is decided
in the framework of guarantees forming part of Union legislation instead of being
left to the legislation of Member States. 729
The CJEU agreed that, in principle, the success of the fight against terrorism and serious
crime, as well as of any measures guaranteeing public security, is based, to a large degree, on
advanced investigative methods. 730 However, from the different techniques available, the
retention and processing foreseen by the legislator in the Directive seemed excessive as judged
by the standards of the purposes it pursued.
Besides, the judges were concerned that the virtual world may present additional risks that
make it harder to justify retaining personal data online. In fact, under this Directive, data were
to be automatically processed. 731 Although it failed to deepen its reasoning, the Court felt that
this presented a substantial risk that such information could be accessed illegally. 732 Perhaps it
meant that having data circulate in virtual channels increases the risk of exposure, compared to
storing them only in a physical format.
It is relevant to recall that the Court addressed privacy and data protection rights in an
intertwined way. This was particularly evident in the assessment of strict necessity. It argued
that, to protect private life, interferences with the safety of data must be limited to what is
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strictly necessary.733 For the CJEU, it seems that only adequate data protection measures can
ensure the privacy of consumers whenever their personal data are retained by third parties. This
is why it claimed that the right to data protection present in Article 8(1) CFREU is of particular
importance to upholding the right to privacy foreseen in Article 7 CFREU.734
The judges were raising awareness of the fact that, as regards telecommunications, privacy
can only be preserved through robust schemes that shield personal data and give data subjects
relevant and effective data rights. For this reason, they stated that EU law:

[M]ust lay down clear and precise rules governing the scope and application of the
measure in question and imposing minimum safeguards so that the persons whose
data have been retained have sufficient guarantees to effectively protect personal
data against the risk of abuse and against any unlawful access and use of that data. 735
While it recognizes two different rights, this argument appears to portray data protection as
a functional tool serving the preservation of privacy.736 This might be a dangerous precedent
for the theoretical foundations of the fundamental right to the protection of personal data.
The next paragraphs explore the aspects of Directive 2006/24/EC that led the Court to
consider that it went beyond what was strictly necessary. As stated above, it focuses only on
issues that were key to finding the Directive disproportionate and that can be transposed to
assess the intra-EU PNR system. They are the quantity of collected data, the length of the
retention period, and access rights by third parties.

A. Quantity of collected data

The Court said that the retention of all information relating to telecommunications and online
usage of every consumer interfered with the rights of almost all EU citizens. 737 It caused a
733
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“general and indiscriminate”738 interference that made no distinction between individuals, and
tabled no restrictions or exceptions, in the fight against complex crime, thereby affecting people
with no proof of a connection, either direct or indirect, between their behavior and serious
crime.739 As Arianna Vedaschi would later add, the Directive did not distinguish between
innocent individuals and criminal suspects. It allowed for the retention of and access to
metadata, provided the communications occurred in the EU.740
The Directive was found to allow for the retention of excessive data from too many persons.
The judges argued that data systems should establish a link between the data and concrete
dangers to the public, as well as permitting only the collection of information concerning a
specific time, zone, and individuals potentially involved in criminal practices. 741 In fact, data to
be collected should be likely to contribute to preventing, detecting, or prosecuting serious
crime.742 As none of these criteria were present in the Directive, Luisa Marin commented that:

[I]n its reasoning on the scope of the surveillance, the Court rejected the preemptive logic which has animated many of the counter-terrorist measures, the logic
according to which total surveillance is needed because the fight is targeting an
absolute evil. [In] Digital Rights Ireland...the Court rejected the necessity of an EU
legal instrument derogating from the principles of the constitutional state based on
the rule of law [and] the ‘panopticism’ underlying this and other measures adopted
in the surveillance package. 743
B. Data retention period

Article 6 of the Directive determined that all data should be retained between six and 24 months,
irrespective of a connection with any potential added value for its security purposes.744 Cruz
Villalón stated that keeping data at unspecified online sites should be seen as extraordinary. 745
738
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The collection of personal data should not be seen as a regular practice. It should, instead, be
perceived as an exception limited in time to that which is strictly necessary. After discussing
the differences between present and historical time, he concluded that data should be retained
for no more than a year.746 Only exceptional reasons747 could justify longer periods.
Curiously, the CJEU identified two different problems. It did not discuss the length of the
retention period but, instead, challenged the fact that the definition of the exact period of
retention in each member state did not depend upon common objective criteria which could
limit it to what was necessary. 748 Some literature has endorsed this opinion and explored the
scarce arguments of the Court. Stoeva, for instance, has said that the absence of a common data
retention period could warp or influence the competition in the EU’s internal market of
telecommunications providers. It could result in a lack of legal certainty, with providers having
to modify their business every time they wanted to operate in different member states and with
consumers being unsure of how long their data would actually be kept in their databases. 749
The second problem was that there were no guarantees that, at the expiry of the retention
period, data would be deleted permanently. 750 The CJEU thus concluded that the Directive did
not interfere in a limited way with the rights foreseen in Articles 7 and 8 CFREU.751

C. Third parties with access rights

C.1 Public entities

Article 4 of the Directive contained a formula that gave a wide margin of discretion to member
states in terms of access to data. It stated that:

Member States shall adopt measures to ensure that data retained in accordance with
this Directive are provided only to the competent national authorities in specific
cases and in accordance with national law. The procedures to be followed and the
conditions to be fulfilled in order to gain access to retained data in accordance with
necessity and proportionality requirements shall be defined by each Member State
in its national law, subject to the relevant provisions of European Union law or
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public international law, and in particular the ECHR as interpreted by the European
Court of Human Rights.752
There were many problems there. The Court argued that access by data processors should
be limited. It found that there were no clear limits on accessing and processing data, and that
the Directive failed to set out objective standards against which such limits could be defined.753
In particular, the judges thought it was crucial that any operation performed upon the data was
limited to the goals of the Directive and served to fight only clearly specified crimes. The
conclusion was that the legislator had been careless by not detailing the material and formal
criteria for processing operations. 754
Member states had to respect the “relevant provisions of European Union law or public
international law.”755 However, it seems the CJEU suspected national legislatures would not
keep such standards. It is not clear why the Court suspected this, but it may have just wanted to
ensure an ex ante protection, at the level of EU law.
Cruz Villalón made a similar remark in his Opinion. He wrote that the:

European Union legislature cannot, when adopting an act imposing obligations
which constitute serious interference with the fundamental rights of citizens of the
Union, entirely leave to the Member States the task of defining the guarantees
capable of justifying that interference. It cannot content itself either with assigning
the task of defining and establishing those guarantees to the competent legislative
and/or administrative authorities of the Member States called upon, where
appropriate, to adopt national measures implementing such an act or with relying
entirely on the judicial authorities responsible for reviewing its practical
application. It must...fully assume its share of responsibility by defining at the very
least the principles which must govern the definition, establishment, application
and review of observance of those guarantees.756
This means that EU secondary law must create common obligations for member states on
access to data that limit it according to what is necessary, namely by providing a framework of
the conditions for private actors to allow public entities access to their collected material, or for
private actors to send them such data. 757 This tables legislative safeguards to ensure the Union’s
values and principles are preserved and that citizens have their privacy protected against
abusive big data retention schemes.
752
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The Court concluded by mentioning other features which the data retention Directive should
have incorporated to satisfy the necessity principle from the perspective of access to data. 758 It
should have set concrete conditions to allow for the identification of individuals with access
rights, and of those who could process and handle data, limiting such rights to what would be
necessary. Moreover, it should have included a mechanism of ex ante review by a judicial or
independent body that would seek to monitor access to data by those who require it. 759 An
alternative would be to contain an explicit obligation for member states to legislate on this.
As these criteria were absent from the Directive, the CJEU determined that the Union
legislator had gone beyond the conditions of the proportionality principle, in light of Articles
7, 8, and 52(1) CFREU. The Directive was invalid as it stood.760

C.2 Private actors

The Directive was also flawed due to the data security arrangements applied during processing
by providers of telecommunications services. This was the only time the Court talked about an
interference exclusively to do with data protection. It noted concerns on the level of protection
guaranteed, and about the fact that processing operations could be undertaken overseas.

C.2.1 Level of protection

The CJEU began by saying that the Directive failed to reach the standard of protection of Article
8 CFREU, because it did not contain the necessary measures to effectively protect the
information against the possibility of misuse or unauthorized access and processing by private
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providers. Similarly to its treatment of access by public entities, the Court then listed the
concrete issues which the legislation should have addressed. In its view:

Article 7 of Directive 2006/24 [should have laid] down rules which [were] specific
and adapted to (i) the vast quantity of data whose retention [was] required by that
directive, (ii) the sensitive nature of that data and (iii) the risk of unlawful access to
that data, rules which would serve, in particular, to govern the protection and
security of the data in question in a clear and strict manner in order to ensure their
full integrity and confidentiality. Furthermore, a specific obligation on Member
States to establish such rules has also not been laid down.761
In short, the Directive did not guarantee that all providers would apply a high standard of
data protection and security through technological and operational adaptation. 762 It seems that,
for the judges, the legislation should have established common rules that would compel private
actors to adapt their operations, systems, and general functioning, in order to keep data safe
while they were collected and processed. Or, at least, it should have contained norms instructing
member states to make providers act accordingly.
Beyond that, a high level of data protection was also jeopardized because its Article 7
allowed providers to consider economic factors when setting the level of data security applied
in their operations, such as the costs of implementation. The provision was silent on economic
considerations. Yet, it stated that compliance with “data security principles with respect to data
retained in accordance with [the] Directive [was without] prejudice to the provisions adopted
pursuant to Directive 95/46/EC and Directive 2002/58/EC.” 763 Articles 4(1) of Directive
2002/58/EC and 17(1), 2nd paragraph, of Directive 95/46/EC held that all appropriate technical
and organizational measures to protect personal data should observe the “state of the art and
the cost of their implementation.”764
As Directive 2006/24/EC did not expressly dismiss these economic considerations, the Court
reasoned that Article 7 allowed providers to circumvent the obligation to implement adequate
security mechanisms. This is rather convoluted reasoning, but it has the merit of seeking to
prevent member states and private actors from implementing more relaxed data safeguards,
especially considering that security protocols might be expensive to keep in big data systems.

761

Joined cases C-293/12 and C-594/12, paragraph 66. See also joined cases C-203/15 and C-698/15, paragraph
122.
762
Idem, paragraph 67.
763
Article 7 of Directive 2006/24/EC.
764
Articles 4(1) of Directive 2002/58/EC and 17(1), 2nd paragraph, of Directive 95/46/EC.

140

C.2.2 Processing overseas

Finally, the judges likewise found it problematic that data processing activities could take place
outside the Union. Cruz Villalón had raised awareness of this by pointing out that the Directive
did not require service providers to store data within the borders and jurisdiction of the member
states.765 This sort of “‘outsourcing’ of data retention admittedly allow[ed] the retained data to
be distanced from the public authorities of the Member States and thus to be placed beyond
their direct grip and any control.”766
The CJEU concurred with his reasoning. It claimed that if data could be retained beyond EU
borders, it would be difficult, or even impossible, to guarantee oversight by independent
administrative authorities of whether the provisions on data protection and security were being
respected, as necessary under Article 8(3) CFREU. 767
With these last remarks, the Court wanted to buttress the idea that keeping data safe in big
data retention schemes is not an obligation imposed solely on law enforcement and public
authorities. Private actors also have a key role to play in protecting data whenever they are
involved in their processing. Even if they previously accessed that same data in the course of
their business without applying high data protection guarantees, the adding of a public security
purpose changes the rationale for data safety.768

1.6 Relevant takeaways

The key findings of this ruling are as pertinent today as they were in 2014. If anything, the entry
into force of the GDPR has reinforced the need to make big data retention systems exceptional
and watertight with regard to the privacy and safety of the personal information of data subjects.
The EU legislator must refrain from approving legislation that allows for the collection of big
troves of data from service users. It should, instead, opt for systems that retain and process
selected pieces of information in relation to targeted individuals, and even such targeted
processing has to be justified by objective criteria. Besides, data can only be kept for a limited
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time and their use for law enforcement purposes must depend on prior review by courts or other
independent bodies.
The small-step approach taken by the Court in this case law has been very useful in
identifying the key elements that should be included when assessing the proportionality of big
data retention systems. From the analysis, it becomes clear that the data retention Directive
seriously interfered with the fundamental rights to privacy and to data protection. This
interference, however, was provided for by law and served objectives of general interest
recognized by the Union. For the judges, it also managed to keep the essence of these rights
intact. This is not consensual and, if they had found differently, it would have been sufficient
to declare the Directive invalid with no need for further developments. In any case, the CJEU
found that such interference was adequate to achieve the objectives of the legislation, but was
not limited to that which is strictly necessary to do so. The Directive was therefore considered
invalid for its violation of key rights enshrined in the CFREU.
Analyzing Digital Rights Ireland, nevertheless, leads us to wanting more from the CJEU. It
has been too brief in developing some of its arguments, leaving open questions that weaken
their strength. The Court’s lack of engagement with the essence of the rights to privacy and
data protection is striking, for example. To find that the essence of these rights is kept intact
because only metadata are retained falls short as an argument, given the potential for noncontent data to interfere with private life, traceability, and the identification of natural persons.

2. Opinion 1/15

The following pages will assess Opinion 1/15 in much the same way as the previous section
analyzed joined cases C-293/12 and C-594/12. It will be seen that the main issues identified
regarding Digital Rights Ireland also arise in relation to the PNR Agreement with Canada,
showing that the Union still has a long way to go when it comes to conceiving and drafting big
data retention systems. The Agreement was not capable of guaranteeing the level of protection
needed to ensure protection for the fundamental rights of passengers. Perhaps the day will come
when the Court will assess the PNR agreements struck with Australia and the US and likewise
find that they are disproportionate.
On 25 June 2014, the Commission signed an Agreement with Canada for the transfer of API
and PNR data from European air passengers. It then requested approval by the Council and the
EP. On 25 November, the latter requested an opinion from the CJEU on its compatibility with
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primary law, namely Articles 16 TFEU and 7, 8, and 52(1) CFREU, and concerning specifically
the right to data protection.769
The Agreement served to provide a sort of adequacy decision for transferring PNR. 770
Protecting data was, apparently, one of its key purposes. 771 However, the EP argued that,
globally considered, the system could permit law enforcement to gather very specific details on
the private activities of passengers.772
The EP added that the Agreement should have imposed minimum protections to ensure that
data were safe from misuse or unauthorized access.773 Similar concerns were present in Digital
Rights Ireland,774 as well in case law of the ECtHR.775 AG Mengozzi made similar observations,
recalling that any EU law provision requiring the processing of personal information leads to a
violation of the right to data protection, as established in Article 8 CFREU.776
On 26 July 2017, the Court issued what Mengozzi 777 and some authors consider to be its
first decision on whether international agreements are compatible with the CFREU. 778 The
Agreement was found to be incompatible with primary law and the judges drew a roadmap
explaining what should be changed to make it valid. As Brendan Lord put it, PNR systems can
comply with treaty law and fundamental principles only if they are designed with concrete
scopes and truly abide by data protection norms.779
The discussion will proceed as follows. In accordance with the case law, this section first
identifies the interferences with the rights to privacy and data protection. It then questions
whether such interferences have been provided for by law, encroach upon the essence of those
rights, and serve objectives of general interest recognized by the Union. The following
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subsections apply proportionality tests to such interferences, assessing their compliance with
the criteria of adequacy and strict necessity. There is a final subsection on the right to
notification of air passengers, which the CJEU discussed beyond the proportionality test.

2.1 Serious interference

First, the Court considered whether the PNR Agreement gave rise to a serious interference with
fundamental rights. It claimed that the collection and handling of EU PNR receipts by Canada
and transfers to other third countries interfered with the fundamental right to privacy foreseen
in Article 7 CFREU.780 It further added that the right to data protection, enshrined in Article 8,
was likewise affected because such operations came down to data processing. 781 As in joined
cases C-293/12 and C-594/12, the judges made no distinction between privacy and data
protection, which is consistent with the Court’s propensity to assess these rights together. 782
As mentioned above, this is not the most suitable way to protect such rights. The decision to
assess them together here was due to constraints of space and time. It is without prejudice to
the criticism that such an approach can weaken the strength of any judicial reasoning.

2.1.1 Was there an interference?
The Court began by saying that PNR are data from identified or identifiable passengers. 783
According to established case law, 784 using such information can seriously interfere with private
life and the security of personal data;785 with ‘using’ referring to all operations regarding data.
As such, sharing data with third parties certainly interferes with privacy and data protection,
regardless what happens to the information afterwards. This reasoning applies when those
parties are public agencies and even when data subjects have not been concretely bothered as a
result of the intrusion.786
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2.1.2 When did the interference take place?

The Agreement was found to provoke several interferences with fundamental rights. This was,
again, an echo of previous case law. 787 It was also a response to the claim of the United
Kingdom that all or most of the passengers impacted by the Agreement would not be
inconvenienced by the interference.788 The CJEU was very precise in this respect, claiming that
all use “permitted, inter alia, by Articles 3, 4, 6, 8, 12, 15, 16, 18 and 19 of the envisaged
agreement, constitute[d] interferences with the right guaranteed in Article 7 of the Charter.”789
Additionally, again, the Court found that it likewise affected the fundamental right to data
protection because this was also a matter of data processing.790 The discomfort of the judges is
already palpable here in relation to this system of data retention. This became even clearer when
they commented that the intrinsic features of the PNR regime set out in the Agreement testify
to the true nature of the interferences.791

2.1.3 Was the interference serious?

The CJEU illustrated its previous argument by reference to features through which the
seriousness of the interferences stood out. A first example was the fact that data of all travelers
were to be systematically and continuously transferred to Canada. 792 Data were to be processed
electronically in a similar fashion prior to arrival, cross-checking them with different databases
according to pre-determined templates and requirements.793
Combining systematic transfers with systematic processing could have a significant impact
on the lives of passengers. Data might expose all the details of a flight itinerary, as well as travel
patterns, associations between travelers, and even sensitive elements like economic statuses or
eating and health conditions. 794 They could also lead to other discoveries since PNR aims to
reveal previously unknown facts and hidden links. Air passengers hereafter became suspects. 795
Automatic processing might subject air passengers to programmed decisions that could have
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serious consequences.796 The risk is that these decisions could be taken without concrete facts
to sufficiently support the conclusion that the affected individuals pose a threat to public
security. The Court feared that Canadian security personnel could make biased inferences, i.e.,
inferences not based on serious security risks.
This shows that the interferences were deemed to be serious, and that the Agreement failed
to guarantee a fundamentally similar protection to that provided in the EU. 797 Some scholars
have found this position excessive. Romain Tinière believes the CJEU did not seem to want an
equivalent protection but that “les autorités canadiennes appliquent pleinement le droit de
l’Union relatif à la protection des données à caractère personnel.” 798
The judges then assessed whether these interferences were justified and proportionate. They
first recalled that the rights to privacy and data protection can have their scope limited,
according to Article 52 CFREU.799
Christopher Kuner and other scholars have seen here a positive development in that the
judges backed down from banning completely the possibility of retaining data on a large scale,
thus recognizing that interferences with the fundamental rights to privacy and data protection
may be acceptable, in certain cases, to pursue general security objectives recognized by the
Union.800 This is a reference to when the Court said that:

[W]hile the effectiveness of the fight against serious crime, in particular organised
crime and terrorism, may depend to a great extent on the use of modern
investigation techniques, such an objective of general interest, however
fundamental it may be, cannot in itself justify that national legislation providing for
the general and indiscriminate retention of all traffic and location data should be
considered to be necessary for the purposes of that fight.801
This was a position originally laid down in joined cases C-293/12 and C-594/12. In those
cases, the judges had claimed that, no matter how important the fight against serious crime
might be, it did not render the data retention mechanisms foreseen in Directive 2006/24/EC
necessary to achieve such a purpose.802 The problem was that this gave little margin of
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discretion for the EU legislator to draft policies that, though based on the collection and
processing of big data, could be justified.
The following pages review the criteria used by the CJEU to assess the interferences
provoked by the PNR Agreement. The judges discussed whether they were provided for by law,
respected the essence of individual rights, and were limited to what was strictly necessary. 803

2.2 Provided for by law
Contrary to the EP,804 the judges argued that Article 218(6) TFEU, on the conclusion of
agreements adopted by the Council, mirrors, externally, the separation of powers that exists,
internally, among the EU institutions. It imitates the procedure for approving internal policies
and applies it to the adoption of international agreements.805
AG Mengozzi had previously commented that, provided the PNR Agreement was sanctioned
by the EP and then adopted by the Council, it would become part and parcel of the Union’s
legal order. For him, there was little doubt as to whether the interference it provoked was
provided for by law.806 The CJEU concurred, saying that “such an agreement may be regarded
as being the equivalent, externally, of that which is a legislative act internally.” 807

2.3 The essence of the rights

2.3.1 To privacy

The Court found that the essence of privacy was respected. It was argued that, even if PNR
receipts could, on certain occasions, disclose rather concrete aspects about the privacy of data
subjects, that information only concerned some aspects of their lives, namely to do with their
flights between the EU and Canada. 808
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2.3.2 To data protection

The CJEU reached the same conclusion regarding the essence of data protection. Maria
Porcedda argues that it found the Agreement to respect the essence of this right because its
Article 3 limited the purposes of processing by Canada809 and Article 9 laid down rules to keep
data secure.810 Still, Maria Tzanou disagrees and contends that:

The blanket collection of the PNR data of every passenger, irrespective of whether
he is considered to be under suspicion, its retention for long periods and its
processing in order to develop terrorist profiles, without granting adequate
procedural rights to the individuals concerned to challenge it, affects cumulatively
the essence of several different fair information principles and, might, therefore, be
considered to touch upon the essence of the fundamental right to data protection. 811
Lorna Woods is also hesitant in this matter. She reasons that, in Opinion 1/15 as much as in
joined cases C-293/12 and C-594/12, it is not possible to grasp the essence of this right for the
CJEU. It seems that, regardless of the amount of information collected and how exhaustive
profiling can be, the essence of data protection remains unharmed. She concedes that a narrow
view of the essence of rights like privacy and data protection is plausible. Yet, the judges should
explain what they think that essence is, and if it is the same for Articles 7 and 8 CFREU. 812 This
is a significant point. We would learn a great deal about the reasoning of the Court if indeed it
were to answer these questions.

2.4 Objectives of general interest recognized by the EU

The legal basis was seen by the Court as a matter inextricably linked to the issue of identifying
whether the purpose of the Agreement was an objective of general interest recognized by the
Union.813 This posed little controversy as the purpose of the Agreement was to counter terrorism
and cross-border crime, thus guaranteeing security more broadly. This is clearly an objective
particular, legislation permitting the public authorities to have access on a generalised basis to the content of
electronic communications must be regarded as compromising the essence of the fundamental right to respect for
private life, as guaranteed by Article 7 of the Charter.”
809
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of general interest that suffices to warrant serious interferences with fundamental rights.814
Brendan Lord argued that it could even be seen to pursue another objective explicit in the
Charter. PNR contributes to individual security, 815 protected in Article 6 CFREU. This system
does, indeed, serve more than just the interests of public security. This will not be explored
further, however, as it is a discussion beyond the scope of this research.

2.5 The principle of proportionality
Monika Zalnieriute claims that the limitations of the Agreement surfaced 816 when assessing the
aptness of the system’s processing operations in relation to the purpose of maintaining public
security.817 She also highlighted another important aspect, which has already been mentioned.
The CJEU was so detailed in its analysis that this jurisprudence could explain “how any PNR
agreements should be drafted to ensure their compatibility ‘with the treaties and with the
constitutional principles stemming therefrom.’” 818 This is an interesting remark as it points to
the growing awareness of the Court as to the details of big data retention schemes, but also as
it confirms that Opinion 1/15 has been a good choice to study in depth in order to assess the
intra-EU PNR system. The conclusions of the CJEU serve to judge international agreements as
much as internal legislation.

2.5.1 Adequacy

Compliance with the first component of proportionality was swiftly verified. It may be helpful
to recall that this requires that any given measure must be appropriate to achieve its objectives.
The Court began by alluding to a document issued by the Commission in 2010, 819 in which it
had argued that assessing data before the arrival of passengers to Canada served to fight crime
and to expedite security checks and border control. 820
Still, Opinion 1/15 also mentions reports from local authorities indicating that only 178
persons were arrested from 28 million passengers assessed between April 2014 and March
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2015.821 It seems quite unclear on what basis the CJEU found this system adequate.
The judges may have set a risky precedent by not considering the efficacy of a policy that
results in so few detentions after so many persons have been screened. It is unclear whether it
is PNR which is adequate to deter criminals and terrorists, or API and the previously existing
security tools. In fact, a measure such as this “must not just have some logical link to its intended
objective, but should also be «effective» at achieving it. A measure which is...demonstrably
grossly ineffective in achieving it, cannot ever be said to be «appropriate».” 822 Olivia Tambou
rightly claims that the numbers mentioned above are not persuasive regarding the added value
of sending PNR information in bulk to Canada. The Court should have criticized the lack of
impact assessments, and better developed its stance on the adequacy of the Agreement. 823

2.5.2 Strict necessity

Despite this, the Court carried on with its proportionality analysis, checking whether the
interferences were restricted to the strictly necessary and whether the PNR Agreement defined
its data protection norms in a clear way. 824 For AG Mengozzi, the idea was to check if the Union
and Canada had found the right equilibrium between the purpose of fighting crime and
terrorism, and the requirement to keep data and privacy safe. 825
As with Directive 2006/24/EC, the key features discussed here were the quantity (and, this
time, also the quality) of collected data, the data retention period, and access rights by third
parties. The CJEU tackled other aspects which will not be considered as they are less relevant
to the analysis of the intra-EU PNR scheme.826 In any case, we see positive developments in
the case law as a result of the Opinion given that the Court provided more detail in scrutinizing
the Agreement as compared to the data retention Directive, not least to ensure the maintenance
of a high level of protection for fundamental rights.

A. Quantity and quality of collected data

Data retention systems should be sufficiently precise to enable the identification of the material
821
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undergoing processing. Besides this, they should guarantee that sensitive data are not collected,
or are duly protected. The Court said that the Agreement should specify in a clear and complete
way which data carriers should be expected to send to Canada. 827

A.1 A matter of quantity

Mengozzi remarked that some headings of the Annex to the Agreement were written in such a
broad way that even a fairly educated passenger would not be capable of knowing all the data
elements that could be included in those headings. 828 The Annex listed the elements that carriers
should transfer to Canadian authorities and he was thinking of headings 5, 7, and 17. The Court
would concur with his argument, claiming that these entries were vague and imprecise. 829
Heading 5 mentioned “available frequent flyer and benefit information,”830 specifying, in
brackets, that this meant free tickets, upgrades, and “etc.” 831 The problem was with this last
term, which opened the range of information that could be included. It also left a broad margin
for interpretation as to whether it covered data relating simply to the rank of passengers in
customer programs, or everything that concerned flights and transactions undertaken by those
passengers under such programs. 832
Similarly, heading 7 asked carriers to transfer “[a]ll available contact information.”833 This
made it hard to know what contact data should be included in receipts, namely whether they
should contain data of people other than the passenger, like those who had booked the ticket or
emergency contacts. 834
Finally, heading 17 was deemed a “free text heading”835 since it allowed for the adding of
“general remarks”836 to the PNR receipts. It set no limitations on what could be used or
collected, falling short in terms of transparency and accuracy. In fact, it opened the possibility
of including data completely irrelevant to the security goals of the transfers.837
Both the AG and the Court concluded that the extent of the interference of headings 5, 7,
and 17 with privacy and data protection was not limited to the strictly necessary in terms of
827
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transparency and precision.838 AG Mengozzi added that to make those categories and the
material scope of the Agreement compliant with strict necessity, carriers and Canadian law
enforcement could not have a margin of discretion to define the extent of the categories of data
to be retained.839

A.2 A matter of quality

The quantity and quality of data are naturally related. If heading 17 allowed unknown data to
be included in PNR receipts, sensitive data could end up being included there as well.
Moreover, if Articles 8, on the use of such data, and 16, on their retention, of the Agreement
tabled concrete norms on the processing of sensitive material, this obviously meant that both
Canada and the EU had agreed that such data could be sent to the former. 840 Mengozzi had
referred to this problem when pointing out that the Agreement left space for details on the
health, ethnicity, or religion of air passengers to be revealed. 841
The Court positively stressed that any decision taken on the basis of sensitive data and in
spite of the particular behavior of the passengers would violate the fundamental rights foreseen
in Articles 7 and 8 CFREU. 842 This should be interpreted together with Article 21 CFREU,
which lists the data whose processing might lead to negative discrimination.
So, the judges concluded that, for sensitive data to be transferred to third countries, there
should have to be a strong and concrete reason. It would not be sufficient to generally claim the
defense of public security against terrorist and serious criminal acts. As this was not the case in
the PNR Agreement, they held that the transfers, handling, and processing of sensitive material
foreseen therein were in violation of Articles 7, 8, and 21 CFREU. 843
Vedaschi sees here a positive note that the CJEU did not entirely close the door to special
circumstances. This does not appear to be a case of outright prohibition but, instead, of a general
rule with very concrete exceptions.844 Alas, the Court did not elaborate further and this is not a
consensual matter. For Hijmans, for example, this opening is in conflict with the Court’s views
on the processing of sensitive data and raises questions about the limits of the essence of
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privacy, whose breach is by itself unlawful and excluded from proportionality assessments. 845
The practical consequence of allowing for the processing of sensitive data in unknown
situations is the risk of vast numbers of passengers being stigmatized, even though they are not
suspects of any crime. This prompted the AG to advise the Court to declare unlawful the
inclusion of any sensitive data within the scope of the Agreement. 846 He recalled that Article 8
of the PNR Agreement with Australia prohibits any “processing by the Australian Customs and
Border Protection Service of sensitive PNR data.” 847 If the use of sensitive data is prohibited in
another international agreement, then the purpose of fighting serious crime and terrorism is
achievable with similar efficacy, without sensitive data having to be transferred to Canada. 848
The judges maintained the opening to transfers of sensitive material in certain circumstances,
despite the warnings of the AG. Time will tell whether it is a sensible option.

B. Data retention period

The Commission and the Council sustained that the estimated lifetime of transnational criminal
webs, as well as the intricacy and length of criminal investigations, required a long data
retention period and that data needed to be kept after passengers departed from Canada. 849 The
CJEU concurred with this point regarding the length of the data retention period, saying that:

[I]t must nevertheless be accepted, in the light, inter alia, of the considerations put
forward, in particular, by the Council and the Commission...that the five-year
retention period provided for in Article 16(1) of that agreement [did] not exceed the
limits of what [was] strictly necessary for the purposes of combating terrorism and
serious transnational crime. 850
Yet, it added that, if passengers did not present a risk until departure, and after going through
airport security, there would be no link between their personal information and the purposes of
the Agreement to sustain the retention of data after they left Canada. 851 This is an important
point852 that may impact future data retention policies. Data of innocent EU citizens should not
be retained by third countries after passengers leave them. Therefore, keeping their information
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after they left Canada so that law enforcement authorities could access such data despite the
absence of any connection with the purposes of the PNR Agreement was found unlawful and
unjustified.853 Nor was it considered limited to what was necessary.854 The Court maintained
that data could only be stored when PNR enabled authorities to infer that determined passengers
might pose a threat to public security even after they had left the country. 855
It is up for discussion whether the Court should have criticized the lengthy retention period
foreseen in the Agreement. It is, however, understandable that it did not. It appears that the
judges did not feel empowered to ascertain whether five years is too long to allow law
enforcement to keep data for complex criminal investigations. They decided that that was a task
for the legislator, together with experts. This is also why the CJEU only passed judgment on
those aspects of the temporal element that were clearly unnecessary, i.e., the use of data of
passengers with no clear criminal connections after they left Canada.
Mengozzi made additional remarks that can be quite useful in assessing data retention
systems. He believed that data could be retained for long periods after departure, provided that
there was a sufficient, concrete rationale. 856 His prime contention was with the retention of all
types of PNR data without differentiation. The AG questioned:

[W]hether, after several years, there is justification for retaining certain categories
of data...In particular, [he] wonder[ed] whether frequent flyer and benefit
information...information about the check-in status...ticketing or ticket price
information...and code sharing information...which, according to the Commission,
provide information only about the actual carrier prove...to be information having
genuine added value by comparison with the other data which [are] also retained
and which may be unmasked, with the aim of combating terrorism and serious
transnational crime.857
In keeping with this line of thought, he condemned Article 16(3) of the Agreement for
providing for the depersonalization of only certain data. It allowed relevant elements to remain
unmasked, such as payment and frequent flyer data. 858
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C. Third parties with access rights

The Court made two relevant remarks regarding access rights. On the one hand, it argued that
the Agreement foresaw no general rule establishing that access to data would be:

[S]ubject to a prior review carried out either by a court, or by an independent
administrative body, and that the decision...be made following a reasoned request
by the competent authorities submitted, inter alia, within the framework of
procedures for the prevention, detection or prosecution of crime. 859
On the other hand, its Article 19, on the disclosure of data outside Canada, allowed it to
transfer PNR to third countries without there being a similar agreement between them and the
EU, or an adequacy decision from the Commission endowing the Canadian authorities with
access rights and guaranteeing that the country in question would ensure the level of protection
required by EU law.860 These transfers depended on the discretionary powers of CBSA, which
was responsible for assessing the level of data protection guaranteed by other third countries. 861
The Court hence found that provision to go beyond what was necessary. 862
AG Mengozzi similarly opposed the fact that data could be transferred at the discretion of
that agency without a prior review by a judicial or independent body. 863 In his view, any ex post
control would be beyond the actual competence and review powers of the judicial courts and
authorities of the third country in question. 864 The risk of bypassing EU law standards of data
protection was, therefore, quite real. 865

2.6 Right to notification

This additional subsection of the analysis of Opinion 1/15 is included here because the CJEU
did not tackle individual data rights within its assessment of the proportionality of the PNR
Agreement. However, this part raises key points which are too significant to be overlooked. It
must also be noted that data rights were only discussed in Opinion 1/15 and not in the earlier
Digital Rights Ireland case. This issue is likewise addressed in more recent jurisprudence, which
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reinforces the claim that the case law is evolving. The Court is learning to address policies
based on the retention of big data and it is sharpening its approach to fundamental rights in the
context of modern technologies.
In this regard, the judges considered that the exercise of individual data rights and the
processing of data in a legally sound way depend on a robust system of notification, 866 as well
as the supervision of independent authorities and the possibility of redress. Only the first aspect
will be developed here because the intra-EU PNR system contains a mechanism for independent
supervision.867 Plus, the CJEU found that Article 14 of the Agreement contained sufficient
administrative and judicial mechanisms of redress.868
By contrast, the exercise of data rights was not guaranteed in the Agreement as it did not
foresee an individual notification procedure which would apply when the Canadian competent
authorities used PNR. This obligation was not present in Articles 12, on access rights, or 13, on
the right to correction of data. Nor could it be found in Article 11, which instructed Canada to
make available, on the website of its competent authority, general information on the processing
and exchange of PNR.869
Article 11 did not oblige Canada to tell passengers whether their personal information had
been accessed for reasons other than security and border control by its competent authorities.
This requirement, that there be an individual notification system in place, may prove
instrumental in changing the design of data retention systems. The Court set an important
standard here, reinforcing it in later cases.870 It stressed that access to data should, as a general
principle, depend on the individual notification of affected passengers, and on prior review by
a judicial or independent administrative authority.
This makes the use of PNR data beyond security checks dependent upon three criteria: i) a
reasoned request based on concrete proof to justify access;871 ii) prior authorization issued by a
court or independent body; and iii) that competent authorities notify each affected air passenger.
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Individual notification and prior request and review are cumulative requirements that must
be met for law enforcement to make use of passengers’ data for investigative purposes. They
have become key guarantees of fundamental rights. And the Court has added that these criteria
apply whenever data are transmitted to any governmental authority, as well as to individuals
and private actors.
There are only two exceptions worth stressing. The first is an exception to prior request and
review. If passengers are stopped at security checks in airports based on inferences made from
data collected before arrival (or even prior departure), there is no need to ask for authorization
from a court or independent administrative body. There is a legitimate expectation from local
authorities that passengers consent to their data being analyzed during such procedures.
Individuals are aware and are informed of them, even before flying, and this is acceptable
provided they can exercise their rights with transparency and legal certainty.
The second is an exception to individual notification. The CJEU emphasized that air
passengers must not be notified if that could jeopardize ongoing investigations. 872 This caveat
aims at ensuring that passengers do not tamper with evidence, alter their behavior, or act in any
manner that could defeat the investigative purposes.
In the jurisprudence discussed in this chapter, the Court has clarified the rules of the game.
The general principle is that any access to PNR information by law enforcement authorities
must be clearly limited and justified. 873 Only by ensuring respect for these criteria can other
data rights be fully respected.
As the PNR Agreement failed to meet these requirements, especially the notification
procedures,874 it did not live up to the standards set by the CJEU. This will be a crucial finding
to use in assessing other data retention schemes. As Elena Carpanelli and Nicole Lazzerini put
it, Opinion 1/15 is a landmark in the development of the intra-EU PNR framework.875 It opens
the way for the invalidation of Directive (EU) 2016/681.
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2.7 Relevant takeaways

As with Digital Rights Ireland, there are key takeaways from Opinion 1/15 that will be critical
in assessing the validity of the intra-EU PNR. The final part of this chapter tables a legal
analysis that is grounded in the arguments put forward by the CJEU, as well as the contributions
of scholars and commentators in the legislative process.
In fact, the small-step approach taken again by the Court is not only instrumental in grasping
the flaws of the PNR Agreement, but also serves to assess with great detail other PNR systems.
From the analysis undertaken in these pages, it becomes clear that the EU-Canada Agreement
seriously interfered with the rights to privacy and data protection of many European passengers.
This interference was found to be provided for by law and to serve objectives of general interest
recognized by the EU. For the judges, the Agreement likewise kept the essence of these rights
intact. However, the literature has criticized the Court in this regard, claiming that the essence
of data protection, as enshrined in Article 8 CFREU, was breached by the provisions of the
Agreement. In any event, the CJEU has found that the interference was adequate to achieve its
criminal law purposes, but that the Agreement was disproportionate since it was not limited to
that which is strictly necessary to pursue such objectives. The judges thus suggested a long list
of changes that should be made to the text of the Agreement so that it could be in line with the
fundamental rights and the level of data protection enshrined in EU law.
Opinion 1/15 is sure to have a profound impact on PNR systems in Europe, both in the
internal market and in the EU’s external relations. It is robust, detailed, and incisive in many
regards. It has even been considered an exercise in judicial activism by some scholars.
Regardless of being judicial activism or not, it is certainly a critical ruling. The Court has found
many flaws that render the Agreement unlawful. It makes it clear that even legislation that aims
at fighting crime must do so with full respect for the fundamental rights of all air passengers,
through targeted and intelligent law enforcement operations. And this is something the PNR
Agreement did not deliver on.
This Agreement allowed for the collection of undetermined data, even opening the door for
the retention of sensitive data. As with the data retention Directive, it permitted authorities to
collect big troves of material from all air passengers, creating a blanket retention scheme and
not a targeted system. Data of innocent passengers were to be kept long after they had departed
from Canada, PNR receipts could be sent to third countries without sufficient guarantees of
their safety and integrity, and there was no mechanism for prior review, thereby limiting access
to data by law enforcement bodies. Besides, the Agreement did not foresee notification
158

procedures that would allow passengers to know when their data were being processed and to
enforce their data rights where necessary.
Despite the clear warnings of the CJEU, the legislator committed many of the same mistakes
inherent in the data retention Directive and the PNR Agreement with Canada, in the intra-EU
PNR system. The main findings of these two parts of the chapter will now be explored in depth,
to support the claim that Directive (EU) 2016/681 should be declared invalid by the Court. In
light of the case law discussed here, it is at any rate surprising that it was even approved in the
first place.
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Chapter 3.3
Trumping fundamental rights: Arrival
“One obvious and distinctive feature that hypocrites seem to share is a kind of mismatch
between their pronouncements and their actions. The hypocrite, we tend to think, is someone
who says one thing but does another. Yet this cannot be the whole story. Mismatches between
our words and our actions are common enough; most of us are occasionally
inconsistent...We...argue that hypocrites...have, by mismatch between judgments and actions,
undermined their claim to moral authority...a status that is intimately tied up with their
capacity to (1) warrant esteem, and (2) bestow (dis)esteem on others.”876
Introduction

This is the last part of the second thematic chapter. It flows from the previous two parts to make
a doctrinal claim regarding the validity of Directive (EU) 2016/681. It argues that, with the
approval of PNR, the Union legislator enacted secondary law that fails to protect air passengers’
fundamental rights to privacy and data protection, as well as their individual data rights.
As Hielke Hijmans points out, this legislation was stalled in the EP for quite some time due
to its effects on privacy and data protection. Yet, the terrorist events in 2015 in Paris were the
trigger which brought it back to the top of the political agenda, and it was adopted shortly
after.877 Fear and haste are dangerous ingredients in a legislative process, potentially leading
legislators to pass laws that breach basic principles. This chapter argues that this happened with
the intra-EU PNR, whose published version copies a 2011 proposal which never managed to
gain approval due to its ostensible disregard for fundamental rights.
This third part argues that the PNR Directive should be declared invalid due to its
incompatibility with the CFREU, if a reference for a preliminary ruling is referred to the CJEU
on this question. This position has been advanced by authors like Sylvie Peyrou. In a rather
perceptive analysis, following the ruling on joined cases C-293/12 and C-594/12, she revealed
an expectation that “[l]’arrêt Digital Rights Ireland pouvait laisser espérer une invalidation du
système PNR, de par la condamnation que la Cour y prononce de tout stockage de données de
masse, et ce de façon indifférenciée.” 878
Although not all provisions actually encroach upon the norms and legal principles enshrined
in primary law, the complexity of PNR and the breadth of its problems should lead the CJEU
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to invalidate it in its entirety. It is not common for the Court to declare an act of EU law fully
invalid on its merits.879 Yet, Elitsa Stoeva recalls that this has happened precisely with the data
retention Directive. This could be one more aspect that Directives 2006/24/EC and (EU)
2016/681 have in common.880
This part follows the scheme adopted in the earlier parts of this chapter. No literature has
yet analyzed the published version of the Directive in such depth and based on the multifarious
sources used here. Some authors suggest that Opinion 1/15 may have a key impact on the intraEU system881 but few explore this idea and even fewer do so in detail.882 This chapter aims to
fill this doctrinal gap.
The legal analysis is based on the sources used before, mainly, but not limited to the two
cases of the CJEU studied in depth in the previous part. The recent jurisprudence on the use of
telecommunications data for investigation purposes is relevant, in particular, to sharpen the
findings of this chapter. However, transposing these cases to PNR has not been taken lightly
and the chapter is cautious in this regard.
In fact, the chapter relies heavily on Opinion 1/15 as it is the only PNR case to date. There
is still a lack of discussion and clarity about whether the reasoning and findings of the case law
on telecommunications data can be transposed to this context. There are arguments in favor of
concluding that they can be but there are reasons to be cautious in assuming this as well. On
the one hand, the Court is concerned about the general use of personal data for surveillance
purposes in telecommunications as well as in other circumstances, like air travel. On the other,
there are criteria tabled in the case law that do not seem to adjust well to the logic of PNR and
that, therefore, if applied bluntly to the PNR system, would be excessively restrictive and
possibly prevent the adaptation of the legislation. As such, as will be discussed in depth below,
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this chapter adopts a cautious reading of the jurisprudence on telecommunications data and
criticizes PNR based on standards that clearly stem from Opinion 1/15.
It begins with some notes on the scope and content of the rights to privacy and data
protection. It then questions whether PNR seriously interferes with them and if that interference
is provided for by law, respects their essence, and serves objectives of general interest
recognized by the Union. Following these questions, the analysis moves on to deal with the
adequacy and strict necessity of this piece of legislation. This research will conclude by arguing
for the invalidity of the Directive in light of the CFREU. A final section additionally discusses
the notification procedures embedded in PNR, in a manner similar to the Court in Opinion 1/15.

1. The scope and content of fundamental rights

For reasons of space, as well as to make the claims more robust, the rights to privacy and data
protection will be assessed together. This is in line with the case law of the Court and with
Article 52(1) CFREU, although the analysis will carefully avoid conflating them, for reasons
mentioned earlier, and which will be revisited below. AG Cruz Villalón stressed that any
interference with privacy calls for paramount caution 883 by the CJEU. Yet, this sort of hierarchy
has triggered different reactions. 884
A common criticism in scholarly writing is that this way of analyzing fundamental rights
leads to an unsophisticated and tangential approach to data protection, privileging the right to
privacy. This observation is going to be developed in the following sections, together with other
aspects regarding the relationship between PNR and these rights. These brief initial sections
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serve to provide context before engaging with the proportionality of the interference of PNR
with privacy and data protection.

1.1 To privacy

The most pressing issue found by the CJEU in the case law discussed concerned interferences
with privacy, as enshrined in Article 7 CFREU. This provision reads that “[e]veryone has the
right to respect for his or her private and family life, home and communications.”885
The EU legislator did not live up to the expectations enshrined in recital (22) of the PNR
Directive. As will be demonstrated, it did not draft a data retention system ensuring “full respect
for fundamental rights, for the right to privacy and for the principle of proportionality, [taking]
fully into consideration the principles outlined in recent relevant case law of the [CJEU].”886 In
fact, there is no indication of what jurisprudence was consulted, or if it influenced the legislator.
The drafters were even more daring in recital (36). They wrote that the “Directive respects
the fundamental rights and the principles of the Charter, in particular...the right to privacy.” 887
Stating that it “should therefore be implemented accordingly”888 is a hint to member states to
transpose the text in line with these apparently high standards. Yet, it will be shown below that
the Directive fails to protect privacy in several respects. There is a gap between these recitals
and its provisions. As Stoeva commented, already in 2014:

The data retention judgment is strong and unequivocal in asserting that the right to
privacy constitutes a fundamental barrier between the individual and powerful
institutions, and that laws that allow for blanket retention on this scale are
unacceptable. The mass collection of metadata for which the Data Retention
Directive was culpable is an unquestionable interference with the right to
privacy.889
Other authors have invoked similar arguments. Marie-Pierre Granger and Kristina Irion, for
instance, believe that the jurisprudence obliges the EU legislator to care for fundamental rights
in a more robust manner. They go as far as claiming that it levies a stricter standard for
upcoming legislation interfering with personal data.890
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PNR was, nevertheless, approved without much ado. It appears that the literature and the
case law were not sufficiently persuasive for the legislator to avoid creating yet another system
based on the blanket retention of big data from large numbers of individuals. The next sections
aim to show that policymakers made a poor judgment and the Directive should be invalidated,
in a continuation of the saga started in Digital Rights Ireland and continued in Opinion 1/15.
It is important to note that, at the time of writing, there are already pending applications and
requests for preliminary rulings challenging its validity.891 They table interesting ideas and help
to reinforce the claim that the Directive is unsuitable as it is. Still, the legal analysis presented
here goes beyond the arguments made in these cases.

1.2 To data protection

The other crucial issue discussed by the Court in the jurisprudence analyzed above was the
protection of personal data. It comes just after privacy in the Charter, which indicates their
theoretical proximity. To recall, Article 8(1) CFREU says that “[e]veryone has the right to the
protection of personal data concerning him or her.”892 Its following number adds criteria for
assessing the legitimacy of interferences with this right, and pinpoints two relevant data rights
that are a natural consequence: the rights to access and rectification. It reads that:

Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him
or her, and the right to have it rectified.893
Additionally, “[c]ompliance with these rules shall be subject to control by an independent
authority.”894 The CJEU found that this right had been breached in the data retention Directive
and in the EU-Canada Agreement. It, nonetheless, ended up using a method of analysis that is,
for Ojanen, an approach not likely to satisfy those that have been advocating for the substantive
differences between privacy and data protection and, particularly, for the autonomy of the
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latter.895 He was thinking especially of Maria Tzanou,896 who wrote a doctoral thesis defending
this position at the European University Institute, and on whose examining board Ojanen sat.
In joined cases C-293/12 and C-594/12, the Court considered its claims on privacy applied
mutatis mutandis regarding data protection.897 And, in Opinion 1/15, it said that the operations
which might affect privacy could likewise interfere with data protection rights enshrined in
Article 8 CFREU, since those operations consist of the processing of personal information. 898
Some literature has studied this argumentative strategy. It is beyond the scope of the present
work, but it is important to argue in favor of having these rights analyzed independently in
future decisions. Tzanou is, indeed, one of the most vocal supporters of the relevance of data
protection rights. In her view, what is really at stake in PNR systems is this right, and not so
much privacy. This is controversial, but she is right in claiming that, considering that data
protection has been accepted as an independent right in the jurisprudence of the Court, any
position based on the assumption that it has no normative value in itself should be dismissed.899
It is true, as Brendan Lord put it, that while these are independent rights, privacy and data
protection are inherently connected, since the latter provides the means to exercise one’s
privacy.900 Still, the scope of each extends beyond their areas of overlap. To intertwine them
entirely endangers the protection from which individuals may benefit. Juliane Kokott and
Christoph Sobotta stress, for instance, that EU secondary data protection laws currently oblige
private actors, and not only public authorities, to apply safeguards while processing
information. This is a guarantee found under the scope of data protection, not of privacy. 901 As
Christopher Docksey remarks:

The CJEU...has erroneously stressed the right of privacy across the board, in cases
where personal information was processed but privacy was not necessarily affected.
This approach is unnecessary...On the one hand there are cases that do indeed
require both rights to be considered because both privacy and data protection are at
issue, such as Digital Rights Ireland and Schrems. In these cases, in addition to the
question whether the requirements of the right to data protection have been
respected, the processing of personal data constitutes a significant interference with
the right of privacy...On the other hand there are cases where there was no
interference with privacy and it would have been sufficient to apply the right to data
protection. The distinction is important because the analysis of Article 52(1) of the
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Charter applied to the right to privacy looks to justification for an interference,
whereas the analysis of Article 52(1) applied to the right to data protection assesses
the limitations to the essential elements of the right. 902
It is unclear from the case law how data protection is affected independently from privacy.
Alessandro Spina remarks that the Court, in joined cases C-293/12 and C-594/12, has found
that there is a manifest correlation between these rights which is challenging to untangle. 903
And, in fact, such an entwined reasoning can have serious implications if it is to be used to
design and assess future data retention schemes.
The CJEU should have developed a robust and autonomous set of arguments to shield data
protection per se, as it is a self-standing right in the CFREU. Curiously, it recognized this in
joined cases C-203/15 and C-698/15, wherein it remarked that Article 8 CFREU is about a right
that is different from the one foreseen in Article 7 CFREU. 904 These are not only distinct rights,
which in itself should preclude their complete overlap; beyond that, assessing data protection
often renders discussions about violations of privacy redundant.905 Unfortunately, while the
judges have recognized that privacy and data protection are separate rights, they have not
treated them that way.906
To interpret data protection only as a means to ensure the privacy of individuals confines
its autonomy, scope, and relevance. This precedent may handicap the theoretical strength of
any doctrinal reasoning aimed at protecting it.

2. Serious interference

The first step to assess whether fundamental rights may have been violated by secondary law
is to locate the potential interference, as well as to establish its nature and when it can occur.
The next subsections will address these matters.

2.1 Is there an interference?

There is an interference with privacy when individual personal data are, or can be, accessed by
private or public actors, under provisions of EU law, for security purposes. À propos the data
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retention Directive, Elitsa Stoeva argued that processing metadata can expose the personal life
of individuals. As such, public bodies with access rights to that kind of information can interfere
with their privacy.907 If access to metadata meets the threshold for an interference with privacy,
giving access to content data is certainly enough to make a similar claim.
In the opening remarks regarding case C-594/12 (Seitlinger and Others) of Digital Rights
Ireland, it is mentioned that the Constitutional Court of Austria said that the data retention
Directive created a system aiming to store a large number of different types of information from
a wide set of people for an extended period of time. 908 Such a portrayal could be used to depict
PNR. It has already been used, in a way, because the Court found, in Opinion 1/15, that the
Agreement with Canada entailed extensive and rather serious violations 909 of Article 7 CFREU.
The CJEU argued that using information from identified, or identifiable, individuals can,
indeed, interfere with private life, as foreseen in that provision.910 The term ‘using’ should be
read in broad terms; the mere retention of data, for instance, affects privacy.
On the collection of different types of data, Annex I of Directive (EU) 2016/681 identifies
19 different items of personal information that should be collected by carriers and transferred
to the PIUs. They range from complete API911 to “[a]ll forms of payment information.”912 And
regarding the numbers of affected passengers, it must be recalled that Article 2 expands its
application to intra-EU flights. Member states may apply the PNR scheme to all flights or,
according to its number 3, only to “selected intra-EU flights [they consider] necessary in order
to pursue the objectives of this Directive.” 913 By October 2020, 24 member states had notified
the Commission that they wished to apply it to intra-EU flights.914 The 2020 review indicates
that only one member state has decided not to collect PNR receipts from intra-EU flights.915
According to Eurostat, in 2019, there were 518 952 085 passengers carried on extra-EU
flights.916 Together with the number of intra-EU international flights, 917 873 690 283 passengers
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were carried that year.918 An “unlimited number”919 is a hyperbolic figure of speech, in PNR as
in relation to the data retention Directive. Nonetheless, it serves to raise awareness of the
number of people that can be affected by data retention policies and the difficulties involved in
targeting only a selected few with such wide data systems.
Moreover, PNR data are to be retained in the databases of the PIUs “for a period of five
years after their transfer to the PIU of the Member State on whose territory the flight is landing
or departing.”920 Even amidst criminal investigations, this is a long period for which to retain
personal data. In fact, Article 6 of Directive 2006/24/EC held that member states could retain
information between six and 24 months. If the Constitutional Court of Austria found this to be
a long time, 60 months can surely be categorized as such.
The interference provoked by PNR is, nonetheless, different. Article 5 of Directive
2006/24/EC enshrined categories of information to be held, specifically communications and
internet access metadata. The Court claimed that these data, taken as a whole, could lead to
rather detailed findings on the privacy of data subjects, like their daily routines, activities, social
interactions, and general whereabouts.921 This is not the case here. Tzanou rightly highlights
that it is not possible to draw such conclusions from PNR.922
With PNR, it is possible to make only a few inferences on residence, movement, and some
of the activities carried out by passengers. The intensity of the intrusion is markedly different.
Conversely, PNR allows for the mapping of the travel patterns of air passengers and the drawing
of conclusions on other aspects of their lives, from dietary habits to work affiliation. There is
an interference with the privacy of data subjects, even if it is not based on a systematic
transmission of location and communications metadata. Although the interference is different,
PNR data provide “the means...of establishing a profile of the individuals concerned.”923 This
is a key aspect of the system to achieve its purposes, much as in other counter-terrorism
legislation, such as Directives 2002/58/EC or 2006/24/EC. In relation to all of these, regardless
of whether the information collected is content data or metadata, the profiling of data subjects
and the sensitivity of the material collected clearly give rise to an interference with the
fundamental rights of the individuals affected.
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The “possibility of establishing a profile of the persons concerned on the basis of...data” 924
is one of the arguments the CJEU now uses to conclude that interferences with the rights
foreseen in Articles 7 and 8 CFREU are particularly serious. This will be studied in section 2.3
below. For now, it suffices to say that the question is not if there is an interference, but how far
it extends into the personal sphere of consumers. Retaining data, and permitting public
authorities to access them, definitely affects privacy.
The data retention Directive regulated the “obligations of the providers of publicly available
electronic communications services or of public communications networks with respect to the
retention of certain data which are generated or processed by them.” 925 The judges considered
that retaining and using data as was provided for in that Directive “directly and specifically” 926
fell within the scope of Article 8 CFREU since they are processing operations performed upon
personal data. In fact, retaining data does not only affect privacy. It also affects the protection
of that data. This was reinforced by the fact that the data retention Directive provided for local
law enforcement agencies to have access to personal data for the “purpose of the investigation,
detection and prosecution of serious crime.” 927
Article 1(1)(a) of the PNR Directive says it regulates the “transfer by air carriers of passenger
name record...data of passengers of extra-EU flights.”928 And item (b) adds that it provides for
“the processing of the data referred to in point (a), including its collection, use and retention by
Member States and its exchange between Member States.” 929 It is easy to spot the similarities.
Both Directives regulate processing operations of personal data, beginning with their
retention. As this is done by entities other than the data subjects themselves, this means that the
processed data do not belong to the processors, or controllers. This is sufficient to invoke the
data protection guarantees enshrined in Article 8 CFREU. Despite addressing different
economic activities, both texts provide for systems that are built upon the processing of big
personal data. Therefore, the argument that Directive 2006/24/EC could interfere with data
protection can be replicated for Directive (EU) 2016/681.
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2.2 When does the interference take place?

In Digital Rights Ireland, the Court found that interferences with privacy happened at two
moments: when providers collected data and when national authorities accessed them. It did
not answer this question regarding the right to data protection. Yet, in Opinion 1/15, it can be
seen that interferences with data protection happen when data are processed.930
In PNR, service providers, in this case, carriers, collect and use data931 which are then
accessed, retained, processed, and exchanged by authorities of the member states. These are,
first, the PIUs932 and, then, other law enforcement agencies, either from the member states 933
or third countries.934 Europol is also entitled to request PNR data.935
The scheme for data processing and transfer found in the data retention Directive, as well as
in the Agreement with Canada, is replicated in the intra-EU system. There is, however, a
relevant difference. In PNR, authorities not only access data collected and processed by private
actors, but they process them too. While in Directive 2006/24/EC, national authorities only
accessed what was supplied by services providers, in PNR they play a more active role,
subjecting the data to further processing, over and above that already carried out by air carriers.
This is clear from the verbs used in its Article 1(1). It reads that the Directive provides for
the “transfer by air carriers of passenger name record (PNR) data”936 and for “the processing of
the data...by Member States.” 937 The focus is upon the member states’ competent authorities.
Air companies should only be concerned with transferring data as they receive them from
booking and reservation procedures. How they process such data and how they handle and use
them beyond this obligation seems irrelevant for the purposes of the Directive, provided data
are not altered or abridged.
In Opinion 1/15, the CJEU identified a set of provisions that gave rise to concrete
interferences with privacy and data protection. They were Articles 3, 4, 6, 8, 12, 15, 16, 18, and
19 of the Agreement, which ranged from the use of data to their sharing with police and judicial
authorities, as well as retention and disclosure in and outside Canada. Access to data by parties
other than their respective data subjects may give rise to an interference with fundamental
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rights. If this idea was already gaining traction in joined cases C-293/12 and C-594/12, it was
consolidated in Opinion 1/15.

2.3 Is the interference serious?

AG Cruz Villalón argued that the interference provoked by the data retention Directive was
very serious.938 Although only metadata were to be collected, the system allowed for the
retention of big troves of information in massive archives.939 This could generate a feeling of
constant surveillance in the time during which data were retained. 940 And this was a threat, as
Brendan Lord said, to individual autonomy. 941
The CJEU agreed with the AG in classifying the interference as extensive and serious. It
also commented that, as data subjects were unaware of their personal information being
gathered and processed, this was sure to leave people with the impression that their lives were
being continually monitored.942
A similar system was created by the PNR Agreement, which foresaw that the data of all
passengers were to be systematically transferred to Canada. 943 The Court found this to seriously
interfere with their right to data protection. This was aggravated by the fact that data were to be
processed by machines on a constant basis, even before airplanes landed in Canada. 944
The PNR Directive allows for the collection, retention, transfer, and processing of big data
in huge databases. These operations are to be performed on a continuous and systematic basis,
making the interferences with the rights of air passengers serious, together with the fact it allows
for the processing of content data, not only metadata. And passengers are likewise not informed
when operations take place, which can trigger that chilling perception of constant surveillance.
A few scholars have, nonetheless, questioned this argument.

2.3.1 Systemic indifference

Some authors claim that modern societies and most individuals are becoming acquainted with,
and perhaps indifferent to, the retention and processing of data – even personal data –, as this
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is done systematically, on a daily basis, and for a wide range of purposes. For Andrew Roberts,
while many people believe that their:

[I]nterests [are] harmed when the state requires those who provide us with
communications services to retain information about the way in which we use those
services...[o]thers may well take a more sanguine view, doubting whether it can
properly be said that the mere retention of such information amounts to any
interference with privacy at all, or if it does, that it ought to be considered a
relatively trivial interference. It might be said that mere retention of
communications data will have no obvious effect on the lives of the great majority
of those in respect of whom data [are] retained. Views on what ought to be required
by way of justification for the retention of data are likely to vary in a way that
corresponds roughly with divergence of views on the value of privacy and gravity
of the interference that individuals suffer where communications data are
retained.945
The Court has taken an important position in this discussion. It has joined the ranks of those
claiming that retaining personal data causes a serious violation of privacy rights, which should
therefore always be based on a certain level of reasonable suspicion. And even in such cases,
personal data should not be retained in block but in a targeted manner. The judges have firmly
opposed the logic of “the ‘needle in a haystack argument’ [where] mass data retention [is used
to] ensure that a few vital pieces of information are available to the state for the purposes of
detecting and investigating serious crime.” 946
Despite this portrayal of the case law, the discussion is far from over and the intra-EU PNR
may add fuel to the fire. Most passengers do not know what PNR stands for, let alone how the
data are used. Even if they knew, many would likely be indifferent. So, the question is whether
this serves to undermine the seriousness of the interference.
It probably does not. Nor does it dispel the unease some passengers would feel if they knew
about the full journey of their data. A PNR system has the capacity to make a person experience
“an immediate and involuntary shift in perspective [once she] becomes aware that others have
information about her that she would rather they did not have.” 947
In its referral to the CJEU, the Constitutional Court of Austria stressed that the people most
likely to be affected were those whose actions do not justify their information being collected. 948
The same could be said about PNR, making it important to explore the argument of Roberts,
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that many data subjects do not know that their information are collected, and act without fully
knowing the consequences of their actions. Plus, most individuals who realize what may happen
to their data “are likely to perceive the risk of suffering any material harm as a consequence of
retention to be so remote that this knowledge is unlikely to affect their decision-making.”949
Yet, is this entirely true, or fair? In the PNR Directive as much as in the data retention
Directive, consumers are required to provide big troves of personal data simply because they
want access to services that are part and parcel of the fabric of modern life. And it is ludicrous
to portray life nowadays without telecommunications, or air transportation. Therefore, the issue
is not so much that consumers will carry on regardless of the consequences but that they simply
cannot withdraw from using such services. Consumers, in fact, do not have a real choice
between rights and services. The choice element is merely a formality and not a substantive
exercise of volition and decision-making.
For that author, collecting such data results in a “loss of privacy [where] others...acquir[e]
dominating power [over] the individual who has suffered the loss.” 950 These laws are insidious,
since they make access to essential services dependent on passively condoning serious
interferences with fundamental rights.
To say that the interference provoked by pervasive data retention systems may not influence
the actions of affected individuals because most of them are unaware of such systems, or seem
not to care, is a misconception. They simply need to access the services provided, despite their
new additional cost when measured in terms of fundamental rights. By contrast with the
viewpoint of this scholar, a serious interference is present. The encroachment upon fundamental
rights happens regardless of individuals being unaware of these systems and regardless of
feeling adverse offline effects. And it happens even if numerous consumers cannot, or are not
willing, to protect their rights. This apparent lack of awareness is less an indication of the users’
indifference, than of the iniquity of the law. As Tzanou rightly put it:

The data subject [gives] his consent for the processing of his data from the airline
company in order to purchase a ticket, but no consent [is] given for the transfer of
the data to intelligence and law enforcement authorities and data subjects cannot
object to giving their PNR data if they wish to travel...Indeed, there is no issue of
consent, but rather a ‘take it or leave it’ deal. As one airline CEO astutely put it:
‘You want to travel on the airline system? You give up your privacy. You don’t
want to give up your privacy? Don’t fly.’”951
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2.3.2 A recent red line

Notwithstanding the previous debate and the questions it raises, the Court has recently
established a standard that will further help to decide whether a data retention system can be
considered to interfere seriously with the privacy and other fundamental rights of data subjects.
While the Court’s standard is in its infancy and is conservative in orientation, it seems to mark
the beginning of drawing a red line on the matter.
As mentioned above, the fact that data could be used for establishing profiles, and that
sensitive material could be collected, have been sufficient criteria for the judges to claim that
certain data systems “allow [for] very precise conclusions to be drawn concerning the private
lives of the persons whose data ha[ve] been retained.”952 In light of this, they concluded, in the
recent cases Tele2, Privacy International, and La Quadrature du Net, that there had been serious
interferences with the rights to privacy and data protection. 953
It is true that the Court did not discuss the idea of profiling in joined cases C-293/12 and C594/12, or Opinion 1/15. Yet, this should not prevent us from transposing this red line to the
assessment of the intra-EU PNR case. The analysis in this final part of chapter 3 draws
inspiration from all the case law of the CJEU to help in assessing PNR.
While the case law is developing and starting to have an impact on the automated handling
of personal data, it remains incomplete and the present remarks will inevitably reflect this. The
intra-EU PNR does allow for the setting of profiles and for the collection of sensitive data
without sufficient protection. The discussion here will be limited to profiling, with the question
of the sufficiency of protection being parked till a later stage in the analysis.
Profiling has been assessed in some depth in chapter 3.1, with the authors surveyed claiming
that it is a process of classifying and treating people according to pre-determined criteria. 954
The Court is yet to table its own definition of the concept and this may well turn out to be a
next important step in the jurisprudence. In any event, while the PNR Directive avoids using
the term, this does not prevent profiling from taking place during the processing of data. In fact,
to profile seems inherent in the system, which aims to sort through people to identify those
“who require further examination by the competent authorities.”955 The literature is broadly
consensual in considering that profiling occurs in PNR, with only the MEP Timothy Kirkhope
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having publicly argued that it does not happen. Indeed, the sort of profiling that takes place in
the PNR system is one of its most preoccupying features since passengers may be classified in
a way that human operators do not entirely understand,956 but on the basis of which they must
take relevant decisions, including those relating to the possible detention of individuals.
It is not necessary to comment on the nature of profiling taking place in PNR. It has been
demonstrated that data collected under Directive (EU) 2016/681 provide “the means of
establishing a profile of the individuals concerned” 957 and it will be demonstrated later that that
data, which are content data, can contain sensitive elements whose collection and processing
are prohibited, in light of the CFREU. Therefore, it has been established at this stage that, under
the criteria set out in the recent jurisprudence of the CJEU and also considering the arguments
previously tabled in this section, the PNR Directive seriously interferes with the fundamental
rights of air passengers.
Now that the interference occurring in PNR has been outlined, there are four questions that
need answering. The first is whether such interference has been provided for by law. It then
needs to be seen if it encroaches upon the essence, or core, of the affected rights, and if this
piece of legislation pursues objectives of general interest recognized by the Union. The last
question concerns the proportionality of PNR. The adequacy of the norms of the Directive for
achieving its purposes will be discussed, along with whether they interfere with privacy and
data protection only to the extent that it is strictly necessary to do so. The forthcoming sections
answer these four questions.

3. Provided for by law

The first question is easy to answer. This criterion is readily satisfied as a Directive is a source
of legal norms in EU law.958 In the words of Cruz Villalón, any limitations to privacy stemming
from a Directive are objectively provided for by law, under Article 52(1) CFREU.959
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4. The essence of the rights

The second question concerns the respect for the essence of the rights affected by the intra-EU
PNR. Just like in chapter 3.2, it will be argued that this type of data retention system may
interfere with the core of privacy and data protection rights. If the following arguments were
accepted by the CJEU, this would suffice for it to declare the Directive invalid. Yet, even where
the essence of a right is respected, secondary law can still be declared invalid for failing to fill
the remaining criteria. The legal analysis will answer the other questions and undertake a full
proportionality test, just as the Court did in Digital Rights Ireland and Opinion 1/15.

4.1 To privacy

Unlike the previous criterion, it is unclear whether the essence of the right to privacy is kept in
PNR. For the Court, the core of privacy was respected in the data retention Directive, as it did
not allow law enforcement to access content data. 960
Still, it claimed that the remittance and precision of data in Directive 2006/24/EC could lead
to rather accurate findings on the personal life of EU consumers. 961 PNR does not involve that
level of monitoring, but big data are collected at a continuous rate. Moreover, it allows for the
processing of all forms of payment, 962 general remarks that may include dietary or religious
preferences,963 and API.964
In Opinion 1/15, the CJEU affirmed that the essence of privacy was likewise respected. It
argued that, while PNR receipts may, in certain circumstances, disclose detailed material on the
lives of passengers, the scope of such data has to do only with a part of those lives, namely air
travels.965 This applies to the PNR Directive. The only meaningful difference between the lists
of collected data lies in the fact that the Directive foresees the collection of “[a]ll forms of
payment information, including billing address,”966 while the Agreement excluded “transaction
details linked to a credit card or account and not connected to the travel transaction.” 967 The
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Directive appears to have a wider scope, but this does not mean that PNR data collected under
it are not related only to a part of the lives of passengers.
However, the Court’s position is not consensual. Kuner, for example, says that he has not
managed to find:

[A] common thread...that would identify the essence of the rights to private life and
data protection. One can argue that the essence of a fundamental right cannot be
described in abstract terms and can only be determined based on the circumstances
of a particular case...However, the need for clarity and predictability makes it
important to develop a normative framework for determining the essence of [a]
right...which the Court has thus far not done for the rights protected by Articles 7
and 8 of the Charter.968
As in previous holdings, the CJEU seems to have only scratched the surface of the problems
concerning the essence of privacy. It is not possible to ascertain where it lies or what its content
is. By saying, in Digital Rights Ireland, that the data retention Directive did not infringe the
essence of privacy because only metadata were collected 969 and, in Opinion 1/15, that its core
was kept intact because the data collected only concerned air transportation, 970 it is not evident
where the CJEU finds the essence of privacy. It appears that, either its position is outdated in
relation to present technologies,971 or that the essence of privacy is extremely narrow.
It is difficult to use the case law as a tool to assess EU secondary law. That is the practical
effect Kuner seems to have in mind when speaking of the “need for clarity and predictability” 972
in the jurisprudence. The Court should be clear so that interpreters can find the tools to evaluate
similar norms. Those tools should be predictable so that the results of subsequent interpretations
can lead to clear outcomes.
This problem begins with the CJEU devoting only one paragraph to the matter in both joined
cases C-293/12 and C-594/12 and Opinion 1/15. This raises more questions than it provides
answers — questions with real consequences, not least since the essence of fundamental rights
must not be limited. If the Court does not clarify where the essence of privacy lies, then its
opinion that the data retention Directive and the Agreement do not encroach upon such an
essence cannot even be understood in full, let alone contested.
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Ojanen thinks that the mere transferring of metadata in large quantities suffices to violate
the essence of privacy. Following his reasoning, if the most robust techniques for gathering and
processing metadata may be viewed as interfering with the sacrosanct essence of the right to
privacy,973 applying these to content data certainly constitutes a violation of its essence. From
this point of view, the PNR Directive disrupts the core of privacy. The CJEU would probably
disagree, but maybe incorrectly.
The remark that PNR data only concern a part of the lives of data subjects also deserves
some scrutiny. First, the Directive applies to all international flights.974 It is not only data of
passengers traveling to Canada that are stored. It is the data of any passenger who flies to any
destination outside his or her departing country. Not only are there more individuals whose
privacy is violated, but, from an individual perspective, the potential for interference has
increased. It is not only when flying to Canada that data are retained but whenever individuals
fly anywhere outside the Union or, possibly, even just outside the member states.
Second, it is not self-evident that the scope of PNR data regards only a limited part of their
lives.975 In fact, it is hard to pinpoint relevant personal content data that are not included in PNR
receipts. The logic of the system is, precisely, to leave nothing out so as to allow the
“identification of persons who were unsuspected of involvement in terrorist offences or serious
crime prior to such an assessment.”976
Kuner believes that the CJEU will eventually lay down a theoretical roadmap to help outline
the essence of privacy and data protection. 977 It might be that such a time will come when the
Directive is challenged in court. So far, evidence of respect for the essence of privacy is very
scant. If this system permits law enforcement to know the content of air passengers’ bookings
automatically, systematically, and en masse, allowing for unprecedented identification, where
is the untouched core of privacy?

4.2 To data protection

In Digital Rights Ireland, the judges found that the essence of data protection was respected by
the data retention Directive, since its Article 7 imposed upon private actors key principles to
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protect data and make them secure. 978 They reached a similar conclusion about the Agreement,
claiming its Article 3 limited the processing undertaken by the CBSA and Article 9 laid down
rules to maintain the security and integrity of data. 979
While the essence of privacy seems to be violated in the intra-EU PNR, the case might be
different regarding data protection. Its essence is affected if minimum conditions for processing
information foreseen in Article 8 CFREU are not respected. This means, if secondary law does
not: i) allow data subjects to protect their personal data;980 ii) ensure data are “processed fairly
for specified purposes and on the basis of the consent of the person concerned or some other
legitimate basis laid down by law;”981 iii) guarantee “the right of access...and the right to have
[data] rectified;”982 and iv) provide for “control by an independent authority.” 983
The Directive appears to meet these requirements. Firstly, its Article 13 foresees a series of
individual data rights. It states that “every passenger shall have the same right to protection of
their personal data, rights of access, rectification, erasure and restriction and rights to
compensation and judicial redress.”984
The legislation also includes provisions that, read together, keep the processing of data fair,
i.e., free from bias, errors, or injustice. Again, Article 13 obliges member states to provide for
the implementation of rules on “confidentiality of processing and data security [applicable] to
all processing of personal data.”985 It also adds that the system is “without prejudice to the
applicability of Directive 95/46/EC...to the processing of personal data by air carriers, in
particular their obligations to take appropriate technical and organisational measures to protect
the security and confidentiality of personal data.” 986 Moreover, it prohibits the processing of
data based on unlawful criteria, that is, elements that could lead to negative discrimination,
according to Article 21 CFREU. 987
On the other hand, Article 6(5) instructs member states to “ensure that any positive match
resulting from the automated processing of PNR data...is individually reviewed by non-
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automated means.”988 The same is supposed to happen before data are transmitted “for further
examination to the competent authorities.” 989 Article 12(5) also reads that the:

[R]esult of [data] processing...shall be kept by the PIU only as long as necessary to
inform the competent authorities...of a positive match. Where the result of
automated processing has...proven to be negative, it may, however, be stored so as
to avoid future ‘false’ positive matches for as long as the underlying data are not
deleted.990
Another relevant norm is Article 5, which orders PIUs to “appoint a data protection officer
responsible for monitoring the processing of PNR data and implementing relevant
safeguards.”991 This is accompanied by Article 6(7), which instructs member states to “ensure
that the data protection officer has access to all data processed by the PIU. If the data protection
officer considers that processing of any data has not been lawful, [it] may refer the matter to
the national supervisory authority.”992
The Directive also establishes that data should be processed only for “specified purposes.”993
This is reiterated throughout the text, starting with Article 1(2). It reads that “PNR data collected
in accordance with this Directive may be processed only for the purposes of preventing,
detecting, investigating and prosecuting terrorist offences and serious crime.”994 PIUs
requesting data from other member states can process 995 data “only for [specified] purposes,”996
just like other national competent authorities. 997 And transfers of data to third countries and
among them998 are limited to the “purposes of this Directive.”999 These are only some examples.
The text foresees that data can only be processed for specified purposes in many provisions.
The basis for the collection of data is not explicit consent.1000 The CJEU examined this in
Opinion 1/15, arguing that the processing of PNR data must find another legitimate basis. This
basis seems to overlap with the purposes of the Directive. The legitimacy of the system is
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justified by the fight against terrorism and serious crime, cited throughout the text1001 and in the
recitals.1002 It is likewise grounded upon the need to “enhance internal security, to gather
evidence and, where relevant,

to find associates of criminals and unravel criminal

networks.”1003
The Directive likewise provides for control by an independent authority. Such control is
undertaken internally and externally, and by more than one entity. Internally, PIUs must appoint
a DPO “for monitoring the processing of PNR data and implementing relevant safeguards.” 1004
And Article 15 regulates external control, instructing member states to guarantee that there is a
national supervisory authority “responsible for advising on and monitoring the application
within its territory of the provisions adopted by the Member States.”1005 They should conduct
their supervision “with a view to protecting fundamental rights in relation to the processing of
personal data.”1006 That provision refers to Article 25 of Framework Decision 2008/977/JHA
for details. The key aspect to highlight is that this norm specifies that supervisory authorities
“shall act with complete independence in exercising the functions entrusted to them.” 1007
These references lay out a set of minimum conditions which ensures that the essence of data
protection is guaranteed in the Directive. This does not mean such provisions are adequate to
protect the information and data subjects, or that they are proportionate. These remarks only
refer to the core of the fundamental right to data protection.
The failure to meet one of these cumulative criteria is enough for the Court to declare that
EU secondary law violates the CFREU.1008 This legal analysis could end here in light of the
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encroachment upon the essence of the right to privacy. This would be a precarious approach,
nevertheless, as the Court might disagree, especially considering its case law. As things stand,
it is thus preferable to answer all of the questions mentioned above, and apply a proportionality
test. The next step is to ascertain whether the Directive pursues objectives of general interest
recognized by the Union.

5. Objectives of general interest recognized by the EU

This is the last criterion that needs to be discussed before undertaking the proportionality test.
The purpose of Directive 2006/24/EC was to guarantee the availability of personal data to fight
crime and maintain public security. 1009 The CJEU claimed that providing for the retention of
data to allow law enforcement to use them satisfied an objective of general interest. 1010
Article 1(2) of the PNR Directive reads that “PNR data collected...may be processed only
for the purposes of preventing, detecting, investigating and prosecuting terrorist offences and
serious crime.”1011 It partially mimics Article 1(1) of Directive 2006/24/EC, which stated that
the information “generated or processed [was to be] available for the purpose of the
investigation, detection and prosecution of serious crime, as defined by each Member State in
its national law.”1012
There are some differences between the Directives. The first difference that is relevant from
a legal point of view concerns the insertion of the particle ‘only.’ This actually increases the
legal certainty of the PNR system, by preventing the use of any data beyond what is explicitly
permitted in the text. It limits the margin of discretion of member states, Europol, and third
countries, as well as of all actors accessing and processing PNR.
The second difference regards the use of personal data not only to investigate, detect, and
prosecute crimes but also to prevent them. This widens the purposes for which data may be
processed, and it may not be the best development from the perspective of fundamental rights.
Still, it is aligned with the rationale defended by the Court, as preventing crime through the use
of data serves to fight it and maintain security.
A final remark is about the addition of the fight against terrorism as an objective
underpinning the PNR Directive. This similarly does not weaken the claim that PNR pursues a
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general security interest recognized by the EU. The nature and shape of terrorist acts are
substantively akin to that of serious crimes. Article 3, paragraph (8), of Directive (EU) 2016/681
defines terrorist acts as those “offences under national law referred to in Articles 1 to 4 of
Framework Decision 2002/475/JHA.”1013 According to those norms, and those which have
replaced them, terrorist actions are those that “may seriously damage a country or an
international organisation,”1014 such as attacks upon a person’s life or physical integrity,
kidnapping, hostage-taking, or acts that cause extensive destruction to endanger human life or
result in major economic loss.1015 These are all examples of serious crimes. They are only
classified as terrorism because of the motives behind their execution, as well as their context.
There is another argument supporting the claim that the fight against terrorism can be
deemed as an objective of general interest recognized by the EU. And it can be distilled directly
from the case law of the Court.
It was established in chapter 2 that the CJEU considers that terrorist activities can affect
national security and that national security is a societal interest of greater relevance for the
member states and the Union than public security, or fighting serious crime.1016 In the cases
Tele2 and La Quadrature du Net, the judges inverted the expression normally used to
acknowledge that certain pieces of secondary law serve objectives of general interest. Instead
of saying something like “the material objective of that directive is...to contribute to the fight
against serious crime and thus, ultimately, to public security,” 1017 they said that “[g]iven the
seriousness of the interference in the fundamental rights concerned represented by national
legislation...only the objective of fighting serious crime is capable of justifying such a[n
interference].”1018 In La Quadrature du Net, the Court added the goals of preventing “serious
threats to public security”1019 and the “safeguarding of national security.”1020
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This means that the minimum threshold for the judges to accept that any given law is capable
of justifying a serious interference with fundamental rights in the area of security is if it does
so for the purposes of fighting serious crime, preventing threats to public security, or
safeguarding national security. In the case La Quadrature du Net, they actually seem to present
these purposes in specific order of importance when affirming that “the objectives of combating
serious crime, preventing serious attacks on public security and, a fortiori, safeguarding national
security are capable of justifying...the particularly serious interference entailed by the targeted
retention of traffic and location data.” 1021 Even if this last sentence were missing, it stands to
reason that, if fighting serious crime and ensuring public security lato sensu are less important
purposes than countering terrorism and guaranteeing national security, EU and member state
legislation aiming at the latter purposes necessarily meet objectives of general interest
recognized by the EU.
It is true that the Court has elsewhere considered that fighting terrorism is within the scope
of the “fight against serious crime,”1022 or has placed these objectives side by side.1023 This does
not help at making matters clearer but it likewise does not endanger the inquiry pursued in this
section of ascertaining whether the PNR Directive serves a general interest recognized by the
Union. The minimum requirement is met either way.
It can hence be argued that the Directive pursues a general security interest. Curiously,
however, and in line with the Court’s inclusion of counterterrorism in the fight against serious
crime, PNR appears to serve to fight both “terrorist offences and serious crime.” 1024 The
legislator weaved together what may now be considered, from a narrow perspective, two
security objectives placed at different levels of importance: one related to national security and
the other to public security. This does not encroach upon the argument made in this section as,
again, the minimum threshold identified above is attained. Yet, it shows two things.
On the one hand, it shows the evolution and consolidation of the Court’s reasoning on
justifications for large-scale surveillance;1025 by distinguishing between levels of security and
societal interests, tabling a minimum requirement for EU secondary law and local legislation
to interfere with fundamental rights, and admitting that national security and counterterrorism
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are fundamental values of such importance for the member states that the Union should not be
entirely free to decide on such matters. On the other, it shows how confusing this whole security
terminology is and why there is urgent need for some sort of agreed catalogue of matters that
fall under the different types of security, just as the House of Lords argued back in 2008.1026
The CJEU took a similar view in Opinion 1/15. It considered that the Agreement aimed at
ensuring public security through fighting terrorism and serious international criminal
offenses.1027 This was and remains an “objective of general interest of the European Union that
is capable of justifying even serious interferences with the fundamental rights enshrined in
Articles 7 and 8 of the Charter.”1028
Despite the nuances, there is an overarching security purpose common to Directive
2006/24/EC, the EU-Canada PNR Agreement, and Directive (EU) 2016/681. This is mirrored
in the continuity of the rationale present in the case law. Moreover, security is explicitly
mentioned in the opening provisions of the PNR Directive. 1029 If anything, it is conceivable that
its final text has improved legal certainty and security, at least as regards PNR serving a general
interest recognized at EU level.

6. The principle of proportionality
Recital (22) of the PNR Directive states that “the application of this Directive should ensure
full respect for fundamental rights, for the right to privacy and for the principle of
proportionality.”1030 According to this logic, its transposition and enforcement should “meet
the objectives of necessity and proportionality in order to achieve the general interests
recognised by the Union...in the fight against terrorist offences and serious crime.” 1031 In order
to do so, the use of PNR should be “duly justified and the necessary safeguards [must be] put
in place to ensure the lawfulness of any storage, analysis, transfer or use of PNR data.” 1032
It seems the legislator was trying to prove the overall proportionality of the Directive.
Despite this attempt, this chapter argues that it is disproportionate. While it may be adequate to
serve its goals, it goes beyond that which is strictly necessary to do so. The interference with
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fundamental rights does not seem justified and the legislation should be reviewed to comply
with Articles 7, 8, and 52 CFREU.
It is important to note that including this proportionality assessment does not undermine the
criticisms set out above. The claim that the Directive violates the essence of privacy, for
example, remains intact. Yet, if the CJEU were to consider otherwise, the next steps would be
to discuss its adequacy and necessity, the two components of the principle of proportionality
that the Court tends to explore when ruling on the validity of legislation in the AJSJ.
The discussion on the adequacy of PNR is relatively brief since the Directive appears to be
adequate in terms of its capacity to contribute to its goals as it stands. Yet, the following sections
are very complex. This legal analysis tries to take a considerable step forward in comparison to
previous literature and even the argumentation of the CJEU in Digital Rights Ireland and
Opinion 1/15. The claim that PNR is not limited to that which is strictly necessary is based on
the quantity and quality of data that are collected and processed in the system, the length of and
uncertainty surrounding the data retention period, and the problems concerning access rights
by third parties. A final criticism, although beyond the structure of the proportionality test,
arises from the lack of embedded individual notification procedures.
Each of these sections is divided into subsections which mainly correspond to the specific
criteria that can be distilled from the case law, as well as the from the contributions of other
sources analyzed above. The section on the data retention period, for instance, examines, inter
alia, whether the Directive tables objective criteria justifying the retention of data, whether data
and passengers are categorized according to their relevance for law enforcement purposes, and
whether the system ensures that data are irreversibly eliminated by the end of the retention
period. This unpacking of larger themes allows for a more careful assessment of those aspects
which do not appear to be limited to that which is strictly necessary to achieve the Directive’s
goals. Beyond that, and as far as possible, this analysis also tries to emulate what the Court did
in Opinion 1/15, by explaining what should have been done differently, and how norms could
be redrafted, to make PNR comply with what the CJEU thinks are the acceptable standards for
the retention and processing of big data.

6.1 Adequacy

The judges were rather vague in discussing the adequacy of Directive 2006/24/EC and of the
PNR Agreement. They started by noting that the proportionality principle entails that EU

187

secondary legal acts must be adequate to achieve their purposes and should not go beyond that
which is strictly necessary to do so.1033
Retaining PNR data allows law enforcement agencies to have supplementary tools to better
understand violent and complex crime. PNR can be a key instrument in fighting it, not because
of the “growing importance of means of electronic communication”1034 but due to the growing
importance of air travel. The Court said as much in Opinion 1/15. Following a report from the
Commission from 2010,1035 it found that assessing data before the arrival of travelers to Canada
was an appropriate way to improve security and border controls. This reasoning also applies to
the PNR Directive, which tables a similar system to prevent, detect, investigate, and prosecute
crime and terrorism.1036
There is an additional aspect that merits discussion. Mrs. Tschohl and Seitlinger, as well as
the Portuguese Government, submitted, in their written observations to joined cases C-293/12
and C-594/12, that there were many types of telecommunications which were not covered by
the data retention Directive. For them, this rendered the Directive inadequate to attain its goals.
The Court thought otherwise, claiming that, while this could reduce the capacity of the
Directive to achieve its goals, it did not make it inadequate. 1037
The same holds true, mutatis mutandis, regarding the intra-EU PNR. It targets only air travel,
leaving member states free to choose what they want to do about other means of transport. Yet,
this does not render it inappropriate. On the contrary, a limited scope makes it less pervasive
and potentially more respectful of fundamental rights.

6.2 Strict necessity

A large majority of scholars considers that the Directive is not limited to that which is strictly
necessary to achieve its purposes. Yet, it should be noted that few suggest viable alternatives
that could improve the system and ensure that it does not interfere with fundamental rights in
an unacceptable way.
This section will go through the practical details of this piece of legislation, to explain the
core reasons why PNR appears to interfere with the privacy and data protection of passengers
in a manner that goes beyond that which is strictly necessary to achieve the purposes of public
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security at which it aims. While this analysis does not question the need for a European PNR
or the importance of such purposes, it considers that the means deployed to achieve these
exceed what is necessary, just like in the data retention Directive and the Canada Agreement.

6.2.1 Quantity and quality of collected data

A. A matter of quantity

There are two key problems which the Court may (and ought to) identify in the Directive
regarding the necessity of the quantity of data retained in the system. The first concerns the
amount of collected data, as well as its effects upon data subjects. The second is the legal
uncertainty stemming from how its Annex I is currently drafted.

A.1 The amount of collected data

The CJEU argued in Digital Rights Ireland that the retention of all telecommunications data
from all data subjects interfered with the rights and freedoms of virtually every EU citizen. 1038
Moreover, Directive 2006/24/EC did not distinguish individuals based on their relevance for its
purposes.1039 It affected people whose behavior seemed to have no direct or indirect connection
with serious criminal offenses.1040 Such concerns can be transposed to the PNR Directive, as it
provides for the retention of all booking data of all passengers of all extra EU-flights.1041
As the Court would clearly lay out in Tele2, member states may adopt data retention
measures to fight and prevent serious crime but national provisions, and EU norms for that
matter, must be limited to allowing only targeted retention. Adapting the case law to PNR, this
means that collecting passengers’ information for surveillance purposes must be limited “with
respect to the categories of data to be retained...the persons concerned and the retention period
adopted...to what is strictly necessary.” 1042
A further step was taken in another recent case, La Quadrature du Net, when the judges
stated that the retention of sensitive data must be the exception, not the rule, and established
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limits on the scope and durability of retention periods.1043 The Court likewise summarized the
standards for finding data retention practices lawful, establishing that it is only allowed:

[T]he targeted retention of traffic and location data for the purposes of combating
serious crime, preventing serious threats to public security and equally of
safeguarding national security, provided that such retention is limited, with respect
to the categories of data to be retained, the means of communication affected, the
persons concerned and the retention period adopted, to what is strictly
necessary.1044
It is not certain, from the perspective of a doctoral thesis, whether this recent case law and
its strict approach to validity, should be transposed, as such, to assess PNR. These cases evince
a very strong position that would arguably suffice to justify the invalidity of the Directive
because it explicitly does not abide by most of these parameters in a straightforward way.
It is true that many of the Court’s criteria in these recent cases resonate with Opinion 1/15
and have already been used in this work to criticize the intra-EU system. This is because PNR
is not based on the targeted retention of data, but on a systematic and continuous collection of
all passenger records that ignores categories of data, the persons concerned, or a limited
retention period. Plus, these records refer to content data, not metadata like in online and
telecommunications data. However, as will also be discussed in the section on access by public
authorities to PNR, the cases Tele2, La Quadrature du Net, and even Digital Rights Ireland are
built upon a consolidated line of cases on the retention and processing of traffic and location
data. It may be premature, at this moment, to apply these standards bluntly to the analysis of
the PNR Directive, which has so far had very little attention in the case law of the CJEU.
This is not to reject the relevance of these criteria but simply to argue in favor of a careful
approach which focuses on Opinion 1/15. Recent pronouncements from the Court do not leave
the reader indifferent and they may well mark the beginning of the end for present and future
large-scale surveillance operations that, inter alia, are not targeted, aim at all categories of data
and all persons, regardless of their relevance for the purposes of those operations, and depend
on the unceasing transfer of material. Yet, it is best, for now, to adopt a cautious reading of the
jurisprudence on telecommunications data and to criticize PNR based on criteria that also stem
from Opinion 1/15. Already, this provides sufficient ammunition to argue that the intra-EU
PNR should be invalidated on various grounds.
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PNR has the potential to affect the rights of most EU citizens. The system can affect large
numbers of people who seem to have no connection with serious crime or terrorism. The Union
legislator appears to have assumed this on recital (7), when stating that using PNR data allows
for the “identification of persons who were unsuspected of involvement in terrorist offences or
serious crime prior to such an assessment.”1045
It is true that that same recital also specifies that the system should be “limited to what is
necessary”1046 by controlling the offenses that can be investigated. It further stresses that it must
ensure that the “minimum...number of innocent people [is] wrongly identified.” 1047 Yet, it
seems that, in practice, the legislator ignored the red line of the Court of limiting the “categories
of data to be retained [and] the persons concerned.” 1048
PNR, in fact, depends on the automatic retention of millions of data entries of air passengers
with no differentiation between them, not even one based on previous criminal records, or
criminal suspicion. It makes blanket retention the rule, rather than the exception, since it relies
on the belief that monitoring the movements of innumerable unsuspected passengers will help
in fighting crime efficiently, effectively, and in a timely manner. From this perspective, recital
(7) is little more than an aspiration.
Beyond that, the Annex I of the Directive requires the collection of up to 19 items of data
from each passenger. Concerns arise as to whether many of them are truly necessary. 1049 This
enters in direct conflict with the data minimization principle. It appears the Directive fails to
observe the first limitation that should be present in data retention schemes.
As mentioned, this limitation requires that there is a link between the categories of collected
data, the people surveilled, and a security risk.1050 PNR serves to investigate the background
and whereabouts of air passengers to fight terrorism and serious crime. Although the public
whose data should be supplied is clearly identified – air passengers – the system operates
regardless of a specific, or objective, link, even an “indirect one, with serious criminal
offences,”1051 or with “a serious risk to public security or a risk to national security,” 1052 that
justifies the collection of data in such a broad scale. Adapting the Court’s “geographical
criterion,”1053 PNR is not even limited to flights from dangerous areas.
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Taking one more step in this line of thought may irrefutably show how PNR matured in a
manner that takes it far from these jurisprudential concerns regarding the quantity and
categories of collected traffic and location data. It may be uncertain, for the time being, whether
the Court will take this step when assessing the Directive but the fact is that the judges added
that “it must be made clear that the persons...targeted [are] persons who have been identified
beforehand, in the course of the applicable national procedures and on the basis of objective
evidence, as posing a threat to public or national security in the Member State concerned.” 1054
This standard will be studied in depth below regarding access to data by law enforcement
agencies. It can, however, already be said that it is consistent with the traditional premises of
criminal procedure law, whereby people and data can only be investigated if there is a reasoned
suspicion of the commission, or preparation, of criminal offenses. Yet, if we transpose this to
PNR, it becomes visible how this traditional logic is being bent in favor of access to large troves
of information. If the connection between categories of passengers, the data collected from
them, and threats to security does not exist in PNR, it stands to reason that the information sent
to the PIUs is certainly not related only to people and data that have been identified earlier in
the context of a criminal investigation giving rise to a reasonable suspicion.
With Directive (EU) 2016/681, law enforcement can access all categories of PNR data and
air passengers regardless the existence of a reasonable suspicion, or a formal investigation
subject to prior review. This is a serious danger to which Paul De Hert and Rocco Bellanova
already alerted us to in 2011.1055
Besides, many of the elements collected are excessive, or redundant. They are required for
no particular investigatory reason.1056 Law enforcement does not need so much data from an ex
ante perspective. In addition, as it has been showed before, neither the data retention limitation
nor the link to serious crimes 1057 are within the scope of the PNR Directive. As mentioned, PNR
is not collected only from people who are likely to be involved in serious crime or whose data
might visibly contribute to fighting it. Instead, all data items are collected from every person,
with no distinction based on their relevance or utility to law enforcement.
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The CJEU did not go into the details of how only potentially relevant PNR data could be
retained, or how the information could be collected in a targeted manner. Perhaps, these
limitations might undermine the purpose and added value of PNR.1058 Yet, there are
mechanisms to mitigate the interference with privacy and data protection which could balance
the tension between trying to know what is unknown and the need to protect fundamental rights.
Mechanisms such as limits on the data retention periods, or more targeted collection goals. In
any case, as things stand, the Directive is not limited to what is strictly necessary to safeguard
these rights, considering the amount and diversity of data that are collected by the system.
Therefore, if the Court has prohibited EU 1059 and national legislation from providing for the
“general and indiscriminate retention of all traffic and location data of all subscribers and
registered users relating to all means of electronic communication,” 1060 it may well be that EU
and local laws providing for the general and indiscriminate retention by all “air carriers of [all]
passenger name record (PNR) data of [all] passengers of [all] extra-EU flights”1061 and,
possibly, all intra-EU flights 1062 will be likewise prohibited.

A.2 Legal uncertainty

The second problem concerning the proportionality of the quantity of data retained under the
PNR Directive has to do with the legal uncertainty inherent in how Annex I is worded. The
issue derives from vague and open-ended headings. Curiously, this is a problem that was
already present in the Agreement with Canada. The Court said, in Opinion 1/15, that it should
have been very clear regarding the information that carriers were expected to send to
Canada.1063 This echoed Mengozzi’s words when writing that some of the data categories to be
collected were overly open, making it impossible for individuals to know what information
could actually be included in the PNR receipts. 1064
The legislator should have avoided drafting another system with similar problems to those
identified by the CJEU. And this was a soft ball. It shows the lack of effort put into preparing
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and reviewing the legislation, and reinforces the suspicion that fear and haste guided the hand
of the European legislator.
Headings 5, 7, and 17 of the Annex of the EU-Canada PNR Agreement were items deemed
insufficiently specific. 1065 While the grammatical components that excessively opened headings
5 and 7 were eliminated in the corresponding entries in Annex I of Directive (EU) 2016/681, 1066
this did not happen in the case of heading 17, whose content was transposed to heading 12 of
Annex I. They both allow for the collection of “general remarks.” 1067
There is, however, a difference between the entries. Heading 17 read that PNR receipts could
contain “[g]eneral remarks including Other Supplementary Information (OSI), Special Service
Information (SSI) and Special Service Request (SSR) information.” 1068 Whereas, heading 12
says that they may include:

General remarks (including all available information on unaccompanied minors
under 18 years, such as name and gender of the minor, age, language(s) spoken,
name and contact details of guardian on departure and relationship to the minor,
name and contact details of guardian on arrival and relationship to the minor,
departure and arrival agent). 1069
This difference is irrelevant as both refer to general remarks. Heading 12 can be criticized
in much the same way as heading 17 was. It also appears to be a sort of “free text heading,” 1070
which sets no concrete limitations on the data that could be collected under it, thus falling short
in terms of the degree of transparency and accuracy. While the drafters may have been thinking
about different types of data, both entries allow for PNR receipts to include remarks aimed at
making air services more personalized. However, these remarks may go well beyond what is
strictly necessary, containing data that can serve discriminatory aims, or sensitive information,
such as that regarding food or religious preferences, or even health conditions.
Therefore, Article 6(1), in fine, which states that “[w]here the PNR data transferred by air
carriers include data other than those listed in Annex I, the PIU shall delete such data
1065
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immediately and permanently upon receipt,”1071 may be of little practical effect. Brendan Lord
is mistaken in considering that this provision can render “this list exhaustive.” 1072

B. A matter of quality

If heading 17 of the Annex of the Agreement allowed for different kinds of data to be included
in PNR receipts, this meant sensitive data could end up there. In Mengozzi’s view, this could
be as varied as health, ethnic, or even religious data on air passengers. 1073
Such information can be relevant for air staff to satisfy the needs of passengers in more
efficient ways, thus providing better and more customized services. Yet, they should not be
used for security purposes. Javier Argomaniz argues that the problem is precisely that this use
is possible in the Directive, as it was in the Agreement.1074 Prohibited data can be collected and
processed under the general remarks foreseen in heading 12.
The Court was clear in saying that any decision by means of which sensitive data could be
relevant, despite the concrete behavior of passengers, would violate their privacy and the
protection of their personal data, as well as amounting to negative discrimination. It added that
sensitive information could only be sent to law enforcement if there was a specific public
security reason.1075 This was not the case in the Agreement, whose norms on data processing
were, therefore, in violation of Articles 7, 8, and 21 CFREU. 1076
This is also not the case in the Directive, as it opens the door for the transmission of sensitive
data to law enforcement in much the same way. Still, there is an important guarantee. Its Article
13(4) says that:
Member States shall prohibit the processing of PNR data revealing a person’s race
or ethnic origin, political opinions, religion or philosophical beliefs, trade union
membership, health, sexual life or sexual orientation. In the event that PNR data
revealing such information are received by the PIU, they shall be deleted
immediately.1077
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Unlike the Agreement, the Directive seems to foresee that the processing of sensitive data is
prohibited. This caveat was present in the 2011 proposal, as mentioned by the Dutch Senate.1078
This could prevent negative discrimination against passengers. Adapting the words of AG
Mengozzi, there is less risk of the PNR Directive “stigmatising a large number of individuals
who are not suspected of any offence which the use of such sensitive data entails.”1079
Nevertheless, sensitive data can still be used. Though Article 13(4) foresees trade union
membership, health, and sexual life as prohibited criteria, there are elements present in Article
21 CFREU that have been left out. Sex, color, social origin, genetic features, language,
membership of a national minority, property, birth, disability, or age are not mentioned in the
Directive, despite being criteria upon which discrimination “shall be prohibited.” 1080
This insufficiency can also be traced back to the 2011 draft Directive. In fact, the Dutch
Senate asked the legislator why nationality was not listed as a sensitive criterion, considering
that the CFREU forbids discriminatory practices on such a basis.1081 Saulnier-Cassia is right in
claiming that Article 13(4) has a more limited scope than Article 21 CFREU, which can render
the prohibition on the processing of sensitive data, and the obligation for PIUs to delete
them,1082 not entirely effective.1083 This is an important criticism. The argument of Bogdan
Bîrzu, that the scope of the Directive suffices to prevent negative discrimination because it
expressly bans the use of sensitive data, 1084 is not compelling as a result. As it is currently
drafted, it allows for sensitive data to be used by the PIUs, and there is a risk that they will also
be available for other law enforcement units through heading 12 of Annex I.
The Directive is not limited to what is strictly necessary to respect the rights to privacy and
data protection when it comes to both the quantity and quality of collected data. And this seems
to derive from gross negligence on the part of the legislator. As far as quality is concerned, it
could easily have been ensured that either a clause on general remarks was not included in the
legislation, or that all elements whose processing is prohibited in the CFREU were expressly
excluded from the system. Annex I could contain a specific heading for data on unaccompanied
minors, without necessitating the introduction of the concept of general remarks.
processing of PNR data. Such decisions shall not be taken on the basis of a person’s race or ethnic origin, political
opinions, religion or philosophical beliefs, trade union membership, health, sexual life or sexual orientation.” The
criteria used in the these three provisions are the same, which gives coherence to the legal text but also reinforces
the criticisms regarding their insufficiency under the CFREU.
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The following issue is heatedly debated. While the CJEU put forward certain criteria that
data retention systems should meet, in order to guarantee that only necessary data are kept and
processed by competent authorities, it did not give an opinion on how long they may retain
data. The following sections will, therefore, demonstrate that PNR does not meet those basic
criteria, and will present arguments that should persuade the Court to rethink its approach to
the time limits governing the retention of personal data.

6.2.2 Data retention period

Article 6 of Directive 2006/24/EC gave a margin of discretion to member states regarding the
data retention period. They should “ensure that the categories of data [were] retained for periods
of not less than six months and not more than two years from the date of the
communication.”1085
Cruz Villalón considered that storing personal data online should be seen as an exceptional
operation.1086 In his view, retention schemes must not be common practice and retaining data
should always be limited to that which is really necessary. In the case of the data retention
Directive, he sustained that data should be retained for no more than one year1087 and only
particular conditions 1088 could justify longer periods.
The Court followed a different path. First, it pointed to the lack of objective standards for
limiting the time span to that which was necessary.1089 The problem was that national legislators
did not have clear and objective parameters defined by EU secondary law upon which to
determine concrete periods for retaining the information.
Second, it argued that setting a retention period not adapted to the different categories of
data, or the status of passengers from a criminal law perspective, also goes beyond that which
is strictly necessary. The CJEU considered that each element of collected data must be retained
depending on its future utility to achieve the purposes of the legislation, and on the criminal
conduct of the affected individuals. 1090 Despite the fact that Directive 2006/24/EC allowed
member states to create different data retention periods under those criteria, the judges thought
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the Directive ought to define such periods ex ante. Because it failed to do so, it did not manage
to provide concise norms on the scope of the interference with privacy and data protection.1091
The judges added that the data retention Directive did not ensure that the data collected were
permanently deleted upon the expiry of the retention period. 1092 Four requirements can thus be
derived from these comments, which can be used to verify the validity of data retention periods
from the perspective of the proportionality principle. First, whenever the Union leaves the
definition of concrete data retention periods to the discretion of member states, there must be
clear and objective criteria defined by EU law that constrain such discretion to ensure that they
are limited to that which is strictly necessary. Secondly, retention periods must be adapted to
the different categories of data, or the nature of the data subjects, having regard to the purposes
of the legislation. Additionally, systems must provide for the irreversible destruction of the
information when the retention periods expire. And the final criterion is that these retention
periods must be reasonably limited.
The first three are distilled from the case law. The final argument draws inspiration from the
literature review, institutional discussions, and the opinions of AGs. It will be more extensively
elaborated, precisely because it is not rooted directly in the case law.

A. Objective criteria

The PNR Directive appears to meet the first requirement. Article 12 does not set a range of
possible retention periods in the same manner as Article 6 of the data retention Directive. It
fixes a period of five years, in contrast to the provision that data should be stored for no “less
than six months and [no] more than two years.” 1093 There is therefore no need for objective
criteria to narrow the length of any concrete retention period decided by the member states.
However, the EU legislator did not explain why it chose five years, or why this period is
strictly necessary for meeting the objectives pursued by the Directive, as the CJEU required. 1094
This is a topic that needs some unpacking.
What criteria could the judges have in mind to ensure that the legislator complies with the
requirement of strict necessity? And how should these criteria be translated into legal
provisions? These questions should be answered by the Court to help guide future legislation.
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As it stands, it might be difficult for legislators to elaborate legislation on PNR, or other databased systems, in a lawful way. And it becomes likewise hard to judge such systems’
compliance with the requirement of strict necessity.
After these initial questions, the case law prompts consideration of whether the EU legislator
should make explicit the criteria it uses to determine a single period for data retention. When
member states have no margin of discretion, ought it not to be possible for them to know the
criteria justifying the choice for a particular period? This is a matter of transparency, as well as
of legal certainty and security. Yet, if this is so, the PNR Directive fails to meet this requirement.
It contains no criteria justifying a retention period of 60 months, nor does it explain how such
a period can be understood as limited in accordance with the principle of strict necessity.
Article 12(2) determines that data must be depersonalized six months after having been
collected. However, there are problems with the depersonalization mechanisms included in the
Directive and there are exceptions allowing for longer retention periods. These mechanisms
will be addressed when discussing the final criterion. In any event, masking out data does not
invalidate the claim that the personal files of air passengers are retained for a long period of
time, which is not based upon objective criteria laid down in EU law. From this angle, the intraEU PNR does not justify, in objective terms, the necessity of the interference with the rights to
privacy and to the protection of data.

B. Categories of data and relevance of passengers

Tailoring retention periods according to different categories of information and the relevance
of data subjects from the point of view of the system’s objectives can place a heavy burden on
legislatures. Again, the Court did not develop its argument extensively, thus leaving some
questions unanswered.
Authors like Giulia Tiberi and Francesca Di Matteo point to the fact that the Directive does
not link the categories of information to specific retention periods. 1095 A similar concern had
already been expressed by member states when they were asked whether the 2011 proposal
respected fundamental rights. The Austrian National Council feared that five years was too
long, considering that data were stored irrespective of any concrete individual suspicion. 1096
This was supported by the Dutch Senate, which said that retaining data from people who are
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not criminal offenders may lead to unlawful profiling.1097 The German Federal Council further
added that doing so without a just cause, i.e., an attributable conduct with a certain dangerous
nature, is a particularly serious limitation of the rights to informational self-determination and
to private life.1098
This subject was raised by Mengozzi in his assessment of the Agreement. Not having
different time periods for different categories of data made him wonder:

[W]hether, after several years, there [was] justification for retaining certain
categories of data...In particular, [he] wonder[ed] whether...information only about
the actual carrier prove[d]...to...having genuine added value by comparison with the
other data which [were] also retained and which may be unmasked, with the aim of
combating terrorism and serious transnational crime. 1099
The concerns expressed here may hint at a possible solution. A simple way to enforce this
obligation is to have data retained for different periods depending on the relevance of
passengers from the point of view of criminal law. The CJEU was willing to accept the long
data retention period enshrined in the EU-Canada Agreement, the same five years now foreseen
in the PNR Directive, provided that only data of passengers under suspicion were retained after
their departure from Canada. In contrast, storing data from every passenger despite his or her
connection with terrorism and serious crime1100 was neither lawful, nor limited to that which is
strictly necessary. 1101
It stands to reason that, for the EU PNR to fulfil this requirement, there could be rules for
processing and retaining data belonging to “persons who require further examination by the
competent authorities,”1102 and other provisions applicable to passengers cleared in PNR
assessments and security checks. The latter should not have their full data retained for five
years. A more balanced approach could be to keep their information for 24 hours, 30 days, or
six months. One possibility would be to keep all data for 24 hours and only crucial elements
which may serve criminal investigations for 30 days, six months, or even five years, depending
on the complexity of the specific investigations.

1097

Letter from René van der Linden, 1.
Beschlussdes (6007/11), paragraph 7.
1099
Opinion of AG Mengozzi, paragraph 284.
1100
Opinion 1/15, paragraph 205.
1101
Idem, paragraphs 206 and 211.
1102
Article 6(2)(a) of Directive (EU) 2016/681.
1098

200

These suggestions are not arbitrary. 24 hours is what happens with API.1103 30 days was the
suggestion of the EDPS in 2011. It claimed that “[n]o data should be kept beyond 30 days in
an identifiable form, except in cases warranting further investigation.” 1104 And six months is
the time mentioned in the Directive before depersonalization takes place. 1105 Although half a
year can also be considered a long period from the viewpoint of air passengers with no criminal
record, it would be a solution that is more sensitive to privacy and data protection, and to the
stated ambitions of the legislation, to seek out the “persons who were unsuspected of
involvement in terrorist offences or serious crime prior to such an assessment and who should
be subject to further examination.”1106 The invisible dots and connections that PNR can bring
to light viz. other existing security mechanisms could still be identified with more limited and
tailored data retention periods, and it would still be within the timeframe considered reasonable
by AG Cruz Villalón, who maintained that data should be retained for no more than a year. 1107
PNR is based on the premise that big data related to the journeys of passengers should be
kept for a long time so that law enforcement can access them to connect invisible dots and find
suspicious patterns of movement in criminal investigations. This was what the Commission and
the Council argued before the Court, clinging to the complexity of such investigations to sustain
the necessity of collecting and retaining all categories of data belonging to all passengers for
such a long period. They argued that the estimated lifetime of transnational complex criminal
networks and the length of related investigations justified long retention periods. 1108
As mentioned above, the Court agreed up to a point. It did not find that retaining the data of
all passengers was limited to that which is strictly necessary, because this applied also to
passengers who had not been identified as giving rise to a risk of terrorism or serious
transnational crime.1109 Only when there is concrete proof of such a risk is it acceptable to retain
data after their return flight. 1110 This is a strong stand for fundamental rights but one which, in
a way, directly contravenes the logic of PNR.
The judges similarly criticized the data retention Directive since it did not provide only for
the collection of the data elements that could prove useful for its law enforcement purposes.1111
Directive (EU) 2016/681 similarly does not distinguish between categories of data to be
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retained. In practice, all the booking data of all air passengers must be collected and retained in
the PIUs for the full duration of five years. The system allows for the retention of the personal
content of PNR receipts for a long period with no strong reason or justification, thereby
circumventing the protective logic of Article 8 CFREU.
It is notable that the legislator managed to commit the same mistake regarding similar
legislation. Failing to read the case law of the CJEU can seriously undermine an entire legal
and policy agenda, enfeebling legal certainty and security, as well as throwing in the bin the
time, resources, and effort put into the preparation of the legislation.

C. Irreversible destruction of data

The final requirement concerning the data retention period that can be explicitly distilled from
the case law has to do with the elimination of retained data. This issue is going to be addressed
in this section.
The Court asserted that the data retention Directive failed to guarantee that data were
completely eliminated by the expiry of the retention period and, thus, did not ensure the
necessary high level of protection and safety. 1112 Article 12 of Directive (EU) 2016/681
regulates this matter, with Article 12(4) saying that “Member States shall ensure that the PNR
data are deleted permanently upon expiry”1113 of the retention period. Yet, it immediately adds
that this “obligation shall be without prejudice to cases where specific PNR data have been
transferred to a competent authority and are used in the context of specific cases for the purposes
of preventing, detecting, investigating or prosecuting terrorist offences or serious crime.”1114
This means that data that have been copied, processed, or saved, partially or in full, by
authorities other than the PIUs, can be retained in a manner that is not subject to control by the
Directive. So, even if the PIUs must delete them, other law enforcement authorities are free
from this obligation. They are not even required to demonstrate that such data are needed in the
context of ongoing investigations. The excerpt “in the context of specific cases” 1115 allows for
the scope of undetermined situations to be broadly defined.
This exception undermines the system’s capacity to guarantee the complete elimination of
data that were collected under its scope and for its purposes. The chain of control of EU law
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over the personal information of air passengers is interrupted, should the PIUs transfer data to
other authorities. And such transfers are part and parcel of the normal processing of PNR;1116
they are not exceptional situations in which only certain PNR receipts could end up being
occasionally scattered in different databases.
The Directive does, indeed, “provide for the retention of PNR data in the PIUs for a period
of time not exceeding five years, after which the data should be deleted.” 1117 But given the way
in which it is currently drafted, this is not sufficiently tight to comply with the data retention
principle. This principle is associated with other principles, such as purpose limitation,
proportionality, and minimization. It requires that “data should not be kept unnecessarily...to
reduce the risk of the data becoming inaccurate, outdated or irrelevant [and] to enhance data
security, reducing chances of data misuse.” 1118
This type of openness in a data system is particularly worrying, in Olga Enerstvedt’s view,
when the personal information of suspect and innocent data subjects is gathered in the same
way. As seen above, PNR foresees for the retention of data regardless the relevance of air
passengers from a criminal law perspective. It circumvents the need to set strict data collection
policies, and to keep assessing such procedures on a regular basis, to guarantee respect for
individual privacy and data protection. 1119
The disregard for an exhaustive and complete elimination of the information 1120 by means
of that exception, means that the interference with fundamental rights extends beyond the
strictly necessary for the purposes of the Directive. Actually, it would already be doubtful
whether member states could control the disposal of data by all the entities that can request
PNR, even if the Directive did not foresee for this exception. Its express inclusion confirms the
gap between the published PNR and the case law of the CJEU.
The Directive fails to meet the requirements set forth by the judges in Digital Rights Ireland
and Opinion 1/15 regarding the retention period. This should not only be a matter of concern
to passengers, but also serve to militate in favor of the invalidity of this piece of legislation.
There is, however, another aspect worth debating regarding data retention periods, which has
not been explored in depth by the Court.
Scholars have often claimed that PNR receipts are held for an excessively long time, be it in
the 2011 proposal, the external agreements, or the 2016 Directive. The Court has ignored these
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claims so far. The following sections take such claims on board, to expose the issues arising
from a long retention period, to shed light on how long data can, in practice, be kept for in the
databases of law enforcement authorities, and to suggest ways of mitigating the problems of an
excessively long data retention period.
This chapter does not claim that the CJEU should have a one-size-fits-all approach to data
retention schemes. What it suggests, instead, is that personal data should not be retained for
very long, let alone indefinite, periods of time. The EU legislator should strive to tailor these
periods and to ensure that they are reasonably limited. This would be more possible to achieve
if the judges were to play a more active role in defining the limits for data retention periods.

D. Reasonable limitation

The Court only referred to this issue in Opinion 1/15. It first mentioned that the period in the
EU-Canada Agreement had been prolonged in relation to the 2006 Agreement by a year and a
half. The judges found this to be still acceptable under the objectives of the legislation, agreeing
with the Council and the Commission that the complexity of serious crime and criminal
investigations sufficed to sustain a retention period of five years. 1121
The judges were willing to accept long periods provided there was a link between the
retained data and the purposes of the legislation. It appears they did not feel empowered to
ascertain whether five years is a short or a long term, sufficient or not, to allow law enforcement
to conduct criminal investigations. That is a matter for the legislator to decide, together with
experts. As the explanations of the Council and the Commission did not seem absurd or
excessive, they found no problems with the retention period.
This position ignored what the AG had written in his observations. He said that the concrete
motivations of the Commission and Canada for setting such a lengthy data retention period
were not clear.1122 Mengozzi confessed to having concerns regarding the strict necessity of five
years.1123 He is not alone in this opinion.
Georgios Nouskalis thinks that it amounts to a disproportionate breach of privacy rights.1124
The EDPS has continually opposed such long data retention periods 1125 and it would be later
joined by Giulia Tiberi, who emphasizes the fact that the Directive provides for a retention
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period that is longer than any other included in previous internal policies or legislation, even
the invalidated Directive 2006/24/EC. 1126 The question, for now, is whether the Court is still
willing to accept such long data retention periods, even if there is a connection between the
retained data and the objectives pursued.
The problem in Opinion 1/15, as identified by Arianna Vedaschi, is that the CJEU did not
expressly discuss the duration of the retention period. It limited itself to brief remarks on this
issue, seeing that it is a complex and sensitive matter to regulate. 1127 The judges simply accepted
the specified time period, without questioning or problematizing it, let alone clarifying their
views. They used the complexity of criminal investigations to excuse themselves from further
exploring this matter.
Only in the recent case La Quadrature du Net, has the Court made a comment that marks the
possible beginning of jurisprudence establishing the need to shorten the time during which
personal data are retained for investigatory purposes. It mentioned that “competent authorities
[can only] order providers of electronic communications services to retain traffic and location
data...for a limited period of time.”1128 And it added that the “instruction for the preventive
retention of data... must...be limited in time to what is strictly necessary.” 1129 Although it can
be “renewed, the duration of each instruction cannot exceed a foreseeable period of time.” 1130
This strengthens the argument of this section, stressing the need to have reasonable time limits
when allowing for the retention of data by, or under the instruction of, law enforcement.
There are two issues, however, that make this case law insufficient in terms of building a
robust argument against the length of PNR’s data retention period. On the one hand, it only
refers to the retention of data by private actors, not public bodies. The problems associated with
private air carriers retaining PNR for a long time will be discussed later in the chapter and raise
many concerns. Yet, the main issue arising in relation to the PNR system actually involves
public agencies retaining and processing data themselves for a very long time. On the other
hand, the Court only said that the retention of information should be limited to that which is
strictly necessary. But how long is this? What are the criteria, or framing standards, to consider
that a certain retention period is longer, or not, than justified? By not elaborating on the length
of prospective periods of time, it is difficult, if not impossible, to use this case law, as it stands,
to find parameters to criticize PNR by reference to concrete timespans. It cannot even be argued
1126
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with certainty that the Court is no longer willing to accept long data retention periods because
it is still not clear what constitutes a long, or short, period of time for the CJEU.
Given the limitations inherent in this recent case law, the legal constraints established by
Opinion 1/15 therefore remain highly relevant. Nonetheless, the case La Quadrature du Net
does open up useful perspectives which reinforce the conclusions drawn on the basis of Opinion
1/15. Considering this, it remains crucial to discuss, in more depth, the need to have short,
reasonable, and foreseeable data retention periods.
This work has no sufficient authority to go against rulings of the CJEU. It can only question
the precedent that remains here due to the lack of parameters to assess the length of retention
periods. It is unclear why a period of five years does not exceed that which is strictly necessary
to fight crime, even if only data of people with criminal records were collected. Would the
Court have accepted it now, after issuing its decision in the La Quadrature du Net case? This
also leads to the question of how far the Commission and the Council could have extended the
retention period, while still persuading the Court that it was necessary, based on concepts such
as the complexity of criminal investigations, or the longevity of criminal networks. The fact
that no clear criterion to reasonably limit the data retention period is defined in the case law,
beyond foreseeability, leaves member states and EU institutions with few tools to evaluate what
is necessary, or proportionate.
The CJEU could pay attention to the literature and the viewpoints of the auxiliary bodies to
consider shorter periods. It merely censured what was easy to go after in the Agreement:
retaining data from passengers with no direct, or indirect, connections to serious crime or
terrorism at the time of collection. This was visibly unnecessary and disproportionate, as much
from the perspective of privacy as from purpose specification, or the right to data protection.
That is why it did not engage in extensive argumentation when declaring unlawful the
“continued storage of the PNR data of all air passengers.”1131 Yet, the judges should be more
sophisticated in their reasoning.
In any event, and even accepting that the Court might admit the five-year retention period
included in the Directive, the fact remains that the legislator ratified a very long period for
retaining personal information, with no objective criteria showing why it is strictly necessary
to attain the purposes of the system. Two other issues can be discussed in relation to this. The
first concerns the depersonalization mechanisms enshrined in the Directive. It might be argued
that they compensate for the lack of a short data retention period. Yet, this argument can be

1131

Opinion 1/15, paragraphs 204 and 205.

206

challenged, as those mechanisms are not drafted in a satisfactory manner. The second problem
concerns the potential renewal of PNR receipts, which causes three chilling effects. These
chilling effects are associated with the fear that can build up among air passengers and EU
consumers more broadly, that PNR, and eventually other data retention systems, might end up,
de facto, allowing countless law enforcement agencies, in and outside the Union, to retain their
personal data for an indefinite period of time. This is due to the fact that such systems feed on
a constant flow of data, and that elimination mechanisms are not usually entirely watertight.
Each of these issues is addressed below.

D.1 Depersonalization mechanisms

This first issue has not been previously explored by the Court or the literature. Article 12(2) of
Directive (EU) 2016/681 instructs the PIUs to mask out some data elements six months after
their collection, namely those “which could serve to identify directly the passenger to whom
the PNR data relate.”1132 Disclosing full PNR receipts then becomes conditional on verifying
that two conditions have been met.
First, it must be “reasonably believed that it is necessary for the purposes referred to in point
(b) of Article 6(2),”1133 that is, to respond “on a case-by-case basis, to a duly reasoned request
based on sufficient grounds from the competent authorities to provide and process PNR data in
specific cases for the purposes of preventing, detecting, investigating and prosecuting terrorist
offences or serious crime.”1134 Second, such a request must be accepted by “a judicial
authority”1135 or by “another national authority competent under national law to verify whether
the conditions for disclosure are met, subject to informing the data protection officer of the PIU
and to an ex-post review by that data protection officer.”1136
These guarantees apparently suffice to protect data during any retention period. Yet, a closer
look can prove otherwise. Already in 2011, the EDPS questioned any retention of data that
allows individuals to be identified. 1137 The supervisor suspected that, if PNR could be fully
disclosed, this meant data were never entirely masked out.1138 It suggested that the proposal:
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[S]hould be reworded [to keep] the principle of real anonymisation with no way
back to identifiable data, which means that no retro-active investigation should be
allowed. These data could still — and solely — be used in order to serve general
intelligence purposes based on the identification of terrorism and related crime
patterns in migration flows.1139
That same year, the German Federal Council expressed a similar opinion, saying that, as
data can be unmasked at any time, five years becomes disproportionately long from the stance
of individual rights.1140 The Dutch Senate added that such anonymization mechanisms seemed
inappropriate, as norms regarding payment data, for instance, were not impermeable. 1141
The depersonalization tools in PNR remain inadequate, five years after that proposal. There
are two key problems worth mentioning. The first concerns the fact that not all data elements
are depersonalized. The second, which will be addressed in the section on access rights by third
parties, concerns the authorities who can authorize access requests from law enforcement.
Although Article 12(2) says that “all PNR data shall be depersonalised,” 1142 this is not true.
This provision actually lists the elements that should be masked out, which are the:

(a) name(s), including the names of other passengers on the PNR and number of
travellers on the PNR travelling together; (b) address and contact information; (c)
all forms of payment information...which could serve to identify directly the
passenger to whom the PNR relate or any other persons; (d) frequent flyer
information; (e) general remarks to the extent that they contain any information
which could serve to identify directly the passenger to whom the PNR relate; and
(f) any API data that have been collected. 1143
This leaves out some data that could still be used to identify passengers. Article 12 is silent,
for example, on the “historical changes to the PNR,”1144 which may be essential to track
criminal activities undertaken by law enforcement. So, the Directive is not only internally
incongruent, it is not able to ensure full and secure anonymization during the lengthy data
retention period.
The second problem that arises concerns the potential renewal of PNR receipts on a
continuous basis, which leads to three chilling effects. These chilling effects are mainly related
to the fear of constant surveillance that air passengers may experience due to the fact that their
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data may be retained for a very long, and perhaps unknown, period of time in the hands of
many, and perhaps unknown, law enforcement agents.

D.2 Renewal of PNR receipts
The Directive obliges “Member States [to] ensure that the PNR data are deleted permanently
upon expiry of the period”1145 of five years. Yet, this does not provide an answer as to what
happens when passengers board new international flights before their previous receipts expire,
something that is aggravated by the possibility of applying PNR to intra-EU flights.1146
Item 19 of Annex I indicates that the legislator may have thought about this, as PNR receipts
should include “[a]ll historical changes to the PNR.” 1147 Still, this fails to answer that question.
It appears the Directive has provided the tools for member states to have permanent databases
of constantly updated personal data of countless individuals from across the EU and overseas.
Every new PNR receipt transferred from carriers to the PIUs is added to the personal file of
each air passenger. This creates a specific travel log. When data have been stored for 60 months,
they are eliminated. But is the clock reset and data updated when a new flight is taken within
those five years? It appears to be so. In that case, it seems the EU legislator has designed an
automatic mechanism where PIUs are continually fed with a flow of personal data from all air
passengers, and can subsequently provide other law enforcement with constantly updated
personal information. From the onset, this can trigger, at least, three chilling effects.

D.2.1 First chilling effect

The first chilling effect is that data can be stored without deletion, or interruption, in databases
available to law enforcement. If passengers take, at least, one international flight within those
60 months, a new complete PNR receipt is added to their travel logs and renewed data are
available for criminal investigations for a new period of five years.
Every change to that personal information is registered. To take an international flight every
five years is probably common for many people. In other words, this first chilling effect stems
from PNR allowing for the continuous retention and processing by law enforcement of content
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data of a very personal nature, belonging to all passengers of international flights crossing EU
borders, for a very long period.

D.2.2 Second chilling effect

The second effect builds on the first. The depersonalization guarantees of the intra-EU PNR
system are not adequate. Beyond the problems identified before, it must be recalled that these
guarantees do not apply to the processing undertaken within the PIUs. Their personnel
apparently have access to PNR receipts with no restrictions.
Article 6(2) lays out the purposes for which PIUs can process data. According to paragraph
(c), they can analyze them “for the purpose of updating or creating new criteria to be used in
the assessments carried out under point (b) of paragraph 3 in order to identify any persons who
may be involved in a terrorist offence or serious crime.” 1148 Point (b) of paragraph 3 talks about
the processing of data “against pre-determined criteria”1149 to carry “out the assessment referred
to in point (a) of paragraph 2.”1150 And point (a) of paragraph 2 addresses the first purpose for
which PIUs can process data, namely to assess “passengers prior to their scheduled arrival in
or departure from the Member State to identify persons who require further examination by the
competent authorities.”1151
Despite this confusing web of cross references, it is possible to distill the idea that PIUs
create risk profiles whose building blocks (risk indicators) are determined by data collected
from previous assessments. In a schematic way: PIUs receive data from carriers; the more
passengers, the more data; the more data, the more and sharper risk factors to use in future
assessments. So, when the cycle begins again, new passengers are scanned against more predetermined criteria than previous passengers. Plus, their data will help to add new risk factors,
or improve existing ones. The idea is not only to make risk factors more accurate. It is also
about identifying “persons who were unsuspected of involvement in terrorist offences or serious
crime prior to such an assessment.”1152
The goal is to broaden the scope and find unsuspected criminals, which can be a dangerous
throttle as far as fundamental rights are concerned. The second chilling effect concerns the fact
that the data that feed this system are, apparently, not depersonalized. Data controllers and
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processors in the PIUs, which are law enforcement authorities, are free to access personal
content data for as long as they have them. And if the data of most passengers can stay in their
databases on an endless loop, their privacy is undermined and the chances of misuse may be
high, possibly for the rest of their lives.
Depersonalization mechanisms do not seem to apply to processing operations within the
PIUs for two reasons. The first is that, when talking about accessing full PNR receipts upon
expiry of the initial six months, Article 12(3) uses the term “disclosure”1153 of data. Disclosure
means the exposure, or transfer, of information outside, to other authorities. Secondly, Article
12(3)(a) adds that disclosure depends on being “reasonably believed that it is necessary for the
purposes referred to in point (b) of Article 6(2).”1154 This point (b) talks about transfers of data
between PIUs, as well as to other competent authorities and to Europol. 1155 While paragraphs
(a) and (c) of Article 6(2) refer to the internal processing of data, paragraph (b) explicitly applies
to their transfer.
Depersonalization guarantees therefore apply only to transfers of data, not to the processing
which takes place inside the PIUs. Their operations undertaken under Articles 6(2)(a) and (c)
are not affected by the masking of data. This means that PIUs can analyze PNR “for the purpose
of updating or creating new criteria to be used” 1156 in the “assessment of passengers prior to
their scheduled arrival in or departure from the Member State” 1157 with few limitations during
the entire period for which they retain the data.

D.2.3 Third chilling effect

There is an additional chilling effect, which is the perpetuation of the feeling of surveillance,
which was highlighted by Cruz Villalón when he wrote that the:

[C]ollection...and, above all, the retention...in huge databases, of...large quantities
of data...establishes the conditions for surveillance which, although carried out only
retrospectively when the data are used, [nonetheless] constitutes a permanent threat
throughout the data retention period to the right of citizens of the Union to
confidentiality in their private lives. The vague feeling of surveillance created raises
very acutely the question of the data retention period.1158
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The feeling he was talking about becomes more ominous the longer the data are retained.
And, in the case of PNR, this type of surveillance is not undertaken only in a retrospective
manner, but can take place before and during the flight. Article 6(2) reads that PIUs “shall
process PNR data [to carry out assessments] prior to their scheduled arrival in or departure from
the Member State.”1159 Passengers might be aware of being monitored, but they do not know
the details of the interference with their rights.
Most passengers are not entirely conscious of PNR. Yet, this does not diminish its iniquity.
It has been demonstrated that, in practice, data can be held for a passenger’s entire life, with no
interruption or deletion, and regardless of criminal records. Besides, whenever they reserve new
flights, data are automatically updated, even if they do not board. And the passing of time does
not affect the quality of the data in typical ways. Time actually increases the monitoring
capacities of authorities, with little effort from their end. Furthermore, as there are no objective
criteria limiting processing within and, to an extent, outside of the PIUs, the threshold of five
years may be little more than a regulatory sham.
The fear expressed by the AG acquires a new tone with PNR. This fear was also expressed
by the CJEU when claiming that so much information being collected and processed without
the data subjects being aware may lead to the perception that their lives are subject to continuous
monitoring.1160 Is this only a mere feeling in the case of the intra-EU PNR system?
The Directive’s interference with fundamental rights is not limited to that which is strictly
necessary, with regard to the data retention period. Not only are there no criteria explaining
how its length is limited, there is also no differentiation between the treatment of data from
suspect passengers and that of data from innocent passengers. Plus, the irreversible destruction
of data is not guaranteed and there are no adequate rules on depersonalization, or on the renewal
of PNR receipts. The CJEU might need to reconsider whether the intricacy of criminal
investigations provides sufficient grounds to claim that a retention period of five years “does
not exceed the limits of what is strictly necessary for the purposes of combating terrorism and
serious transnational crime.”1161
The final aspect that is going to be discussed regarding the proportionality of the PNR
Directive is about access rights and the third parties who can handle data. As with the previous
sections, this next section is divided into subsections that correspond to the criteria which the
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CJEU and scholars have deemed relevant in assessing whether access to data is sufficiently
limited to justify the interference with fundamental rights.

6.2.3 Third parties with access rights

A. Public entities

A.1 Competent authorities

Article 7 of Directive (EU) 2016/681 is more detailed than Article 4 of Directive 2006/24/EC
regarding the authorities who have access rights. The latter gave a wide margin of discretion to
member states and its relevant problems have been addressed in the previous part of this
chapter. The most pertinent remark of the Court was that it did not table objective standards to
limit access to and processing of data by law enforcement agencies.1162
Article 7 leaves member states free to “adopt a list of the competent authorities entitled to
request or receive PNR data.” 1163 Yet there are conditions on access:1164 authorities must be
“competent for the prevention, detection, investigation or prosecution of terrorist offences or
serious crime,”1165 and data can only be used for such purposes.1166 Besides, Article 7(3)
requires member states to notify the Commission if they alter the lists of authorities with access.
Despite this apparent tightness, the interference with privacy and data protection goes
beyond the strictly necessary. The current drafting of the Directive does not sufficiently limit
access and processing operations, which could potentially lead to violations of the CFREU. It
is more robust than the data retention Directive, which had no limits at all and presented no
guidelines to define them. 1167 But the PNR system is still not good enough.
This happens for three main reasons. First, Article 7(5) opens the door for law enforcement
other than those mentioned in the lists referred to in number 1 to access data, thus circumventing
all mechanisms to limit the authorities with access rights. Second, the Directive is not clear
regarding the personnel authorized to process the information. Third, the prior review for
requests to access PNR receipts does not meet the criteria tabled by the CJEU. Before
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addressing these reasons, however, there is a broader concern stemming from recent
jurisprudence that might raise some questions regarding the pre-emptive logic of data transfers
in the PNR system, and of all data retention mechanisms that depend on the collection of data
by private actors.

A.1.1 A broader concern

In the Tele2 case, the Court adopted a rather strong view on the limits of cooperation between
private and public actors on data transfers for criminal investigation purposes. A view which
seems to go directly against the very functioning of PNR.
The judges wrote that, in principle, private actors can grant public bodies access, “in relation
to the objective of fighting crime, only to the data of individuals suspected of planning,
committing or having committed a serious crime or of being implicated in one way or another
in such a crime.”1168 The only exception where “access to the data of other persons might also
be granted [is when] there is objective evidence from which it can be deduced that that data
might, in a specific case, make an effective contribution to combating...terrorist activities
[threatening, for example,] vital national security, defence or public security interests.” 1169
This would apparently mean that, except in duly justified cases, competent authorities, at
least regarding the processing of electronic communications data, can never access, or
successfully require access to, data subjects’ personal information in an indiscriminate and
blanket manner. This seems a clear benchmark which implies that national laws, and certainly
EU law as well, must not provide for generalized access by public entities for large-scale
surveillance purposes. 1170 Based on years of jurisprudence reiterating the need for laying out
conditions on public access to private data, this position of the Court is a good sign for those
advocating in favor of targeted retention practices.
However, in La Quadrature du Net, an even more recent case, the Court took a step forward
and a step back in this regard. The step forward arises from the fact that it laid out additional
criteria to further narrow access by public entities to private data. It wrote that the CFREU does
not, in principle, preclude measures permitting authorities to “retain traffic and location
1168
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data...for a limited period of time, as long as there are sufficiently solid grounds for considering
that the Member State concerned is confronted with a serious threat...to national security which
is shown to be genuine and present or foreseeable.”1171 And it added that, even if there is
apparently no connection of the affected data subjects with those threats, their objective
existence “is, in itself, capable of establishing that connection” 1172 and, thus, justify access to
data. It likewise stated that the “retention [of data] cannot be systematic in nature.” 1173
Although the formulation could be clearer, it seems that, for the CJEU, beyond being
allowed only to access the information of relevant persons, law enforcement can also only do
so for a limited period of time and only at particular moments, when there is strong evidence
of a serious, genuine, and present or foreseeable threat to national security. This is quite a heavy
set of standards which may well mean the beginning of the end for mass-surveillance practices
by public entities outside very specific cases.
Yet, when laying out these other criteria, the judges did not mention that only the data of
concrete individuals could be retained. On the contrary, they focused on the fact that EU law
and the CFREU do not, in principle, preclude measures permitting authorities to “retain traffic
and location data of all users of electronic communications systems.” 1174 This is the step
backwards mentioned above. It could reasonably be hoped that, while talking about the same
EU law provision and similar measures enacted by the member states pursuant to it, the case
law would show a higher degree of consistency and predictability. As things stand, it is
uncertain whether blanket data retention schemes are, indeed, lawful, or not.
This discussion, relevant though it is, is beyond the scope of this research, and this section
in particular. The pressing concern, for now, is whether the Court considers that such limiting
criteria should apply to all big data retention-based systems or, on the contrary, only to the
specific case of telecommunications operators collecting data from their clients and supplying
them on demand for investigatory purposes, after a justified request, on a case-by-case basis.
If the former were true and the judges were thinking that access to and the processing of data
by law enforcement should be thus limited in all systems, this would strongly reinforce an
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argument in favor of the invalidity of the PNR Directive. In fact, PNR is built upon the
continuous and systematic collection of passenger data by competent authorities (PIUs) which
are supplied by private actors (air carriers). This private-to-public cooperation, through the socalled push method, is not incidental, but a critical aspect of the system; one of its very initial
processing stages.1175 It not only affects all passengers but data are collected regardless of any
serious, genuine, and present or foreseeable threat to national security. Plus, it has been
established that the period of time during which PNR are retained is not limited to that which
is strictly necessary. The intra-EU system fails to meet all criteria.
But is this what the Court really intended? It may be too soon to answer in the affirmative.
As such, this concern is not relied on here as one of the specific reasons why the Directive does
not appear to be sufficiently limited in terms of access to data. It does not seem reasonable to
assume that the CJEU would want to bluntly apply these standards to all data retention systems.
For this reason, it will not be argued that the intra-EU PNR is invalid, from the perspective
of access to data by law enforcement, because it allows, as a general rule, for the indiscriminate
and continuous granting of access to the data of air passengers by carriers for the purposes of
fighting terrorism and serious crime. It is true that the extensive and continuous access to,
storing, and availability of data are features that raise questions and possibly render the
Directive disproportionate. But, for now, it is time to explore three specific reasons why it can
be safely argued that the PNR system is not sufficiently tight, going beyond that which is strictly
necessary in terms of access by law enforcement agencies to passenger data.

A.1.2 Opening of the system
Article 7(4) says that “[t]he PNR data and the result of processing those data received by the
PIU may be further processed by the competent authorities of the Member States only for the
specific purposes of preventing, detecting, investigating or prosecuting terrorist offences or
serious crime.”1176 It is a clear, straightforward, and objective provision. Above all, it is limited
to that which is necessary to attain the purposes of the system. However, Article 7(5) adds that
“[p]aragraph 4 shall be without prejudice to national law enforcement or judicial powers where
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other offences, or indications thereof, are detected in the course of enforcement action further
to such processing.”1177
This defeats the tight logic of Article 7, if not of the whole Directive, in terms of limiting
data processing and access rights to “the purposes of preventing, detecting, investigating and
prosecuting terrorist offences or serious crime.” 1178 Article 7(5) admits that other law
enforcement can access PNR and allows for the investigation of other types of crime.
On the one hand, it mentions “national law enforcement or judicial powers,”1179 instead of
“competent authorities.”1180 So, it assumes data can be transferred to other entities beyond those
chosen by the member states to be “entitled to request or receive PNR data.” 1181 It provides the
member states with a wide margin of discretion, with no objective criteria limiting the scope of
this discretion. The idea of having lists of entities with access rights, and the legal certainty and
security this brings, are clearly undermined.
They are also undermined because that provision allows PNR data, which should be
processed “only for the specific purposes of preventing, detecting, investigating or prosecuting
terrorist offences or serious crime,” 1182 to be processed to fight “other offences.” 1183 Article
7(4), many other provisions,1184 and Annex II, which lists the offenses that can be investigated,
are thus deprived of most of their legal relevance.
This incongruence is preoccupying. With this opening, the Directive undermines the
principle of purpose limitation, as well as any attempt to achieve legal security and certainty.
Article 7 opens access to PNR data to entities, and for purposes, outside the logic and control
of the Directive, and, perhaps, EU secondary law more broadly. It presents access limits, but
immediately allows the member states to surpass them.
While fighting other criminal offenses makes sense in the logic of this legislation, it does
not serve its specific and precise objectives.1185 There is no concrete standard 1186 to fully limit
access to, and use of, PNR data, thereby ensuring that the interference with fundamental rights
does not go beyond that which is strictly necessary. Because of this exception, the criticism
levelled against the data retention Directive applies also to the intra-EU PNR. It similarly does
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“not expressly provide that that access and the subsequent use of the data in question [are]
strictly restricted to the purpose of preventing and detecting precisely defined serious offences
or of conducting criminal prosecutions relating thereto.”1187

A.1.3 Authorized personnel

The CJEU added that Directive 2006/24/EC likewise failed to provide concrete criteria to limit
the people accredited to process the collected information. 1188 It does not require EU law to
define exactly the number of people with access rights. This is impossible to do. The key here
is that there must be a criterion to limit the number of such persons.
The PNR Directive is silent on this matter. It tables no criteria that could be used to ascertain,
or limit, the number of people working in the PIUs, or in other authorities. A proposal could be
to limit access by ranking levels, or to specify that only people essential to the conduct of
ongoing investigations be permitted to handle PNR receipts. As it stands, it is entirely up to the
member states to decide, and they may end up not setting sufficiently high access requirements.
This jeopardizes the rights to privacy and data protection for all those whose data may circulate
through too many pairs of hands.
The only reference to access levels is in Article 13. Article 13(5) states that “Member States
shall ensure that the PIUs maintain documentation relating to all processing systems and
procedures under their responsibility.”1189 Such documentation must contain “the name and
contact details of the organisation and personnel in the PIU entrusted with the processing of the
PNR data and the different levels of access authorisation.” 1190 Yet, this is a procedural norm,
aimed at ensuring PIUs record the trail of access to databases. It does not oblige the member
states to define a hierarchy concerning different access levels and authorization procedures
within the PIUs. Access may still be provided well beyond the rationale present in the case law.
Defining access levels must be a shared responsibility. It does not suffice to have member
states freely define access levels, or other access conditions. The PNR Directive similarly fails
to meet the requirements set by the CJEU in this regard.
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A.1.4 Prior review

There is another reason why the norms concerning competent authorities with access rights to
data cannot be considered to be limited to that which is strictly necessary. It has to do with the
mechanisms of prior review, which the Court considers a very relevant feature of data retention
systems. In Digital Rights Ireland, it commented that:

[A]ccess by the competent national authorities to the data [was] not made dependent
on a prior review carried out by a court or by an independent administrative body
whose decision seeks to limit access to the data and their use to what is strictly
necessary for the purpose of attaining the objective pursued and which intervenes
following a reasoned request of those authorities submitted within the framework
of procedures of prevention, detection or criminal prosecutions.1191
It reinforced this position in Opinion 1/15, claiming that prior review “by a court or
independent administrative body...should [be] a general rule” 1192 for third-party access and use
of data, except in urgent situations. Although the Court did not elaborate further, these
paragraphs are paramount to big data processing operations.
The principle of prior review, which is part and parcel of the logic of traditional judicial
mandates and detention orders, serves the principle of good administration and is of key
importance in procedural law and criminal investigations. It emerges strengthened by the
CJEU’s case law. It is clear that law enforcement authorities must request permission from a
judicial power, or otherwise independent administrative authority, to have access to PNR. This
prevents the issuing and acceptance of requests that are not sufficiently supported by evidence
of criminal actions. It shields the privacy of air passengers. It is likewise an imperative of fair
processing and, therefore, of the right to data protection.
Prior review is a foundational value in security and criminal law. It gives power to judicial,
or quasi-judicial bodies, against the adoption of arbitrary decisions by law enforcement. It is
thus of particular relevance in procedures involving big data, and in which the information is
processed in increasingly faster and more automatized ways. It is, however, a principle which
the legislator tried to circumvent in Directive 2006/24/EC, in the EU-Canada PNR Agreement,
and in Directive (EU) 2016/681.
From the onset, the depersonalization tool in Article 12 appears sufficient to comply with
the requirement of prior review. Six months after collection, “disclosure of the full PNR data
1191
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shall be permitted only”1193 when it is “reasonably believed [to be] necessary” 1194 and after “a
duly reasoned request based on sufficient grounds from the competent authorities...in specific
cases for the purposes of preventing, detecting, investigating and prosecuting terrorist offences
or serious crime.”1195 Such requests must be “approved by: (i) a judicial authority; or (ii) another
national authority competent under national law to verify whether the conditions for disclosure
are met, subject to informing the data protection officer of the PIU and to an ex-post review by
that data protection officer.”1196
A close look reveals deep problems with these provisions. The first is that not all data are
masked out. This has been addressed above in the section on depersonalization. The second
problem stems from the fact that prior review in PNR is only mandatory six months after the
collection of the data. Finally, the Directive is also flawed regarding the authorities competent
to authorize access requests.

i) Moment of review
Article 12(2) says that “[u]pon expiry of a period of six months after the transfer of the PNR
data [from air carriers to PIUs], all PNR data shall be depersonalised.” 1197 And Article 12(3)
adds that law enforcement shall be authorized to access full PNR receipts following prior
review “[u]pon expiry of [that] period of six months.”1198
The legislator has not explained why depersonalization, and, consequently, prior review,
take place only six months after collection. Recital (37) holds that the “scope of this Directive
is as limited as possible since...it provides for the data to be depersonalised through masking
out of data elements after an initial period of six months.”1199 Yet, there are no reasons justifying
this waiting period, which seems arbitrary.
Until this period expires, the data can be accessed upon request but prior review is not
necessary. This means that, during those first six months, the period during which it is likely
that data will be requested most frequently, a key mechanism to prevent abusive access and
processing is purposefully set aside in the Directive.
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The case law makes no mention of temporal gaps related to prior review. As such, the
Directive is not limited to that which is strictly necessary, as it allows for law enforcement to
access data stored by the PIUs without having to ask for permission from courts or independent
administrative authorities, during the first months of the retention period.
The legislator yet again seems to have ignored the CJEU. It could simply have made prior
review mandatory for all requests. In fact, without the six months’ gap, the conditions on access
laid out in Article 6(2)(b), read together with the depersonalization and prior review set in
Article 12, would meet the demands of the jurisprudence.
This leads to another discussion. It is easy to resolve the matter of data transfers from the
PIUs to other competent authorities. Provided all requests are subject to prior review, the
balance between the purposes of the system and respect for the fundamental rights of passengers
appears to be maintained in line with the proportionality principle. Yet, what about access inside
the PIUs?
The Directive assumes that masking out data does not apply to internal operations. This
evokes the second chilling effect stemming from the renewal of PNR receipts, which consists
of allowing data to be freely accessible to the PIUs and their personnel for the full length of the
retention period. It seems that, to maintain the rights of passengers while allowing law
enforcement to search through the data, depersonalization and prior review should also apply
to processing which takes place within the PIUs.
This would not require considerable changes to the current system, or a gap of six months.
Article 6(2) foresees that the PIUs will process PNR to carry “out an assessment of passengers
prior to their scheduled arrival in or departure from the Member State” 1200 and to analyze “data
for the purpose of updating or creating new criteria...in order to identify any persons who may
be involved in a terrorist offence or serious crime.” 1201 These provisions are clear with respect
to what the PIUs should do. Therefore, a tool that would pay attention to the CJEU’s remarks,
protect fundamental rights, and allow the system to keep functioning, could be to instruct the
PIUs to store data immediately after they have processed them and assessed passengers. Once
they had done so, and no longer needed access to those elements for ongoing investigations or
other immediate purposes, the data should be fully depersonalized. Subsequently, their use and
disclosure in and outside of the PIUs, would have to be subject to prior review.
This would make all access to depersonalized data dependent on prior review, turning it into
a feature embedded by design in the system. However, it must be understood without prejudice
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to the remarks made, for instance, about the excessive collection of data, or the need to limit
the retention period.

ii) Competent authorities

While Article 12(3)(b), point i, says that disclosure of full PNR receipts must be approved by a
judicial authority, its point ii mentions that, in the alternative, approval can come from any other
“authority competent under national law to verify whether the conditions for disclosure are met,
subject to informing the data protection officer of the PIU and to an ex-post review by that data
protection officer.”1202 This is different from making access depend on “prior review carried
out by...an independent administrative body.”1203
With such wording, member states can make competent authorities who depend on
ministries, or other political offices, approve access requests. In the words of Saulnier-Cassia,
it truly seems that anonymity in PNR “n’est donc qu’un leurre.” 1204
This opening facilitates third party-access to PNR authorized by non-independent and nonjudicial authorities, and the last part of that provision is insufficient to overcome this setback.
Although the inclusion of DPOs has been hailed as a key guarantee to shield air passengers’
rights,1205 their competences are limited here. For one thing, nothing in Article 5, which
regulates them,1206 appears to indicate that they can prevent abusive disclosure of PNR receipts.
For another, an ex-post review is insufficient from the angle of data subjects. It does not prevent
third parties from accessing the data, or address the possible consequences that arise from this
interference. Once data start circulating, it is extremely hard, if not impossible, to extract all of
them from the system. This is quite worrying if, for instance, the request for access comes from
an authority located outside the Union.
Contrary to what recital (38) claims, the “Directive does...go beyond what is necessary in
order to achieve [its] objectives.”1207 As such, it should be considered that, by adopting PNR,
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the EU legislator “exceeded the limits imposed by compliance with the principle of
proportionality in the light of Articles 7, 8 and 52(1) of the Charter.” 1208

A.2 Third countries
Europol1209 and third countries1210 can also request access to PNR receipts. There seems to be
no relevant problem with Europol retrieving such data, mainly due to the strict conditions
imposed by the Directive.
David Lowe has, curiously, suggested that member states should require Europol to review
access requests in certain circumstances, particularly from third countries. 1211 This idea could
be discussed in future reviews.1212 However, Lowe is unclear on whether this should be
mandatory or optional, and how it could be applied, particularly in terms of time efficiency viz.
urgent requests. Article 11(2) says that, in exceptional circumstances and under strict criteria,
PIUs can send data to third countries without prior authorization from the competent authorities
of the member states. Two such criteria are that these transfers serve to tackle an “(a) actual
threat...and [that] (b) prior consent cannot be obtained in good time.” 1213 Lowe does not engage
with these norms, thus failing to test his suggestion, and potentially jeopardizing the argument.
Article 11 allows for transfers to third countries on “a case-by-case basis”1214 and in
accordance with certain requirements. One of these requirements is that transfers among third
countries can only take place if the third country which originally received data from a member
state “agrees to transfer the data to another third country only where it is strictly necessary for
the purposes of this Directive...and only with the express authorisation of that Member
State.”1215 These are robust obligations, though they give member states considerable leeway
to make decisions about data transfers. In any case, given the way in which Article 11 is written,
the legislator conveys the idea that transfers from member states to third countries should be
exceptional. Hence, transfers between third countries should be relatively uncommon.
As it stands, Article 11 appears more watertight than Article 19 of the EU-Canada
Agreement. This was criticized by the Court for allowing for the disclosure of data to other
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third countries without there being a similar agreement between them and the Union, or an
adequacy decision from the Commission ensuring that they adequately protected data according
to EU law standards and mentioning all entities that could receive PNR receipts. 1216 Article 19
could allow data to escape the control of EU law and give rise to an interference with individual
rights, beyond that which was necessary to fulfill the Agreement’s objectives. 1217
The intra-EU PNR manages to avoid this criticism up to a point. Article 11(1)(a) says that
transfers overseas can only happen if “the conditions laid down in Article 13 of Framework
Decision 2008/977/JHA are met.” 1218 This guarantees that the receiving “third State...ensures
an adequate level of protection for the intended data processing.”1219 That Framework Decision
was repealed by Directive (EU) 2016/680 but the obligation has remained. Its Article 35(1)(d)
requires, as a general principle for data transfers, that “the Commission has adopted an
adequacy decision...or, in the absence of such a decision, [that] appropriate safeguards have
been provided...or, in [their] absence [that] derogations for specific situations apply.” 1220
Alas, this is flawed for three reasons. First, since Article 35(1)(d) of Directive (EU) 2016/680
has a considerably broader scope than Article 13 of Framework Decision 2008/977/JHA, it is
less clearly determined when third countries can be deemed to be ensuring an adequate level of
data protection. Plus, it is not clear which derogations apply in the case of PNR, which
undermines the principles of legal certainty and security.
Second, Article 11 of the PNR Directive does not explicitly say that third countries which
receive data from other third countries must guarantee an adequate level of protection. It could
be argued that, if one of the conditions for having member states transfer PNR data abroad is
that receiving third countries ensure an adequate level of protection, these non-member states
should likewise send data only to third countries fulfilling this criterion. Yet, this is not explicit
in the provision. As stated above, assessing whether third countries provide for the necessary
conditions to protect data seems to be at the discretion of the member states. It is doubtful
whether the CJEU would find this to be an adequate way to ensure that the data remain secure
once they leave the Union. The level of control exerted by EU law is very thin in these
situations, and it is not possible to avow that transfers will be made only in the case of a previous
international agreement or an adequacy decision issued by the Commission. 1221
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A final reason for considering that transfers of data to third countries are not limited to that
which is strictly necessary, is that Article 11(2) allows for transfers without prior consent of the
member states in “exceptional circumstances.” 1222 It is difficult to know whether this applies to
transfers between third countries, or also from member states to non-member states. The issue
is that, at this stage and with technologies capable of processing data at an unprecedented scale,
it is not possible to ensure that these openings will not present unnecessary risks for the privacy
of passengers and the integrity, safety, and secrecy of data. They do not come accompanied by
safeguards that could be invoked quickly in the event of abusive transfers.
The problems identified here seem to dilute the control over data exerted by member states
and the EU. The provisions mentioned should be removed, or redrafted, as they are not limited
to that which is strictly necessary in light of the Directive’s objectives.
There is another issue on access to PNR, which concerns the responsibilities of private actors
towards the data. This is sometimes overlooked by scholars and even institutional actors,
particularly because PNR legislation tends to be silent in this regard. Yet, the Court has been
quite clear is stressing that carriers and non-carriers alike should protect data in a satisfactory
way and should provide for the elimination of records from their databases.

B. Private actors

The judges focused on the right to data protection when discussing the provisions of Directive
2006/24/EC enabling private actors to process and transfer information. They found that the
legislation did not ensure a sufficient level of data safety. 1223
The PNR Directive is not detailed on the processing undertaken by carriers, instead focusing
on the activities of competent authorities. As such, there are but two aspects meriting
discussion. The first is the fact that they may take economic considerations into account when
implementing data security mechanisms. The second is the lack of norms providing for the
elimination of the information collected when the retention period expires.
In the case La Quadrature du Net, the judges discussed the interference provoked with
fundamental rights stemming from having private actors automatically analyze traffic and
location data.1224 A key conclusion is that they apply the same principles, and worry about the
same issues, regardless of the nature of the entity undertaking the automated analysis. The items
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and criteria mentioned by the CJEU are the same as have been used throughout this thesis
concerning the processing of data by law enforcement and what constitutes a serious
interference from the point of view of the proportionality principle. In fact, the judges often
refer to previous paragraphs in this new case law to avoid repetition. Therefore, considering
that the PNR Directive purposefully does not regulate processing undertaken by carriers, which
falls under the scope of other instruments,1225 it seems unnecessary to discuss this topic beyond
the two issues referred to above.

B.1 Economic considerations

The data retention Directive allowed private actors to consider economic factors when setting
their security levels. This was because Article 7 read that compliance with “data security
principles with respect to data retained in accordance with [the] Directive [was without]
prejudice to the provisions adopted pursuant to Directive 95/46/EC and Directive
2002/58/EC.”1226 Articles 4(1) of Directive 2002/58/EC and 17(1), 2nd paragraph, of Directive
95/46/EC stated that all appropriate technical and organizational measures to protect data
should observe the “state of the art and the cost of their implementation.” 1227
The silence of the data retention Directive made it possible to interpret its Article 7 as a
doorway for allowing economic considerations to influence the decisions of providers when
implementing data protection safeguards. This made the CJEU fear that private actors would
try to cut down on costs by applying less protective data systems, as this legal opening would
allow them to lawfully lower the level of data protection.
The PNR Directive is also silent. Still, Articles 13(3) and 21(2) render the GDPR applicable
to processing undertaken by carriers, and Article 25(1) of the GDPR says that “the controller
shall, both at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures...[t]aking into
account the state of the art [and] the cost of implementation.” 1228
These references lure PNR into the same trap as the data retention Directive. In fact, the
GDPR partially copies Directives 95/46/EC and 2002/58/EC. In both cases, references to other
legislation make the data retention and PNR Directives unable to ensure that private actors
1225
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employ sufficient technological and administrative tools to keep data safe, because they may
consider economic factors when they define and implement these security mechanisms. 1229
The intra-EU PNR system thereby creates a risk for fundamental rights, because data are not
entirely safe while being processed and retained by carriers. The interference they provoke in
the lives of air passengers is not limited to that which is strictly necessary.

B.2 Irreversible destruction of data
Article 7, paragraph (d), of Directive 2006/24/EC determined that “the data, except those that
have been accessed and preserved, shall be destroyed at the end of the period of retention.” 1230
The exception between commas led the CJEU to doubt the data retention Directive provided
for the permanent elimination of the information retained.1231
Article 8 of the PNR Directive does not talk about the disposal of data. This is probably
because carriers are free to use them for purposes beyond the scope of the Directive. The data
that are transferred to the PIUs are, in fact, the same that are “already collected...in the normal
course of their business.”1232 However, this creates a problem.
Article 8(3) says that transfers shall take place: “(a) 24 to 48 hours before the scheduled
flight departure time; and (b) immediately after flight closure, that is once the passengers have
boarded the aircraft in preparation for departure and it is no longer possible for passengers to
board or leave.”1233 Yet, Article 8(5) adds that:

Where access to PNR data is necessary to respond to a specific and actual threat
related to terrorist offences or serious crime, air carriers shall, on a case by case
basis, transfer PNR data at other points in time than those mentioned in paragraph
3, upon request from a PIU in accordance with national law. 1234
This means that carriers must retain data for an indefinite period of time while waiting for
PIUs to request them. Though this should happen “on a case by case basis,” 1235 neither the
carriers nor the PIUs know when, or if, such cases will occur. In practice, PNR data must be
kept with no depersonalization, or other data protection guarantees expressly foreseen in the
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Directive, for an indeterminate period, in the databases of private actors. This evades relevant
safeguards, and undermines any expectation of legal security or certainty. It goes directly
against what the CJEU recently emphasized in the case La Quadrature du Net. The judges
argued that, on the one hand, the retention of information by private actors, under the instruction
of public agencies, “cannot exceed a foreseeable period of time.”1236 On the other, that “data
must, in principle, be erased or made anonymous, depending on the circumstances, at the end
of the statutory periods within which that data must be processed and stored in accordance
with...national provisions.”1237 While the case was about national legislation transposing
Directive 2002/58/EC, in line with Digital Rights Ireland, it can be said that EU law should also
contain references to such deletion or depersonalization procedures, or, at least, foresee
obligations for member states to enact norms in that regard.
Article 8(5) of Directive (EU) 2016/681 serves a parallel goal, which was enshrined in that
jurisprudence too, when the judges tried to ensure that:

[D]uring...processing and storage, situations may arise in which it becomes
necessary [for private actors] to retain that data after those time periods have ended
in order to shed light on serious criminal offences or acts adversely affecting
national security; this is the case both in situations where those offences or acts
having adverse effects have already been established and where, after an objective
examination of all of the relevant circumstances, such offences or acts having
adverse effects may reasonably be suspected.1238
Article 8(5) is primarily concerned with the latter sentence, on prospective criminal acts,
and rightly limits them to specific and actual threats. The problem is that not only does the
Directive fail to mention a predictable period for private actors to keep data in their databases,
but it also does not provide the tools for carriers to know when, and if, they should delete the
information, or make it anonymous.
The expectation of a possible use “at other points in time” 1239 created by Article 8(5) is too
vague and undermines the legal clarity that air carriers should be able to rely upon. It is a serious
incongruence that makes the retention of data by these actors go well beyond that which is
necessary to ensure fulfilment of the purposes of the system.
Carriers should only be forced to retain data for those purposes until flight closure, save for
updates to data they receive after that moment. In those cases, they should convey the new
1236
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elements to the PIUs automatically. That would suffice to ensure that the interference with
fundamental rights is justified, while fully serving the needs of criminal investigations. Yet,
this is very different from what is foreseen in the Directive, which appears disproportionate,
and it may represent a rather heavy burden on small carriers.
It is a burden more insidious than first meets the eye. Article 12(4) says that “Member States
shall ensure that the PNR data are deleted permanently upon expiry of the period referred to in
paragraph 1.”1240 That paragraph refers to data retained “in a database at the PIU.”1241 As such,
there is no explicit time limit in the Directive regarding the retention of data stored in the
databases of air carriers. And, according to the argument above, they are not free to eliminate
data before the end of the retention period applicable to the PIUs. If they do so, they risk being
unable to transfer them “at other points in time.” 1242
Additionally, if passengers take new international flights, their PNR receipts are updated in
the databases of the PIUs, but also in the databases of carriers. As carriers must keep data to
serve the purpose of Article 8(5), in practice, the renewal of receipts will also happen in their
databases. And, if this happens, the same chilling effects can stem from the retention of data by
private actors. Passengers may legitimately worry that their personal data can be stored without
deletion, or interruption, not only in public databases but also in private archives, with little, if
any, depersonalization guarantees. This certainly heightens the feeling of constant surveillance.
This system is not only disproportionate. It is internally and externally incongruent. Forcing
all air carriers operating international flights to retain passenger data indefinitely goes against
the very logic stated in the Directive of trying not to interfere with their business.1243 It also
defeats time and purpose limitation safeguards. It is, in addition, unclear how these provisions
will work alongside the obligations to protect data and individual privacy that are imposed on
carriers as a result of legislation such as Directive (UE) 2016/680 or Regulation (EU) 2016/679.

7. Right to notification

This final substantive section tackles an issue that was not addressed by the CJEU directly
within the scope of the proportionality test. It is about the right to individual notification, which
appears to be the basis for the exercise of all other data rights and the key to making passengers
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aware of PNR. They can only protect their rights if authorities notify them whenever their
personal data are accessed. 1244 This is an imperative of transparency. 1245
Susanna Villani argues that the jurisprudence makes notification a crucial element to judge
the adequacy and necessity of big data-based policies.1246 Notification procedures go against
the logic that currently seems to permeate the intra-EU PNR system. Yet, such notification
procedures could serve to weaken its chilling effects, not least because passengers would be
able to know when, how, and for what reasons their data are used.
This obligation is, indeed, absent from the text of the Directive. 1247 Its provisions fail to
reach the ambition expressed in recital (29), where the legislator wrote that:

Taking into account the right of passengers to be informed of the processing of their
personal data, Member States should ensure that passengers are provided with
accurate information that is easily accessible and easy to understand about the
collection of PNR data, their transfer to the PIU and their rights as data subjects.1248
Under the reference of Article 13(3), passengers benefit from a right to general information.
However, the GDPR only says that they must be informed “when personal data are
obtained.”1249 This means that carriers must inform air passengers when they collect their data
and transfer them to the PIUs.
Beyond that, notification is only foreseen in exceptional cases, when “a personal data breach
is likely to result in a high risk for the protection of the personal data or affect the privacy of
the data subject adversely.”1250 In those circumstances, member states must “communicate that
breach to the data subject and to the national supervisory authority without undue delay.” 1251
This is a minimum guarantee that does not meet the standard required by the Court.
Such a standard would actually not be difficult to implement. It would make the system more
balanced, even if it might seem to handicap the efficiency of police operations. Authorities
would have to inform air passengers when processing their data, 1252 except in automatic security
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checks and organizational tasks handling aggregated files. These exceptions are easy to
comprehend. Passengers are at any rate aware that their data are being analyzed in security
checks. They consent to it, provided that carriers supply them with information adequately
explaining the journey of their PNR data and that they are able to exercise their rights. On the
other hand, it does not appear necessary to have air passengers notified when their information
is being handled for organizational, or administrative, purposes alone. If data are aggregated
and masked out, or if there is no access to the content of PNR receipts, there are no substantive
reasons justifying notification. Beyond this, notification should also not be required whenever
passengers may represent a concrete risk to the carrying out of criminal investigations.1253

8. Closing remarks

In light of this analysis, it can be argued that the PNR Directive is not proportionate and should
be declared invalid if a reference for a preliminary ruling were made to the Court. PNR
interferes to a serious extent with the right to privacy laid out in Article 7 CFREU, by allowing
large quantities of the personal data of identifiable passengers to be accessed by public actors
for security purposes, and to be kept in huge databases on a continuous and systematic basis. It
also seriously interferes with the right to data protection foreseen in Article 8 CFREU, as all
data retrieved by the system are processed by automatic means.
On top of that, the intrusion on passengers’ privacy reaches the point of interfering with the
very essence of this right. The EU legislator should have considered alternative solutions to
limit such interferences to that which is necessary to attain the public security purposes that the
PNR system pursues. There are many aspects that need revisiting. Data should be retained on
the basis of their relevance for public security, for instance, and the records of passengers with
no criminal connections should be deleted as soon as PIUs first process them. Additionally, this
piece of legislation should not allow for the collection of imprecise data, especially because it
risks transferring sensitive material, the processing of which is prohibited. PNR does not ensure
that all categories of sensitive data foreseen in Article 21 CFREU are excluded from processing.
Data are retained for an excessively long period of time. This analysis has tried to show why
the CJEU should rethink its approach to this issue, and should start discussing the implications
of the principle of necessity based on the genuine needs of law enforcement. Until this is done,
passengers will continue to have their data held for unknown reasons in unknown archives for
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a very long time, potentially their entire lives. This causes chilling effects arising from constant
surveillance. Besides, there are openings in the system that can allow data to be used for reasons
and by entities beyond those expressly foreseen in the Directive. The depersonalization tools
have serious gaps, with the result that not all data are masked out, and access to them is not
dependent on prior review during the first six months after collection. Furthermore, data are not
entirely protected when they are handled by private actors, since they may allow economic
considerations to influence their decisions in the application of data protection guarantees.
These are some of the key takeaways to consider after this long and thorough study. Put
together with the unsatisfactory notification scheme, it becomes clear why the intra-EU PNR
system is not limited to that which is strictly necessary to fight serious crime and terrorism. It
is an intrusive policy, working behind a veil of secrecy, which needs to be reconsidered. The
bright side is that the EU legislator has the tools to draft a valid and proportionate PNR. It just
needs to pay attention to the jurisprudence of the CJEU and the contributions of scholars and
relevant auxiliary bodies.
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Conclusions
“So far, there are little data about the added value of the PNR technology, although most law
enforcement officials seem to be very confident about its success. What happens when one is
put on a no-fly list by accident?”1254
1. Main findings

This project has shed light on the validity of Directive (EU) 2016/681. It has sustained that the
intra-EU PNR is unlawful for two main reasons. First, the Union legislated beyond its conferred
powers by not respecting the security exception foreseen in treaty law that allows member states
to regulate in relation to matters pertaining to their national security. Second, PNR violates the
fundamental rights to privacy and data protection enshrined in the CFREU.
Chapter 1 tabled a comprehensive timeline of PNR in Europe. It filled a gap in scholarly
writing since there are very few of such accounts, and none which are so detailed and up-todate. This chapter began by looking at the AFSJ and how it is changing with the approval of
policies which are premised on the need to deliver security at the expenses of individual privacy
and the confidentiality of big troves of personal data. This is the context in which PNR was
born. It is an instrument of pre-emptive justice fueled by big data collected by private actors
through modern booking systems. Chapter 1 also introduced these systems, as well as API, the
security scheme that preceded PNR. It then laid down the most relevant working definitions of
concepts that are used in this research.
This was a document-based story, starting with the external agreements the Union celebrated
with Australia, Canada, and the US. PNR was imported from alien legal systems and these
agreements unveil some of the problems that it introduced into the EU’s legal edifice. PNR is
a policy which results from compromise, and this is also palpable in the ongoing negotiations
for future agreements with other third countries, as well as the multilateral strategy that the
Union has been preparing to tackle transnational data transfers in a uniform way.
The development of an internal, EU-wide, PNR system occupied the last section of this
chapter. The first discussions occurred in October 2003 but it was not approved until April
2016. It took 13 years to travel along this long and winding road. Still, some issues have
managed to resist the test of time. Chapters 2 and 3 highlighted two such critical issues and
tabled arguments to challenge the validity of the PNR Directive, claiming it should be annulled
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by the CJEU. Chapter 2 explored the Union’s lack of competence to approve such a PNR
scheme and chapter 3 reflected upon this Directive’s non-compliance with fundamental rights.
Chapter 2 presents an original argument in scholarly writing as PNR had never been properly
analyzed from this angle. The first part of the chapter reviewed the legal bases of the Directive
in the treaties. It argued that the EP and the Council of the EU went beyond the conferred
powers laid out in Article 87(2)(a) TFEU by enacting a Directive providing for the retention of
all booking data of all air passengers, in respect of all extra-EU flights, by law enforcement,
instead of only data that may be regarded as strictly relevant to achieving its objectives.
The second part of the chapter extended the argument even further. It asserted that the Union
did not have sufficient conferred powers to legislate so extensively on security because the
member states retain some of their original powers, especially in relation to laws that may affect
their national security agendas. While competences are shared in the AFSJ, according to Article
4(2)(j) TFEU, there are treaty law provisions designed to curb the logic of the principle of
conferral to prevent the EU from freely adopting binding legal acts that might encroach
excessively upon national security. This tension in primary law comes from the Treaty of
Maastricht. The two provisions that appear to apply to the PNR case, and to restrict the EU’s
competence in this respect, are Articles 72 TFEU and 4(2) TEU, in fine.
Article 72 TFEU is characterized by structural and contextual problems that the Court has
exploited over the years to weaken it. This security exception is nowadays void of almost all of
its useful content, providing little leeway for member states to freely decide on the maintenance
of law and order and the safeguarding of internal security. On the contrary, the CJEU has only
recently started to explore Article 4 TEU. Despite the interpretative difficulties to which it gives
rise, the Court’s relative silence over the years and its seminal 2020 case law have created an
opening that permits the possibility that, on a case-by-case basis, certain areas of national
security remain the responsibility of member states. This provision is rather unique in the
lexicon of conferral, which has made it more politically than legally relevant. Yet, the careful
analysis included in this chapter permits us to salvage its normative content and see and exploit
its potential in a way the literature had not done so far. By finding a middle ground between
political wishful thinking and literal interpretation, it was possible to extract its core meaning
and thereby challenge the EU’s creeping competences.
The first step was to clarify its scope. Article 4(2) TEU, in fine, refers to the fight against
very serious crime and terrorism, as well as intelligence actions and operations relating to state
security. Secondly, the scope of sole responsibility was circumscribed in accordance with the
logic of shared competences. This allowed for a revisiting of the Directive in order to ascertain
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where the Union should have abstained from legislating in favor of residual competence for
member states. On the one hand, PNR should be voluntary. On the other, certain norms should
be reviewed and, in some cases, purged from the Directive. Article 4 should not address the
organization of the PIUs, Article 6 did not need to define the detail of processing operations,
Article 9 should be silent on the means used by competent authorities to cooperate, and Article
14 should not dwell on the sanctions that member states apply for non-compliance.
Chapter 3 was about fundamental rights. It was divided into three interdependent chapters
that gradually helped to build the claim that PNR violates the CFREU. Scholars have presented
many arguments against this legislative instrument in the last two decades. Still, most only
scratch the surface of the problems they identify and few have written about the final version
of the PNR Directive. This chapter has sought to fill this gap.
This was an immense task. To produce chapter 3 required reviewing countless pages of
scholarly writing, contributions from the member states, parliamentary discussions, supervisory
reports, and case law. A complete list of accessed documents would dwarf the annex of
references and bibliography. Yet, this was imperative to properly dismiss weak and vague
inferences and to develop promising lines of inquiry that could lead to robust arguments to
substantiate the claim that PNR interferes with the fundamental rights of air passengers in a
disproportionate manner. It was also necessary to show in detail the doctrinal steps that were
taken to arrive at this conclusion.
Chapter 3.1 started by reviewing the literature. The arguments underpinning the doctrinal
claims put forward at the end of the chapter can be glimpsed in preexisting works. Hitherto,
however, many of the arguments presented are unripe. This chapter adds value by exploring
and synthetizing the literature, which was yet to be done, and by making the authors figuratively
enter into dialogue with one another, thereby shedding light on the flaws in their reasoning. The
overarching topics that appear to frame the substantive discussions were the tension between
security, privacy, and data protection; the fact of negative discrimination against certain
categories of air travelers; and transparency in the exercise of individual data rights.
PNR has led to heated debates over the years. Many commentators acknowledge its risks
and defects but end up charmed by the results and degree of control it can provide. And this is
not exclusive to scholarly writing. The legislative process leading to its approval was also
notable in this regard. No authors had previously discussed thoroughly the contributions of
MEPs and national parliaments to the adoption of PNR and the relationship between PNR and
fundamental rights. Chapter 3.1 took this step and placed their observations and interventions
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side-by-side with the opinions of auxiliary and supervisory bodies to provide an unprecedented
view-point in the literature.
The following chapter, chapter 3.2, provided a bridge between its neighbors. It was designed
to prepare the reader for the structure of the doctrinal claims that are presented in chapter 3.3.
Chapter 3.2 assessed two recent decisions of the CJEU, joined cases C-293/12 and C-594/12
and Opinion 1/15. The Court declared that Directive 2006/24/EC and the 2014 EU-Canada
Agreement were incompatible with Articles 7 and 8 CFREU.
The formal structure of this chapter mimicked the one used by the Court in these judgments,
and that which is commonly found in the case law applying proportionality tests to security
legislation. This is an authoritative method, derived as it is from the actual approach of the
CJEU, and was, consequently, chosen to give consistency and clarity to the presentation of the
doctrinal claims. Each ruling was dissected in chapter 3.2 in accordance with the Court’s
approach. Nonetheless, the judicial reasoning was not entirely summarized since this was a
targeted analysis, the purpose of which was to conclude the search for arguments relevant for a
legal evaluation of the intra-EU PNR. This purpose steered the choice of Court decisions to
analyze, as well as of the legal arguments to highlight.
Chapter 3.3 is shaped almost as a preliminary ruling from the CJEU would be, adopting the
same structure as in the preceding chapter. It began by revealing how PNR seriously interferes
with the privacy and data protection rights of passengers. These rights were initially examined
separately, in line with an increasing trend in scholarly literature that sees data protection as a
sufficiently mature right deserving independence from privacy. Reasons of space and time,
together with a need for conciseness, however, forced the use of a single proportionality test.
The chapter claimed that the Directive is unlawful because of the quantity and quality of
data collected for law enforcement purposes, the length of the retention period, and the manner
in which third parties can access PNR data. While it may be adequate to attain the objectives it
pursues, it is not limited to that which is strictly necessary. It allows for the indiscriminate
retention by law enforcement of all the personal data included in the PNR receipts of passengers
of international flights, while not fully barring the processing of sensitive elements. Secondly,
the information is held for a very long time without there being different retention periods
depending on the investigatory relevance of data and air passengers. The system also does not
guarantee the irreversible destruction of the data collected at the end of the retention period.
What is more, unknown authorities may use PNR for purposes beyond those expressly foreseen
in the Directive, PNR receipts are not anonymized immediately after collection, nonindependent and non-judicial authorities can authorize access to data, and the information can
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be transferred to third countries that do not guarantee an adequate level of data protection.
Besides, air carriers are allowed to take into consideration economic factors when choosing
how they will protect data.
At the time of writing, there were already pending cases before the Court which query the
validity of PNR. At least six applications and requests for preliminary rulings were based on
issues addressed in chapter 3, with privacy and data protection taking the front seat. While some
were tabled by member states, others were lodged by carriers or other private actors like human
rights organizations. Any judgement laid down by the CJEU will have an important impact on
the aviation sector, both within and outside the Union. It seems quite likely that the Directive
will be regarded as invalid. Nonetheless, the added value of this project will remain in any case,
not only due to the comprehensive doctrinal analysis which it presents, but also due to the
originality of the research.
PNR is a novel security measure in the context of EU law. It was born in an atmosphere of
fear, but also of technological sophistication. These factors combined can raise serious hurdles
for the protection of fundamental rights and for the legal principles that guide the Union as a
matter of law. New counter-terrorism policies, like PNR, will continue to be adopted at member
state and EU-level. However, this study has sought to buttress the idea that the ends do not
(always) justify the means. Despite the arguments presented in this thesis, it is acknowledged
that PNR can and should become an important tool to tie up the loose ends in data monitoring
left by existing pre-emptive security policies. Therefore, this work has firmly rejected the idea
that an intra-EU scheme is not necessary. It can actually be crucial to achieve the goals of the
AFSJ, and even purposes well beyond the security agenda. The thesis accepts that as:

Member States have...pointed out [using] PNR data could constitute a valuable tool
to protect public health and prevent the spread of infectious diseases, for example
by facilitating contact tracing as regards persons who have been sitting near an
infected passenger. This issue has gained even more prominence since the
emergence of the COVID-19 pandemic.1255
Nonetheless, PNR has a long way to travel to strike the right balance between security,
privacy, data protection, and individual data rights. This will require a substantial effort
involving institutional cooperation between the Union and the member states regarding security
strategies. And while these strategies must be effective and efficient, policymakers should resist
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taking shortcuts when providing for the processing of big data. Fundamental rights and the rule
of law must always steer how PNR and, indeed, all kinds of personal data are to be handled.

2. Broader lessons

The previous section has conveyed the key takeaways of this thesis. The story of PNR in
Europe, however, has a lot more to tell us about the EU and the way it is evolving. In the course
of this research, topics have arisen that need further discussion and closer engagement by both
scholars and institutional actors. There are broader lessons to learn for the future of the Union
and EU law beyond those pertaining to the validity of Directive (EU) 2016/681, or the balance
of security competences in the AFSJ. These last pages do not explore these broader lessons in
depth but lay out some key ideas that merit further reflection, thereby setting an agenda for
future research in this area. This section talks about the implications of PNR for the future of
fundamental rights, the effects of terrorism on regulatory change, the position of the EU as
global actor standing for the protection of personal data and fundamental rights, and the lack of
adequate impact assessments supporting PNR.

2.1 A poisoned package
While the GDPR has been hailed as the “most consequential regulatory development in
information policy in a generation,”1256 PNR has been found “to be so risky for the protection
of fundamental rights that careful scrutiny needs to be made to the relevant regulatory text.” 1257
These legal acts are part of a composite regulatory effort and were approved on the same day.
However, they follow different directions and actually serve clashing purposes. The legislative
package of April 2016 has both strengthened and weakened the protection of personal data and
other fundamental rights of EU consumers.
It is not entirely clear where the trade-off between security and human rights stands in
relation to a package deal such as this one. The Union has presented its citizens with what can
be seen as a poisoned package. While it took a rather defensive approach through the adoption
of the GDPR, as regards the processing of online data, it nevertheless accepted that, in certain
circumstances, much of that same data can be collected and made widely available, subject to
considerable fewer guarantees, in order to monitor what individuals are up to. With the right
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trigger, traditional criminal procedure law can be ‘adapted’ to make sure that the police and
other law enforcement entities have broad access to large quantities of personal data with a
view to fighting crime.
The future of fundamental rights such as privacy and data protection, as well as the use of
pervasive technology to combat prospective threats, are matters that will remain at the center
of the European political arena for a long time. These issues will always be controversial and
continue to stimulate an ever-growing debate. PNR exemplifies the nature of these discussions
and debates. Opinions are divided regarding almost all of its features. And it is worrying that
the EU is emulating countries like the US in adopting security policies that provide few or no
alternatives to people when personal data are to be exposed and which are not accompanied by
sufficient guarantees that privacy and the presumption of innocence will be respected.
The CJEU has played a critical role in the journey of PNR and in relation to the broader
interplay of security and fundamental rights. It has been perceived as a champion of data
protection in its recent jurisprudence but it has also prevented member states from enjoying
significant leeway when deciding on their national and internal security policies. It has deprived
security exceptions foreseen in the treaties of bite and has thereby expanded EU competences
in a way that causes friction in the cooperation logic permeating the AFSJ. Considering that
security is a sensitive matter closely linked to statehood and sovereignty, the Court’s resistance
to using interpretative tools that result in deference to national legislators in areas of national
security may, in the end, weaken integration and endanger the idea of unity in diversity.
It is thus for the CJEU to reflect on the meaning and limits of its rulings. The intersection of
discussions on competence and concrete security policies might help steer its reading of security
exceptions, giving power to the member states and trusting that they can protect fundamental
rights in a balanced manner.

2.2 Demonstration effects

Chapter 1 took us into the journey of PNR in the EU. Zooming in on the year before its approval
reveals a timeline where terrorist events were the trigger for significant regulatory change. The
fear-based haste to enact policies that aim to counter complex crime and terrorism, and the goal
of mitigating public fears, might begin to explain why the EU legislator passed an internal PNR
system that interferes so aggressively with the private lives of air passengers and leaves their
personal data insufficiently protected.
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After the draft proposal of 2011 was rejected on 24 April 2013, the project of an intra-EU
PNR was sidelined by the LIBE Committee. Yet, on 7 January 2015, a terrorist attack against
the newspaper Charlie Hebdo, in Paris, killed a dozen people. 1258 A similar event occurred by
the end of the year. On 13 November, “gunmen and suicide bombers hit a concert hall, a major
stadium, restaurants and bars, almost simultaneously - and left 130 people dead and hundreds
wounded.”1259 And, on 22 March 2016, there were bombings in the main terminal of Zaventem
airport and in a metro station, in Brussels, killing 32 people and injuring many more. 1260
Scholars have tried to demonstrate that such incidents were the turning point that brought
PNR back on the EU’s policy agenda and were linked to the fast-tracking of the Directive.
Estelle Massé and Lucie Krahulcova wrote in the blog of the human rights organization Access
Now that its approval was “no more than a knee-jerk reaction to the political climate after
the terrorist attacks in Paris and Brussels.” 1261 They have also argued that the awareness
raised by advisory bodies about the deficiencies of PNR regarding fundamental rights did
not produce the expected outcome probably because this climate of fear diverted the
attention of policymakers from fundamental rights to the security agenda.
In fact, on 11 February 2015, about a month after the first attack in Paris, the EP issued a
Resolution showing its commitment to draft a Directive on PNR that year.1262 Its recitals reveal
that this was a direct institutional response to that incident. The EP was worried that, ever since
9/11, terrorism was negatively impacting the public’s perception of security, 1263 especially in
face of the rising danger of foreign terrorist fighters. 1264 Following the second attack on the
French capital, on 25 November, the EP issued a new Resolution reiterating the aim of having
a EU PNR ready in 2015. This was one of a set of measures to step up the response to
radicalization in Europe, undertaken together in an ambitious approach to fight terrorism and
crime.1265 This Resolution also mentioned that it had been issued in the aftermath of the Paris
incidents.1266 The EP would later acknowledge that the “November Paris attacks gave impetus
to a compromise [on PNR], subsequently endorsed by the Council and backed by LIBE in
December 2015.”1267

1258

BBC, 2015 (a).
BBC, 2015 (b).
1260
BBC, 2016.
1261
Massé & Krahulcova, 2016.
1262
European Parliament Resolution (OJ C 310, 25.8.2016), paragraph 13.
1263
Idem, recital (E).
1264
Idem, recital (G).
1265
European Parliament Resolution (OJ C 366, 27.10.2017), paragraph 42.
1266
Idem, recitals (C) and (D). See also paragraph 1.
1267
European Parliamentary Research Service, 2016.
1259

240

In 2013, the LIBE Committee rejected the 2011 proposal by 30 votes to 25. By the end of
2015, it backed the new draft with 38 votes to 19. PNR was never a consensual matter but it
was still approved, despite its inherent problems. Its return was the result of social and
political pressure for some sort of change at the regulatory level, even if both that pressure
and the resulting legislation were far from hitting the (right) target.
PNR is a painful example of the theory of demonstration effects, formulated by scholars
like Walter Mattli or Ngaire Woods. They have written that the “emergence of broad societal
demand for change is a function of the diffusion of information about the social cost of the
regulatory status quo via glaring inadequacies and failures (demonstration effects).” 1268 The
immediate public and media outcry after the Paris and Brussels attacks 1269 led EU and national
legislative institutions to believe there was a gap in aviation data security systems that could be
explored by foreign terrorist fighters and other criminals to commit serious crimes and acts of
terror, despite the already tight security coating applicable to air transportation.
There was a sort of misdirected consensus that the status quo on aviation security was flawed
and that the cost of ‘upgrading’ it would be justified and proportionate. It seemed that more and
broader security and regulatory tools were needed to ensure that no data escaped monitoring by
law enforcement. So, instead of less and targeted data retention operations, the option taken at
the time was to guarantee that all booking information was collected, analyzed, and used to
anticipate and deter any prospective acts of terror. PNR, with its seeming capacity to identify
“persons who were unsuspected of involvement in terrorist offences or serious crime prior
to...an assessment [of their] PNR data,” 1270 appeared as the silver bullet, the policy solution that
could stop offenders from exploiting civil aviation for criminal purposes and restore peace and
security. Plus, it had the benefit of not being an unheard-of policy since it had been on the
Union’s agenda before and it was part and parcel of the normal business of air carriers.
The problem, however, is the hidden social cost of PNR, i.e., its heavy burden on
fundamental rights. MEPs approved legislation in the aftermath of criminal events which had a
large impact in social media and on public opinion, which merely focused on the end-result
without noticing competence concerns or gaps in the protection of fundamental rights. The
superficial debate in the legislative process and the flaws of the legislation are sufficient to
claim that the whole PNR journey has shortcomings that should make the Union and the
member states reflect on their desire for mass data collection and their preferred mode for
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tackling serious crime and terrorism. The fact that they did not discuss the full risks of profiling
or the risks of endorsing so lengthy a data retention period are just two of the most striking gaps
in the deliberations of MEPs. And they had the tools at their disposal to deliberate in depth, not
least due to the rich jurisprudence of the CJEU, scholarly writing, and, perhaps above all, the
relevant collection of reports and documents issued by supervisory bodies.
The role of these supervisory bodies, especially the EDPS, in raising awareness over the
years of the limitations of the intra-EU PNR should make MEPs seriously reassess the piece of
legislation that they approved and the way in which the EP conducts debates on security.
Searching for ‘PNR’ in the EDPS’s online database turns out 158 publications issued by this
supervisor alone.1271 It is striking that many of the concerns it tabled before the EP were largely
ignored. The reports of this body contain a repository of most issues affecting PNR. They
convey, and often anticipate, much of the criticism put forward by scholars and the Court. Still,
the EDPS was not mentioned in the PNR legislative debate, as was the case with other
supervisory and regulatory bodies. They could, perhaps, have been called to participate in a
more direct fashion. Their role in the legislative process could have been strengthened not only
by having MEPs pay more attention to their opinions but also by summoning representatives
of these bodies to present their views orally in the debates.
Their participation could have softened the fear and lessened the haste to approve this new
security measure, likewise appeasing public opinion. Having supervisory bodies contribute
more conspicuously in these processes could help shed light on the social and fundamental
rights’ costs of regulating security. Those who militated for change in the aftermath of the Paris
and Brussels terrorist events would have been better served by a system that was responsive to
the comments and suggestions made by the EDPS. Supervisors enjoy important insights into
what must change, what should remain unchanged, and how to secure appropriate change.
An example of how supervisory bodies could have helped to strike a more appropriate
balance between fundamental rights and security can be seen in the references of MEPs to the
GDPR. Some argued that the entry into force of PNR at the same time as the data protection
package helped to secure the right balance between fundamental rights and security; that the
flaws of the PNR Directive were somehow mitigated by the timing of its approval. However,
they have failed to explain why they consider this to be the case. It seems this is little more than
a false perception. PNR and the GDPR are different regimes and this thesis has demonstrated
that the references of the Directive to the GDPR are not sufficient to protect the rights of air
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passengers. Backed by their own independent research, the EDPS and other supervisors would
certainly have been able to explain this misconception to the MEPs.

2.3 Contingent unilateralism and hypocrisy

The quote at the beginning of chapter 3.3 is about what distinguishes a hypocrite from the rest
of us. In short, a hypocrite is someone who has endorsed a mismatch between their actions and
pronouncements in a way that undermines his or her “claim to moral authority.”1272 The
intention behind this quote was to criticize how the EU dealt with PNR. It was announced as a
security policy that would respect fundamental rights and keep citizens safe1273 but it blatantly
tramples over fundamental rights, was approved with little care for the privacy of innocent
passengers, and its efficiency is highly questionable, as will be shown below. The Union was
hypocritical throughout the journey leading to the adoption of the intra-EU PNR and its claim
to moral authority concerning fundamental rights is clearly undermined as a result of the
approval of this aggressive policy of big data retention and broad-scale monitoring.
Reasons of space have forced the removal of explanatory comments to this quote from that
chapter. Yet, the arguments made there give flesh to the idea that the EU is faltering as a bastion
of human and fundamental rights when faced with the appeal of modern technologies to help
fight crime through the collection of personal data. This is why such quote was left to introduce
the legal analysis.
The claim to moral authority can also be found by reading between the lines of the references
in chapter 1 to the PNR agreements with third countries. Such agreements serve to protect PNR
data that are transferred to outside the Union. But that is not the whole story. In fact, the EU
concluded these agreements to satisfy the demands of relevant economic partners that were
pressuring air carriers into sending them all the booking data of EU passengers flying to, from,
or through their territories. Australia, Canada, and the US have undoubtedly won the iron fist
after threatening the Union that carriers would lose landing rights if it did not comply. Yet,
despite their continual review and the usual assertiveness of the EU in exporting its values,
there are no reciprocity clauses in the PNR agreements. Carriers must send data to the security
and border agencies of those third countries but not to EU entities, or their equivalent in the
member states. Such clauses could, notwithstanding, be a valuable instrument for the Union to
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ensure that third countries maintain high data protection standards when processing data. They
are relevant as a tool to protect individual data but also as a trump card in dialogs.
The EU has also announced ongoing negotiations with other third countries and a common,
multilateral, PNR scheme to harmonize transfers and guarantee the same level of data
protection across the board. Such a common instrument could prove to be a crucial step in light
of the growing use of PNR systems by countries with very different attitudes to human rights
compared to the EU. However, neither these new agreements nor the harmonized template are
a reality nowadays.
It has been more than a decade since the Commission published a Communication tabling
its “global approach towards PNR transfers to third countries [foreseeing] a number of data
protection principles and safeguards.” 1274 Its website on these matters reveals a gap between
2010, when that approach was first introduced, and 2020, when the Commission issued a
roadmap aiming at “setting out the policy objectives and key challenges of both legal and
operational nature [for] a future revised strategy.”1275 This is an acknowledgment that the
Commission has done very little, if anything, of relevance regarding the protection of the
personal data of air passengers outside Union borders.
So, while the EU has announced that it cares for the privacy and data protection of its citizens
by pushing for a multilateral arrangement and by including certain provisions to protect data in
the PNR agreements, it has, in practice, been a rather hypocritical player in this game. On the
one hand, Opinion 1/15 of the CJEU clearly shows that the data protection mechanisms
included in the Agreement with Canada are far from adequate. On the other, there have been
no substantial developments towards a common approach to keep PNR data safe when
transferred overseas in more than a decade.
Is the Commission afraid to upset economic interests by raising the bar in terms of
fundamental rights’ protection or even by imposing a single, robust, multilateral template when
negotiating PNR agreements? Or does it consider that failing to ensure the safety and security
of the personal data of EU air passengers is justified when balanced against the profit and
stability that stem from obeying the demands of its economic partners?
The position of the Union as a global actor in terms of data protection and fundamental rights
more broadly is not very favorable from this angle. We could perhaps have hoped to witness
an example of contingent unilateralism. This expression is used by scholars to describe the use
of unilateral EU instruments to serve as a catalyst to export EU values outside the Union in
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circumstances where otherwise there is a lack of political will on the part of third countries to
go in the same direction.1276 In this case, the internal EU-PNR, and limitations on data export
included therein, could have been used to encourage third countries to improve the level of data
protection included in bilateral PNR agreements. Alas, in the case of PNR, and by contrast with
the GDPR,1277 the European position was characterized by weak resolve externally and by a
consequently diminished role for the EU as a contingent unilateralist.
The hypocritical side of the PNR story can be further explored if the PNR Directive does
end up being invalidated by the CJEU. If this happens, in line with what is argued in this thesis,
talking about promoting the protection of personal data at a global level becomes indefensible
given that the Union has failed to protect data at home. Can the EU even contemplate being a
normative global actor, holding and promoting firm positions regarding data protection and
privacy laws externally, if its internal PNR system is found to be inadequate by the standards
of its own primary law?

2.4 Effectiveness reports

In December 2019, the civil rights organizations Society for Civil Rights - Gesellschaft für
Freiheitsrechte e.V. (GFF) and epicenter.works - Plattform Grundrechtspolitik held a
presentation as part of their campaign #NoPNR. Let’s kill the next Data Retention Law. One of
the most striking matters they talked about was the effectiveness rates of EU PNR systems in
achieving their purposes and in successfully targeting suspicious passengers.
According to the presenters, from the transposition of the PNR Directive in 2018 until midAugust 2019, the PIU operating in Germany checked 31 617 068 PNR receipts. There were 237
643 positive matches, from which 910 were relevant for criminal investigations. The numbers
of false positives and true hits are unknown but 910 hits correspond to about 0.4% of positive
matches and only 0.003% of all PNR receipts verified. 57 people were consequently detained
or arrested, which corresponds roughly to 0.0002% of screened passengers. It is not known for
what crimes they were targeted.
The numbers for Austria were also presented. Until 30 September 2019, 23 877 277 PNR
receipts of about 11 900 000 travelers were verified. There were 190 541 positive matches,
from which only 280 were deemed relevant for law enforcement operations. The numbers of
false positives, true hits, arrests, or detentions were not disclosed. 280 hits correspond to about
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0.15% of positive matches and 0.001% of checked receipts. In the meanwhile, the Austrian PIU
costs about 1 840 570 € per year to maintain.
The gap between processed PNR receipts and useful hits was known to EU institutions
before the approval of Directive (EU) 2016/681. As was mentioned in chapter 3.2, in Opinion
1/15, the CJEU said that the Commission had “noted in its written observations that, according
to the information provided by the CBSA, the processing of PNR data ha[d]...enabled the arrest
of 178 persons from among the 28 million travellers who flew between the European Union
and Canada in the period from April 2014 to March 2015.”1278 PNR data had also led to “drugs
seizures in 71 cases and seizures of child pornography material in two cases. That data also
made it possible to initiate or further pursue investigations in relation to terrorism in 169
cases.”1279 Even if these cases are considered separately and discarding false positives, it means
that, out of 28 million people who had their personal data collected, only 420 cases represented
positive matches. 420 matches correspond to about 0.0015% of the receipts verified.
These numbers are shocking. The claim to moral authority discussed above again quickly
springs to mind as a result of these figures. The EU approved a pervasive system that allows
for the collection and processing of millions of entries of personal data and which violates the
fundamental rights of European citizens and aliens alike on a systemic and systematic basis to
deliver an output that is insignificant, marginal at best. It did so without presenting a single
report, study, or impact assessment on the capacity of PNR to effectively attain its goals.
There are many questions that can be asked in face of the marginal percentage of actual hits.
One wonders whether a study conducted in advance of the issuing of the legislative proposal
for PNR, or even in the course of the legislative process, would not have prevented the legislator
from enacting PNR. The last attempted terrorist attack in the airside of an EU airport or in
aircrafts dates back to 2009. On 25 December, Umar Abdulmutallab, a 23-years-old Nigerian
man tried to detonate explosives concealed in his underwear on a flight from Amsterdam to
Detroit. Considering the low number of positive hits and the significant security mechanisms
that already apply to air transportation, from the general ban on liquids to massive screening, it
is natural to wonder whether the processing of API and all the other monitoring tools are not
sufficient to deliver the same results in the fight against crime and terrorism. PNR appears to
be very far from delivering upon the promised deterrence and unprecedented effectiveness that
its supporters claimed. Yet, its social and fundamental rights’ cost is far heavier than that of
those other security tools.
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Did the EU consciously skip drafting an impact assessment on effectiveness because it knew
PNR was not an efficient tool? This is a terrifying question. It was certainly not for lack of
warning since scholars and supervisory bodies have emphasized repeatedly over the years the
importance of assessing its effectiveness. Chapter 3.1 revealed that the EDPS has pressed the
EU legislator, at least since 2011, to provide impact assessments whenever “the substance of
the Proposal affects the fundamental rights to privacy and data protection.” 1280 However, there
were no assessments produced comparing the figures of prospective air passengers and positive
matches. Its concerns were ignored, as were those of authors such as Maria Tzanou, who
stressed that the reasons tabled by the Commission to implement an EU-wide PNR were “not
very convincing as empirical evidence on PNR system effectiveness [was] lacking.” 1281
Mathias Bug and Sebastian Bukow would reinforce this, saying that PNR, like the data retention
Directive, affects “the entire society, independent of concrete evidence.” 1282
Enerstvedt has undertaken an ample study on aviation security and found that occasional
reports, mainly from the United Kingdom and the US, have shown that PNR can, indeed, be
instrumental in locating criminals and preventing terrorist attacks. Nonetheless, they often fail
to mention how many passengers have to be investigated to arrive at positive results, or whether
other security apparatuses would have been sufficient to achieve the same outcome. The real
question, for now, is not so much whether a “100% success rate is...realistic [but rather] whether
profiling and the failure rates are acceptable or not.” 1283 This is, undeniably, the most relevant
discussion and it necessitates a previous step of compiling detailed statistics, figures, and
updated information on the concrete effectiveness of PNR. Why these data were not compiled
in the course of the legislative process is a question that needs to be urgently addressed.
Based on the work of the Article 29 Working Party, the Commission has only provided
anecdotal evidence about the effectiveness of PNR. Whenever it has tried to justify its use, the
Commission has showcased those occasions where such data were instrumental for the success
of criminal searches, shunning the majority of cases where PNR data led to the targeting of
innocent passengers. There are, to this day:

[N]o statistics showing the ratio between the number of innocent travellers whose
PNR data [were] collected to the number of law enforcement outcomes resulting
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from that PNR data. Although some terrorist attacks could have been avoided, if a
PNR scheme had already been in place, no evidence or facts were given. 1284
This is true for the intra-EU PNR but also for the agreements with third countries. Even
“[r]eports of the US Government Accountability Office [have] not confirm[ed] the efficiency
of PNR.”1285 Effectiveness reports could generate to an informed discussion on the value of this
system and of alternative available tools for law enforcement. David Lowe is wrong in stating
bluntly that PNR has “contributed in making it difficult for terrorists to use aircraft in acts of
terrorism.”1286 This might be a reasonable first impression, or general feeling, but there is no
evidence of that. The numbers shown above and the opacity of the system do not support this
claim. And even those figures only concern certain countries. There is as yet no broad
assessment on the effectiveness of PNR across the member states. Significantly, and
worryingly, the 2020 review also failed to address this matter. The failure to conduct thorough
and transparent impact assessments prior to the approval of legislation, or indeed in the course
of later reviews, is an important epistemic shortcoming characterizing EU security law.
This problem is not exclusive to PNR. Since the turn of the century, the Union has expanded
the AFSJ with the implementation of a series of security policies based on the retention of big
data and the creation of diverse entities to manage both the processing and exchange of
information across the member states. Scholars have pointed to the fact that, in the overall,
“[v]ery little is known about the effectiveness, proportionality or added value of this EU
counterterrorism architecture, its tools or actors.” 1287
One of the final slides presented by the speaker from Society for Civil Rights in the 2019
congress stated that the PNR Directive allows for a sort of “miracle weapon” 1288 in terms of
data processing. This weapon is the automatic profiling undertaken by the PIUs, which allows
for “hundreds of millions of people [to be] affected for simply using a plane [and] sets a
dangerous precedent for mass surveillance.” 1289 Comparing the small numbers of useful hits to
the massive numbers of people who are targeted and the huge quantities of data that are
processed, makes it frightening to think that PNR might serve to lay the foundations of a digital
surveillance state. It is to be hoped that the CJEU will step in where other institutions have
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failed, thereby pushing the EU in the direction of ensuring that its security interests, and the
security interests of its member states, can be effectively protected and appropriately balanced
while ensuring respect for human rights.
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