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Abstract 

This paper seeks to focus on how non-state actors, such as Internet Intermediaries, have 

gained an important role in International Business and Human-Rights (IBHR) law-making. 

Their contribution was up until recently mostly through their community guidelines, but a 

novelty to their involvement (by which we could consider that they assert greater responsibility 

in the aftermath of their technology), is the highly-specialised non-judicial business-related 

body, a proactive approach taken by the company in recognising and directly responding to 

human rights-related grievances by implementing a remedy. In this context, this paper will 

focus on the Meta1 Oversight Board and will consist of five sections, proceeding in the following 

manner. The first section introduces the human rights due diligence model to which UNGPs 

refer to in Principle 17. The second section seeks to determine whether the Supervisory Board 

is a non-State-based grievance mechanism as referred to in Principle 29. The third section 

analyses some of the Board’s decisions against the European Court of Human Rights (ECtHR) 

case-law. Lastly, the fourth section will address the global effect of the Board’s decisions, while 

the fifth section concludes. 
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1. Introduction 

In line with the UN Guiding Principles on Business and Human Rights (UNGPs), Internet 

Intermediaries have the responsibility to respect the internationally recognised human rights 

and fundamental freedoms, as their exercise and enjoyment and their protection are 

understood in compliance with the European Convention on Human Rights (ECHR) and the 

International Covenant on Civil and Political Rights (ICCPR), of their users and of third parties 

affected by their activities. One of the “core principles” of the UN Protect, Respect and Remedy 

Framework is access to remedy, and both States and businesses have a role in facilitating 

access to remedy. Principle 28 of UNGP provides for such cooperation where States should 

guarantee access to effective remedy such as non-judicial business-related grievance 

mechanism where users can complain about alleged infringements of their human rights. The 

Framework enjoys of a strong support from the international organisations amongst which we 

find the Council of Europe (CoE) which welcomed the UN Guiding Principles by adopting in 

2014 the Declaration on the UN Guiding Principles on business and human rights. It was 

followed by the Recommendation CM/Rec(2016)3 of the Committee of Ministers to member 

states on Human Rights and Business which aims to promote effective implementation of the 

UNGPs across the Council of Europe region. A key feature of this Recommendation is that it 

calls on governments of the 462 member states to review their legislation and practice to ensure 

compliance with the Recommendation, and by reference to the UNGPs.3 

 
2 As of 16 March 2022 the Russian Federation ceased to be a member of the Council of Europe; Committee of 

Ministers Resolution on the cessation of the membership of the Russian Federation to the Council of Europe, 
CM/Res(2022)2, 16 March 2022. 

3United Nations Guiding Principles, https://www.coe.int/en/web/human-rights-intergovernmental-
cooperation/standards-and-guidance#{%2247020499%22:[],%2247492149%22:[]}. 

https://www.coe.int/en/web/human-rights-intergovernmental-cooperation/standards-and-guidance#{%2247020499%22:[],%2247492149%22:[]}
https://www.coe.int/en/web/human-rights-intergovernmental-cooperation/standards-and-guidance#{%2247020499%22:[],%2247492149%22:[]}
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We are at a time where we are experiencing a so-called fourth industrial revolution4 induced 

by the digital technologies and the challenges posed by the digital environment consist in 

finding practical ways in committing the Internet Intermediaries to human rights, democracy 

and rule of law. The world is shaped and driven by the technology companies. Currently there 

are nine companies that make the rules, called “the Big Nine”.5 These companies have gained 

a lot of power as data became the world’s most valuable resource6 and, presumably, they are 

only at the beginning of their ascension; the lack of regulation creating good premises in this 

respect. The Big Nine are split between United States (US) and China and some say that now 

we are witnessing to an “AI arms race”7 between them, especially since China made the 

development of artificial intelligence a national objective.8 Without having any Big Tech 

company established on its territory, Europe is nevertheless a major player in this global 

dominance as it assumed the role of the global regulator through regulations such as the widely 

known General Data Protection Regulation (GDPR). The free flow of data is essential in 

training Machine Learning (ML)9 and Artificial Intelligence (AI) as training dataset is one of their 

main components and, in pursuing the objective of removing sampling bias is necessary, 

among other, to have access to a diversified and wide-ranging data. However, it cannot be 

overlooked the fact that AI raises important threats to public purpose in respect of 

discrimination, accountability and privacy.10 For this reason, the regulation of AI is critical. At 

this point there’s a lack of and the GDPR, notwithstanding that is primarily concerned with 

privacy, is the only most comprehensive regulation that places a significant compliance burden 

on AI11 which may reach global proportions as it influences what data is collected, in which 

conditions cross-border data transfer may take place etc; all of these having an impact on the 

quality of the training data of ML models. 

In light of the society’s pressing needs for a legal framework for AI to address fundamental 

rights and safety risks, the European Union (EU) took another revolutionary step, as part of 

the EU digital strategy,12 in the governance of the digital environment and developed an AI 

strategy which includes a proposal for an AI regulation, the Artificial Intelligence Act (AI Act).13 

Similar to GDPR, the AI Act embeds the human rights norms and values into the architecture 

and infrastructure of the technology and forces technology companies outside EU to comply 

 
4 UN Human Rights Business and Human Rights in Technology Project (B-Tech), Applying the UN Guiding 

Principles on Business and Human Rights to digital technologies, p. 2, November 2019, 
https://www.ohchr.org/Documents/Issues/Business/B-Tech/B_Tech_Project_revised_scoping_final.pdf. 

5 Amy Webb, The Big Nine: How the Tech Titans and Their Thinking Machines Could Warp Humanity, 
www.publicaffairsbooks.com. 

6The Economist, The world’s most valuable resource is no longer oil, but data, 2017, 
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data. 

7 Foreign Policy, Artificial Interrligence insn’t an Arms Race, 2019, https://foreignpolicy.com/2019/12/11/artificial-
intelligence-ai-not-arms-race-china-united-states/. 

8 Foundation for Law and International Affairs, China’s New Generation of Artificial Intelligence Development Plan, 
2017, https://flia.org/notice-state-council-issuing-new-generation-artificial-intelligence-development-plan/  

9 ML is commonly categorised as a subfield of Artificial Intelligence; Moving forward with this paper, for an easy 
understanding, we will only use the notion of AI, regardless of the fact that from the technology point of view, a 
more accurate notion would be ML. 

10 Amy Robinson and Ariel Herbert-Voss, Technology Factsheet Series: Machine Learning, p. 5, President and 
Fellows of Harvard College, 2019. 

11 Idem, p. 4. 
12 The European Commission’s Digital Strategy, https://digital-strategy.ec.europa.eu/en. 
13The European Commission, A European approach to artificial intelligence, https://digital-

strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence. 

https://www.ohchr.org/Documents/Issues/Business/B-Tech/B_Tech_Project_revised_scoping_final.pdf
http://www.publicaffairsbooks.com/
https://foreignpolicy.com/2019/12/11/artificial-intelligence-ai-not-arms-race-china-united-states/
https://foreignpolicy.com/2019/12/11/artificial-intelligence-ai-not-arms-race-china-united-states/
https://flia.org/notice-state-council-issuing-new-generation-artificial-intelligence-development-plan/
https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
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with values-based EU standards before their AI products and services can access the 

European market, thus giving to this proposal, as well, an extraterritorial effect.14 Therefore, in 

committing itself to build a resilient Europe for the Digital Era while ensuring fundamental rights, 

the EU, by its first regulation in force, GDPR, already stands witness on how EU digital 

regulation sets a global minimum threshold on the level of protection that the third countries 

should offer, in this particular case, to data, for them to have access to the EU data; the level 

of protection afforded by third-countries should be “essentially equivalent”15 to that being 

offered in the EU. 

Also, an important attention should be paid to the two proposed legislative initiatives to upgrade 

the rules governing digital services in the EU: the Digital Services Act (DSA) and the Digital 

Markets Act (DMA). They primarily concern online intermediaries and platforms and provide 

for specific rules that govern gatekeeper online platforms (very large online platforms).16 

In becoming an international standard setter for artificial intelligence as a result of the 

development of binding horizontal legal frameworks, Europe is laying down the basic 

foundations for AI. In doing so, its international standard setters for the regulation of AI, in 

particular the Council of Europe, primarily through the Ad hoc Committee on Artificial 

Intelligence (CAHAI), and the European Union, co-ordinate the development of their 

governance models17 with the purpose of complementing their standards and avoiding 

overlapping.18 Notwithstanding the ground-breaking steps that are taken at the European level 

which asserts its role of global leader by developing digital standards and promoting them 

internationally,19 these legislative initiatives are in their early stages from becoming in force 

regulation and consequently, the issue at hand still stands - the pressing need for a global 

regulation. The online platforms’ self-governance is far from the democratic values20 and where 

the cyberspace is still fairly governed by the concept that “Code is Law”,21 the UNGPs and in 

particular, its B-Tech Project,22 aims to bridge the current governance gaps in the Age of 

 
14 Mauritz Kop, EU Artificial Intelligence Act: The European Approach to AI, Transatlantic Antitrust and IPR 

Developments (2021), https://law.stanford.edu/publications/eu-artificial-intelligence-act-the-european-approach-
to-ai/. 

15 CJEU, Facebook Ireland Ltd and Maximillian Schrems, C-311/18, ECLI:EU:C:2020:559, § 104, 16 July 2020. 
16 The European Commission, The Digital Service Act package, https://digital-

strategy.ec.europa.eu/en/policies/digital-services-act-package. 
17 Conclusions by the Hungarian Presidency, Conference on Current and Future Challenges of Coordinated Policies 

on AI Regulation, co-organised by the Hungarian Presidency of the Committee of Ministers of the Council of 
Europe and the Council of Europe, 26 October 2021, https://rm.coe.int/26-oct-ai-conf-hu-presidency-draft-
conclusions-en/1680a44daf. 

18 Council of Europe Conference Conclusions, Human Rights in the Era of AI - Europe as international Standard 
Setter for Artificial Intelligence, Berlin, 20 January 2021, 
https://germanycoe.de/storage/documents/Conference_Conclusions.pdf. 

19European Commission, Factsheet: Shaping Europe’s Digital Future, p. 3, 
https://ec.europa.eu/commission/presscorner/detail/en/fs_20_278. 

20 Samer Hassan and Primavera De Filippi, The Expansion of Algorithmic Governance: From Code is Law to Law 
is Code, Field Actions Science Reports, Special Issue 17 | 2017, p. 88-90. 

21 Lawrence Lessig, The Laws of Cyberspace, Lessig 1998: This essay was presented at the Taiwan Net ’98 
conference, in Taipei, March, 1998. 

22 OHCHR, UN Human Rights Business and Human Rights in Technology Project (B-Tech Project), Applying the 
UN Guiding Principles on Business and Human Rights to digital technologies. 

https://law.stanford.edu/publications/eu-artificial-intelligence-act-the-european-approach-to-ai/
https://law.stanford.edu/publications/eu-artificial-intelligence-act-the-european-approach-to-ai/
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://rm.coe.int/26-oct-ai-conf-hu-presidency-draft-conclusions-en/1680a44daf
https://rm.coe.int/26-oct-ai-conf-hu-presidency-draft-conclusions-en/1680a44daf
https://germanycoe.de/storage/documents/Conference_Conclusions.pdf
https://ec.europa.eu/commission/presscorner/detail/en/fs_20_278
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Technology23 while bearing in mind that the world is in need of a mixture between companies’ 

self-regulation and governance intervention.24 

2. The human rights due diligence model 

In line with the UN Guiding Principles, the business enterprises have an independent 

responsibility to respect human rights. By “independent responsibility” is to be understood that 

this responsibility exists independently of the States’ ability or willingness to fulfil their own 

human rights obligations.25 In order to meet their corporate responsibility, businesses need to 

put in place policies and processes such as: policy commitment, due diligence processes and 

remediation (UNGP 15).26 

The UNGPs make clear that human rights due diligence is an ongoing responsibility for the 

business sector, and consequently, for the technology sector as well and it absolutely cannot 

be a matter of “once and done”.27 The Big Tech has at its centre the AI systems which are very 

complex systems and often not explainable; to avoid human rights infringements, these 

systems should be constantly assessed and where necessary, new analytical technics and 

performance metrics, such as human rights impact assessments (HRIAs), 28 should be 

implemented. 

As referred to in Guiding Principle 17, the human rights due diligence makes reference to the 

processes that all business enterprises should undertake steps to “identify, prevent, mitigate 

and account for how they address potential and actual impacts on human rights” (UNGP 15) 

that have been caused by or contributed to through their own activities, or that are directly 

linked to their operations, products or services by their business relationships.29 Recently, 

there has been a development on the legislative front where a number of governments (in 

particular in some EU and European Economic Area (EEA) member states) have either 

introduced, or have taken preliminary steps in introducing, legislative regimes encouraging or 

requiring companies to carry out mandatory human rights due diligence.30 This is a complex 

process that has to be carried out by the technology companies especially when dealing with 

Big Data and AI systems. This challenge has been in part framed by the GDPR. When a 

decision is made by the company as part of their due diligence process, Article 22 of the GDPR 

provides that this decision should not be based solely on automated processing and when so, 

 
23 OHCHR, B-Tech Foundational Paper, Bridging Governance Gaps in the Age of Technology – Key Characteristics 

of the State Duty to Protect, p. 2, https://www.ohchr.org/Documents/Issues/Business/B-Tech/b-tech-foundational-
paper-state-duty-to-protect.pdf. 

24 Brad Smith and Carol Ann Browne, Tools and Weapons: The Promise and the Peril of the Digital Age, p. xxi, 
Hodder & Stoughton, 2019. 

25 Recommendation CM/Rec(2018)2 adopted by the Committee of Ministers of the Council of Europe, Roles and 
responsibilities of Internet Intermediaries, 7 March 2018. 

26 Key Characteristics of Business Respect for Human Rights: a B-Tech Foundational Paper, 
https://www.ohchr.org/Documents/Issues/Business/B-Tech/key-characteristics-business-respect.pdf, p. 2. 

27 Filippo Raso and Hannah Hilligoss, Vivek Krishnamurthy, Christopher Bavitz, and Levin Kim, Artificial Intelligence 
& Human Rights: Opportunities & Risks, p. 54, Berkman Klein Center for Internet & Society, Harvard University, 
September 2018. 

28 Mark Latonero and Aaina Agarwal, Human Rights Impact Assessments for AI: Learning from Facebook’s Failure 
in Myanmar, Carr Center for Human Rights Policy Harvard Kennedy School, Harvard University, March 2021. 

29 OHCHR, The Corporate Responsibility to Respect: An Interpretative Guide, UNGPs 17-21, p. 31-63, 
www.ohchr.org/Documents/publications/hr.puB.12.2_en.pdf. 

30 OHCHR, UN Human Rights “Issues Paper” on legislative proposals for mandatory human rights due diligence by 
companies, p. 2, June 2020, 
https://www.ohchr.org/Documents/Issues/Business/MandatoryHR_Due_Diligence_Issues_Paper.pdf. 

https://www.ohchr.org/Documents/Issues/Business/B-Tech/b-tech-foundational-paper-state-duty-to-protect.pdf
https://www.ohchr.org/Documents/Issues/Business/B-Tech/b-tech-foundational-paper-state-duty-to-protect.pdf
https://www.ohchr.org/Documents/Issues/Business/B-Tech/key-characteristics-business-respect.pdf
http://www.ohchr.org/Documents/publications/hr.puB.12.2_en.pdf
https://www.ohchr.org/Documents/Issues/Business/MandatoryHR_Due_Diligence_Issues_Paper.pdf
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the company31 should put in place suitable measures to safeguard the user’s rights and 

freedoms including, a human intervention on their part and a “right to contest” the decision for 

their user. Consequently, a process through which the user can challenge the decision should 

be established by the company and this brings us to our second part of this paper: the non-

State-based grievance mechanism (UNGP 28) and, in particular, the company-based 

grievance mechanism (UNGP 29). 

3. The non-State-based grievance mechanism 

The particularity of a non-State-based mechanism is that the State is not involved in any way 

either in the establishment of the mechanism or in the framework, nor actively involved in its 

operation. This category of remedy is not linked in any way to the legal and judicial system of 

a particular country32 but, their legitimacy and utility need to be recognized by the States in 

complementing and supplementing their domestic legal and regulatory regimes.33 Although 

there is a huge diversity34 in the types of non-State-based grievance mechanisms and a myriad 

have been established over time, the Meta Oversight Board, called by most the Facebook’s 

Supreme Court,35 has as distinguishing characteristic, that of being a highly-specialised 

grievance mechanism composed of 40 external experts, when in full capacity.36 The 

Supervisory Board (also referred to as “the Council”) was created to respond to a narrow range 

of human rights issues related to freedom of expression, namely: what to remove from online, 

what to leave online, and the reason why such decision was made,37 and to analyse the 

Facebook’s compliance with its human rights responsibilities against the voluntary framework 

established by the UNGPs. 

The Guiding Principle 31 develops the benchmark criteria against which the non-judicial 

remedy can be assessed to help ensure that it is effective in practice. There are eight criteria 

specific for the operational-level grievance mechanisms established by the business 

enterprises: (a) legitimate – enabling trust, accountable for the fair conduct of grievance 

processes, (b) accessible – known by those concerned, without barriers to access, (c) 

predictable – providing a clear and known procedure with an indicative timeframe for each 

stage, clarity of types of process and outcome available, and means of monitoring 

implementation, (d) equitable – reasonable access to sources of information, advice and 

expertise necessary to engage in a complaint process, (e) transparent – keeping parties 

informed about the progress of a complaint, (f) rights-compatible - ensuring that outcomes and 

remedies accord with internationally recognized human rights, (g) a source of continuous 

 
31 Referred to as “data controller” in the GDPR. 
32 OHCHR, Non-state based non-judicial grievance mechanisms (NSBGM): An exploratory analysis, p. 6, 

https://www.ohchr.org/Documents/Issues/Business/ARP/ManchesterStudy.pdf. 
33 Human Rights Council, Improving accountability and access to remedy for victims of business-related human 

rights abuse through non-State-based grievance mechanisms, A/HRC/44/32, §10, 19 May 2020. 
34 The University of Manchester, Alliance Manchester Business School, Non-state based non-judicial grievance 

mechanisms (NSBGM): An exploratory analysis, A report prepared for the Office of the UN High Commissioner 
for Human Rights, 13 July 2018, https://www.ohchr.org/Documents/Issues/Business/ARP/ManchesterStudy.pdf. 

35 The New Yorker, Inside the making of Facebook’s Supreme Court, 2021, 
https://www.newyorker.com/tech/annals-of-technology/inside-the-making-of-facebooks-supreme-court; The New 
York Times, The Limits of Facebook’s “Supreme Court”, 2021, 
https://www.nytimes.com/2021/05/05/technology/facebook-oversight-board-trump.html  

36 Oversight Board’s “Meet the Board” page, https://oversightboard.com/meet-the-board/. 
37 Oversight Board website, https://oversightboard.com/. 

https://www.ohchr.org/Documents/Issues/Business/ARP/ManchesterStudy.pdf
https://www.ohchr.org/Documents/Issues/Business/ARP/ManchesterStudy.pdf
https://www.newyorker.com/tech/annals-of-technology/inside-the-making-of-facebooks-supreme-court
https://www.nytimes.com/2021/05/05/technology/facebook-oversight-board-trump.html
https://oversightboard.com/meet-the-board/
https://oversightboard.com/
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learning - drawing on relevant measures to identify lessons for improving the mechanism and 

preventing future grievances and harms, and (h) based on engagement and dialogue. 

By all appearances, it may seem that the Oversight Board complies with all criteria. The 

complaint mechanism and its implementation are set in a clear, transparent and accessible 

manner in the charter and by-laws. The appeal process has a period of maximum 195 days of 

which: 15 days to submit the appeal, 90 days for the selection of cases for review and once 

the selection of a case is published, the Board has a timeframe of 90 days to render a final 

decision. When the Board announces the cases for consideration, a period of 14 days out the 

90 days’ timeframe is intended for submission of public comments.38 

However, for an appeal to be considered by the Board, foremost it must comply with the 

admissibility criteria: (a) compatible ratione personae - appeals must come from an active 

account holder, (b) exhaustion of appeals process with Facebook - Facebook must have 

already reviewed its initial decision, (c) compliance with the 15 days’ time-limit - appeals must 

be submitted within 15 days from the moment Facebook sends an update about its final content 

policy decision, and (d) compliance with overarching criteria for case selection - content 

decisions must be eligible for appeal.39 

The complaint mechanism is established with the purpose of promoting freedom of expression, 

by rendering binding and independent judgments on cases that are difficult, significant and 

globally relevant for informing future policy, and by issuing recommendations on the relevant 

company content policy. The strongest positive trait of this corporate remedy is undeniable, it 

aligns its content policy on the global level while promoting international freedom of expression 

standards and giving people a way to challenge the companies’ content decisions. 

Nevertheless, two elements should be further assessed and adapted to the increasing needs 

as otherwise it may result in Board losing trust of its stakeholders. Firstly, while the Board 

states that it is committed to keeping users safe, it has to abide with country-specific laws and 

for this reason it cannot analyse all appeals. Between July and September 2021, the Board 

received a growing volume of appeals from users around the world, with around 339,000 cases 

submitted and only 6 decisions being published.40 One aspect remains unclear from the case 

selection process:41 has the Board informed, in a reasoned notification, the users of whose 

appeals have not been successful in moving forward for consideration? Or, have they been 

informed at all? Which brings us to the second element, the overarching criteria for case 

selection. Based on this criterion, for a case to be selected, it should raise important issues 

pertaining to respect for freedom of expression, be of critical importance to public discourse, 

reflect the user base of Facebook and ensure regional and linguistic diversity.42 All of these 

criteria are vaguely phrased and they allow for subjective selections to be made, not to mention 

the fact that the shortlist of cases for review is sent for legal review to Facebook which may 

decide on the exclusion from the list of some cases that would consider not to be eligible for 

 
38 Oversight Board’s “Appeals process” page https://oversightboard.com/appeals-process/. 
39 Oversight Board By-Laws and code of conduct, https://oversightboard.com/attachment/326581696050456/. 
40 https://oversightboard.com/news/640697330273796-oversight-board-publishes-transparency-report-for-third-

quarter-of-2021/. 
41 Oversight Board, Rulebook for Case Review and Policy Guidance, November 2020, 

https://oversightboard.com/sr/rulebook-for-case-review-and-policy-guidance. 
42 Oversight Board, Overarching Criteria for Case Selection, https://oversightboard.com/sr/overarching-criteria-for-

case-selection. 

https://oversightboard.com/appeals-process/
https://oversightboard.com/attachment/326581696050456/
https://oversightboard.com/news/640697330273796-oversight-board-publishes-transparency-report-for-third-quarter-of-2021/
https://oversightboard.com/news/640697330273796-oversight-board-publishes-transparency-report-for-third-quarter-of-2021/
https://oversightboard.com/sr/rulebook-for-case-review-and-policy-guidance
https://oversightboard.com/sr/overarching-criteria-for-case-selection
https://oversightboard.com/sr/overarching-criteria-for-case-selection
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the Board’s consideration.43 In time, these procedural aspects of the remedy’s implementation 

could undermine the complaint mechanism as a whole since these elements cause for strong 

concerns about the Board’s independent decision-making. 

While it is yet to be determined whether the mechanism is an effective one based on the 

“effectiveness criteria” of Guiding Principle 31,44 when it comes to content moderation, a highly-

specialised grievance mechanism raises by its own nature the question whether it is sufficient 

to meet the remediation aspects of the corporate responsibility to respect human rights45 

bearing in mind that the Oversight Board sees only appeals regarding freedom of expressions 

and does not consider other appeals regarding e.g. the right to privacy, right to non-

discrimination. Same as for freedom of expression, any restriction of the right to privacy must 

be prescribed by a law, pursue a legitimate aim, be necessary in a democratic society and 

proportionate to the legitimate aim pursued. In moderating content on their online platforms, 

Facebook and Instagram are processing data and their users have limited knowledge on how 

their personal information is being processed and limited control over their own data, with a 

slight difference for the European users. Furthermore, in light of the European regulation, 46 

the processing of such data may include special categories of data such as in relation to 

political opinions, trade union membership, sexual orientation etc. and such processing should 

be possible only if appropriate safeguards exist in law.47 Consequently, the Board should have 

its authority increased in dealing with appeals regarding the right to privacy as well, but not 

exhaustive to it. Some indication that the Board might be heading towards this direction could 

be deduced from the fact that they recently published a policy advisory opinion on the sharing 

of private residential information48 and made recommendations to Meta on the Privacy 

Violations Community Standard. 

4. Analysis on the Oversight Board’s decisions against the European Court 
of Human Rights (ECtHR) case-law 

The Supervisory Board’s decisions are very well-constructed and reasoned (this came as no 

surprise taking into account the reputation and professional experience of its members) and 

undoubtedly, they are a novelty for the International Business and Human-Rights (IBHR) law-

making. The parties before the Board are Facebook or Instagram and their users, and the 

analogy where Facebook or Instagram could be considered as the equivalent of a member 

state party before the ECtHR may not be considered as a stretch. Notably, since recently 

 
43 Oversight Board, Rulebook for Case Review and Policy Guidance, November 2020, Articles 1 and 2, 

https://oversightboard.com/sr/rulebook-for-case-review-and-policy-guidance. 
44 OHCHR, Accountability and Remedy Project - Improving accountability and access to remedy in cases of 

business involvement in human rights abuses; Phase III: Enhancing the effectiveness of non-State-based 
grievance mechanisms - Scope and Programme of Work, p. 17-19, 1 November 2018, 
https://www.ohchr.org/Documents/Issues/Business/ARP/ARPIII-PoW.pdf. 

45 OHCHR, B-Tech Foundational Paper, Designing and implementing effective company-based grievance 
mechanisms, p. 5, https://www.ohchr.org/Documents/Issues/Business/B-Tech/access-to-remedy-company-
based-grievance-mechanisms.pdf. 

46 The processing of data of the European citizens is prescribed by the GDPR, EUDPR and by the Convention for 
the Protection of Individuals with regard to Automatic Processing of Personal Data (Convention 108+). 

47 Council of Europe, Steering Committee for Media and Information Society (CDMSI), Guidance note on Best 
practices towards effective legal and procedural frameworks for self-regulatory and co-regulatory mechanisms of 
content moderation, p. 30, https://rm.coe.int/content-moderation-en/1680a2cc18. 

48 Oversight Board’s policy advisory opinion on the sharing of private residential information, 2022, 
https://oversightboard.com/news/673967193790462-oversight-board-publishes-policy-advisory-opinion-on-the-
sharing-of-private-residential-information/. 

https://oversightboard.com/sr/rulebook-for-case-review-and-policy-guidance
https://www.ohchr.org/Documents/Issues/Business/ARP/ARPIII-PoW.pdf
https://www.ohchr.org/Documents/Issues/Business/B-Tech/access-to-remedy-company-based-grievance-mechanisms.pdf
https://www.ohchr.org/Documents/Issues/Business/B-Tech/access-to-remedy-company-based-grievance-mechanisms.pdf
https://rm.coe.int/content-moderation-en/1680a2cc18
https://oversightboard.com/news/673967193790462-oversight-board-publishes-policy-advisory-opinion-on-the-sharing-of-private-residential-information/
https://oversightboard.com/news/673967193790462-oversight-board-publishes-policy-advisory-opinion-on-the-sharing-of-private-residential-information/
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governments arrived to the decision that posting “tech ambassador” to Silicon Valley is called 

for as these tech giants are worth more than some small countries.49 

In their decisions, the Council seeks to assess whether the Facebook’s decision to remove or 

keep specific content was in line with Community policies and whether they respected the 

human rights standards. In doing so, it considers the issue from three perspectives: (a) 

Facebook's content rules or Facebook community standards depending on the specific of the 

case, (b) Facebook values and (c) Human rights standards set by the International Covenant 

on Civil and Political Rights.50 When analysing the respect for Facebook's human rights 

responsibilities and establishing whether an interference with the right of freedom of 

expression occurred, the Council carries the same standard test51 as the ECtHR and seeks to 

determine whether the restrictions meet the criteria of legality, legitimate objective as well as 

necessity and proportionality.52 But during our research some shortcomings were identified 

too. 

4.1. Freedom of expression and other rights – differences in their protection 

As mentioned beforehand, the establishment of a highly-specialised grievance mechanism 

may not be sufficient in meeting the remediation aspects of the corporate responsibility to 

respect human rights, since it responds to a narrow range of human rights, in this particular 

case, it promotes the right of freedom of expression, but fails to account for broader issues like 

privacy, discrimination and inequality. 

However, this aspect can be partially remedied by taking stoke of the ECtHR’s vast case-law 

in performing the so-called “balancing of rights” exercise,53 where these rights are of equal 

weight and status. For instance, in its recent judgment Hurbain v. Belgium,54 the Court had to 

weigh the applicant’s freedom of expression and, in particular his freedom as newspaper 

publisher to impart information, against the right to privacy and, in particular, the “right to be 

forgotten” of a driver who had caused a fatal accident. In determining whether a violation of 

the applicant’s freedom of expression occurred when the domestic courts ordered him by a 

civil judgment to anonymise the digital version of the article in order to respect an individual’s 

“right to be forgotten”, the Court weighed in the rights provided under Article 10 and Article 8 

of the ECHR based on the criteria set forward thus far in a number of cases. The criteria are 

as follows: (a) contribution to a debate of public interest, (b) the reputation of the person 

concerned and the purpose of the article, (c) the conduct of the person concerned with regard 

to the media, (d) how the information was obtained and its veracity, and (e) the content, form 

and impact of the publication.55 

 
49 Politico, “Techplomacy”: Denmark’s ambassador to Silicon Valley, 2017, https://www.politico.eu/article/denmark-

silicon-valley-tech-ambassador-casper-klynge/. 
50 International Covenant on Civil and Political Rights, 1966, https://www.ohchr.org/en/instruments-

mechanisms/instruments/international-covenant-civil-and-political-rights . 
51 Tarlach McGonagle, Freedom of expression and defamation: A study of the case law of the European Court of 

Human Rights, p. 12, 2016, https://rm.coe.int/diffamation-fa-en-/168097e9e3. 
52 Article 19, paragraph 3 of the ICCPR. 
53 ECtHR, Guide on Article 10 of the European Convention on Human Rights - Freedom of expression, p. 28, 

Updated – 31 December 2020, https://www.echr.coe.int/Documents/Guide_Art_10_ENG.pdf. 
54 Hurbain v. Belgium, §§ 93 – 97, 57292/16, 22 June 2021; This case was referred to the Grand Chamber on 11 

October 2021. 
55 ECtHR, Le Soir newspaper ordered to anonymise identity of rehabilitated offender to respect his right to be 

forgotten: no violation of freedom of expression, Press Release issued by the Registrar of the Court, ECHR 196 
(2021), 22 June 2021. 

https://www.politico.eu/article/denmark-silicon-valley-tech-ambassador-casper-klynge/
https://www.politico.eu/article/denmark-silicon-valley-tech-ambassador-casper-klynge/
https://rm.coe.int/diffamation-fa-en-/168097e9e3
https://www.echr.coe.int/Documents/Guide_Art_10_ENG.pdf
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Furthermore, notice should be given to the fact that when users’ right to privacy and right to 

non-discrimination might have been infringed by other users in their enjoyment of freedom of 

expression, the only non-judicial option offered by Meta is to report such content back to them. 

Moving forward, the company would decide whether to remove the content or not and if 

decides to keep it online, the users do not have a right to challenge that decision, on the 

contrary, it is suggested to them that they should limit themselves their own access to 

information which additionally, might amount to an infringement to their freedom of expression 

as well.56 While apparently ascribing considerable weight to freedom of expression, Meta fails 

to provide the same level of protection to right to privacy and right to non-discrimination which 

are essential for guaranteeing human dignity and participation in pluralistic democratic 

societies.57 That being so, the Board should extend their authority and scope and consider 

appeals regarding these rights. 

In analysing these rights in a context of freedom of expression, the ECtHR held that in cases 

where someone’s private life has been negatively affected by a statement or an act, Article 8 

of the Convention becomes applicable only if the effects of such statement or act had risen 

above a “threshold of severity”.58 In a 2020 judgment, Beizaras and Levickas v. Lithuania,59 

the Court ruled precisely on the situation where the negative public statements made on 

Facebook have violated the applicants’ right to privacy and the right to non-discrimination. This 

case concerned the homophobic comments targeting the applicants, including undisguised 

calls for violence. The facts were as following: the first applicant posted a photograph on his 

Facebook page depicting a same-sex kiss between him and the second applicant; the picture 

was made accessible not only to his Facebook “friends”, but also to the general public; 

according to them, “the picture went viral online and it received more than 2,400 ‘likes’ and 

more than 800 comments”; they also submitted before the Court that the majority of online 

comments had been aimed at inciting hatred and violence against LGBT people in general, 

while numerous comments had directly threatened the applicants personally.60 Herein, based 

on the facts and the law, the ECtHR reached the conclusion that the level of seriousness 

required for Article 8 to come into play was reached and Article 14 was therefore applicable 

under the “private life” aspect of Article 8. 

Additionally, in its latest cases concerning complaints under Articles 8 and 14 of the ECHR of 

alleged violations of the applicants’ right to private life and right to non-discrimination by 

negative public statements, the Court introduces (Budinova and Chaprazov v. Bulgaria61 and 

Behar and Gutman v. Bulgaria62) a stringent admissibility test with the purpose of determining 

the “threshold of severity” required for triggering the applicability of said articles in the context 

where the allegation is that a public statement about a social or ethnic group has affected the 

“private life” of its members within the meaning of Article 8 of the Convention. The Court took 

into account several relevant factors, including: 1) the characteristics of the target group (for 

instance, its size, its degree of homogeneity, its particular vulnerability or history of 

stigmatization and its position vis-à-vis society as a whole); 2) the precise content of the 

 
56 How do I report inappropriate or abusive things on Facebook (e.g., nudity, hate speech, threats)? 

https://www.facebook.com/help/212722115425932/?locale=en_GB&maybe_redirect_pol=true. 
57 Draft Committee of Ministers recommendation to member States on combating hate speech, v. 18.06.2021, § e. 
58 Denisov v. Ukraine, §§ 112-14, 76639/11, 25 September 2018. 
59 Beizaras and Levickas v. Lithuania, § 117, 41288/15, 14 January 2020. 
60 Idem, §§ 9 – 10. 
61 Budinova and Chaprazov v. Bulgaria [GC], §§ 61 – 63, 12567/13, 16 February 2021. 
62 Behar and Gutman v. Bulgaria [GC], 29335/13, 16 February 2021. 

https://www.facebook.com/help/212722115425932/?locale=en_GB&maybe_redirect_pol=true
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negative statements (in particular, the degree to which they could convey a negative 

stereotype, and the specific content of that stereotype); 3) the form and context in which the 

statements had been made, their reach, the position and status of their author, and the extent 

to which they could be considered to have affected a core aspect of the group’s identity and 

dignity.63 

Taking into account the points made above, it is undisputable the fact that by not affording the 

same level of consideration to all affected rights in the process of moderating content, one 

could reach to the conclusion that Facebook is failing to comply with its corporate human rights 

responsibilities on a holistic level. 

4.2. Content moderation and the “chilling effect” 

Therewithal, a special attention should be paid by the Board to the “chilling effect” that 

Facebook’s sanctions can have on its users. As the Strasbourg Court stated in Cumpănă and 

Mazăre v. Romania,64 this effect “works to the detriment of society as a whole” and may arise 

when a person engages in “self-censorship”65 due to fear of disproportionate sanctions.66 This 

aspect is quite worrying since according to the Facebook’s Community Standards, posts can 

be removed based on subjective interpretations namely, if they contain words that can have a 

negative statement under the Violence and Incitement Community Standard. This is the case 

of the supporter of jailed Russian opposition leader, Alexei Navalny, calling another user a 

"cowardly robot"67. Or, in the case where a video was removed as it contained a word that was 

designated as a slur under the Facebook’s Hate Speech Community Standard.68 The 

Supervisory Board overturned both Facebook’s decisions, but the matter stands since in March 

2021, Facebook deleted 530 Instagram accounts allegedly involved in coordinated inauthentic 

activity targeting pro-Navalny Russian users. In exceptional situations, like the case of the 

former President Trump69 (a most debated decision by third parties), sanctions such as a 

temporary suspension of the account may be imposed. 

Admittedly, the internet intermediaries’ duty to comply with their human rights responsibilities 

in moderating content is quite burdensome and the lack of legal certainty in this area only 

aggravates the situation which in turn offered to the large online platforms the fitting 

circumstances for using automated filtering systems. In performing this task, they would have 

to differentiate between “illegal” and “harmful” content that, in addition, it may have been 

defined and understood in differing ways at the national and international levels (e.g. hate 

speech70). Accordingly, illegal content would encompass a large variety of content categories 

that are not compliant with international and national legislation, such us privacy, data 

protection violations, hate speech and incitement to violence, child abuse material and revenge 

porn. In contrast, potentially harmful content refers to content which often does not strictly fall 

 
63 Velimir Delovski, Council of Europe, The Bulletin no. 3 on the Latest developments in the case-law of the 

European Court of Human Rights on Freedom of Expression, p. 19, 2021. 
64 Cumpănă and Mazăre v. Romania [GC], § 114, 33348/96, 17 December 2004. 
65 Vajnai v. Hungary, § 54, 33629/06, 8 July 2008. 
66 Tarlach McGonagle, Freedom of expression and defamation: A study of the case law of the European Court of 

Human Rights, p. 24, 2016, https://rm.coe.int/diffamation-fa-en-/168097e9e3  
67 Case 2021-004-FB-UA, https://oversightboard.com/decision/FB-6YHRXHZR/. 
68 Case 2021-010-FB-UA https://www.oversightboard.com/decision/FB-E5M6QZGA. 
69 Case 2021-001-FB-FBR, https://www.oversightboard.com/decision/FB-691QAMHJ. 
70 Draft Committee of Ministers recommendation to member States on combating hate speech, v. 18.06.2021, § 5. 

https://rm.coe.int/diffamation-fa-en-/168097e9e3
https://oversightboard.com/decision/FB-6YHRXHZR/
https://www.oversightboard.com/decision/FB-E5M6QZGA
https://www.oversightboard.com/decision/FB-691QAMHJ
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under the prohibition of a law, but might nevertheless have harmful effects. A wide range of 

content could potentially fall into this category as the content may be considered as 

harassment, bullying, mis- or disinformation ('fake news').71 

In addressing such issues like hate speech and disinformation, under the monitoring of the 

European Commission, big companies like Facebook, Microsoft and Twitter agreed to a self-

regulatory “Code of Practice on Disinformation”72 and a “Code of conduct on countering illegal 

hate speech online”;73 onward other IT companies74 joined in. Amongst on what was agreed 

upon, the technology businesses agreed to assess the public commitments herein on a regular 

basis, including their impact. Consequently, the IT companies provided information about 

measures taken countering hate speech and disinformation, including their actions to 

automatically detect content. Strictly referring in this paper to the information provided by 

Facebook, it’s worth mentioning that in the six months between 2018 and 2019, the company 

acted on roughly 2 billion spam pieces of content (with about 45 million pieces of content 

restored) and removed 2 billion fake accounts;75 and the numbers only increased in the 

following years.76 As regards to hate speech, in 2021 Facebook took action on approximately 

40 million pieces of content of which 88.000 pieces of content were restored as a result of an 

appeal.77 

The numbers provided are staggering considering that these billion pieces of content are 

removed on a "vaguely worded, ambiguous and therefore unforeseeable laws” such as, the 

notions of negative statement and hate speech, and this, undoubtably could “have a chilling 

effect on freedom of expression”.78 In their joint dissenting opinion in the case Delfi AS v. 

Estonia,79 judges Sajó and Tsotsoria argue that “approving a liability system that imposes a 

requirement of constructive knowledge on active Internet intermediaries” creates the premises 

for collateral censorship. They further argued that “for the sake of preventing defamation of all 

kinds, and perhaps all <<illegal>> activities, all comments will have to be monitored from the 

moment they are posted. As a consequence, active intermediaries and blog operators will have 

considerable incentives” to remove content, “and the fear of liability may lead to additional self-

censorship by operators.” By extension, "this is an invitation to self-censorship at its worst” to 

all parties involved, including the users. 

The consequences of the chilling effect are not only related to self-censorship, but also on how 

they shape behaviour by making people adhering to a more socially conforming speech or 

 
71 Tambiama Madiega, European Parliamentary Research Service, Reform of the EU liability regime for online 

intermediaries. Background on the forthcoming digital services act, p. 10, May 2020. 
72The European Commission, The EU Code of Practice on Disinformation, 

https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=54454. 
73 The European Commission, The EU Code of conduct on countering illegal hate speech online, 

https://ec.europa.eu/newsroom/just/document.cfm?doc_id=42985. 
74 The way they are referred to in the EU Code of conduct. 
75 The European Commission, Facebook report on the implementation of the Code of Practice for Disinformation, 

September 2019, https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62681. 
76 Meta’s Community Standards Enforcement Report, https://transparency.fb.com/data/community-standards-

enforcement/. 
77 The European Commission, Information provided by the IT companies about measures taken to counter hate 

speech, https://ec.europa.eu/info/sites/default/files/information-provided-by-the-it-companies-about-measures-
taken-to-counter-hate-speech_october2021_en.pdf. 

78 Delfi AS v. Estonia [GC], 64569/09, 16 June 2015 – Joint dissenting opinion of Judges Sajó and Tsotsoria. 
79 Idem. 

https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=54454
https://ec.europa.eu/newsroom/just/document.cfm?doc_id=42985
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62681
https://transparency.fb.com/data/community-standards-enforcement/
https://transparency.fb.com/data/community-standards-enforcement/
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conduct.80 The control that machine learning tools have on social and political behaviours by 

influencing emotions and thoughts and by altering an anticipated course of action, sometimes 

subliminally, have recently became apparent.81 Consequently, while not losing sight on how 

hate speech, mis- or disinformation etc. can negatively affect individuals and that countering 

them is important in protecting human rights, it is also crucial that special attention should be 

given to the chilling effect. 

The Internet is global and Meta is looking for ways in reaching its users uniformly so, precisely 

because the moderation of “illegal” and “harmful” content involve too many subjective factors 

and a chilling effect on both the company and its users, in mitigating these factors, the Board 

should consider introducing a “threshold of severity” test.82 This way it could be determined in 

an objective manner whether a word or a certain conduct online has reached the severity level 

of breaching the community standards such as Hate Speech Community Standard, Bullying 

and Harassment Community Standard or Violence and Incitement Community Standard. In 

making our suggestions we don’t lose sight of the positive steps made thus far by Facebook 

and we also take note of the fact that in the case83 where some inaccurate information 

circulating on Facebook might have contributed to the risk of imminent violence or physical 

harm, the Board have upheld the company’s decision not to remove content as the threshold 

of “imminent harm” was not met. 

5. The global effect of the Oversight Board’s decisions 

Aside from the Boards’ shortcomings, the mechanism’s strongest trait, the global effect of the 

Board’s decisions, cannot be overlooked. In some cases, the Board’s decisions may include 

policy recommendations or an advisory opinion. After proper consideration, Facebook will take 

additional action by analysing the operational procedures necessary to implement the 

recommendation84 and consequently, updating the Community policies that apply all over the 

world where the social networking site85 is used. Taking into account the “remedy ecosystem” 

proposed by the Guiding Principles, Facebook’s company-based grievance mechanism may 

offer a solution to the Internet’s global governance issue. The “right to be forgotten” mechanism 

is a proper example for the inter-dependencies that exist in a technology sector remedy 

ecosystem86 and the positive impact that a well-functioning remedy ecosystem (judicial and 

non-judicial) has in the technology sector. However, the “right to be forgotten” mechanism is 

limited, with some exception,87 only to the EU. This is why, the outlook of a global mechanism 

proposed by Meta is more than welcomed. 

 
80 Jonathon Penney, Understanding Chilling Effects, 106 Minnesota Law Review 101 (2021, Forthcoming), 

Osgoode Legal Studies Research Paper, 28 May 2021, https://ssrn.com/abstract=3855619. 
81 Council of Europe, Declaration by the Committee of Ministers on the manipulative capabilities of algorithmic 

processes, Decl(13/02/2019)1, § 8, 13 February 2019. 
82 See above point I; Budinova and Chaprazov v. Bulgaria [GC], §§ 61 – 63, 12567/13, 16 February 2021 and Behar 

and Gutman v. Bulgaria, 29335/13, 16 February 2021. 
83 Case 2021-008-FB-FBR, https://oversightboard.com/decision/FB-B6NGYREK/. 
84 Article 4 Supervisory Board Charter, https://oversightboard.com/governance/. 
85 Goodwill Community Foundation Global’s tutorial “What is Facebook”, 

https://edu.gcfglobal.org/en/facebook101/what-is-facebook/1/. 
86 OHCHR, B-Tech Foundational Paper, Designing and implementing effective company-based grievance 

mechanisms, p. 4, https://www.ohchr.org/Documents/Issues/Business/B-Tech/access-to-remedy-company-
based-grievance-mechanisms.pdf. 

87 Right to be forgotten, Wikipedia, https://en.wikipedia.org/wiki/Right_to_be_forgotten#Recognition. 
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6. Conclusion 

To conclude, given (i) the high pace of the digitalisation of our society,88 (ii) the fact that national 

and international legislation and regulations are almost always at least few steps behind 

technology and (iii) the internet intermediaries’ growing involvement and contribution to the 

IBHR law-making, a need for adaptation to the society’s pressing digital needs through grater 

legal and policy innovation to address the digitalisation issues is becoming even more urgent.89 

The “interplay of remedies”90 allowing for different types of remediations mechanisms (judicial 

and non-judicial; State-based and non-State-based) to provide access to more and clearer 

opportunities for referral and escalation of grievances, coupled with the co-regulation approach 

in addressing the policy concerns,91 might be what we are searching for in order to bridge the 

governance gaps and, that is why States should take the appropriate steps in facilitating the 

access to effective non-State-based grievance mechanisms, and in particular, the company-

based grievance mechanism by strengthening domestic law and policy.92

 
88 Council of Europe, Steering Committee on Media and Information Society (CDMSI), Media and Internet 

Governance. Highlights, https://rm.coe.int/leaflet-media-and-internet-highlights-en-october-2020/1680a057f3. 
89 OHCHR, B-Tech Foundational Paper, Designing and implementing effective company-based grievance 

mechanisms, p. 4 https://www.ohchr.org/Documents/Issues/Business/B-Tech/access-to-remedy-company-
based-grievance-mechanisms.pdf. 

90 Similar to the “remedy ecosystem” approach proposed in the B-Tech Foundational Paper. 
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