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Liliya Khasanova

Abstract

After more than two decades of ongoing international negotiations aimed at regulating the
domain that was created by information and communication technologies (ICTs), it is evident
that at least two contradictory approaches have emerged. One notable aspect that has been
overlooked is the difference in language used by Russia and Western countries, with Russia
referring to ‘information space’ and Western countries using the term ‘cyberspace’. This paper
aims to empirically examine this persistent use of different terms related to the ICT ‘space’ and
reveal the increasingly contradictory realities that Russia and Western countries are seeking
to regulate. To identify the key areas of conceptual discrepancies, | analyse international cyber
governance documents and normative proposals from states, national legislations in Russia
and Western states, and place them in the historical context of ICT development in these
regions. | describe the divergent perceptions of the regulatory space and the contrasting
perceptions of the role of private actors in cyber governance. Building on these insights, | argue
that there is a conceptual misalignment between Russian and Western approaches in terms
of the legal object of regulation and its scope, as well as in the governance models applied in
the ICT domain. These differing conceptions contribute to conflicting institutional and
normative approaches to international law.
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Introduction

The rapid development of ICTs has opened up a new dimension in international law and
international relations that has posed a number of intricate technical, conceptual, evidentiary,
and legal challenges. Given the growing interdependence, transitioning of economies and
societies online, the increasing role of non-state actors, and the emerging problems for existing
principles of international law, governments are seeking to find working institutional and
regulatory solutions to govern the ICT domain. However, understanding and determining the
scope of the domain differs significantly across the increasingly contradictory realities of
governments worldwide.

ICTs and the internet exhibit several unique features to which general rules of international
law, created and developed in the past eighty years, provide minimal convincing answers
(Kettemann 2020; Krieger and Nolte 2016). It is uncontested today that international law
applies to cyber operations in cyberspace (UNGA 2013), but disagreement still exists on how
it applies to cyberspace. Mattias Kettemann argues that international law is the only normative
order that can deal systematically with the variety of actors relevant to the internet’'s use and
development (Kettemann 2020). Whether it is true or not, the need for regulating the cyber
domain comes at a time when the world is increasingly divided, with shifting and elusive power
balances (Gao and Chen 2022; D. Broeders and Berg 2020) and strong forces against
“Western hegemony” in cyberspace (Zang 2022).

The parallel existence of two forums on cybersecurity under UN auspices—the Group of
Governmental Experts (GGE) and the Open-Ended Working Group (OEWG)—perfectly
illustrates the cultural opposition in how states view cybersecurity. Russia, which initially
proposed the GGE in 2002 with the idea of negotiating an international treaty, decided to
pursue an alternative route through another forum that included all UN members. This move
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was made to restart the discussion on an international treaty after facing strong pushback in
the GGE.

Although the last mandate of the GGE was not renewed, the confrontation persists as the
Program of Action (PoA) - a proposal initiated by France and Egypt in 2020 - introduced an
alternative to the OEWG negotiation format (“Programme of Action Proposal” 2020).
Observation of the various international negotiation forums in cybersecurity shows that parties
involved do not have the same understanding of what and how they are seeking to regulate,
which constitutes one of the major obstacles to successful discussions. In fact, it is analytically
unhelpful to assume there is a common understanding of the scope and goals of international
regulation in the ICT field. Reaching an agreement in the absence of a basic understanding of
each other's doctrines might result in incomprehensive agreements, difficulties in
implementation and escalation of conflicts (Giles and Hagestad 2013). | build on the idea that
there are many approaches to ICT governance and those are not necessarily the same around
the world.

Russia and Western countries have persistently used different language related to the ICT
‘space’. It has been understudied that Russia is constantly referring to ‘information space’,
while Western countries use the term ‘cyberspace’. Hence, given the lack of understanding of
each other's doctrines and ideas behind concepts, | start from the very beginning and analyze
whether ‘information space’ in Russian understanding is the same as ‘cyberspace’ in Western
understanding. If not, what are the core differences in ideas behind those concepts and how
do they influence the states’ approaches to international regulation of cyber operations?

To answer these questions, | conduct a comparative legal analysis with a particular focus on
sources of international law, national legislations in Russia and Western countries,
international cyber governance documents and normative proposals from States. However,
recognizing that laws exist in a historical, social and political context, | also draw on differences
in the evolution of the ICT and internet landscape, official statements of state representatives
(both in international and national settings), discourses dominating in the governing elites and
academia and state practice.

| start with a discussion on how we should think about notions of ‘interests - conceptions -
approach’ in a comparative setting and contextualise the Western and Russian approaches
among several others. The next part focuses on two identified key areas of conceptual
discrepancies between the Russian and Western approaches to cyberspace: (a) the
misalignment of the scope between ‘information space and ‘cyberspace’, which reflects an
empirical multiplicity of ideas, interests, regulations and practices, and (b) the differing
perspectives on the role of non-state stakeholders in cyber governance. | conclude by outlining
both conceptual divergences and slight convergences between the two approaches.

Analytical Framework
This work contributes to the examination of non-western narratives in cybersecurity and builds
upon several other studies conducted on Russian information space by Russian and Western

legal and political scholars in recent years (Sayapin 2021; Danelyan and Gulyaeva 2020;
Pigman 2019; Savelyev 2016; Giles 2012). While views of Russia in international cyber
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negotiations were explored by scholars, the comprehensive analysis of the Russian concept
of ‘information space’ and its influence on the Russian approach to the international law of
cyber security (and international law in general) did not receive proper attention. The Russian
approach to cyberspace was evaluated by Sergey Sayapin, who conducted a classical legal
analysis of relevant legal acts regulating various practices in the ICT field (Sayapin 2021). | am
taking a different holistic approach to go beyond positions and laws, looking for interests that
form conceptions of information space and which, in turn, form the Russian approach in
international law regulating ICTs as compared to Western countries.

Analytically, this paper assesses the Russian approach in comparison to the Western
approach, which helps to define both conceptions further, explaining core differences and
potential space for convergence. Two points are important to mention in this regard.

Firstly, by Western approach, | mean the shared vision of the application of international law
to international cyber security followed by the US, EU and other ‘like-minded states’ in cyber
negotiation fora.

Secondly, | acknowledge an empirical multiplicity of approaches to cyber security among
Western countries. For instance, in the past decade, following the Snowden revelations, the
EU and other players within the Western camp have been seeking strategic autonomy from
the US in cyberspace, competing for the global regulator roles (Gao and Chen 2022; Greenleaf
2021) and adopting progressive legislation aimed at defending their economic and national
interests that do not necessarily go along with the US vision of open and self-regulated internet.
Taking one step further, even within the EU, national positions on how rules of international
law apply to cyberspace seem to be varying (Roguski 2020). However, for the comparative
analysis on a meta-level that this paper attempts to conduct, the group of ‘Western’ states is
sufficient as they share common values of liberal democracy and an understanding of the
scope of the cyberspace domain. Although foreign policy interests vary, there is a shared
understanding of the scope of the domain and a relatively consonant view on the application
of international law. | also consider discrepancies within the Western group of countries where
it is relevant.

Thirdly, this paper has a slight emphasis on exploring the Russian approach through
international normative initiatives and national legislation, because the Western approach has
received extensive coverage in academic research and policy discussion in English. In
contrast, as mentioned earlier, the Russian approach has been comparatively less explored
and is often less understood by Western audiences. While the Western perspective is included
in the paper, its role is primarily to serve as a reference point for comparative analysis and to
highlight the distinctions between the two approaches.

It is also important to note that while recognizing certain shared practices and ideas between
Russian and Chinese approaches to information space and security, | consider those
approaches as distinct. Although piled into one Sino-Russian approach to cyber security by
some scholars, Russia and China, despite sharing several common perspectives on cyber
governance, have strong institutional and interest divergences when it comes to their national
information security (Khasanova and Tai 2023). | do refer to China and other emerging powers
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in the cyber domain, however, where appropriate and where it helps to explain better the
Russian-Western dichotomy.

Acknowledging a deadlock in multilateral cyber negotiations (Duroy and Khasanova 2023) and
a strong misalignment in understanding how international law applies to operations in
cyberspace, | use one of the main strategies described in negotiation theory. It suggests that
in order to identify the zone of possible agreement and resolve conflicts, we need to explore
underlying interests behind (state’) positions (Fisher, Ury, and Patton 1997; Lewicki, Barry, and
Saunders 2020). State interests can be influenced by various factors and defined by a range
of actors. State interests directly inform ‘conceptions’ or ‘understanding’. In other words,
understanding/conception is rooted in the interests of a particular government at a particular
time. Examining these underlying logics is important for the exploration of different approaches
with a further goal of the potential reconciliation of shared interests.

Therefore, in this paper, | examine the conceptual differences between purportedly divergent
approaches to international law and governance by starting to look at two core overarching
concepts: cyber-space (-security) and information space (-security). To this end, | will
investigate the linguistic terminology, the meaning of such terms as found in policy and legal
documents and the implications of such policies, laws and ideas in state practice. | am also
looking at different conceptions of internet governance or public-private relationship seeking
to define the scope of the concepts further.

Conceptual Differences

This section delineates two key distinctions between the two approaches to cyberspace
regulation. The first distinction pertains to the use of differing terminologies for referring to the
concepts of ‘information space’ and ‘cyberspace’. The second distinction revolves around
divergent perspectives on the role of private actors in cyber governance.

Defining the ‘Space’: Russian ‘Information Space’ and its Difference from
‘Cyberspace’

The difference in terminology between Russian and Western narratives in regulating the ICT
‘space’ is neglected both in theoretical understanding and practical implementation.
Meanwhile, negotiation theory emphasizes the importance of defining the scope of the
negotiation as a fundamental initial step (Fisher, Ury, and Patton 1997; Lewicki, Barry, and
Saunders 2020).

Information space (and security) are terms used both by Russia and China in all international
deliberations related to the ICTs. Some differences between the Russian and Chinese
concepts were briefly identified, with the former’s vision including human information
processing and the latter’s center on global information and communications network (Giles
and Hagestad 2013). One does not need to be a linguist to sense the difference between the
terms ‘information space (security)’ and ‘cyberspace (security)’. The literal reading suggests
that the first space encompasses everything related to the production, use, impact, exchange
of information, while the scope of the second one is limited by ‘cyber’, which usually refers to
physical infrastructure (computers, internet-enabled devices, servers, routers, and other
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components), logistical world and the virtual world (Oxford Reference 2023). In other words,

the term ‘information space’ is broader and encompasses ‘cyberspace’ plus information

management.

What is information space and information security in Russian understanding and how is it
different from cyberspace and cyber security used by Western countries? To empirically
assess this ‘space’, | will first analyse the definitions of information space contained in Russian
normative and policy documents, both national and international and will compare it against
the definitions of cyberspace. Secondly, | will outline the state practice on information space
and security in Russia that illustrates the conception further.

Characteristics of ‘Information Space’

In normative and policy documents adopted by Russia nationally and proposed internationally,
there is no set definition of information space and security. Rather, there are several fluctuating
definitions depending on the type of document. Nevertheless, important characteristics of the
information space can be traced across all the documents.

Firstly, all definitions of ‘information space’ or ‘information sphere’ include information or
information resources in the object of legal regulation. Back in 1995, the ‘Concept of Formation
and Development of the Russian Information Space and Related State Information Resources’
stipulated the following main components of information space: information resources (data
and knowledge) and information infrastructure (organizational and technical structures)
(Russian Government 1995). The latest Doctrine of Information Security (2016) provides the
following definition of the ‘information sphere’:

“...combination of information, informatisation objects, information systems and
websites within the internet, communications networks, information technologies,
entities involved in generating and processing information, developing and using the
above technologies, and ensuring information security, as well as a set of
mechanisms regulating public relations in the sphere”.

Therefore, information itself is a part of the object of legal regulation along with information
infrastructure. A similar logic can be found in international documents proposed by Russia
under UN auspices. Russia’s Draft Convention on International Information Security (2011),
also defines the concept of ‘information space’ by considering information as an essential
component of that space.’

The term cyberspace (‘knbepnpocTtpaHcTBO’) is rare in Russian documents and statements
and appears mostly when referring to the ‘Western’ approach. The Western definition of
cyberspace predominantly started with an understanding that it is a virtual environment formed
by physical and non-physical components that store, modify and exchange data using
computer networks (Schmitt 2017, 564). This was the definition agreed upon in the Tallinn

" Note: Information space is defined as ‘the sphere of activity connected with the formation, creation,
conversion, transfer, use, and storage of information and which has an effect on individual and social
consciousness, the information infrastructure, and information itself’.
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Manual 2.0, which in 2017 represented the views of several, predominantly Western,
international scholars. Similar interpretations can be found in various country statements
regarding the application of international law in cyberspace.?

Secondly, information security language closely relates to the cognitive implications of
information on society. Contrary to Western approaches, the Russian government views both
the mind and information systems as integral parts of its concept of information
security(Thomas 2001). When looking at the scope of the information space, Russian scholars
rely on a broad overarching concept quoting the Okinawa Charter on Global Information
Society (2000) that notes the ‘revolutionary impact of the information that affects the way
people live, learn and work...” (“Okinawa Charter on Global Information Society” 2000) or
UNESCO reports that stipulate that ‘the information sphere is a sphere of conscious life, from
education to science, from culture to communication’(lvanov 2005).

These sociological, and cultural dimensions of information play an integral part in defining
‘information space’ and information security challenges. The capacity of information flows to
affect individual and social consciousness is a concern and one of the main underlying logics
in most of the Russian national documents and international statements or proposals.
Protection of Russian society from the ‘destructive information and psychological impact’ is a
national security concern (Russian Government 2021).

This leads to the third explicit characteristic that characterizes the Russian concept of
information space and security: the perception of the information space as a source of constant
security challenges to individuals, society and the state.

Russian normative proposals and legal academic literature in the 1990s perceived information
space as a global domain that facilitates international communication, and the limitation of
information flows as a violation of the right to information (Russian Government 1995; Ivanov
2005). However, it did not take long for the ‘territorialization’ of information space with a
traditional vision of sovereign states’ rights in this common sphere. The Snowden revelations
in 2013, colour revolutions in Ukraine and Georgia, regime changes in the Middle East, and
Putin’s return to presidency became a fertile ground for Russian political elites to build their
perceptions on information threats to regime security that firmly integrated into broader national
security narratives (Pigman 2019). The threat to political, economic and social stability by
information that is manipulated and imposed on internet users has been outlined in multiple
official documents. For example, the Doctrine of Information Security (2016) elaborated on the
national interests of Russia including the ‘protection of an individual, society and the state
against internal and external information threats, allowing to ensure...the sovereignty, the
territorial integrity and sustainable socio-economic development’. Additionally, the National

2 Note: For example, the German Position Paper on the Application of International Law in Cyberspace
defines cyberspace as “the conglomerate of (at least partly interconnected) ‘cyber infrastructures’ and
‘cyber processes’”, where cyber processes are ‘events and sequences of events of data creation,
storage, processing, alteration or relocation through means of information technology’ (German
Federal Foreign Office 2021); Same logic follows the French statement, focusing mainly on malicious
cyber operations that target government and administration information systems (Ministry of Defense,
France 2021).
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Security Strategy (2021) warns against the imposition of a ‘distorted view of historical facts

and events in Russia and abroad’.

The same rhetoric and logic were reflected in international normative proposals. The
International Convention on Information Security (2011) adopted strong sovereignty language
recognizing political independence and territorial integrity of states. The Code of Conduct
(2015) calls for ‘respect for diversity of history, culture and social systems of all countries’.
Arguments on the perseverance of societal norms and historic justice are strong, representing
a continuation of civilizational identity claims and ‘civilizational otherness’(Malksoo 2015) of
Russia being enacted in cyber narratives as well.

In Western cybersecurity narratives, the power and threat of information operations and
activities are also increasingly recognized. There is a growing realization that other states and
non-state actors are capable of manipulating information or conducting online activities to
change or reinforce the attitudes or behaviours of the targeted audience. However, those
narratives are mostly at the periphery or even outside of the international
cyberspace/cybersecurity debate which mostly focuses on the protection of ICT infrastructure,
free data flows, freedom of information and other digital rights. Although the sense of
fragmentation of international cyber governance is growing (Segal 2022), along with the
development of digital sovereignty narratives in liberal democracies (Dennis Broeders et al.
2022), in the eyes of the West, the internet is a global domain with its predominantly ‘technical’
security challenges. Meanwhile, in Russian understanding, beside technical cybersecurity
challenges, the state is responsible for ‘security’ information which ultimately secures its
national sovereignty and civilizational values.

Translating Conceptions into State Practice

Russian perception of information space and security is reflected in recent policies that
regulate the security of information infrastructure (software or hardware) and information itself.
Several waves of legal developments and amendments to existing laws have led to systemic
changes and the expansion of institutional powers in controlling information content and
movement. lronically, the official rationale to protect ‘individuals, society and the state against
international and external information threats’ (which is repeated in all Russian documents
related to information security) has resulted in an overarching control over networks and minds.
Joining the parade against US hegemony in cyberspace (Zang 2022), Russia went further by
establishing a digital sovereignty doctrine with all its implications.

This paper groups several of the milestones in translating the official rhetoric of information
space into state practice relevant to the characterization of the ‘space’.

The first key pieces of legislation were characterized by the intention of gaining control over
information and its dissemination. In 2014, a set of amendments were adopted to Federal Law
No.149-FZ “On Information, Information Technologies and Protection of Information” that
introduced the concept of the ‘organiser of dissemination of information in the internet referring
to providers of ‘communication internet-services’ operating in Russia (Russian Government
2014a; Savelyev 2016). Such internet service providers had to register with the Federal
Service for Supervision of Communications, Information Technology and Mass Media
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(hereinafter - “Roskomnadzor”), store a copy of the user’s traffic and several types of data in
Russia and cooperate with the Federal Security Service (FSS). Subsequent legislation
introduced amendments requiring all personal data operators to record, store and process any
personal data of Russian individuals in databases located in Russia as a primary step (Russian
Government 2014b). These changes forced companies to resort to third-party data centers
located in Russia within one year of the law’s passage. According to the head of
Roskomnadzor, at least 600 foreign companies sent notifications on moving their data
processing and storage to Russian territory (RBC 2021). On the institutional side,
Roskomnadzor received extensive authority in controlling and enforcing compliance by
conducting scheduled or unscheduled audits related to data privacy protection, managing
‘black lists’ of companies that do not comply with requirements of data protection or
localization, initiating legal actions in court, and restricting access to certain websites. Since
2016, big international companies (mostly social media companies) have been held liable for
violating data localization requirements (e.g. Facebook, Twitter, Google) or have been blocked
on the territory of Russia (e.g. LinkedIn).

The second cluster of developments in Russian law targeted strategic autonomy in a
technological sense. In 2019, the Sovereign internet Law aimed at the independent functioning
of the Russian segment of the internet was adopted (Russian Government 2019), fulfilling the
aspirations for establishing a Runet as earlier described in the Information Security Doctrine
(2016) (Russian Government 2016) and the Information Society Development Strategy for
2017 — 2030 (President of the Russian Federation 2017). The officially declared aim of the
Runet is the protection of the Russian segment of the internet and its uninterrupted functioning
against external threats. The 2017 Law on Security of Information Infrastructure (Russian
Government 2017), prescribed the transfer of all security infrastructures to primarily Russian
software and hardware, which is planned to be completed by 2025.

Finally, justification of censorship in the name of national sovereignty was reinforced in 2020
in relation to the ‘unauthorized public protests’, establishing an administrative liability for failure
to comply with the requirements for providers to restrict access to information that is considered
illegal in Russia (Russian Government 2020). Blocking websites because of their illegal
content became a norm and reached its culmination in 2022 with the criminalization of public
dissemination of ‘knowingly false information’ about Russian armed forces in relation to the
conflict in Ukraine, known as the law on ‘fakes’ (Russian Government 2022). According to a
the Freedom House, as of August 2022, seventy-five criminal cases were initiated in Russian
courts under article 207.3 of the criminal code (on public dissemination of knowingly false
information), with fourteen individuals found guilty (Freedom House 2022). Notably, the
persecution is always done in the name of the laws which are amended and adopted in very
short timeframes, confirming the long-standing tradition of the ‘rule by law’.

To summarize, the definitions found in law and state practice prove that the Russian
understanding of the concept of information space extends beyond the boundaries of
cyberspace. It encompasses not only material and non-material technical aspects of
cyberspace but also information itself along with its cognitive implications for society. The short
period of relative freedom experienced in the 1990s rolled back to long-standing historical
traditions of state control and a mindset focused on external geopolitical threats. Russian
policymakers and scholars have conveniently applied and adapted the long-standing concept
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of sovereignty in its traditional Westphalian sense to the realm of cyberspace, intending to
challenge the Western principles of internet and information freedom. The implementation of
infrastructural barriers, the shutdown of independent media, and the use of application-level
blocking contribute to the establishment of the Russian information iron curtain. This vision is
firmly rooted in alleged sovereign national security interests and will have far-reaching
implications for Russian society, international law and international relations.

Governing the ‘Space’: the Role of Non-Governmental Actors

The technical reality of cyberspace underscored the role private actors and non-governmental
organizations play in filling the technical and policy gaps in internet governance. Empirically,
the public-private dichotomy varies depending on the policy area. Three decades ago, states
had a limited role in internet governance, especially in the Western world(Barlow 2019).
However, the idea of a self-governing global network is now a utopia, as governments
gradually increase their regulation of the internet. The current ecosystem of internet
governance is sustained both by state and non-state actors, although the decision-making and
norm-making space of non-state actors in some regions is rapidly shrinking.

The conference of the International Telecommunication Union in 2012 disclosed differences in
global internet governance approaches (ITU 2012). Russia, among other countries, pushed
for a state-centric approach in a traditional multilateral sense, while Western countries led by
the U.S. endorsed a multi-stakeholder approach (Fidler 2013).

In international settings, Russia has advocated for the multilateral approach whereby ‘states
play the main role and bear equal responsibility in international internet
governance’(Permanent Mission of the Russian Federation to the United Nations 2022). The
traditional feature associated with the Russian doctrine of international law perceives the state
as the main subject of international law (Malksoo 2015) and legal norms only as the result of
the state will echo vividly in international, regional, and national normative cyber proposals and
statements across institutions in the ICT field. Hence, the categorical rejection of individual and
transnational corporations (TNC) as subjects of international law plays out equally in
cyberspace rhetoric.

Under UN auspices, Russian proposals such as the International Code of Conduct for
Information Security (2015) or the Draft Convention on Cooperation in Combating Information
Crimes (2021) affirm visions of state-centrism and sovereignty in the information space. In
OEWG negotiations, Russia gradually pushes back on strong multi-stakeholder provisions,
noting that ‘...the role of a multistakeholder approach to ensuring international information
security is exaggerated by imposing the idea that States and other stakeholders hold similar
responsibility in this area’ (Russian Ministry of Foreign Affairs 2021). In addition, deepening
cleavages between Western states and Russia heavily influence the participation of certain
stakeholders in the OEWG meetings. For example, in July 2022 twenty-two international NGOs
and several Russian organizations had their accreditation blocked by Russia and Ukraine
(Duroy and Khasanova 2023).

In regional settings, agreements on information security within the framework of the Shanghai
Cooperation Organization (SCO) and joint statements of Russia and China follow the same
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rhetoric on the primary role of states in internet governance (“Joint Statement of the Russian
Federation and the People’s Republic of China on the International Relations Entering a New
Era and the Global Sustainable Development” 2022). The private ICT sector in Russia is highly
regulated and controlled by the government. Meanwhile, foreign tech giants are facing fines or
expulsion from the Russian market if they do not comply with national requirements. For
example, strict data localization laws and rules on content control were enforced extensively
in 2022 (Khasanova and Tai 2023; Anyukhina 2022).

The current approaches to internet governance can be better understood by examining the
historical development of the internet landscape in the region. For the Soviet Union, the
employment of computer systems and nationwide networks primarily served to maintain
existing economic and political order rather than promote reform, contrary to the anticipation
of the Soviet scientists (Gerovitch 2008). The Soviet legal scholarship supported ‘statism’ in
international information space, claiming the state’s margin of appreciation to limit the type of
information that goes contrary to its Constitution (Grohal’ski, 1984; Shevcova 1981). Despite
a brief period in the 1990s when attention was given to the internet’s economic potential and
Russia’s integration into the global information space, network governance has consistently
been heavily centralized, even in the presence of a fragmented infrastructure of internet
service providers. The Russian government currently does not just set the main regulations in
the field, but also has direct access to boards of directors and the internal functioning of major
tech companies (Glasze et al. 2022). The absence of national tech giants that developed
independently and the lack of effective consulting procedures reflects the historically
centralized, top-down internet governance model in Russia (Khasanova and Tai 2023).

By paying close attention to statements of Russian representatives at the negotiation forums
and analyzing the government’s proposals in pursuing the ‘sovereign internet’ idea, one can
conclude the Russian government pursues autonomy in information space and independence
from foreign technological giants. More specifically, autonomy in both a technological and
information content sense follows the ‘information space’ logic. The National Security Strategy
(2021) speaks critically about TNCs that have ‘monopolized’ control over internet information
resources and are practicing censorship and manipulation of information contrary to the rules
of international law [emphasis added] (Russian Government 2021).

Finally, it should be noted that in the Russian government’s understanding, a state-centric
approach does not mean there is no place for private actors. It means that the authority and
decision-making powers are attributes of a state, while private actors play a subsidiary role.

In contrast, Western like-minded states endorse a multi-stakeholder approach in internet
governance where shared principles, norms, rules, decision-making procedures and
programmes are developed and applied by governments, the private sector, and civil society.
Following this approach, private companies, non-governmental organizations, and civil society
play a significant role in the evolution (Tsagourias 2017) and implementation (Kumar 2021) of
cyber norms by providing recommendations and feedback. One of the main rationales behind
the Program of Action proposal initiated by France and Egypt in 2020 was the meaningful
inclusion of various stakeholders in negotiations and the expansion of space for sharing
practices (“Programme of Action Proposal” 2020).
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From a historical perspective, the Western internet landscape evolved in a highly decentralized
manner. The interaction between states and non-state actors initially was defined by technical
coordination, due to the academic freedom granted to researchers developing the network and
then the impossibility of controlling the burgeoning internet initiatives (Radu 2019). Three
decades ago, some scholars insisted that states were just among other stakeholders and that
cyberspace should be a self-regulated environment (Johnson and Post 1996; Barlow 2019).
The situation nowadays is drastically changing as States increasingly claim the regulatory
space with normative efforts aimed at controlling tech giants. The EU Digital Services Act
(European Parliament 2022b) and Digital Markets Act (European Parliament 2022a) are
perfect examples of attempts to regulate the ‘Wild West’ by protecting the fundamental rights
of users and local tech markets from monopolization. In the US, the public-private equilibrium
takes a different turn with the extremely powerful private sector that sets many standards in
the absence of comprehensive federal regulation, the constitutional First Amendment that
protects freedom of speech and the absence of federal privacy law, while constitutional
protections and state laws shape the boundaries of privacy and free speech. For example, in
the case of content moderation, there is an emergence of models of privately driven
transnational hybrid adjudication (Gulati 2022). Meanwhile, States of Texas and Florida
separately adopted legislation restricting content moderation by social media platforms. They
were eventually appealed, but the two US Courts of Appeal have taken different positions (the
Texas law stayed in force, and the Florida one was blocked), leading the matter to the US
Supreme Court (Congressional Research Service 2022).

Thus, considering the history and influence of the Western TNC in cyberspace, this public-
private cooperation is inevitable. By maintaining the multi-stakeholder approach, the US
handles partnerships with an influential and knowledge-containing private sector, while the EU
focuses on the promotion of its values by actively involving civil society in negotiations.

To summarize, the Russian top-down, state-centric approach with a subsidiary role of non-
state actors is a combination of historical developments in the ICT field and the Russian
traditional ‘statist’ philosophy of international law. The desire to counterbalance a monopoly of
foreign tech giants and to maintain technological independence is coupled with authority over
the information domain to ensure the security of the regime. Therefore, while Western
cyberspace is a multiplicity of state, non-state and civil society actors, information space in
Russian understanding is dominated by states as any other field of classical international law.

Most of the GGe and OEWG consensus reports under UN auspices include references to the
multi-stakeholder approach. In practice, multistakeholderism is a reality. For example, in 2022
the OEWG introduced modalities for the participation of stakeholders (OEWG Chair 2022), and
the ongoing negotiations on the cybercrime convention include the highest number of
stakeholders actively participating in deliberations (Paviova and Lindsey (Curtet) 2023).
Despite different ideas behind the involvement of non-state actors in cyber governance, there
is a shared understanding that the final decision-making power is vested in states. In fact, the
poles that were once extreme are coming closer: there is a genuine understanding of the role
of private actors from the state-centric Russia and a noticeable effort from Western countries
to manage the economic and societal impact of the big tech and decentralized finance
initiatives.
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In actuality, the choice between the two approaches is not binary; rather, the distinction lies in
the extent of authority assigned to the private sector. This discrepancy is further reflected in
Russia’s stance on the role of soft law in governing the information space. The misalignment
comes down to competing perspectives of pluralist minimalism with a traditional emphasis on
sovereignty and the pursuit of a more ambitious set of institutions and practices.

Conclusion

The differences between Russian ‘information space’ and Western ‘cyberspace’ is not merely
a matter of terminology, but rather a deeper conceptual divergence in understanding the
domain which the two sides are aiming to regulate. The Russian understanding of information
space encompasses not only technical aspects of it but also information itself with all its
cognitive implications for society. Additionally, the decision-making in information space is
vested primarily in sovereign states. Conversely, the Western perspective perceives
cyberspace and security from a more technical side, promoting freedom of information and
leaving more regulatory space for the private sector and non-state actors. Based on these
insights, | conclude that there is a conceptual misalignment between Russian and Western
approaches in terms of the legal object of the regulation and its scope, as well as in governance
models of the ICT domain. These divergent conceptions inform conflicting approaches to
international law in the institutional and normative sense.

The Russian and Western governments are pursuing different sets of interests and goals in
their respective ‘spaces’, and it is a difficult task to trace similarities in understanding
international law unless any parts of these conceptions overlap. Therefore, the initial step is to
recognize that the parties perceive the domain in different ways to avoid counterproductive
discussions and agreements that are difficult to implement.

The presence of different approaches does not mean there is no place to deal with such
empirical multiplicity by finding shared interests. State practice signals some shifts: there is a
certain re-evaluation by Western countries of the critical role that information plays in socio-
political life and an exploration of content management techniques, keeping fundamental rights
in mind. On a governance level, the Russian government cannot deny the role that private
actors play in space, while the concept of ‘digital sovereignty’ gains prominence in Western
discourse as means of managing the economic and societal impact of large technology
corporations.

This finding invites further reflection on the heterogeneity of approaches to cyber/information
governance and underscores the importance of addressing these divergences to create more
effective and sustainable regulatory frameworks. The failure of past attempts to create
universal systems by ignoring conceptual differences demonstrates the need for greater
awareness and understanding of the digital domain’s complexity.
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